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Abstract

Cyber-physical systems (CPS) operate in a dynamic environment, in which they
have to deal with many uncertainties. In order to mitigate the faults caused
by specific uncertainties, we must be aware of their origins. The uncertainties
could stem from different phases in the development or operation of the CPS
and may be mitigated differently. Most of the uncertainties which affect the
CPS originate from the requirements, design or runtime phase [3]. The runtime uncertainties themselves could again stem from various environments: the
physical environment, the cyber environment or the CPS itself [1]. For example,
uncertainties may appear when a CPS experiences new unforeseen situations in
its physical environment or from unwanted interactions between different components within the CPS [1]. Again, runtime uncertainties with a different origin
might require different approaches for fault mitigation.
The uncertainties may lead to faults and drive the CPS into a wrong state.
The faults may further result in failures, making the CPS non-operational. We
want to make the CPS self-adaptive without significantly affecting the system
performance and to mitigate the faults at runtime, so that the normal operation
of the system is not interrupted.
There are two notions of fault mitigation for CPS. First, fault mitigation
can be understood as prevention, i.e. developing techniques to prevent the CPS
of getting into a faulty state at all. The second notion of fault mitigation is
reconfiguration. Once a fault in the CPS has occurred, we want the system to
be able to recover and return into a normal state autonomously. In the notion
of reconfiguration, a prerequisite for fault mitigation is fault detection, i.e. to
mitigate a fault we must first detect that the fault has occurred [2]. Fault
detection in CPS at runtime is not an easy task and is an active research area.
We would assume that faults can be detected and fault detection would not be
a focus of our research.
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With the recent advancements, machine learning has found its applications
in various disciplines and areas. However, the full potential of machine learning techniques for fault mitigation hasn’t been utilized and we would like to
contribute to this field. A CPS should be able to learn from its previous experiences and reconfigure without human intervention. A big challenge is that
the reconfiguration should be done in runtime. This means that the used machine learning techniques should be efficient and preserve the functional and
non-functional requirements of the CPS.
In this guided research, we would first summarize the state-of-the-art in
the field of self-adaptive CPS which utilize machine learning techniques. By
analyzing the state-of-the-art in this field, we can identify potential research
gaps, which would help us in proposing a new technique.
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