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https://hofmannb.dev/
https://pstoeckle.github.io/

SIEMENS TUTI

Organization: Theory Sessions

* Biweekly 3h hours
* On-site (no recordings, no stream)
* Probably Wednesday from 14:00 to 17:00

* 5-10min break after 50min
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Organization: Exercises

* Graded Exercises

* Submission via Artemis

» Deadline: Tuesday, 23:59 (biweekly)
+ Ca. 350 points

+ = 175 points are enough for passing

Build and Push Containers

Create a Container Registry
y

* Grade based on performance

* You can use the Artemis Communication feature to pose
guestions, or answer the questions of your colleagues

Bulld and Push

Build and Push the Python Contaner image

N LY
Ry —

1 Vptene Pythas b Senten
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https://artemis.cit.tum.de/
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Organization: Exercises

* We grade the submissions using automated tests

» There will be visible tests, i.e., you see the result when submitting, and hidden tests, i.e., they are only executed after the
deadline = Everything green when submitting does NOT mean 100% of the points

* If the tests fail, but you did the correct thing = create a complaint, and we will check your solution

* Host OS:
* We suggest to use Debian Linux to do the exercises. If you setup Debian in a VM,
* In theory, most exercises will work on macOS or even with Docker on Windows. However, we will NOT offer any help to

debug problems related to Docker on Windows/macOS. Furthermore, some automatic tests will
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Organization: Team Project

» 3 students are ateam

* |If you know already people in the class, you can form a
team by yourselves

* |If you know nobody in the class, you can write us, and
we will bring you together with other students to form a
O Online IDE »
team o —

» Task: Apply container security concepts to a small, given
project e [pep— [p—

+ Team needs a GitLab group on gitlab.lrz.de

* You must apply/commit your changes to projects in the
GitLab group

* You present your changes as team
¢ Duration: ca 30min

* Team presentation will happen in the semester break, i.e., end of
August and September

* Only the team attends the session, no other team = your team can
schedule a date with us

* Team presentation will happen online
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https://gitlab.lrz.de/
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Organization: Team Project

* Main goal: we want to see whether you did the exercises yourselves and learned something about container security.
» If you did so, you should find things in the projects you could improve

+ If you received many points in the exercises but cannot explain in the group discussion, e.g., what a multi-stage build is, we might get
suspicious...

* Your team will usually get one grade for the presentation. However, if we see a huge difference between the performance of
the team members, we might grade them differently
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Organization: Final Grade

gradeexercises + gradepresentation
2

= gradegina;

Can | pass the practicum only with the Group Discussion?

No, you must pass the practical exercises and the group discussion.

The 1:1 ratio of practical exercise and group discussion grade ONLY applies, if you pass both.
This means a 1.0 in the group discussion CANNOT fix a 5.0 in the practical exercises.
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Organization: Application

You must participate in the usual matching on the matching platform (and rank this practicum

with a high priority)
Furthermore, fill out this form = we will rank students who filled out the form with a high priority
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https://matching.in.tum.de/
https://collab.dvb.bayern/x/VwvfGg
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Previous Knowledge Expected

INOOOG6: Introduction to Software Engineering
* Programming skills
» Version control with git
INOOQ9: Basic Principles: Operating Systems and System Software
» General knowledge about the Linux OS
INOO10: Grundlagen Rechnernetze und Verteilte Systeme
* General knowledge about networking and firewalls
INOO42: IT Sicherheit
» General knowledge about security concepts like hash functions, encryption schemas,
signatures
We do NOT assume that you are a Docker/container expert, but that you SHOULD have
built/run your own containers already
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Topics

Container Fundamentals

Attack surface reduction via multistage builds and minimized base images, e.g., Google
distroless

Runtime restrictions, e.g., via seccomp profiles and Linux capabilities

Rootless container runtimes, e.g., podman

Anomaly detection for containers, e.g., via falco

Container image signing and secure container registries
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Topics

K8s native network restrictions

Policy enforcement with Open Policy Agent

Role-based access control on orchestrated container runtimes
Secret and certificate management, e.g., Vault and cert-manager
Secure logging

Service meshes, e.g., Istio and Cilium

Vulnerability scanning, e.g., trivy
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Feedback from the Practicum ConSec 2024

What did you like about the practicum?

« How hands-on it was! You could clearly tell the instructors like what they do and that washe
d out on me too! | also liked the fact there was a clear roter Faden to follow throughout the |
ecture!

* You were motivated and as a student, | saw that you wanted to make this practical course
as interesting as possible. There were hardly sections in your presentations that were borin
g. | also liked that the exercises on artemis were structured really well and with the automat
ed tests it was most of the time possible to have a good feeling when finishing an exercise
and knowing that most of it should be correct.
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Questions?
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