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What is Privacy? How much do we need?

• Multifaceted concept

• Selection of definitions (Survey data)
• Ownership of and control over personal information (90%)

• Personal dignity (60%)

• Freedom to develop (50%)

• Ability to assign monetary values to each data flow (26%) Information revelation
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Nuanced theories have emerged over time.

Right to be left alone

The intensity and complexity of life, 
have rendered necessary some 

retreat from the world […]
Warren & Brandeis, 1890
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Boundary regulation

Temporal dynamic process of 
interpersonal boundary negotiation

(Altman, 1975)

But where are we heading towards?
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Personal data is the new oil 
of the internet and the new 
currency of the digital world.

Meglena Kuneva (2009)

Consumer rights must adapt to technology, 
not be crushed by it.

Meglena Kuneva
European Consumer 

Commissioner (2009)
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Or to paraphrase:

We must adapt?

Moving towards the U.S. standard of 
reasonable privacy expectations?
Two-part legal test:

• “Subjective”: Person asserting that a search was conducted must show that 
they kept the evidence in a manner designed to ensure its privacy

• “Objective”: Would society at large deem a person’s expectation of privacy to 
be reasonable?

Unfortunate realization: The more knowledge in society about privacy-invading 
technologies in society, the less “objective” expectation!
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What is reasonable to assume nowadays?

Many would argue: 

Online privacy is crushed, flattened and several times run over.
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Example: Online Tracking

Brookman et al.; PETS 2017 [Federal Trade Commission]
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Example: Cross-Device Tracking

Matching across publishers using hashed identifiers

Brookman et al.; PETS 2017 [Federal Trade Commission]
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Example: Addition of Data from Offline World
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Example: The user

Turow et al. Americans Reject Tailored Advertising and Three Activities that Enable It (2009)
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• 78% sind in irgendeiner
Form “aktiv”, um sich zu
schützen
• 43% Datenschutz-

erklärung gelesen

• Browsereinstellungen
(cookies) = 46%
• Fokus von Informations-

Kampagnen
• Nicht effektiv gegen

umfangreiches tracking 

• Anti-tracking software = 
18%
• Besser, aber Katz-und-

Maus-Spiel

… just one (important) example.                        
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What do we get in return?
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Tangible Benefits: Advances in Data Analytics

• Healthcare
• Precision medicine

• Monitoring devices

• Other contexts

What’s the German policy perspective?
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Datensparsamkeit mag für einzelne Bereiche richtig sein, aber die 
Wertschöpfung der Zukunft, die besteht nicht mehr darin, dass man 
besonders wenig Daten hat, sondern das man aus besonders vielen
Daten möglichst auch interessante Schlussfolgerungen und 
Anwendungen schöpft. 

Und da müssen wir an vielen Stellen in Deutschland sicherlich noch ein
Stück weit umdenken.

dbb Jahrestagung 2017: Rede von Angela Merkel 

The Press – Slightly more dramatic.
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Overall GDP growth Germany: 1.7%
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One view

How much bigger could German piece of 
Internet pie be without Datensparsamkeit?

An opposing view on
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What’s the German citizen perspective?

Vodafone Institut für Gesellschaft und Kommunikation (2016)
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How are we moving forward?

Individual activities such as 
cookie management?

• Self-identify yourself 
through privacy-related 
activities?

Collective action? 

• Initiated on sites of 
private companies, 
government sites?
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Discussion


