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What are we looking at?

Motivation

DP MethodInput Document
Differentially 

Private Output

Granularity of input text: Perturbation of single words, sentences or the whole document

Privacy budget: Epsilon parameter determines privacy level
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Motivation
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Why does decomposition matter?

Word-level

Life  is  like  riding  a  bicycle.  To  keep  your  balance,  you  must  keep  moving.

Life is   like riding  a   bicycle.   To   keep your   balance,   you must keep moving

Collocations

“heart”, “attack”

“soul”, “assault”

“eyes”,  “invasion”

“lungs”, “ambush”

“heart attack”

“cardiac arrest”

“panic attack”

“stroke”
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Motivation

▪ Not all parts of a document are equally sensitive

▪ E.g. nouns (boy, fox, dog) most often carry more sensitive information than articles (the, a, an)
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Why does privacy budget distribution matter?

Naive: 1.00  1.00    1.00    1.00    1.00      1.00      1.00    1.00       1.00          1.00          1.00      1.00       1.00           1.00        = 14

Life  is  like  riding  a  bicycle.  To  keep  your  balance,  you  must  keep  moving.

Distributed: 0.37  0.56    1.48    0.94     2.01      0.57       1.98    0.84       1.34            0.65          1.32      0.67       0.86           0.40        = 14

Life  is  like  riding  a  bicycle.  To  keep  your  balance,  you  must  keep  moving.

Naive

Distributed

Each unit gets assigned the same privacy budget

Each unit gets a different privacy budget assigned based on its sensitivity
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Research Questions Methodology

What are current methods for privacy budget 

distribution and for decomposition of text?
Literature Review

How can text decomposition and budget allocation 

methods be modularly combined for differentially 

private text rewriting?

Implementation

How can text decomposition and privacy budget 

allocation methods be combined to optimize the 

privacy-utility trade-off for differentially private text 

rewriting?

Benchmarking

Research Questions
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Methodology
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RQ 1: What are current methods for privacy budget distribution and for decomposition 

of text?

Statistical / Linguistic

    Feature-Based
Keyword Extraction Explainable AI

Information Content
YAKE

KeyBERT

Attention Mechanism

Integrated Gradients

Statistical Methods 

/Association Measures
Dictionary based Rule based

PMI

Log-Likelihood-Ratio (LLR) 

t-score

WordNet POS Patterns

Privacy Budget Distribution:

Text Chunking:

Angelo Kleinert | Analysis of Text Decomposition and Privacy Distribution Techniques in Text Privatization



Examples
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1. ('balance', 0.5735), 

2. ('moving', 0.4452), 

3. ('bicycle', 0.4226), 

4. ('life', 0.41), 

…

Word IC (bits)

animal 5.11

dog 8.96

husky 13.68

Text: The  quick  brown  fox  jumps  over  the  lazy  dog

POS: DT     JJ       JJ NN    VB      IN    DT   JJ     NN

 DT     JJ       JJ     NN

  The  quick  brown  fox

Keyword Extractor: XAI: Information Content:

POS based Chunking:

Noun Phrase: DT? JJ* NN+
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Methodology
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RQ 2: How can text decomposition and budget allocation methods be modularly combined 

for differentially private text rewriting?
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Methodology
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RQ 2: How can text decomposition and budget allocation methods be modularly combined 

for differentially private text rewriting?
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PerplexityCosine Similarity

Utility Experiments

Sentiment
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Methodology

RQ 3: How can text decomposition and privacy budget allocation methods be combined to 

optimize the privacy-utility trade-off for differential private text rewriting?

Privatized Data

Classification 

Model

Sentiment 

F1 Scores

Cosine 

Similarity 

Scores

Perplexity 

(PPL)

Train

Privatized Data

Predict

Original Data Privatized Data

Sentence 

Transformers

Privatized Data

Language 

Model
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Adaptive 

Attacker

Privacy Experiments

Static 

Attacker
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Methodology

RQ 3: How can text decomposition and privacy budget allocation methods be combined to 

optimize the privacy-utility trade-off for differential private text rewriting?

Original Data

Classification 

Model

Static F1 

Scores

Train

Privatized Data

Predict

Adaptive 

F1 Scores

Privatized Data

Predict

Privatized Data

Classification 

Model

Train
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Results
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Results

Average Utility F1 Scores for Text Chunking and Budget Distribution Methods across three 

Epsilon Values for Trustpilot

• small differences in Text Chunking methods

• big differences in Budget Distribution techniques} only for lower ε   => 
POS better

YAKE signficantly better
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Results

Average Adaptive F1 Scores for Text Chunking and Budget Distribution Methods across 

three Epsilon Values for Trustpilot

• bigger differences in Text Chunking methods

• still big differences in Budget Distribution techniques } only for low ε   => 
POS performs worse

YAKE perfoms worse
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Results

Average RG for Text Chunking and Budget Distribution Methods across three Epsilon Values 

for the Trustpilot Dataset

• big differences in Text Chunking methods

• YAKE again outlier in Budget Distribution methods } for higher ε results are more similar
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Results

Average CS Scores for Text Chunking and Budget Distribution Methods across three Epsilon 

Values

• POS highest utility for Text Chunking methods     => For high ε nearly no difference in utility

• YAKE highest utility for Budget Distribution methods   => Consistend across all ε values

Angelo Kleinert | Analysis of Text Decomposition and Privacy Distribution Techniques in Text Privatization



Results

Average PPL Scores for Text Chunking and Budget Distribution Methods across three 

Epsilon Values

• Chunking Methods perform similarly except WordNet

• YAKE performs best for Budget Distribution methods } for higher ε differences are less singificant
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Discussion
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Datasets

Yelp: low sentiment signal

Enron: no sentiment lables

Trustpilot: strong sentiment signal

All three datasets: 

strong privacy signals

Cosine Similarity and Perplexity 

very similar across all three 

datasets

Complexity

Implemented methods vary in 

their computational complexity

Text Chunking:

PMI, LLR, t-score: very similar, 

score calculation once in 

beginning, then fast

WordNet: no preparation, fast

POS: needs training of grammar 

rules, POS tagging, slow

Budget Distribution:

YAKE: statistical, very fast

IC: WSD, look-ups, very fast

KeyBERT: embeddings, fast

Attention: attention layer, fast

Gradients: gradient comp., slow

Privacy-Utility Trade-offs

YAKE: very high utility, low privacy

 highest relative gains overall

 use only with low epsilon

POS: high utility, low privacy

 high relative gain, low epsilon

Association measures:

LLR, and t-score outperform PMI

 higher quality collocations

 beat POS in med to high epsilon

Higher epsilon values:

Choice of methods less important

 But high utility preserving 

methods perform poorly

 Even lower privacy protection
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Limitations and Future Work
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Budget Aggregation

Currently, the privacy budget per 

chunk is added up.

But, this may not be the optimal 

method.

=> Longer n-grams biased 

towards higher epsilon budget.

Privacy Sensitivity

Privacy sensitivity is task-specific.

Our methods are tested against 

authorship and gender 

identification tasks.

More Mechansisms

We tested only one DP 

mechanism.

But there are more methods that 

perform better, but require more 

computation.
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Backup

© sebis 22

Trustpilot RG
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Backup
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Trustpilot RG
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Backup
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Trustpilot CS
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Backup
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Trustpilot PPL
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Backup
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Yelp RG
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Backup
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Yelp RG
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Backup
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Yelp RG
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Backup
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Yelp RG
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Backup
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Yelp RG
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Backup
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Yelp CS
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Backup
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Yelp PPL
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Backup
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Enron
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Backup
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Enron
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Backup
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Enron CS
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Backup
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Enron PPL
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Backup
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Utility Trustpilot + Yelp



Backup
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Adaptive F1 all Datasets
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