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Abstract

Market manipulation poses a persistent threat to the integrity of Pnancial systems, and
decentralized Pnance (DeFi) ecosystems are no exception. This thesis examines wash trading,
one of the most widespread forms of market manipulation, on the Solana blockchain, with

a specibc focus on fungible tokens traded through automated market makers (AMMS).
While previous research has largely concentrated on traditional Pnancial markets, Ethereum-
based platforms, or non-fungible tokens (NFTSs), this study addresses a signibcant gap by
investigating wash trading in SolanaOs high-throughput, low-fee environment.

To this end, a graph-based detection framework was developed, incorporating strongly
connected components (SCCs), volume symmetry checks. A comprehensive data pipeline
was implemented to extract and process on-chain data using Solana RPC endpoints. The
methodology was applied to a curated set of fungible tokens identiPed as high-risk via
heuristics and trading pattern analysis.

The bndings reveal a substantial presence of wash trading activity, concentrated among a
small set of accounts and tokens. Temporal clustering, anomalous account behaviors, and
liquidity provider patterns further corroborate the presence of manipulative practices. These
results have important implications for market participants, protocol designers, and regulators
aiming to ensure transparency and trust in blockchain-based Pnancial markets. The thesis
concludes by proposing improvements to wash trade detection methodologies and outlining
directions for future research.
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1. Introduction

1.1. Background and Motivation

Market manipulation remains a persistent concern across Pnancial markets, undermining fair
trading and investor conbdence [1]. The burgeoning cryptocurrency sector is no exception,
and one prevalent form of such manipulation is wash trading, wherein a single entity
repeatedly buys and sells the same asset to create the appearance of heightened market
activity, thereby artiPcially inRating trading volumes to mislead investors about the assetOs true
liquidity and demand [1]. Solana is a high-performance blockchain platform for decentralized
Pnance (DeFi) and digital asset trading, distinguished by its ability to handle thousands
of transactions per second while maintaining extremely low transaction fees [2]. However,
these very strengths have raised concerns that they may inadvertently facilitate manipulative
trading practices on the platform, such as wash trading [3, 4]. Indeed, a substantial fraction
of on-chain trading volume on Solana may be non-organic; for example, one study found that
wash trades accounted for over half of the trading activity in certain NFT collections [3].

In light of these challenges, this thesis presents a comprehensive analysis of market
manipulation on fungible tokens on the Solana blockchain, with a particular focus on
identifying wash trading patterns and evaluating their impact on the ecosystem. The following
sections outline the motivation, research gap, and structure of the thesis.

1.2. Problem Statement

Despite increasing academic and industry attention on market manipulation in decentralized
environments, there is a lack of comprehensive research focused on wash trading of fungible
tokens on high-throughput blockchains like Solana. Existing detection methods are often
designed for traditional order book exchanges, Ethereum-based DeFi ecosystems, or NFT
marketplaces. These methods may not be directly transferable to Solana due to its unique
architecture, which includes low transaction fees, the absence of a public mempool, and the
dominance of automated market maker (AMM)-based decentralized exchanges (DEXS).
Wash trading, in the context of AMMSs, typically involves one or more pseudonymous
accounts repeatedly swapping a token, often within a short time window. The aim is to
inBate the perceived trading volume or manipulate price charts, without any meaningful
change in the traderOs net asset position. For instance, a single user may swap 10,000 units
of Token A for Token B and then quickly swap the resulting Token B back for Token A,
potentially repeating this cycle multiple times. When executed in rapid succession, and
possibly across multiple related accounts, such patterns can create a misleading appearance
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of market activity.

This thesis addresses this gap by analyzing the nature, patterns, and detectability of wash
trading on Solana, with a focus on AMM-based DEXs. It explores how existing detection
methodologies can be adapted to SolanaOs technical constraints and evaluates the effectiveness
of graph-based and transaction-level approaches.

1.3. Research Questions

To guide the investigation, the thesis is structured around the following key research questions:
¥ RQ1: How has wash trading research on the Solana blockchain evolved, and what are
its current limitations?

b This question aims to assess the current state of research on wash trading in
the Solana ecosystem and to identify existing detection mechanisms and their
effectiveness.

¥ RQ2: How can a robust methodology be developed to detect wash trades on Solana?
b This involves designing a reliable approach to analyze token-level trading behavior
and distinguish manipulative activity from legitimate transactions.
¥ RQ3: To what extent can wash trades be identibed and quantibed on Solana-based
decentralized exchanges?

b This question explores the practical application of the proposed methodology to
detect wash trading in the current Solana DEX landscape, including an evaluation
of its limitations and scope.

1.4. Thesis Structure

The remainder of this thesis is organized as follows:

¥ Chapter 2: Background N Introduces fundamental concepts related to Pnancial markets,
blockchain technology, smart contracts, decentralized Pnance, and the Solana ecosystem.

¥ Chapter 3: Literature Review N Provides an overview of existing research on wash
trading in both traditional and blockchain-based contexts, with a focus on detection
strategies.

¥ Chapter 4: Methodology N Describes the technical approach for selecting tokens,
collecting on-chain data, and structuring transaction information for analysis.

¥ Chapter 5: Results N Presents the bndings from applying the proposed detection
techniques, including temporal, behavioral, and account-based analyses.

¥ Chapter 6: Discussion N Interprets the results, highlights key insights, and discusses
implications for market participants and future research.




2. Background

This chapter provides a comprehensive overview of the foundational concepts and systems
relevant to this thesis. Beginning with the structure and function of traditional Pnancial
markets, the discussion progresses through the evolution of blockchain technologies, the
emergence of smart contracts, and the rise of decentralized bPnance. Particular emphasis is
placed on decentralized exchanges, their architectural variants, and the specibc innovations
introduced by high-performance platforms such as Solana. This background sets the stage
for analyzing how decentralized infrastructures reshape market dynamics.

2.1. Markets

Markets are structured environments that facilitate the exchange of goods, services, or assets
between participants. In Pnancial markets, the primary actors include traders, exchanges,
liquidity providers, and banks. Exchanges serve as centralized platforms that organize trading
activity, match buyers and sellers, and maintain orderly operations by enforcing rules and
facilitating price discovery. Liquidity providers, such as market makers, contribute to market
efbciency by continuously offering to buy and sell assets, thereby reducing the cost of trading
for other participants [5].

In traditional Pnancial systems, these actors operate under centralized regulations and
oversight mechanisms designed to ensure fairness, transparency, and systemic stability. How-
ever, with the emergence of blockchain technology, new forms of markets have developed
where decentralized exchanges (DEXSs), such as automated market makers (AMMSs) and de-
centralized limit order books (LOBSs), replace centralized intermediaries with smart contracts
and algorithmic liquidity pools [6]. While blockchain-based markets share the fundamental
goal of facilitating asset exchange, they operate under different organizational principles,
and their participants fulPll roles analogous to but distinct from those in traditional Pnancial
markets. A more detailed exploration of blockchain-based market structures and their unique
characteristics follows in the subsequent sections.

2.2. Blockchain

While traditional Pnancial markets concentrate trading, custody and settlement inside regu-
lated intermediaries, Bitcoin showed that the same economic functions can be reproduced by
a purely peer-to-peer network that reaches agreement on ownership through a chain of hash-
linked, proof-of-work blocks rather than through a central book-keeper [7]. Later analyses
underline that such decentralized consensus lowers both the cost of verifying transactions
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and the cost of operating a marketplace, allowing a shared ledger to exist without handing
market power to any single platform operator [3].

The userOs point of entry into that ledger is a wallet: software or a hardware module that
guards a private key controlling an externally owned account [8]. In Ethereum, each account
is addressed by a 20-byte public-key hash and maintains a nonce counter, balance and, if it
is a contract, code and storage; possession of the private key is therefore synonymous with
control of the on-chain identity [9]. Because addresses are merely pseudonyms, and new keys
can be generated at will without the need to reveal real-world identities, the ledger offers
public transparency without automatically disclosing personal information [8].

When a wallet prepares a payment or contract call, it serializes a transaction containing
the recipient address, the value to be transferred, fee parameters (such as gas and gas price
in Ethereum), and the current nonce (a per-account transaction counter). The transaction is
then signed using the senderOs private key [9]. The signed message is propagated through
the network. Each full node veribes the signature, ensures that the nonce is sequential and
the balance is sufbcient, and stores the valid but unconbPrmed transaction in its local memory
pool until a miner includes it in the next block [7].

This waiting area for pending transactions is commonly referred to as the mempool, short
for memory pool. It is a per-node cache of broadcasted but unconbrmed transactions, where
prioritization by fee determines the likelihood of inclusion in an upcoming block [10].

Sybil resistance, which aims to prevent a single actor from posing as many, is achieved by
linking block production rights to an external resource. In Bitcoin that resource is expended
computation: every miner races to bnd a valid hash that satispes the SHA-256 difpculty target
(proof of work) [9, 7]. Economic studies emphasize that the energy cost is not wasted but
functions as a sunk bond that makes ledger rewrites prohibitively expensive [8]. Alternative
sybil prevention designs, such as proof-of-stake (PoS), assign block proposal rights based
on the amount of native tokens a validator locks up as stake. This staked capital can be
automatically slashed if the validator signs conRicting transaction histories, thereby providing
a built-in economic penalty for dishonest behavior [8].

Once a miner or validator publishes a candidate block, every node deterministically re-
executes the state transition function, including applying debits, crediting accounts, and
updating contract storage. The block is accepted only if the resulting post-state root matches
across all nodes [9]. Honest nodes always extend the longest valid chain, so the ledgerOs
integrity Rows upward from key ownership (wallet), through authenticated state changes
(transactions), to globally replicated history (consensus). Together, wallets, transactions and
Sybil-resistant consensus deliver the clearing, settlement and registry services that central
intermediaries once monopolized, but without surrendering custody or control to any single

party.

2.3. Smart Contracts

Smart contracts are autonomous programs deployed as immutable code on some blockchains,
where they behave as self-contained accounts capable of receiving, holding and transferring
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digital assets according to rules embedded in their byte-code [9]. First popularized with
Ethereum in 2015, they eliminate the need for human intermediaries by automatically enforc-
ing agreed-upon terms through on-chain code execution [9]. Each contract is addressed by its
own identiber and can initiate further transactions, allowing it to update the global ledgerOs
state [9].

The contract lifecycle starts in a high-level language whose source code is compiled to
Ethereum Virtual Machine (EVM) bytecode (for Ethereum) [10]. Deployment itself is a
special transaction that embeds this bytecode. Once the transaction is mined, the contractOs
code becomes permanent and cannot be altered, though its state variables may change in
response to subsequent calls [10]. Users (or other contracts) interact with the code by sending
transactions that specify which public function to invoke. The EVM then executes that
function deterministically, updating balances, storage and nonces before emitting log events
and returning any data [10].

2.4. Decentralized Finance

Decentralized Finance (DeFi) refers to a broad category of bPnancial applications built atop
permissionless blockchain technologies, aimed at replicating and innovating upon traditional
Pnancial services without reliance on centralized intermediaries. Whereas traditional Pnancial
markets depend on banks, exchanges, and clearinghouses to facilitate transactions, DeFi
applications enable users to interact directly with smart contracts, executing trades, loans, and
asset management functions in a trustless and transparent environment [11]. By leveraging the
inherent properties of blockchains for example: transparency, immutability, and decentralized
consensus. DeFi aims to remove barriers to Pnancial access, reduce intermediation costs, and
create more inclusive markets.

DeFi infrastructure can be looked at as a layered system, comprising the blockchain layer
(which provides the underlying distributed ledger and consensus protocol), the asset layer
(where standardized smart contracts are used to generate foundational assets), and the appli-
cation layer (where smart contracts implement complex Pnancial logic) [11]. Unlike traditional
banking systems, where backend operations remain opaque to end-users, DeFi systems expose
every transaction publicly on-chain, ensuring that all participants can independently verify
system behavior. Applications operate deterministically within blockchain-based virtual
machines, ensuring that smart contracts execute exactly as programmed once deployed.

A debning feature of DeFi is its open composability: protocols and applications are in-
teroperable by default, allowing developers and users to combine multiple services into
increasingly sophisticated Pnancial instruments [11]. This composability enables rapid inno-
vation but also introduces systemic risks, as dependencies between protocols can propagate
vulnerabilities throughout the ecosystem. Furthermore, DeFi applications often introduce
governance tokens, granting holders the right to participate in decision-making processes
regarding protocol upgrades and treasury management. These governance structures aim to
distribute control among users, mirroring corporate shareholder voting systems, yet they face
challenges related to voter apathy and token concentration [12].
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Nevertheless, the permissionless nature of DeFi creates unique risks and complexities.
Software vulnerabilities in smart contracts can lead to irreversible loss of funds, and trans-
action fees driven by network congestion can inhibit accessibility during periods of high
demand. Additionally, DeFiOs reliance on external data sources (oracles) to price synthetic
assets or trigger loan liquidations introduces new failure points susceptible to manipulation
or technical disruptions [13].

One of the most prominent DeFi systems are DEXs. DEXs perform the same core functions
as centralized exchanges (CEXs), but execute them directly on-chain.Instead of a single
company like the NYSE or Binance controlling the order book and custody, execution is
handled by smart contracts. These models are most commonly implemented through AMMs
and LOBs, which are discussed in the following sections.

2.4.1. Limit Order Book

LOBs represent the traditional mechanism used by centralized exchanges and, increasingly,
by some decentralized exchanges to facilitate asset trading. In an LOB system, traders submit
buy (bid) and sell (ask) orders that specify both the price and quantity they are willing to
transact. Buy orders appear on the bid side of the order book, while sell orders are listed on
the ask side. Order books can be maintained either on-chain or off-chain.

Traders who place such orders are known as makers, as they provide liquidity by offering
to buy or sell an asset at a specibed price and volume. When another participant accepts
one of these offers, either manually or through an automated system, they are referred to as
takers [14, 15].

The exchange maintains a dynamic and publicly accessible record of outstanding orders
and matches buyers and sellers based on price-time priority rules [14, 5]. When a matching
order is identibPed, a trade is executed at the agreed-upon price. In decentralized LOB systems,
this transaction is typically Pnalized on-chain [15]. Matched orders are either removed from
the order book or partially updated if only a portion of the order has been blled [14]. A
transaction between buyer and seller is illustrated in Figure 2.1.

Offer: p Token B R Bid Orders: Receive: p Token B
| | Buy g Token A for p Token B v
Buyer Limit Order Book Seller
A Ask Orders: P |
Receive: q Token A Sell g Token A for p Token B Offer: g Token A

Figure 2.1 Key Components and Interactions in a LOB.

To ensure continuous trading, liquidity must be supplied by participants known as market
makers or dealers. These actors place both bids or asks, facilitating the execution of orders by
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other traders. Market makers earn probts from the spread between ask and bid prices, which
compensates them for the risks associated with inventory holding and for supporting market
activity [14, 5].

Various types of orders exist within LOB systems. Market orders are executed immediately
at the best available price. Limit orders specify a maximum price for buying or a minimum
price for selling. Stop orders are triggered once the market reaches a specibed threshold price
[14].

Implementing LOBs in decentralized environments presents signibcant challenges due to
the throughput and latency limitations inherent in blockchain technology. However, emerging
platforms such as Solana aim to replicate traditional LOB dynamics on-chain by reducing
settlement costs and enabling efbcient transaction batching.

2.4.2. Automated Market Maker

AMMs are trading mechanisms that enable users to swap assets directly with a smart-contract-
controlled liquidity pool, eliminating the need for traditional order-book matching. In these
pools, liquidity providers (LPs) deposit proportional amounts of two or more assets, and
traders interact with the pool itself rather than with individual counterparties.

Among the different AMM designs, the most prominent is the constant-product AMM.
Most constant-product pools quote exactly one pair of tokens, so each pool enables swaps
between those two tokens alone. Because a single token can be paired with many different
counterpart tokens, the same token might appear in multiple pools on the same exchange,
giving traders several direct trading paths [16, 17, 18].

AMMs use mathematical pricing formulas to determine exchange rates. A well-known
example is UniswapOs constant product formula x! y = k, where x and y are the reserve
balances of the two tokens (X and Y), and k is a constant representing the invariant of the
pool [16, 17, 18]. This formula ensures continuous liquidity and dynamic price adjustments
based on the relative supply of assets. The price of assetX relative to assetY is given by the
ratio ¥ and increases as the quantity of X in the pool decreases relative to Y [16, 18].

LPs are essential participants in AMM systems, as they supply the capital required to
facilitate trades. In exchange, they receive LP tokens, which represent their share of the
pool and entitle them to a portion of the trading fees generated. Fee schedules vary across
protocols. For example, on Uniswap they commonly range from 0.05% to 1% per transaction,
although the exact rate depends on the specibc platform and pool conbguration.

However, providing liquidity involves certain risks. The most signibcant is impermanent
loss, which refers to a temporary reduction in the value of a providerOs position when the
relative prices of the pooled tokens diverge signibcantly compared to simply holding the
tokens outside the pool [19, 17, 16]. A symbolic transaction between an LP and a trader
mediated by the automated market maker is illustrated in Figure 2.2. 1 2,

Lhttps://docs.uniswap.org/contracts/v2/concepts/protocol-overview/how-uniswap-works (Accessed:
2025-05-01)

2S0urce: Uniswap Documentation: How Uniswap Works. Available at https://docs.uniswap.org/contracts/
v2/concepts/protocol-overview/how-uniswap-works . Accessed 1 May 2025.
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1o Token + "%Fee

10 TOKemn + g5 Tokers R Reserves: <
| " | x Tokery + 7; Tokers
Liquidity Provider Pool — Trader
| )\ LIQL:IdIty Shares: X Token,
15 Tokenp ! Tokenp

Figure 2.2 Key components and interactions in an AMM.

2.5. Solana

Building on general blockchain principles, Solana introduces a distinct architectural design
focused on maximizing scalability and transaction throughput. Unlike traditional blockchains
such as Bitcoin or Ethereum, which prioritize decentralization, SolanaOs architecture separates
timekeeping from consensus to enhance performance. It combines a PoS mechanism for Sybil
resistance with a novel timekeeping system called Proof of History (PoH) [20].

In Solana®s PoS mechanism, nodes with staked SOL participate in voting to elect a leader.
The elected leader is responsible for processing transactions by ordering them and updating
the network state. PoH complements this process by establishing a cryptographically veribable
timeline through a sequential chain of SHA-256 hashes, where each hash is computed from
the output of the previous one. When a transaction or event reaches the leader, it is inserted
into this hash stream, thereby embedding it into a deterministic and tamper-proof sequence
[20].

The preimage- and collision-resistance properties of SHA-256 ensure that the sequence
cannot be predicted or altered, and it must be computed in order without parallelization. This
inherently serial process serves as a proof that a certain amount of time has passed between
events. Consequently, the network can use the PoH sequence as a global clock, removing the
need for inter-node communication to establish transaction order. The chronological ordering
of transactions is encoded directly in the hash sequence, streamlining consensus and enabling
high throughput [20].

Building on its time-ordering architecture, Solana employs Tower BFT, a customized
consensus algorithm derived from Byzantine Fault Tolerance and adapted to leverage PoH.
Tower BFT is a PoS-based protocol in which validators use stake-weighted voting to reach
agreement on the ledger state. By integrating PoH for deterministic time-ordering with
Tower BFT for consensus, Solana achieves sub-second Pnality and supports throughput levels
of several hundred thousand transactions per second, signiPcantly outperforming earlier
blockchain systems that suffer from latency and network congestion [20].

To send and process transactions on Solana, a sequence of steps is performed that leverages
the platformOs architectural optimizations. A transaction is Prst constructed by specifying the
public keys of all involved accounts and the program instructions to be executed. It is then
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signed by the initiating user and submitted to the current leader node, an elected validator
responsible for sequencing transactions during its assigned slot. The leader integrates the
transaction into the PoH sequence.

The transaction is then executed using SolanaOs Sealevel runtime, which allows parallel
instruction processing across independent accounts. After execution, the results are propa-
gated across the network, and validators engage in the Tower BFT consensus protocol. Once
a supermajority of stake-weighted votes is achieved, the transaction is bnalized and its effects
are permanently recorded on the ledger [20, 21].

On Solana, all on-chain data is organized into structures known as accounts. Conceptually,
the Solana blockchain can be viewed as a publicly accessible database containing a single
global OAccountsO table, where each row corresponds to an individual account. All accounts
share a common base type?

The Solana node infrastructure consists of several specialized node types. A Remote
Procedure Call (RPC) node serves as the primary interface for clients, handling requests such
as querying account data and submitting transactions. A validator node is responsible for
participating in consensus by producing blocks, validating transactions, and securing the
network through staking. # An archive node stores the full historical ledger of the blockchain,
offering access to older data that is typically pruned by validator nodes to conserve disk
space?

SolanaOs network architecture is designed for high throughput and low latency, enabling it
to handle exceptionally large volumes of transactions at minimal cost. In practice, transaction
fees on Solana can be as low as $0.001, which is dramatically lower than EthereumOs typical gas
fees. This cost efbciency has led to signibcantly higher usage: Solana consistently processes
roughly ten times more daily transactions than Ethereum. ©

2.5.1. DeFi on Solana

SolanaOs DeFi ecosystem has grown rapidly, establishing itself as one of the largest in
the blockchain space. As of early May 2025, SolanaOs DeFi protocols collectively held
approximately $7.9 billion in total value locked (TVL), positioning the network second only

to Ethereum in terms of DeFi liquidity. * Prominent Solana-based platforms include high-
performance DEXs such as Raydium, an AMM that alone accounted for around $1.333
billion in TVL during the same period. 8 Other notable platforms include order book-based
exchanges such as Serum, which was rebooted in 2022 as the community-led OOpenBook,O
and its successor Phoenix. Additional DEXs such as Orca (TVL $302.1 million) and Meteora
(TVL $717.99 million) also play a signibcant role in the ecosystem.®

Shttps://solana.com/docs/core/accounts (Accessed: 2025-06-07)
4https://getblock.io/blog/solana-full-node-complete-guide (Accessed: 2025-06-07)
Shttps://getblock.io/blog/solana-archive-node-guidelines (Accessed: 2025-06-07)

Bhttps://www.reRexivityresearch.com (Accessed: 2025-05-03)
https://defillama.com/chains (Accessed: 2025-05-03)
8https://defillama.com/dexs/chains/solana (Accessed: 2025-05-03)
%https://defillama.com/chains (Accessed: 2025-05-03)
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DEX activity on Solana has increased substantially, with average daily spot trading volumes
reaching approximately $3.3 billion in Q4 2024 [22].1° According to several efbciency metrics,
SolanaOs DeFi ecosystem has recently outpaced EthereumOs. For example, the ratio of DEX
trading volume to TVL on Solana has exceeded that of Ethereum, indicating a higher rate of

liquidity utilization and turnover. 1

10https://docs.anza.xyz/operations/requirements (Accessed: 2025-05-03)
Uhttps://www.reRexivityresearch.com (Accessed: 2025-05-03)
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3. Literature Review

Wash trading, a form of market manipulation where a trader buys and sells the same asset
to inBate trading volumes or mislead markets, is a prominent concern in both traditional
Pnancial systems and decentralized blockchain ecosystems. This chapter surveys detection
methods across various domains, culminating in recent advances specibc to the Solana
blockchain.

3.1. Market Manipulation

Market manipulation refers to deliberate actions by market participants intended to distort
asset prices or trading volumes in order to create a misleading impression of supply, demand,
or price trends. Such behaviors can undermine market efpciency, erode investor conbdence,
and introduce artibcial volatility, ultimately harming the fairness and stability of bnancial
markets. Common forms of manipulation include spoobng (submitting and then cancelling
fake orders to mislead other traders), layering (placing multiple orders at different price levels
to simulate market depth), wash trading, and pump-and-dump schemes (artibcially inRating
asset prices before selling off at a probt) [23, 24].

Market manipulation often occurs because of asymmetries in information, asymmetries
between liquidity purchases and liquidity sales or weak regulatory oversight [24]. In tradi-
tional bnancial systems, exchanges, regulatory authorities, and surveillance units are tasked
with detecting and deterring manipulation through a combination of real-time monitoring,
reporting requirements, and enforcement actions [25].

Although regulatory frameworks like the Dodd-Frank Act and MiIFID Il have strengthened
manipulation oversight in centralized Pnancial markets, blockchain-based and decentralized
markets present new challenges [26, 27].

DeFi platforms operate on public blockchains with pseudonymous participation, meaning
traders are identibed only by cryptographic addresses rather than veribed identities. This
pseudonymity, combined with a lack of centralized oversight, makes it difbcult to trace
manipulative actors and enforce accountability, allowing malfeasance to occur with relative
impunity compared to regulated markets [28].

The transparency and automation inherent in blockchain trading also enable behaviors
analogous to insider trading in traditional Pnance. Miners and automated bots can observe
and manipulate the ordering of pending transactions in the mempool, engaging in strategies
such as front-running, back-running, and sandwich attacks. In front-running, a transaction is
inserted before a userOs trade to capitalize on anticipated price movements. In back-running,
a transaction is placed immediately after a userOs trade to benebt from resulting price changes.
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Sandwich attacks involve inserting one transaction before and another after a userOs trade,
thereby probting from the price movement caused by the userOs activity. These practices are
collectively referred to as Maximal Extractable Value (MEV) and are not currently prohibited

by any formal law or regulation within the decentralized Pnance (DeFi) context [29]. In some
cases, MEV transactions can resemble wash trades, making it difbPcult to distinguish between
manipulation and probt-seeking behavior.

3.2. Wash Trading

To facilitate the detection of wash trading, it is Prst necessary to debne the term and establish
the criteria by which a transaction is classibed as wash trading.

The European Securities and Markets Authority (ESMA) dePnes wash trading as Oentering
into arrangements for the sale or purchase of a Pnancial instrument where there is no change
in benebcial interests or market risk or where the transfer of benepbcial interest or market
risk is only between parties who are acting in concert or collusionO [30]. The Commaodity
Futures Trading Commission (CFTC) provides a similar debnition [15]. Wash trading is
also referred to as round-trip trading. In essence, it involves actors, whether individuals or
colluding parties, executing trades without incurring any exposure to price risk [15]. Equally
important is the traderOs intent to engage in such transactions with the purpose of misleading
the market [15].

The detection of wash trading depends heavily on the type of asset involved and the
mechanism through which it is traded. Non-Fungible Tokens (NFTs), by debnition, are
non-fungible and are typically traded in discrete units for specibc prices. As a result, wash
trading in NFT markets requires different detection methods compared to fungible tokens.

Detection approaches also vary depending on the type of exchange used. For example, it is
important to distinguish whether actors are executing trades with themselves directly as in
LOBs or interacting with shared liquidity pools, as in the case of AMMSs, where self-trading
is more difpcult to identify.

3.2.1. Non-Fungible Token Wash Trading

Compared to fungible token markets, wash trading in NFT marketplaces has attracted
even greater academic attention, primarily due to the superior transparency of NFT trans-
actions and the unique market structure. Unlike fungible tokens, NFTs are inherently
non-interchangeable and every transaction is publicly veribable, making suspicious trading
patterns easier to observe on-chain [31]. Furthermore, NFT markets are often less regulated,
highly speculative, and incentivize wash trading not only through zero-fee trading models
but also via mechanisms such as token reward programs and royalty manipulation [31, 32].
As aresult, a larger body of work has emerged focusing specibcally on detecting wash trading
in NFT ecosystems.

Many techniques developed for Pnancial markets, for example graph analysis, strongly
connected components (SCCs), and volume consistency checking, remain relevant for NFTs.
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However, given that NFTs trade as unique, individually identiPed assets, detection must often
rely on ownership Row analysis rather than purely volume-based methods [33].

Direct detection methods in NFTs often begin with simple blters. Falk et al. propose
identifying wash trades using four criteria: (i) self-trades where buyer and seller are the same
address, (ii) back-and-forth sales where an NFT oscillates between two wallets, (iii) repeated
sales of the same NFT to the same wallet more than twice, and (iv) sales where both buyer
and seller have received funding from the same upstream wallet [31]. These techniques mirror
detection principles for fungible tokens as you can see in section 3.2.2, such as unchanged
position veribcation, but they are adapted to NFT-specibc trading behavior where ownership
transfers are explicit.

Advanced detection further rebPnes these approaches. Toli€ et al. extend basic transaction
graph methods by integrating Ethereum account transaction networks into what they call a
OLinkability NetworkO [28]. By combining NFT ownership traces with the complete transaction
histories of wallets, they can uncover relationships hidden across both NFT sales and pure
ETH transfers, which standard NFT-graph-only approaches miss. This technique is analogous
to the entity recognition methods used for detecting stealthy wash trading in AMMs 3.2.2,
but it places stronger emphasis on complete blockchain history integration.

Wachter et al. introduce a graph-based detection methodology that builds directed transac-
tion graphs per NFT collection [33]. Cycles in these graphs, where NFTs are sold in a closed
loop with no material change in ownership, are Bagged as suspicious. Additionally, they
debne rapid trade sequences (multiple sales of the same NFT within short time windows and
small price changes) as another signal of wash trading. This method conceptually aligns with
the rapid sequence detection described for AMM Rash-loan attacks in Section 3.2.2, where
fast, low-risk trades indicate manipulative behavior.

Beyond graph-based methods, machine learning approaches have been explored extensively.
Song et al. apply unsupervised clustering (K-means) to wallet behavior probles based on
features like monetary characteristics, transaction network metrics, and time-based activity
patterns [32]. Wallets grouped together with abnormal trading behaviors are then investigated
for potential fraud. This clustering-based anomaly detection builds on ideas of distributional
anomalies in the fungible token chapter (3.2.2), but uses more granular wallet-level feature
engineering.

Statistical techniques, like applying BenfordOs Law to NFT trade values or detecting ex-
cessive rounding in trade prices, is more adapted to fungible token markets [31].Especially
because the effectiveness in NFT wash trading detection is more limited, as both legitimate
and fraudulent NFT trades tend to deviate from standard statistical expectations due to
NFT-specibc market behaviors [31].

Recent contributions such as the work by Falk et al. propose an Al-based system integrating
statistical features (price roundedness, trade frequency, inter-trade time) with boosting
algorithms and deep learning models to systematically detect wash trading at scale [31].

In summary, while foundational detection ideas such as transaction cycle detection, un-
changed ownership, and entity linkage can be also utilized for fungible token wash trading,
NFT-specibc methods increasingly emphasize ownership RBow, entity funding links, behav-
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ioral clustering, and trade timing patterns to capture manipulation effectively. The public

and transparent yet pseudonymous nature of NFT trading, combined with unique incentive

structures such as royalty exploitation and reward farming, create distinct challenges and
opportunities for wash trading detection compared to fungible tokens.

3.2.2. Fungible Token Wash Trading

In cryptocurrency markets, wash trading is widespread. One study estimates that over 70%
of the trading volume on certain unregulated exchanges is composed of fake trades [34]. This
underscores the need for robust detection methods. Wash trading in fungible token markets
has been analyzed using on-chain data and graph algorithms. For example, Victor et al.
identiPed wash trading on decentralized LOB-based exchanges IDEX and EtherDelta [15].
Their results show that more than 30% of all traded tokens on these DEXs had been subject
to wash trading, accounting for roughly $159million USD in volume [15]. On one exchange,
about 10% of tokens were found to be almost exclusively wash-traded [15]. According to
Le Pennec et al., who use statistical methods, 96%-98% of Ether trading volume is highly
suspicious [35].

There are multiple ways to detect wash trading of fungible Tokens, either analyzing it
statistically or depending on the kind of exchange.

Statistical Detection

One way would be using a statistical methodology for detecting wash trading leveraging the
relationship between external indicators of exchange activity, such as web traflbc metrics, and
recorded transaction volumes. One approach models the expected trading volume via a linear
regression, where the dependent variable is the logarithm of the 24-hour trading volume and
the independent variables include web-based measures like bounce rate, page views per user,
reach, time on site, as well as wallet token balances and date [35]. This regression is trained
on a reference set of presumably honest exchanges and then applied to other exchanges,
suspicious trading activity is inferred when reported volumes signibcantly exceed statistically
predicted volumes [35].

A closely related but distinct approach compares off-chain transaction data (provided by
exchanges) with on-chain transaction data (recorded on the blockchain) and web page views,
without building a direct predictive regression model [36]. Instead, several relative percentage
metrics are debned, such as the ratio of transaction volume or transaction count to page view
share, separately for both off-chain and on-chain data [36]. Signhipcant mismatches between
expected and observed ratios are used to Rag potential wash trading behavior. Additionally,
the approach introduces a transaction size analysis, identifying patterns such as unusually
frequent small-amount trades or trades clustering around integer values, suggesting specibc
manipulation strategies [36].

Both methods fundamentally assume that real trading volume should correlate with user
engagement metrics and capital Bows, and both infer suspicious behavior from deviations.
However, they differ in execution: Le Pennec et al. construct a parsimonious predictive model
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and measures deviations from predicted values, while Chen et al. apply a direct comparative
analysis of relative ratios across off-chain, on-chain, and web data, and provide additional
insight into specibc faking strategies based on transaction size distributions.

LOB - Detection

The detection of Wash trading can be performed by modeling all trades involving a specibc
token as a directed multigraph, called token trade graph, where nodes represent trading
accounts and directed edges represent trades from seller to buyer, weighted by the traded
token volume [15]. This approach corresponds conceptually to modeling collusive trading
behavior as a network topology of nodes and edges, as proposed for bnancial markets in [37],
where traders are viewed as nodes passing assets through structured transaction paths.

The detection aims to identify groups of trades between collusive accounts that result in no
net change in individual trader positions, in accordance with legal dePnitions provided by the
CFTC [15]. A similar requirement is emphasized in [37], where after a full transaction cycle
within a collusive network (e.g., ring or mesh topology), the benebcial ownership remains
unchanged, despite the appearance of active trading.

Due to the computational infeasibility of exhaustively checking all possible trade subsets, a
two-step process is introduced [15]. Similarly, in [37], the wash trade detection is formulated
as a special case of the knapsack problem, and dynamic programming is used to avoid
brute-force enumeration of all subsets.

First, candidate groups of suspicious traders are generated by identifying strongly con-
nected components (SCCs) in the token trade graphs. An SCC is a maximal subset of accounts
where a directed path exists between every pair of nodes, capturing cyclic trading structures
typical in wash trading [15]. This notion is closely related to the classibcation of collusive
structures into network topologies like rings, stars, trees, and meshes in [37], where cyclic
paths among traders indicate potential wash trading behavior.

To account for complex scenarios such as cycles within cycles, the multigraph is simplibed
by consolidating multiple edges between two nodes into a single weighted edge, followed
by iterative SCC extraction while decrementing edge weights after each iteration [15]. While
[37] does not use iterative weight reduction explicitly, it similarly acknowledges that complex
hybrid structures (such as overlapping cycles and partial rings) must be considered to fully
capture realistic collusion patterns.

Accounts that frequently co-occur in SCCs are selected as candidates, with a threshold
requiring at least 100 occurrences [15]. Although no explicit recurrence threshold is set in [37],
the focus on identifying persistent trading structures ref3ects a similar principle of separating
systematic wash trading from incidental cycles.

Second, after candidate SCCs are identibed, trades between these accounts are analyzed to
check for volume matching. Trader positions are formalized as the signed sum of bought and
sold token volumes, and a wash trade set is dePned as one where all trader positions are close
to zero, within a 1% margin to account for transaction costs and minor discrepancies [15]. A
highly similar margin-based validation is discussed in [37], where small volume deviations
are tolerated to accommodate practical trading noise while still recognizing collusive behavior.
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To ensure computational feasibility, a linear-time algorithm is applied: within a given time
window, the algorithm sums trader positions and iteratively removes the most recent trades
until the zero-position condition is satisbed [15]. This approach is conceptually related to the
dynamic programming solution proposed in [37] for the knapsack-based formulation, where
subsets of trades are efbciently tested to minimize computational cost. Sets of trades meeting
this criterion are classibed as wash trades.

Overall, this methodology combines graph-based candidate generation with efpcient
volume-matching validation, ensuring adherence to legal standards while maintaining scal-
ability for large decentralized exchange datasets [15]. Although the method of Cao et al.
was originally designed for traditional Pnancial markets, the strategies are applicable in the
blockchain context as well, due to the structural similarities of transaction data in LOB-based
systems [37].

AMM - Detection

Unlike LOBs, AMMs use LPs and deterministic pricing functions. This changes the way
Tokens are traded. Since the actors do not trade with each other but the exchange with LPs.

Wash trading detection on AMM based exchanges requires adapting strategies to account
for the distinct LP-based trading mechanism. Unlike traditional order book exchanges, AMMs
use constant product functions to determine prices, and thus, detection techniques must
account for the automatic and continuous price adjustment structure [6].

A primary detection framework for AMMSs consists of coarse bltering, entity recognition,
and MEV elimination [18]. In the coarse Pltering stage, groups of swaps occurring in close
time proximity that cause minimal changes to pool reserves are Bagged. Unlike order-book
exchanges, AMM-based wash trades must occur adjacent in time to avoid unpredictable
state changes caused by other users, which could otherwise amplify slippage and risk [18].
Slippage refers to the price impact that results from executing trades against the liquidity
pool, large or delayed trades experience greater slippage, which sophisticated wash traders
aim to avoid [6].

Following coarse Pbltering, entity recognition links addresses through recent ETH transfers.
Since gas payments must be funded in ETH, transferring ETH among addresses can indicate
control by a single manipulative entity [18]. Once address clusters are formed, wash trading
is identiPed by detecting patterns where trades result in no signibPcant net asset position
changes. Finally, MEV Pltering removes false positives by excluding transactions resembling
sandwich attacks, front-running, or arbitrage, which, while economically manipulative, are
not wash trading [18].

Flash-loan-based wash trading is detected through a similar but specialized process [38].
Flash loans allow attackers to borrow substantial token quantities temporarily, execute large-
volume swaps without committing their own capital, and repay loans within a single block. A
graph-based heuristic algorithm constructs transaction graphs from these swaps and analyzes
whether the net position change across addresses after executing all trades is negligible [38].
If no meaningful Pnancial exposure occurs despite high-volume trading, the transaction set is
Ragged as Rash-loan-induced wash trading. A tolerance threshold is introduced to allow for
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small, network-induced position divergences.

Both detection approaches share the underlying principle that unchanged net asset po-
sitions, address connectivity, and temporally tight trade clusters are strong wash trading
indicators. However, the Rash-loan-specibc method [38] focuses on single-block atomic ma-
nipulation events, while the broader entity-based approach [18] targets stealthy, longer-term
wash behaviors possibly spread across multiple pools.

Economic factors specibc to AMMs further inBuence wash trading detection. AMM
traders inherently face divergence loss (also known as impermanent loss), the loss liquidity
providers experience when pool asset prices diverge from external market prices [6]. Wash
traders must execute trades that either minimize divergence loss or reclaim incurred fees.
Schrumm et al. emphasize that sophisticated manipulators can act as both liquidity providers
and wash traders simultaneously, thus partially offsetting transaction fees by capturing
liquidity incentives [39]. This behavior enables wash traders to simulate trading volume more
sustainably compared to naive manipulation strategies.

Additionally, research indicates that AMM wash trading patterns often form not only
simple loops but also star, chain, and mesh-like address structures, spreading activities across
multiple entities to evade graph-based detection systems [18]. Unlike in centralized exchanges,
where direct round-trip trades often signal manipulation, AMM collusion is more nuanced,
necessitating multi-dimensional analysis combining transaction timing, pool state transitions,
address clustering, and Rash-loan tracking.

Detection of wash trading on AMM DEXs requires a holistic approach that considers pool
mechanics, economic risks like slippage and divergence loss, and blockchain-level entity
behavior. These strategies signibcantly extend beyond traditional volume anomaly detection
and ref3ect the unique manipulation opportunities and constraints inherent in decentralized
Pnance ecosystems.

3.2.3. Wash Trading on Solana and differences to other blockchains

The investigation of wash trading in Solana is currently limited to the NFT ecosystem. But
these studies bring forward several key distinctions compared to prior studies conducted
on Ethereum or fungible token markets. One of the major differences stems from SolanaQOs
technical architecture: the blockchainOs extremely low transaction fees and high transaction
throughput signibcantly lower the cost and risk of executing repeated transactions between
colluding accounts. This stands in contrast to Ethereum-based NFTs, where high gas fees act
as a partial deterrent to extensive wash trading [3, 4].

Detection of wash trading on Solana NFTs largely relies on graph-theoretic and anomaly
detection approaches, similarly to prior work on fungible tokens and traditional order book
environments (3.2.2). A dominant method employed is the analysis of Strongly Connected
Components (SCCs), whereby a high frequency of reciprocal trades between addresses is
Bagged as suspicious. This aligns closely with techniques already discussed earlier when
analyzing token exchanges [3, 4]. In Solana NFT markets, cyclic transactions across small
clusters of addresses, often involving minimal value changes, are a strong indicator of artiPcial
volume inf3ation.
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Additionally, Local Outlier Factor models are used for detecting anomalous nodes in Solana
NFT transaction graphs [3]. This technique identibPes nodes that exhibit abnormal trading
behavior compared to their neighbors, such as frequent small-volume trades or irregular
timing patterns. It is conceptually similar to anomaly-based statistical models previously
applied to fungible token trading (see Section 3.2.2). It offers a direct statistical analog to
earlier volume-matching algorithms without requiring the manual formation of trade subsets.

A specibc aspect unique to Solana wash trading detection is the examination of marketplace-
specibc wash trade concentration. For instance, studies show that marketplaces like Tensor
and Magic Eden account for the overwhelming majority of detected wash trade activity [3].
This observation mirrors Pndings in AMM wash trading detection 3.2.2, where a few liquidity
pools or DEXs absorb a disproportionate amount of manipulative trading volume.

Another novel contribution in Solana NFT wash trading detection is the use of publicly
accessible tools, such as Hello MoonOs Wash Trading Index, which cross-references suspicious
collections with marketplace-reported Rags [4]. This represents an advancement toward
practical retail-level transparency, a direction not typically emphasized in fungible token wash
trading detection 3.2.2.

Moreover, while general wash trading patterns such as cyclic transaction structures are
found across blockchains, SolanaOs extremely low transaction fees facilitate frequent, low-
value trades that would not be economically viable on Ethereum. This changes detection
thresholds: small volume mismatches (OslippageO) within cyclic transactions must be in-
terpreted cautiously, distinguishing between malicious intent and minor rounding effects
[3].

Although graph cycle detection and anomaly scoring remain core techniques across different
blockchain environments, the specibc properties of Solana, including low transaction costs,
fast block times, and concentrated marketplace behavior, require detection methods that are
specibcally tailored. These methods must be more sensitive to high-frequency, low-value
manipulations than those typically applied in Ethereum-based NFT, fungible token, or AMM
marketplaces.
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4. Methodology

This chapter outlines the methodology used to analyze wash trading, specifying the elements
under investigation and detailing the analytical procedures employed. Furthermore, the
rationale behind each step is articulated. Several methodological approaches are available.
One possible direction is to concentrate on individual exchanges and examine the trading
activity occurring on them. This approach is exemplibed by the work of Victor et al. [15].
While evaluating the trustworthiness of a specibc exchange is particularly relevant, especially
in cases where a centralized exchange itself may be implicated in wash trading. This is not
the focus of the present study, since the focus lies on DEXs. Instead, the analysis concentrates
on multiple exchanges to provide a broader perspective on the current market landscape.
This choice aligns with the overarching objective of this thesis: to explore methods for the
automated detection of wash trading. Consequently, the analysis is centered on the tokens
themselves. This approach enables an examination of each tokenOs trading history and
facilitates comparisons across multiple dimensions, including token size and the variety of
exchanges on which they are traded.

4.1. Token Selection

According to CoinGecko, there were 4,156 SPL tokens in circulation on the Solana blockchain
as of June 2025. Since analyzing all tokens is not feasible, a pre-selection was conducted.

The token selection process followed a deliberate, two-pronged approach. Given the
focus on detecting wash trading, tokens were chosen based on their potential for exhibiting
such behavior. For 10 out of the 20 selected tokens, Dune Analytics was used to identify
characteristics commonly associated with wash trading. > These characteristics include high
trading volumes generated by a small number of unigue traders, which may indicate non-
organic activity. Daily-level statistics, including the mean, standard deviation, and coefbcient
of variation, were employed to detect irregular or overly consistent trading patterns that
may signal wash trading. The analysis was further limited to tokens with relatively low
trading volume and liquidity, as wash trading is more economically feasible for tokens that
are smaller and less frequently traded. Additionally, restricting the dataset to tokens with
low exchange exposure helps reduce the likelihood of capturing legitimate arbitrage activity.

The following procedure outlines how token-level trading activity was pltered, aggregated,
and assessed in order to identify potential indicators of wash trading. The exact SQL query
used to extract the data from Dune Analytics is provided in Appendix A.1.

Ihttps:/iwww.coingecko.com/en/chains (Accessed: 06-06-2025)
2https://dune.com/home  (Accessed: 2025-05-08)
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1. Initial token Pltering and aggregation.  The dataset is initially restricted to trades
conducted within the past three months. The data is then grouped by token, and only
those tokens are retained that meet two criteria: a cumulative trading volume exceeding
USD 10,000 (thereby pltering out very small or inactive tokens) and interaction with
only a limited number of distinct exchange interfaces. For each qualifying token, several
aggregate statistics are recorded, including the timestamp of its brst appearance, total
traded volume, number of unique traders, humber of exchanges used, and the total
number of transactions.

2. Daily-level reaggregation. For the set of bltered tokens, the trades are regrouped by
calendar day. For each day and token pair, three daily metrics are calculated: trading
volume, the number of trades, and the number of distinct traders. The same constraints
on data validity and trade size are reapplied to maintain consistency with the brst step.

3. Token-level statistical summarization. The daily observations are then summarized
back at the token level. This includes the calculation of descriptive statistics such as the
mean, standard deviation, minimum, and maximum of daily trading volume, along with
average and peak daily transaction counts. A relative variability measure (coefbcient of
variation) is also computed. Tokens with fewer than four trading days are excluded to
ensure statistical robustness.

4. Heuristic risk labeling.  Tokens are classibed into heuristic risk categories based on

their observed trading behavior:
|

% High Risk if #-transactions ; > x and #-trader; < %; x = 1000
Risk(t) = " Medium Risk if #-transactions > x and #-trader; < 5, x = 500
3 Low Risk otherwise

The threshold parameter x was iteratively adjusted to yield a manageable number of
potential wash trading cases, while avoiding over-classibcation of tokens as high or
medium risk.

5. Result curation and output. The Pnal output includes only tokens whose latest trading
activity does not extend into the future. Tokens are ranked by their total trading volume.

Tokens returned by the query were further bltered to include only those Ragged as either
OHigh RiskO or OMedium RiskO for potential wash trading. The number of exchanges on
which each token is traded was then manually veribed, as the exchange count reported by
Dune Analytics proved insufpbciently reliable for this type of analysis. Given that arbitrage
and wash trading may exhibit similar behavioral patterns, and that the extractable MEV
in such cases may fall below the algorithmOs detection threshold, some instances may be
indistinguishable. To reduce ambiguity, the scope for these token was limited to tokens traded
on a single exchange. All of the tokens are traded on Meteora and, as shown in Table 4.1,
were minted in either January or February. On average, each token has approximately 1,200
recorded transactions.
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Table 4.1: Relevant tokens after pre-selection query on Dune.

Token Symbol # Tx Mint Date Pre Check
PENGU 968 Jan 18,2025 High
ZEREBRO 833 Jan 09, 2025 High
TURMP 715 Feb 08, 2025 High

YE 1270 Feb 08, 2025 High
UFD 1249 Jan 09, 2025 \Very High
HB 2332 Jan 22,2025 High
POPCAT 822 Jan 09, 2025 Very High
CHILLYGUY 584 Feb 08, 2025 High

SC 1706 Jan 18,2025 Medium
HC 1595 Jan 18, 2025 Medium

Since these tokens are homogeneous, and meaningful comparisons require a more diverse
set, alternative selection criteria were employed to identify additional tokens for analysis. A
key factor in this selection was trading volume, with emphasis placed on identifying both
the most actively traded tokens and those currently trending. To this end, the top trading
tokens from DEX Screener, which is a decentralized exchange (DEX) analytics platform that
aggregating real-time on-chain data, were used.? To identify trending tokens as of 25 April
2025, the volume-to-market-capitalization ratio over the preceding 24 hours was calculated.
The resulting list was then bltered to include only tokens minted within the past twelve
months. Finally, the tokens were ranked by their market-cap-to-volume ratio, and only those
traded on a limited number of markets were retained. This step was taken to reduce the
likelihood of selecting tokens predominantly traded for arbitrage purposes. As shown in
Table 4.2, the number of transactions is signibcantly higher than that of the tokens listed in
Table 4.1. Furthermore, it can be observed that the tokens are traded on a variety of different
exchanges.

Shttps://dexscreener.com/ (Accessed: 2025-04-22)
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Table 4.2: Indicative market metrics for selected tokens on DEX Screener.

Token Symbol # Tx Markets Mint Date Volume/MCAP
| :

FELLOWS 64079 2+ Raydium o1 2025 44.9020
1! Meteora
| .

ELI5 a0283 &' Ravdium 00, 2025 7.2848
2! Meteora
1! Raydium

APHAN 16522 2! Meteora April 17, 2025 4.1395
1! Fluxbeam
| .

GORECATS 1680305 2. RaYdium 15 2025 1.6667
15! Meteora
| .

SNUG 34614 L Ravdium o o1 2025 0.8667
4! Meteora

Analysis of the token set in Table 4.1 revealed that certain accounts were responsible for a
substantial volume of wash trading activity. To further investigate these patterns, additional
tokens traded by these accounts were included in the analysis to assess whether similar
behavior occurred with those tokens. As shown in Table 4.3, these tokens are also traded
exclusively on Meteora and were minted around January. The number of transactions is
comparable to that of the token selection in Table 4.1.

Table 4.3: Relevant tokens after brst analysis of selected token.

Token Symbol # Tx Markets Mint Date

FC 613 1! Meteora Jan 25, 2025
\AY 1721 1! Meteora Jan 18, 2025
PB 674 1! Meteora Jan 14, 2025
DSAI 1450 3! Meteora Jan 12, 2025
DDD 1815 3! Meteora Dec 28, 2024

4.2. Data Collection

Solana transaction data can be accessed through several methods. One approach involves
operating an archival node, which provides a veribed and complete copy of the ledger. While
this approach provides a veribed and complete copy of the ledger, its substantial storage
requirements (currently close to 400 TB) and ongoing DevOps maintenance rendered it
impractical for the purposes of this study. # Instead, SolanaOs RPC infrastructure was used.

4https://getblock.io/blog/solana-archive-node-guidelines/ (Accessed: 2025-05-23)
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RPC nodes expose the network state via standardized API endpoints and support a wide
range of operations, including data retrieval and interaction with the blockchain. These nodes
do not participate in the blockchainOs consensus mechanism; their sole function is to provide
access to the Solana cluste?.

4.2.1. RPC-Provider Endpoints

Access to transaction data depends on two key API endpoints. To understand the necessity
of both, it is brst important to examine the structure of the Solana blockchain. Transactions
are associated with both account addresses (including token and user account addresses)
and their cryptographic signatures. ®/ Each time an account participates in a transaction,
that transaction is recorded as linked to the account. Importantly, on Solana, each token
is assigned a distinct address, which functions similarly to an account address and allows
transactions involving that specibc token to be queried.

The brst endpoint, getSignaturesForAddresseturns all conbPrmed transaction signatures
associated with a given account, such as a token account.

The list of sighatures returned by this endpoint contains only basic metadata. It does
not include transaction amounts or involved account details. To obtain this information,
the second endpoint, getTransactionmust be queried individually for each signature. This
endpoint returns low-level raw data: the payload is encoded and not readily human-readable.
As a result, each transaction must be decoded and converted into a structured format, as
described in Section 4.4. Once processed, each transaction is represented as a JSON object
similar to the example shown in Figure 4.1. Among the relevant belds, blockTimes used
to establish the chronological order of transactions, and signaturescontains the associated
transaction signatures. While some transactions contain multiple signatures, this detail is not
relevant for the subsequent analysis.

Shttps://solana.com/de/rpc (Accessed: 2025-05-05)
bhttps://solana.com/de/docs/tokens/basics/create-token-account (Accessed: 2025-05-05)
"https://solana.com/de/docs/core/accounts (Accessed: 2025-05-05)

23



4.2. DATA COLLECTION
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Figure 4.1 Exemplary Response JSON of RPC-Provider.

4.2.2. Processing raw RPC-information

Further processing involves several manual steps. The extracted JSON objects contain essential
transaction information, including the quantity of tokens transferred and the associated source
and destination accounts. As token amounts are typically recorded as integers, they must
be converted to their appropriate decimal values. Furthermore, market account signatures
must be explicitly identibed, as they are otherwise indistinguishable from private account
signatures. While one possible approach is to identify market accounts based on high trading
volume, this method is susceptible to inaccuracies. In most cases, a market consists of two
token vaults, each corresponding to one of the tokens involved in the swap (e.g. an exchange
of one token for another, handled by two transfers in both directions) process. A vault is a
program-controlled account that cannot be accessed directly by users. Only the smart contract
logic is authorized to move funds, for example when executing a token swap on an exchange.
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4.2. DATA COLLECTION

To convert the preprocessed transactions into usable transfers and swaps, the procedure
described in Algorithm 1 is employed. For subsequent analysis, only the metaand transaction
sections of the JSON object illustrated in Figure 4.1 are required. The conversion routine
includes extensive exception handling beyond the scope of this section. A detailed pseudocode
listing is provided in Appendix A.3. The transactionbeld, particularly the instructions section,
is used to identify direct transfers between accounts. The accountKeys$eld also indicates
the accounts involved. However, most transactions represent market operations, with the
corresponding details residing in the metasection.

Algorithm 1 iterates through the metadata, which contains a list of instructions. These
instructions may represent various operations, including token creation, liquidity removal,
transfers, and others. A transfer specibes the amount of tokens sent from a source account
to a destination account. For each transfer instruction, the algorithm identibes the source
and destination accounts, the amount transferred, and determines whether either account
corresponds to a market vault. It further distinguishes whether the token transferred is the
SPLtoken. SPL refers to the Solana Program Library standard, meaning essentially every
token deployed on the Solana blockchain. In this context, the SPL token corresponds to
the specibc token being analyzed. Given that a token can be traded against multiple other
currencies, the algorithm loops through all possible exchangeable tokens and checks whether
the relevant markets are involved in the transfer.

If both the SPL token and the swapped currency move in the same direction, the transaction
is classibed as aliquidity event. This classibcation is further supported by inspecting the
logMessagebeld for specibc keywords indicative of liquidity operations. Conversely, if the
SPL token is sent to the maker (the initiator of the transaction) while the other token is sent
to the market, the operation is classibPed as aBuy. The reverse Bow, where the SPL token is
sent to the market and the other token to the maker, is classibed as aSell

A particular consideration arises when handling swaps involving Solana, as Solana serves
both as the native currency of the blockchain and as the medium for paying on-chain
transaction fees. This dual role can complicate the identiPcation of the exact amount being
swapped. However, this issue is mitigated in most cases because the swap amount is typically
not transferred as SOL (the native token of the Solana blockchain), but as WSOL, a wrapped
version of SOL. WSOL is specibcally designed to be distinguishable from the native token
while enabling it to be handled in the same way as other SPL tokens, thereby facilitating
integration with DeFi applications. The value of WSOL is pegged 1:1 to SOL, ensuring that
its use does not introduce discrepancies in price calculations.

8https://blog.blockmagnates.com/what-is-a-vault-program-on-solana-37cb5a61379c (Accessed: 2025-
06-07)
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Algorithm 1 ParseTransfer

1. procedure Parse Transfer (source, destination)

2:  determine BuySell For SPL(source destination market distinction[G8PLJ)
3 for each (marke) in market distinction do

4 if destination" marketsor source" marketsthen

5: convertedamount# Convert Decimal (amountdecimal$

6: determine BuySell For Non SPL(source destination marke)
7 end if
8 end for
9: end procedure

A single transaction can include multiple swaps or transfers. To ensure unigueness, swaps
sharing the same signature are assigned an additional counter and stored as separate records.
Finally, all token amounts are normalized to their respective decimal places, using either the
predebned defaults or any token-specibc decimal adjustments.

To make the conversion process less abstract, an example is presented in Figure 4.2. The
transaction® shown in part in Figure 4.2 illustrates the conversion of the SPL token amount
within the transfer and the identiPcation of the transfer type. Since the destination address 1°
is identibed as a vault for the SPL token (in this case, 4char), the transaction is classibed as a
Sell

A

16

- - 893955.679312,
: 893955.679312, '

Figure 4.2.. Conversion of raw transferto parts of processed transfer

Following the conversion from raw to structured transaction data, several types of inter-
actions with the analyzed token are identiped. Market interactions can be categorized as
previously described: Buy, Sell or Liquidity Provider (where both tokens are added to or
removed from the vault). Furthermore, direct transfers, debPned as token movements between
accounts that do not involve the market, can occur.

9Full transaction: https://solscan.io
100ne of 4chanOs vaultsaHfkTnCLxaknRdYEUbw2YN959zuNUN6rtUsNxgewnxPa
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To ensure a clean and reliable dataset, additional Pltering steps are applied to the trans-
action data. Only successful trades are retained, leveraging the atomic nature of Solana
transactions, where any error results in the cancellation of the entire transaction. Each transfer
(as a transaction may contain multiple transfers) is assigned a unique identiber, with the
ordering determined by the blockTimeof the transaction. Specibcally, transfers are sequentially
numbered within each market, starting from 0 for the earliest interaction with the market, 1
for the next, and so on.

While it might appear that sequential numbering could introduce complications, particu-
larly since the ordering is determined independently within each market, this approach is
necessary. The risk of wash trading applies at the level of each market, not across multiple
markets. If a trader operates across multiple markets, this constitutes arbitrage activity, which
is beyond the scope of this study and subject to separate debnitions.

This sequential ordering is established prior to the exclusion of liquidity operations and
arbitrage trades, as these events may inBuence token prices. Subsequently, liquidity operations
are bltered out, and transactions involving multiple exchanges are excluded to avoid including
records that may represent arbitrage rather than genuine trading behavior. Transactions
involving multiple token pairs or exchanges are similarly removed. Finally, timestamps are
standardized to create a chronologically coherent dataset suitable for subsequent economic
analysis.

To compare the prices and trading volumes of different tokens, it is essential to establish
a common reference unit. In this study, Solana (SOL) serves as the reference, as each token
is traded on at least one exchange where it can be exchanged directly for SOL. Since these
exchanges typically operate on a continuous trading basis, they provide a reasonable estimate
of the tokenOs trading value in terms of other currencies.

The applied approach is as follows: for each traded token T, the most recent (or temporally
closest) corresponding trade in which the token is paired with Solana is identibed. In this
trade, the amount of Solana exchanged, Aso., and the corresponding amount of token T,
denoted A, are extracted. The implied price Py of one unit of token T in terms of Solana
is then calculated as Pr = A%? This price Pr is subsequently used to estimate the trading
volume of token T in terms of Solana by multiplying it by the amount of token T traded:
V1 = Py 4AT1 where Vr represents the trading volume of token T expressed in Solana.

4.3. Analysis

This chapter outlines the methodology used to detect wash trading. The detection algorithm is
designed to identify direct indicators of wash trading activity, rather than relying on statistical
inference. It adopts a directed graph approach, which is commonly applied in the analysis
of NFT and limit order book (LOB) markets. In this framework, each trade that transfers
tokens into a marketOs underlying vaults is expected to have a corresponding counter-trade
that transfers tokens out of those vaults.

The approach used here is similar but adapted to detect wash trading on AMMs as well.
Traditional analyses in LOB settings leverage maker and taker information to determine
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trade counterparts, since each trade involves both a seller and a buyer [15]. However, the
methodology presented here works equally well for both LOBs and AMMs, as it identibes
matches between trade amounts entering the market and those exiting it. This approach
remains applicable to AMMs because, to execute wash trading, the same amounts need to
be returned to the market, even if the trades are self-directed rather than involving another
account.

The key challenge lies in distinguishing between legitimate trades for the exchange of
"goods" and wash trades. For this, the debnition of wash trading provided in Section 3.2
is applied. The concept of risk neutrality, which is central to this debnition, is particularly
challenging to operationalize, but it is addressed using several complementary checks, detailed
in this section. Additionally, unintentional or mistaken wash trades are excluded, as the
analysis tries to focus solely on transactions conducted with malicious intent.

4.3.1. Transfer Ordering

It is essential for the algorithm to correctly interpret the directionality of trading Bows. To
achieve this, a connected multigraph is constructed from all relevant transactions. This graph
considers only the trading Bows of the analyzed SPL token, meaning that wash trading
detection focuses solely on matching amounts of the SPL token, even though every trade
involves a swap between two tokens. The exchanged amount serves as a proxy for the
transaction value.

Since both the buying and selling of the token are initiated by the account interacting with
the market, this account is referred to as the maker (the party initiating the trade). In cases
where the token is sold, the graph records an edge directed from the maker to the market.
Conversely, when the token is bought, the edge points from the market to the maker. An
example of this construction is illustrated in Figure 4.3, which presents a multigraph of the HB
token generated using a Force-Directed Placement algorithm. For the analysis, a visualization
of the multigraph is not required. In the bgure, the red dot at the center represents the
market, while each surrounding node represents an account interacting with that market. All
interactions between accounts that do not involve the market have been removed to improve
visualization.
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4.3. ANALYSIS

Figure 4.3.. Exemplary multigraph of the HB token using a Force Directed Placement algo-
rithm

4.3.2. Strongly connected components

Detecting wash trading at the wallet level begins with a fundamental question: Which wallets
can reach one another along directed transfer paths? If wallet A can send tokens, either
directly or through a chain of intermediaries, to wallet B and later receive tokens back from
B, then A and B belong to the same SCC of the directed trade graph G = (V,E). Here, V
denotes all wallet addresses, and E represents the directed edges(u,v), where wallet u has
sent tokens to wallet v.

A wash-trading ring, by its nature, is conbned to a single SCC, as mutual reachability is
essential. Consequently, vertices belonging only to trivial components ( |[SCJ = 1) can be dis-
carded, signibcantly reducing the graph size and accelerating subsequent economic heuristic
analysis. The detailed implementation of the SCC algorithm is provided in Appendix A.4.

To isolate these components, the linear-time algorithm originally introduced by Tarjan is
employed, with rebnements by Nuutila and Soisalon-Soininen, which ensure that at most
one explicit stack is used at any time [40, 41].

The algorithm begins by assigning each discovered vertex a unique discovery number and
tracking the smallest reachable discovery number from each vertex. This dual tracking both
marks a vertex as visited and establishes a strict ordering of discovery, which later assists in
identifying back edges (Perform DFS, lines 1-3, Algorithm 3).

Traversal is managed using an explicit stack that mimics a recursive depth-prst search
(DFS), along with a secondary stack that temporarily holds vertices belonging to the current
candidate component (Perform DFS, lines 2b4, Algorithm 3). The outer loop ensures that
the entire graph is covered, even if it contains disconnected parts (Algorithm 2, lines 3b5).
Whenever a new, unexplored root vertex is found, it is added to the traversal stack, initiating
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a DFS that explores as deeply as possible before backtracking (Algorithm 3, line 2).

As each vertex is visited, its discovery is timestamped, and the algorithm searches for
the brst neighboring vertex that has not yet been visited. When such a neighbor is found,
the DFS continues recursively (emulated with the stack), and the connectivity information
for the current vertex is updated to track reachability (Algorithm 3, lines 5-7). This mirrors
the behavior of classical algorithms like TarjanOs while maintaining an iterative structure. If
all neighboring vertices have already been explored, the traversal of the current subtree is
complete, and the algorithm proceeds to the SCC detection phase (Algorithm 3, lines 8-9).

The detection of SCCs continues by initializing the local reachability marker for the current
vertex. The algorithm then tries to lower this value by examining two types of back edges
(Perform DFS, lines 6-7):

¥ Tree edges to younger vertices, which indicate that a neighboring subtree could reach
back to the current vertex or higher. This ensures that the minimum reachable discovery
number accounts for the neighborOs reachability.

¥ Cross or back edges to older vertices, which directly form a cycle. Here, the reachability
is updated to ref3ect the discovery number of the older neighbor.

After processing all neighbors, the algorithm determines whether the current vertex is the
root of an SCC by comparing its reachability marker to its discovery number (Algorithm 3,
lines 8-9). If they match, all connected vertices in the current traversal path are extracted and
marked as a strongly connected component (Algorithm 3, lines 10-11). These vertices are
permanently labeled and collected for further analysis. If the vertex does not form an SCC
root, it remains temporarily stored, awaiting connection to an SCC when an ancestor root is
identibed (Algorithm 3, line 12).

The result of this combined process is a complete list of SCCs, where each SCC comprises
a set of vertices that are mutually reachable. This method effectively captures all potential
wash-trading rings, as such rings cannot extend beyond a single SCC.

A conceptual summary of this process is provided below:

Algorithm 2 Strongly Connected Components Detection

Require: Directed graph G

. Initialize data structures for traversal and tracking
2: for all vertices in G do

3 if vertex has not been visited then

4: Perform DFS(vertex)
5

6

7

[EEN

end if
: end for
: return list of strongly connected components
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Algorithm 3 Perform DFS (vertex)

1. Assign discovery order to vertex
2: Push vertex onto traversal stack

3: for all neighbors of vertex do

4 if neighbor has not been visited then
5 Perform DFS(neighbor)

6: end if
7
8
9

Update reachability information for vertex
: end for
. if vertex is root of an SCC then
10: Extract and record SCC
11: else
12: Mark vertex as part of ongoing SCC discovery
13: end if

The complete, detailed pseudocode with explicit variable handling is provided in Ap-
pendix A.4.

4.3.3. Wash trading detection with similar amounts

Algorithm 4 is applied to each SCC to blter transactions based on temporal constraints,
amount restrictions, or uniqueness. The two algorithms are separated to facilitate easier
adjustment of parameters such as window length and similarity thresholds between runs,
even at the expense of some computational efbciency.

This approach narrows the search to regions of the graph where cycles are likely, sig-
nibcantly reducing computational effort. Since any wash trade must be part of an SCC,
single-node components are excluded immediately, as a single address, whether representing
a trader or a market, cannot exhibit the interactions required to form a wash-trading cycle.
This exclusion step improves computational performance.

Subsequently, a list of candidate starting nodes for cycle detection is compiled, explicitly
excluding nodes identiPed as intermediary wallets. An intermediary wallet (e.g., a market-
place escrow or a passive transit address) is not used as a starting point to avoid detecting
redundant or irrelevant cycles.

s=v" C|Vv7 Ninermediaries (4.1)

where srepresents the set of valid starting nodes, C is the vertex set of the current SCC,
and NintermediariesiS the set of intermediary nodes. This exclusion ensures the focus remains
on meaningful trading patterns, as otherwise exchange nodes would be incorrectly identiped
as wash trader accounts.

Finally, for each remaining candidate sin the component, the algorithm invokes the cycle-
Pnding procedure bnd_cycles_with_blteringn the subgraph C, passing along all relevant
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constraints. This procedure calls Algorithm 7, which returns all cycles discovered from any
starting node. These cycles are collected into the global list cycles_outfor subsequent analysis.

Algorithm 4 Outer Loop for Wash Trade Cycle Detection

Require: Directed graph G = (V, E) of transactions; ! window (sequence window), ! amount
(transaction amount tolerance),max _depth Nintermediaries(€XChange accounts)
Ensure: List of detected wash-trade cycles
1: cyclesout# []
2: for each component C in SCCsdo
3 if is_single _Node(C) then

4: continue

5: end if

6: Gc # Ginduced by C

7 start nodes# remove _intermediaries (Nintermediaried

8: for eachsin start nodesdo

9: cycles# find _cycles with _filtering (Gc, s, ! window, ! amount max depth
10: cyclesout# cyclesout+[cycle$

11: end for

12: end for

13: return cyclesout

Algorithm 7 outlines the core recursive procedure used to detect potential wash trading
cycles that originate and terminate at a specibc wallet address within a SCC of the token
transaction graph G¢. The algorithm performs a depth-prst search (DFS) starting from s,
incrementally building and extending a candidate path while enforcing several constraints
designed to exclude economically irrelevant or implausible cycles.

Each recursive DFS call tracks the current node, the path traversed thus far (path), the
corresponding list of edges within this path, the associated SPL token amounts, the sequence
numbers of the transactions traversed, and the current depth of the recursion. If the recursion
depth (equals number of cycle length) exceeds the user-debned maximum (max depth, the
procedure terminates early.

For each outgoing edge from the current node, the algorithm skips self-loops and pro-
ceeds to extend the candidate path by appending the target node, the new edge, and the
corresponding SPL amount to new_path

The cycle is also evaluated based on the timing and sequence of the transactions involved.
Further details are provided in Section 4.3.3.

The amount checkfunction is designed to enforce the same-amount constraint by verifying
that all SPL amounts across the transaction path remain approximately equal. This is achieved
through the application of a relative threshold ( ! amoun), which accounts for the minimal
transaction fees inherent to the Solana blockchain. While these fees are typically low, their
existence necessitates this check. For a more comprehensive discussion, refer to Section 4.3.3.

If the target of the newly added edge returns to the start node and the path length exceeds
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two, the algorithm checks whether any of the involved transactions (identibed by their
signature and sequence numben have already been used in previously discovered cycles. If
the cycle is entirely novel, the new_pathinformation is compiled into a structured dictionary,
containing the path, timestamps, signatures, sequence numbers, and token amounts. This
dictionary is then appended to the global list sameamount cycles and its signatures are
reserved in a set to prevent duplication (see Section 4.3.3 for more details).

If the edge does not return to the start node, the algorithm checks whether the next node has
already been visited within the current path (to avoid node repetition). If not, the depth-prst
search continues recursively with updated arguments.

Transaction Window Constraint

In general, the closer trades are executed to one another in time, the lower the associated
incalculable risk. The price of an SPL token is inRBuenced by market interest. For example,
when buyers place orders and consume available liquidity on the ask side, the token price
tends to rise. This effect is more linear in an AMM setting and less predictable, though still
generally upward, in a LOB environment. As a result, a wash trader seeking to minimize
Pnancial losses would benebt from reducing risk by executing trades within a narrow time
window

Thus, it is logical to check for wash trades with the same amount of tokens, where no
intervening trade occurs between the initiating and terminating trades. This veribcation is
performed in the following procedure.

For a sequence of transactionsT = (tg,to,...,t,), the algorithm enforces the following
condition:

rir]a_trx(seq) $ rpiQ(seq) %! window (4.2)

where ! window is the allowed transaction window size and segq represents the sequence
number of transaction i.

The sequence numbering check is necessary, as discussed in Section 3.2, because the absence
of Pnancial risk is a debning characteristic of wash trading. Since market risk is determined
by the possibility of loss, it depends on the number of trades occurring between the initiating
and terminating wash trades.

Relying solely on a time-based constraint is insufbcient due to the volatile transaction
frequency of different tokens. For example, if a token is traded every second, the sequence
numbering naturally re3ects this frequency, just as it adjusts for tokens traded every minute.
A time window constraint alone would fail to capture these variations in trading intensity.

The implementation of this check is detailed in Algorithm 5.
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Algorithm 5 window_checknew transaction seq transaction seq new_edgesegnumbe)

1: if new edgeseqnumber= $ 1 then
2: new transaction seg# transactionseq
3. else

4: new transaction seg# transactionseqt+ [ new edgeseqnumbel

5: if max(new_transaction seq $ min (new transaction seq > ! window then
6: return continue

7 end if

8: end if

9: return new transaction seq

The reason for the -1 check is that transactions not involving a market do not increase risk
and are therefore ignored. All other transactions within a cycle are veribed to ensure they
remain within the specibed sequence window.

However, some tokens are not traded frequently enough, which can result in transactions
occurring days apart but still being included in a potential wash trading cycle. This should
be avoided, as such long intervals introduce signibcant Pnancial risk. To mitigate this, an
additional check is performed on the time of the transactions. Specibcally, the earliest and
latest trades in a cycle must fall within a dePned time window. The precise values for these
time window constraints will be provided in Section 4.3.4.

Amount Consistency Constraint

For token amounts A = (&, &, ...,a&,), the algorithm veribes:

max(A) $ min(A)

(A % # (4.3)

where # is the amount threshold parameter. This checks the amounts to be within a threshold
of the max and minimum values of a cycle. And removes every cycle which would trade
with different amounts. This is implemented in algorithm 6, similar to the mathematical
formulation above.

Algorithm 6 amount checknew spl_amountss! amoun

1: min_amount# min(new_spl_amountg
max_amount# max(new_spl_amount9
amount diff_ratio# (max amount$ min_amoun)/ min_amount
if amountdiff_ratio > ! amountthen
return continue
end if

Although potential arbitrage trades are already excluded from the dataset, as discussed in
Section 4.2, numerous forms of maximal extractable value (MEV) attacks remain possible, as
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outlined in Chapter 2. For example, sandwich attacks may resemble wash trading in structure,
but their incentive is fundamentally different: the trader aims to extract value rather than to
simulate legitimate trade volume. Since this type of behavior falls outside the scope of this
study, it is essential to verify whether a detected wash trading cycle generates a probt for the
initiating account.

Given that every swap inherently involves an exchanged asset, and specibcally Solana in
this analysis, it is logical to assess whether the cycle yields a net probt in terms of Solana.
Specibcally, the analysis checks whether the cycle sends more Solana to the exchange than
the exchange returns to the initiating account. This is accomplished by calculating the net
Bow of Solana between the account and the exchange over the cycle. The resulting net Bow
values will be used in subsequent calculations.

Signature Uniqueness

The algorithm maintains a set of used transaction signatures U to ensure:
&" C,&" S.:sT U (4.4)

where C is the set of all cycles and S is the set of signatures in cycle c. Since every transaction
can only be used one time for a wash cycle, otherwise the amount would be multiple times
counted in the wash trading statistics.
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Algorithm 7 Pbnd_cycles_with_Ppltering(Gstart, ! window, ! amount max_depth)

Require: Graph G, start node start, time window ! window, amount threshold ! amount
maximum depth max depth
Ensure: List of valid cycles
1: Initialize: cycles# [], used# {}
2: function dfs(node path)

3 if |pathl > max depththen

4: return

5: end if

6: for each outgoing edgefrom nodein G do

7 if is_self loop (edge path) then

8: continue

9 end if

10: new_path# path+[edgé

11: if not window _check (new_path, ! window) then
12: continue

13: end if

14: if not amount _check (new_path, ! amoun) then
15: continue

16: end if

17: if cycle found (new_path, start) and not duplicate (new_path used then
18: add to _cycles (new_path cyclesused

19: else

20: dfs (edgetarget new_path)

21: end if

22: end for

23: end function

24: dfs (start, [start])
25: return cycles

4.3.4. Post Cycle Detection

The debned restrictions are elaborated in the following. Although the exact parameter
settings will vary in the analysis presented in the next chapter, it is important to clarify the
rationale behind the chosen general parameters at this stage. Furthermore, the implications of
modifying these restrictions, along with their implementation details and points of application,
are discussed.

As previously noted, assessing the risk associated with an actorOs behavior is a complex
task, as it lacks a strictly debPned criterion. The check described in Section 4.3.3 is used to
evaluate the market risk related to potential wash trading activity. However, the strictness
of this constraint is open to debate. In general, it is reasonable to enforce the constraint as
tightly as possible in order to exclude any intervening transactions between the initiating and
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terminating wash trades. Nonetheless, the actual execution order of trades in the market may
not always correspond to the sequence originally intended by the actors, which can lead to
discrepancies in the inferred intent.

Additionally, this restriction is particularly well-suited for AMMs, where the continuous
liquidity means that the same account can feasibly execute trades without a counterpart.
However, in LOB markets, it may be appropriate to relax this constraint slightly, as multiple
accounts may be involved in cycles. For AMMSs, identifying a counterpart is not critical, but
in LOBs, where a counterparty is always required, it might be benebcial to allow for more
Bexibility in identifying connected accounts.

The bxed amount threshold is set to account for market and transaction fees and has
been established at 1%, consistent with the threshold used by Victor and Weintraud [15].The
maximum recursion depth restriction is essential for maintaining computational efbciency. In
AMMSs, since a counterparty is not required, a shallow recursion depth is sufbcient. However,
for LOBs, it might be advantageous to increase the allowed depth to identify more complex
relationships among connected accounts.

After the analysis described above, we obtain cycles with matching amounts that proceed
to the market and return from the market. The analysis ensures that each transaction is used
only once.

Several checks are performed on the newly identiPed wash trading cycles. One of these
checks stipulates that a cycle is only included in the wash trading statistics if the account is
involved in multiple wash trading cycles. This criterion prevents the inclusion of wash trades
that may have occurred accidentally rather than through deliberate attempts to inRate trading
volume. Additionally, wash trades must exhibit negative net returns for the participating
traders.

Figure 4.4 presents a graph illustrating the rationale behind these checks. The graph
displays the number of wash trades and their volume within hourly windows, with each bar
representing one hour of trading activity. The gaps in trading volume will be discussed in
Section 5.

The bars in the graph use various colors to represent different kind of trades. In general
Wash trades are expected to be loss-generating because probtable wash trades are more likely
associated with MEV incentives.

As observed in the graph, most detected wash trading activity falls into the category of
loss-generating wash trades conducted by accounts that frequently engage in such behavior.
However, there are exceptions. For instance, around 12:00 on the 18th, there is a notable
increase in trading volume from accounts that either do not typically engage in wash trading
(represented by pale-colored bars and lines) or generate probt (represented by green-colored
bars). The overlap between these categories further justipes the exclusion of these transactions
from the analysis. These instances likely represent legitimate trading activity that, due to
infrequent participation or potentially misordered transactions, was mistakenly classibed as
wash trading. Therefore, these transactions are excluded from the subsequent analysis.
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Figure 4.4 Hourly Row analysis for vv token

Since risk debnitions are not universally established, and the appropriate time frame for
what can be considered riskless or measurable risk remains subject to interpretation, multiple
approaches exist in the literature. For example, Victor and Weintraud apply time windows of
one hour, one day, and one week in their analysis of Ethereum-based tokens [15]. Given that
Solana operates as a signibcantly faster blockchain, and that some of the tokens analyzed are
short-lived, this study adopts a stricter approach. Specibcally, several levels of increasingly
stringent criteria for debPning wash trades were established. This enables a comparative
evaluation to assess the likelihood of false positives or false negatives within the detected
wash trading cycles.

1. Very strict: A transaction window with no intervening trades and a maximum duration
of three minutes. Additionally, wash trades must result in a negative net output.

2. Strict: A transaction window allowing up to bve intervening trades, with a time limit
of 18 minutes. Wash trades must still result in a negative net output.

3. Lenient: A transaction window permitting up to 20 intervening trades within a maxi-
mum duration of one hour. Wash trades must continue to demonstrate a net loss.

The varying levels of strictness in time and sequence limits were evaluated through
empirical testing. The very strict conbguration identibes wash trades only when no other
transactions occur between the corresponding buy and sell orders. The time window of three
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minutes refRects the typical duration within which most wash trades occur and primarily
serves as a safeguard without signibcantly limiting the sequence-based restriction.

For the strict conbguration, a maximum of bve intervening trades are permitted within
an 18-minute window. This duration is calculated by multiplying the number of allowed
intervening trades by three minutes. This setup accommodates potential disruptions in trade
order, such as cases where unrelated trades are interleaved between the intended wash trades,
while still enforcing meaningful constraints.

The lenient conbguration allows up to 20 intervening trades within a one-hour window.
This approach is designed to capture a broader range of possible wash trade cycles. In this
conbguration, trades that are not classibped as wash trades are assumed not to form closed
cycles with matching buy and sell amounts.

4.4. Implementation

The implementation was primarily carried out in Python 3.9.6. The complete source code is
available in a GitHub repository. 11

The RPC providers used for the analysis were primarily Solana-Mainnet 12, Quicknode '3,
and Helius **. Alchemy® and Syndica'® were also utilized, although these providers impose
stricter data access limitations.

The getSignaturesForAddressndpoint is accessed using thesolana.py’ library. This endpoint
imposes a limit of 1,000 transactions per request and returns only the most recent 1,000
transactions starting from a specibed signature. The starting signatures for the analyzed
tokens are listed in Table A.1. All transactions prior to these signatures are included in the
analysis.

For each signature, detailed transaction information must be retrieved. This is accomplished
using multiple threads. Since each RPC provider imposes cooldown limits on the number
of requests permitted in their free tier, the providers are cycled through, with each thread
assigned to an API endpoint that has already cooled down. Because this variable must be
accessible to all threads, the number of threads is limited to four; exceeding this number
slows down the retrieval of results.

As previously mentioned, the conversion of raw transaction data into usable, structured
data was accomplished using the Solana FoundationOs JavaScript library® This libraryOs
conversion function is more comprehensive than the equivalent Python function, as it includes
the jsonParsed encoding Rag. Consequently, the RPC node responds with a compact OrawO

Llhttps://github.com/dwiedenmann/Solana_Wash_Trading
L2https://solana.com

L3https:/iww.quicknode.com

https://www.helius.dev
Bhttps://www.alchemy.com/solana

16https://syndica.io

Ihttps://pypi.org/project/solana/
18https://github.com/solana-foundation/solana-web3.js
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payload in which instruction data remain base-58 and hex encoded. The function converts
this data into human-readable form and employs Superstruct for validation.

As an illustrative example, the conversion from base-58 to hexadecimal and subsequently
to ASCIl-encoded JSON was implemented for a SetComputeUnitPricénstruction. However,
not all instruction types are encoded in this manner.

For processing the detailed transactions, two functions are used. One function calls the
RPC endpoint and directly converts the information into a usable trading operation. The
second is a local function that reevaluates already processed transactions (e.g., in cases where
an exchange token was initially missing). This is feasible because every processed transaction
retains the original raw transaction data.

Since the starting token dataset was relatively small, all information was stored in CSV
bles rather than in a database. Supplementary token information, such as market details
and default decimal precision, was stored in JSON format. Finally, a substantial number of
transactions were manually veribed for accuracy using Solscan and by comparing the number
of transfers detected.1?

fa49652126cf4bb8 -3

PpPrXyznwWLi4JCd1 1
9DwZrAKkdMNEwmMZq At |
c045040000000000 :
17635

Figure 4.5.. Step-wise conversion: Base-58 Hex ' JSON.

The NetworkX library was used for the detection process.?° It enables the construction
of networks where accounts are represented as nodes and transfers as edges. Each edge
contains metadata such as the transferred amount and timestamp. NetworkX also provides
graph-theoretical and network analysis tools, including the SCC algorithm described in
Section 4.3.2.

The pandadibrary was used extensively in the analysis. 2? Its core functions are implemented
in C/C++, which allows for signibcantly faster execution compared to pure Python. Pandas
was used for preprocessing and sorting transfers related to each SCC cycle, as well as for
cleaning transfer data before adding it to the multigraph. The multigraph structure, which
allows multiple edges between two nodes, is necessary to represent repeated trades between
the same participants.

Lhttps://solscan.io
2Ohttps://networkx.org/
2lhttps://pandas.pydata.org/
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4.5. Limitations

The following section outlines the limitations of the wash trading analysis, beginning with
the data processing constraints and the limitations of the wash trading detection mechanism.

There are several limitations in this analysis, beginning with the data fetching process.
The current code is not particularly memory-efbcient: each new transaction is fully stored
in memory before being appended to the storage ble, leading to excessive memory usage.
For the largest token analyzed, Gorecatsmemory capacity (e.g. 35Gb of RAM) was nearly
reached, suggesting that processing signibcantly larger tokens would not be feasible with the
current setup.

The method for checking transaction Rows introduces additional limitations. Specibcally,
transactions are evaluated based on whether they target certain vaults. However, some
exchanges (e.g., Pump.furf?) do not send WSOL but instead send SOL as the swap amount,
complicating the distinction between swap amounts and transaction fees. An unresolved
issue also arises when a single transaction involves multiple tokens. These cases have not
been fully addressed, as such transactions are typically associated with arbitrage activity.

The analysis itself also presents limitations. Arbitrage transactions are excluded because
they are difbcult to distinguish from wash trades, particularly if they lose money. Since the
objective was to identify genuine wash trades with high conbdence, these transactions were
omitted.

22https:/ipump.fun/board  (Accessed: 2025-06-07)
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5. Results

After the analysis chapter, cycles of wash trades are identiPed for each token. However, these
raw cycles alone provide limited insight. Therefore, in the following section, wash trades are
presented using plots accompanied by additional analysis.

5.1. Wash Trading of Token Over Time

The following analysis examines the trading activity of the selected tokens. In contrast to
traditional markets with bxed trading hours, trading in this context occurs continuously. As
a result, each subsequent bPgure presents either daily or hourly trading volumes, with bars
representing one-day or one-hour intervals, respectively. The choice between daily and hourly
resolution depends on the frequency and continuity of trading activity.

The calculation method is based on the assumption that a wash trade constitutes a cycle,
typically involving at least two transactions, and potentially more in the context of LOBs. In
AMMs, a wash trade typically consists of just two trades. This occurs because every small cycle
with the same amount Rowing to and from the market is also part of a larger cycle involving
multiple actors, provided such a cycle exists, as all participants are connected through the
market. For the wash trade volume, the two trades are summed, as both contribute to the
total volume. Trading volume is measured in SOL, as it exhibits relatively low price volatility,
especially when compared to the analyzed tokens, and is readily transferable across different
tokens. In general, the lines represent the number of trades, while the bars depict trading
volume, if not stated otherwise. Additionally only the accounts involved in at least two wash
trading cycles where losses were incurred, are part of the statistic.

Figure 5.1 illustrates the wash trading activity of the sctoken. The dotted line in the graph
represents the proportion of wash trades within each hour. The blue line represents the total
number of trades, whereas the green line indicates the number of loss-generating wash trades.
The token transactions were collected in March. The absence of trades after January is because
the token was no longer actively traded. Trading volume Ructuates from near-zero to just
above 1 k SOL, with the largest spike occurring around 21 January 12:00. Thesctoken serves
as an example of such a small token, evidenced by its infrequent trading activity. The graph
reveals that almost every bar contains a red segment, indicating consistent and regular wash
trading.
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Figure 5.1.. scwash trading analysis (very strict, hourly).

Initially, the unusual gaps in trading activity suggested that some transactions might not
have been retrieved during data collection. To investigate this, manual veribcation was
conducted using Solscan and DEXScreener. These checks conpPrmed that no trading occurred
during the identibed periods. For example, on January 18th, no trades were recorded between
6:00 p.m. and 3:00 a.m.

To further investigate, the most frequently used trading account was examined, along with
the other tokens it traded in addition to sc As a result, the trading activity of the hctoken was
analyzed. Notably, trading volumes for both hcand scpeak at the same times. Subsequently,
the vv token was also included in the analysis. Figure 5.2 presents a graph showing the
number of trades for all three tokens. It is particularly noteworthy that the instances of wash
trading, represented by dotted lines, align almost perfectly at certain points. In general, the
tokens exhibit very similar trading behavior.

These tokens are traded only sporadically. However, when trading does occur, wash
trading constitutes the majority of the reported volume. The resulting Oon-offO pattern is
implausible as an indicator of genuine market interest and instead suggests orchestrated
trading cycles. A comparison of the three tokens reveals that their volume spikes frequently
coincide, suggesting the involvement of either a single wallet or a closely coordinated group
engaged in deliberate wash trading.

A comparison of the accounts involved in wash trading with these tokens also reveals some
overlap, as discussed in greater detail in the subsequent Section 5.3 focusing on wash trading
accounts.
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Figure 5.2.. hc, scand vv wash trading vs. normal trading (very strict, hourly).

In addition to the tokens analyzed thus far, several smaller and infrequently traded tokens
were examined. These tokens also exhibited signs of wash trading, as illustrated in Figure 5.3.
A logarithmic scale is used in the bgure to account for the substantial variation in trading
volume across different hours. For example, the hbtoken demonstrated a relatively low level
of wash trading activity. Similar wash trading percentages were observed for other small
tokens, such asfc. However, in comparison to the previously analyzed tokens, the overall
frequency of wash trading was signibcantly lower.

This suggests that small size alone is not sufpcient to explain manipulation. The data
therefore indicate a deliberate selection of targets, rather than a purely mechanical relationship
between market capitalization and the likelihood of wash trading.
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Figure 5.3.. hbwash trading analysis of very rarely traded tokens (very strict, hourly).

In the subsequent analysis, the debnition of wash trading is relaxed to the strict detection
conbguration, which is explained in Section 4.3.4. As expected, this broader criterion results
in an increased number of trades classibed as wash trades. However, it is crucial to note that
all of these identibped wash trading cycles still result in Pnancial losses. For each of these
cycles, the involved accounts incur losses through trading.

When examining the trading graphs of tokens such as sg hc and vv, with hc shown in
Figure 5.4, it becomes evident that the hourly wash trading percentage nearly doubles or even
triples under less stringent criteria compared to the stricter conbgurations. Similar patterns
are observed for both scand vv.
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Figure 5.4.. hcwash trading analysis very strict, strict and lenient (hourly).

One could argue that the relaxed detection criteria may be insufpbciently strict to conclusively
identify wash trading. However, when examining the trading timeline under the strict
conbguration, it becomes evident that the detected wash trades of s¢ hc, and vv exhibit highly
similar patterns. This observation is further supported by the timing of trades presented in
Section 5.4. Since the relaxed criteria effectively capture the same trading behavior for these
tokens, it can be reasonably assumed that applying the relaxed detection conbguration to
other tokens would not signibcantly increase the number of false positives (i.e., legitimate
trades incorrectly Ragged as wash trades).

The ddd token, shown in Figure 5.5, was traded over the course of nearly a month, in
contrast to the previously analyzed tokens However, as a relatively small token, its trading
activity was intermittent rather than continuous. Notably, the token experienced consistent
trading activity on the day of its minting, followed by an extended period of inactivity or
negligible volume. Trading then resumed briel3y, during which a substantial amount of wash
trading was detected.

A notable concentration of wash trading activity began at the onset of this renewed trading
phase. This indicates the presence of numerous wash trading cycles occurring at the very
beginning of the resumed activity. Such a pattern suggests that wash trading may have
signibcantly infuenced the total number of trades on that day and, by extension, affected
both perceived market interest and token price formation. A more detailed analysis of this
price impact is provided in Section 5.2.
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Figure 5.5.: ddd wash trading analysis (strict, daily).

On the other hand, there are more frequently traded tokens, such as 4phan shown in
Figure 5.6, which exhibit notable wash trading activity around the time of their minting. This
may suggest an attempt to inBuence the perceived popularity of the token. However, the
volume of wash trading during this initial period was relatively low, accounting for only
around 3% of total trading activity on those days.

When the detection conbguration is adjusted to more lenient criteria, tokens such as 4phan
as well as larger tokens like snugand gorecatsalso show an increase in identibPed wash trading.
Nevertheless, there is little change in the timing or positioning of the detected wash trades.

Although all of the larger tokens contain some wash trading under the less strict conbg-
urations, the proportion of wash trading relative to total trading activity remains largely
unchanged. This observation suggests that relaxing the restrictions on the number of interven-
ing trades does not signibcantly increase the number of detected wash trades for frequently
traded tokens. Instead, the increase in detected wash trading primarily occurs among less
frequently traded tokens.
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Figure 5.6.. 4phanwash trading analysis very strict, strict and lenient (hourly).

When examining the lenient settings in Figure 5.6 and Figure 5.4, it becomes apparent
that nearly all wash trading cycles are already captured, leaving few additional cycles to
be detected. This suggests that even tokens exhibiting predominantly wash trading activity
still show some level of genuine trading behavior. Such activity may be interpreted as the
injection of new liquidity into the market, beyond that generated by wash trading alone.

Relaxing the algorithmOs constraint on the maximum number of intervening trades results
in an increased number of detected wash trading cycles, primarily for thinly traded tokens.
For actively traded tokens, this increase is modest, indicating that the less strict conbgurations
do not signibcantly raise the number of false positives. Instead, they are more likely to enable
the detection of additional true positives that would otherwise go unnoticed under stricter
criteria.

5.2. Price Development of TokenOs Lifetime

The hourly pricebvolume panels in Figures 5.7 and 5.8 combine three data series. The blue
line, shown on the left axis, represents the token price. The grey bars on the right axis indicate
the total traded volume. The red bars on the right axis display the volume of wash trading,
as detected using the very strict blter.

For hc (Figure 5.7) the price rises gradually from roughly 5.1 SOL at the start of 19 May
2025 to just above 6 SOL by the end of 22 May 2025. Trading volume varies intraday, with the
largest grey bars reaching a little 1 k SOL. Red wash-volume bars appear in most intervals,
typically not matching the corresponding total-volume bars.
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Figure 5.7.. hcprice development over time (very strict).

For snug (Figure 5.8) the scale for the volume is a log scale to show differences between the
big differences in the trading volumes. The price behavior is markedly different. an initial
spike on 17 April 2025 lifts the token price brieRy above 8 SOL before it falls back below 1
SOL within the same day, staying near that lower level for the remainder of the displayed
period. The highest total-volume bars coincide with this early price peak, subsequent volumes
are considerably lower. Wash-trade activity (red bars) is concentrated in the high-volume
intervals at the start and becomes sporadic thereafter.
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Figure 5.8. snugprice development over time (very strict).

An examination of the price movements of tokens such as hc, which was previously
identiPed as highly wash traded, reveals a tendency for prices to increase over time, as
illustrated in Figure 5.7. While this upward trend could be attributed to overall trading
volume, such an explanation is not consistently supported when compared with other tokens.
For instance, the price trajectory of snug shown in Figure 5.8, does not exhibit a similarly
pronounced increase despite similarly high levels of trading activity. This suggests that wash
trading, either directly or indirectly, may infSuence token prices.

However, this relationship does not appear to be purely linear or direct. In the case of
snug, price levels do not consistently rise on days with signibcant wash trading activity. This
implies that factors such as the number and continuity of wash trading cycles may play a
more substantial role in affecting price dynamics.

It is also important to emphasize that the observed price increases remain relatively modest
and do not indicate sustained or substantial long-term growth.

5.3. Accounts

Figure 5.9 presents stacked bar charts for the accounts with the largest detected wash trading
volumes under the strict blter. Panels (a) and (b) correspond to the tokens hc and wvv,
respectively. For each account, two volume components are shown on the left axis (in SOL):
blue bars represent non-wash trades, while orange bars indicate wash trades. In addition,
green (net sellers) and pink (net buyers) columns plot the net SOL Bow, calculated as sell
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minus buy, against the right axis.

In both panels, the brst two accounts reach total volumes close to 5,000 SOL, while the
remaining accounts register volumes near the baseline. It becomes evident that the major
wash trading accounts engage almost exclusively in wash trades, with minimal evidence of
regular trading activity. Some wash trading accounts are active across multiple tokens. For
example, the account4UpjZnmEBo. . ! trades both hcand vv. Similar trading behavior and
overlapping accounts are also observed in sc

Cross-token links strengthen the evidence for coordinated activity, as several wallets have
been identibed participating in wash trades across multiple small tokens.

In contrast, other accounts engage in wash trading without generating the large volumes
seen in the dominant accounts. Some of these accounts, with nearly negligible wash trading
volume, were examined in detail and found to contribute insignibcantly compared to the
substantial activity of the top wash trading accounts shown on the left side of the graph. For
high-volume accounts, net-Bow columns lie close to the zero line, whereas several smaller
accounts show modest positive or negative balances.
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Figure 5.9.: Overview of wash trading accounts (strict).

However, when comparing these patterns with larger tokens where wash trading is less
prevalent, it becomes clear that not all accounts engaging in wash trading do so exclusively.
This is illustrated in Figure 5.10, which represents the strict conbguration. Even under very
lenient wash trading classibcation criteria, the accounts associated with the 4phantoken do
not appear to engage solely in wash trading activity.

Furthermore, there are accounts that incur losses despite a signibcant portion of their
trading activity not being classiped as wash trading. Conversely, some accounts engage
partially in wash trading but still generate overall probts. These cases could represent failed

1Account: 4UpjZnmEBoofYnfUfY ER6gmPKixMtGPmMMnfMJAKyxiD7
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arbitrage attempts, as the trades classibped as wash trading result in negative returns. It is also
worth noting that this token continues to be actively traded. Consequently, some accounts
may still hold unsold tokens, and current losses could potentially be offset in the future,
depending on the tokenOs price development.

Figure 5.10 presents the same account-level breakdown for the 4phantoken using the strict
wash trade detection window. The largest wash trading account, associated with the address
DeGb25cLaK. 2, reaches approximately 20 SOL in total volume, with activity consisting
almost entirely of wash trades.
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Figure 5.10: 4phanaccounts (strict).

The Account analysis reveals two distinct trader archetypes:

1. pure manipulators , whose on-chain history consists almost exclusively of self-cross
trades, and

2Account: DeGbh25cLaKR5P8SUCobhCnBhTIMGmMgk8qSYL6FR6GUJ4
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2. opportunistic manipulators , who blend occasional wash cycles with legitimate activity.

The former dominate the manipulation of sg hc and vv, while the latter appear in larger
tokens such as4phan The accounts identibed as wash traders typically exhibit a negative net
SOL outBow. This conbrms that such actors knowingly incur direct losses, presumably in
exchange for external incentives such as improved leaderboard rankings, liquidity mining
rewards, or the creation of favorable marketing narratives.

5.4. Trading Behavior

Figures 5.11D5.14 summarize the distribution of elapsed time between trades for both wash
trading cycles and ordinary trading activity. All histograms use a logarithmic time axis, and
bar widths have been adjusted manually to ensure that individual modes remain visually
distinct.

A comparison of the timing of wash trades reveals an intriguing pattern for the three
similarly traded tokens sc¢ hc and vv, as shown in Figure 5.11. For these tokens, most
wash-trade intervals fall within a narrow band close to 10? seconds, while intervals longer
than 10* seconds are rare. Notably, the timing distributions of wash trades identibed under
the less strict criteria appear almost identical to one another.
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Figure 5.11: Wash trading timing comparison for sc¢ hc, and vv (very strict).

When the detection window is widened additional bars appear in the intermediate range,
as shown in Figure 5.12. Under this less strict conbguration, the similarity in timing patterns
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becomes even more apparent.

This observation suggests the possibility of automated trading behavior, which may indicate
coordinated activity by a single entity or a closely aligned group. It also implies that the very
strict conbguration might miss a portion of wash trading activity that still follows structured
and repetitive patterns.
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Figure 5.12: Wash trading timing comparison for sg hg, and vv (strict).

When comparing the timing patterns of wash trading with those of normal trading, as
shown for scin Figure 5.13, a clear contrast becomes apparent. Red bars, representing
wash trades, dominate the two short-interval bands previously discussed. In contrast, green
bars, which indicate normal trading activity, are more frequent at longer intervals above 10°
seconds.

The analysis of normal trading measures the time differences between buy and sell transac-
tions for each account. The most pronounced spikes in the graph align with wash trading
behavior. However, the bgure also highlights a substantial amount of normal trading. Not all
activity is classibed as wash trading.

The timing of normal trading appears more organic, with transactions occurring across a
range of intervals rather than following a bxed, automated pattern. This supports the idea
that wash trading can successfully create the illusion of active market participation.
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Figure 5.13: Comparison of wash trading and normal trading timing for  sc(strict conbgura-
tion).

In contrast, some trading timing patterns appear more natural. For example, the trading
behavior of wash traders for gorecatqFigure 5.14) shows not a lot of detectable wash trading
under the strict criteria. The plots do not reveal a discernible pattern or a common distribution,
and the timing of transactions appears randomly distributed. This suggests that the trading
behavior may not be inBuenced by specibc timing strategies, which could indicate the presence
of false positive wash trade detections.

When comparing this with the patterns of trading activity classibed as normal trading, the
absence of a clear pattern in the wash trading graph becomes even more apparent.
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Figure 5.14.: Comparison of wash trading and normal trading timing for  gorecatsunder strict
detection criteria.

This might suggest wash trades 3agged in highly active tokens do not exhibit clock-like
regularity. Their heterogeneous timing pattern raises the possibility of (i) opportunistic wash
trading during market lulls, or (ii) false positives stemming from failed MEV strategies that
mimic the round-trip signature of wash trades. Further manual inspection conbrmed that
both phenomena occur, underscoring the trade-off between detection recall and precision.
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5.5. Liquidity Provider Analysis

In general, wash trading becomes more plausible when there is an opportunity to generate
revenue from overall trading activity. This rationale helps explain why centralized exchanges
may engage in wash trading. In the context of this analysis, which focuses on trading within
AMMSs, the same incentive structure applies to LPs. For this reason, their role is examined
more closely.

Figure 5.15 illustrates the relationship between the number of LPs and the percentage of
wash trades, as calculated under the strict wash trading detection criteria. The graph indicates
that tokens with a high percentage of wash trades tend to have a particularly low number of
LPs. Specibcally, as the number of LPs increases, the proportion of wash trading generally
decreases.

However, it is important to note exceptions to this trend. For example, the tokens 4phan
and snug demonstrate that a low number of LPs does not necessarily imply a high volume of
wash trading.

Concentrated ownership among LPs can reduce both the cost of wash trading, since
manipulators can recycle their own liquidity, and the associated detection risk. This dynamic
makes artibcial volume inf3ation both cheaper and more attractive.
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Figure 5.15: Relationship between LPs and wash trading percentage under strict detection
criteria.
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6. Discussion

This thesis investigates wash trading on Solana-based decentralized exchanges and bnds that
manipulative activity is not randomly distributed but rather concentrated in specibc tokens
and time periods. Tokens such assg hc and vv exhibit patterns of coordinated trading activity,
with volumes largely dominated by wash trades. These patterns suggest deliberate efforts to
inRate perceived demand, rather than rel3ecting genuine market participation. There wash
volume under the strict detection conbguration averages 65%.

While small-cap tokens are generally more susceptible to wash trading, token size alone
does not fully account for the observed variation. Some similarly illiquid tokens show little to
no evidence of manipulation under the very strict conbguration, suggesting that selection is
inBuenced by strategic incentives rather than liquidity constraints alone. Detected instances
of wash trading often coincide with modest, short-lived price increases, particularly in thin
markets. In the case of more liquid tokens, such as 4phan such manipulation appears either
less effective or more difbcult to detect. This highlights that any price impact resulting from
wash trading is typically transient.

At the wallet level, two distinct behavioral patterns emerge: accounts that engage almost
exclusively in wash trading, and accounts that combine manipulative activity with legitimate
trading. The former are more prevalent in small-cap tokens, whereas the latter tend to appear
in more active and liquid markets. All detected wash trading cycles result in net Pnancial
losses, indicating that traders deliberately incur costs in exchange for external benepts such
as increased visibility, eligibility for rewards, or the artibcial appearance of market demand.
Cross-token activity observed in certain wallets further supports the hypothesis of coordinated
wash trading campaigns.

The role of liquidity providers is also signibcant. Pools dominated by one or two LPs show
the highest levels of manipulation, likely because these actors can easily recycle their own
liquidity. In contrast, pools with broader LP participation show much lower levels of wash
trading, implying that decentralizing liquidity provision acts as a barrier to manipulation.

The detection method employed in this study provides a robust foundation for identifying
wash trading but is subject to several limitations. The approach relies on exact net-volume
matching within a strict window of intervening trades, which may fail to capture more
complex or indirect forms of manipulation. In particular, cycles involving partial Plls may
go undetected despite being economically equivalent to wash trades. Moreover, the analysis
treats wallet addresses as independent unless explicit interactions occur, overlooking subtler
relationships such as shared funding sources or programmatic similarities. Future work could
address these gaps by adding a net amount matching algorithm.

The liquidity concentration metric used in the analysis also does not account for capital
weighting or potential operational control across multiple addresses. Furthermore, the current
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analysis considers all liquidity providers associated with a token over its lifetime, without
accounting for temporal variation. Since liquidity providers change over time, it would
be benebcial to analyze which entities are providing liquidity at the time wash trading is
observed. A more detailed view of liquidity provider dynamics, both in terms of capital

allocation and their evolution over time, would offer deeper insights into how liquidity

conditions enable or constrain manipulative behavior.

Furthermore, a large-scale analysis of a broader and more representative sample of tokens,
beyond the selected case studies, would provide a more comprehensive understanding of
wash trading patterns on Solana. Such an approach could help quantify the overall prevalence
of manipulation, identify trends across the ecosystem, and determine whether the observed
behaviors are limited to specibc token types or indicative of a systemic issue affecting the
platform as a whole.
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7. Conclusion

This thesis set out to deepen the understanding of wash trading on high-throughput
blockchains by focusing on fungible-token markets within the Solana ecosystem. Build-
ing on the motivation articulated in Chapter 1, the work pursued three central research
qguestions: (i) to review and contextualize prior wash-trading research on Solana, (ii) to
design a detection methodology suited to the chainOs AMM-dominated landscape, and (jii) to
guantify the prevalence and patterns of wash trading in a representative token sample. The
intermediate chapters traced a systematic path from conceptual foundations (Chapter 2)
through related work (Chapter 3) and a bespoke data-engineering pipeline (Chapter 4) to
a detailed empirical study (Chapter 5) and critical discussion (Chapter 6). This concluding
chapter synthesises those contributions, highlights the principal Pndings, and identibes
avenues for future research.

Methodological contributions. A core contribution of this thesis is the end-to-end detection
framework developed in Chapter 4. Unlike most previous studies, which were designed
for order book-based exchanges or for EthereumOs higher-fee environment, the approach
presented here leverages SolanaOs RPC infrastructure to extract raw transaction data at scale.
This data is converted into a time-ordered transfer graph, and a two-stage algorithm is applied:
(i) identibcation of strongly connected components, and (ii) veribcation of near-zero net token
positions to Rag candidate wash trades. By abstracting away from explicit buyerbseller
information and focusing instead on directional token 3ows, the algorithm proves robust
on AMM. The thesis further contributes a reusable codebase that automates token selection,
trade decoding, and price normalization. This pipeline reduces manual effort and enables
replication on future datasets.

Empirical Pndings. Applying the framework to a curated set of twenty tokens, selected
for their trading intensity, risk proble, and exchange concentration, revealed that wash
trading is neither sporadic nor token-specibc. Three tokens (HC, SC, and VV) displayed
sustained periods during which more than one-third of observed swap volume consisted of
matched round-trip trades, while Pve others exhibited intermittent but still material spikes in
suspicious activity. Temporal analysis showed a clear clustering effect: bursts of wash trading
tended to occur within narrowly debPned blocks of ten to bfteen minutes, suggesting the use
of automated scripts.

Implications for stakeholders. For market participants, the bndings conbrm that reported
volume on Solana-based DEXs must be interpreted with caution. Traders relying on volume-
weighted indicators risk overestimating liquidity, and algorithmic strategies that use raw trade
counts for signal generation may be systematically biased. Protocol designers can leverage
the detection heuristics presented herein to implement real-time monitoring dashboards or
to throttle fee-rebate programmes that inadvertently reward wash-trading behavior. Finally,
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regulators assessing the integrity of crypto-asset markets gain empirical evidence that low-fee,
high-throughput environments can amplify manipulation incentives, strengthening the case
for cross-chain surveillance standards.

Limitations. While the results are encouraging, three methodological constraints temper
the conclusions. First, the detector recognizes a wash-trade cycle only when the gross amount
bought equals the gross amount sold. Partial Plls that net to zero only after a longer horizon
remain invisible. Second, wallet addresses are treated as independent actors unless they
interact inside a detected cycle. This approach overlooks latent relationships such as common
funding paths, synchronous nonce usage, or identical programme-call patterns, limiting the
attribution of coordinated campaigns that span multiple tokens. Third, the liquidity-provider
concentration metric simply counts wallet IDs without weighting for the depth of capital,
the frequency of position rebalancing, or the possibility that a single operator controls many
addresses.

Future work. Addressing these limitations promises richer insight but requires non-trivial
engineering effort. Probabilistic sequence-alignment or dynamic-programming techniques
could be introduced to detect "loose" cycles in which net positions balance only over extended
trade sequences. Graph-embedding and clustering heuristics could uncover hidden links
among wallets by analyzing funding Bows. Finally, a capital- and time-weighted liquidity-
provider index would offer a Pner measure of market power and illuminate how easily a
single operator can recycle its own liquidity.

Concluding remarks. In sum, this thesis demonstrates that wash trading in fungible tokens
on Solana is both detectable and economically signibcant. By marrying graph-theoretic
analysis with chain-specibc engineering, it delivers a replicable methodology and new
empirical insights into the dynamics of on-chain market manipulation. While the results
underscore persistent challenges to market integrity, they also lay the groundwork for more
transparent, data-driven safeguards in the evolving landscape of decentralized Pnance.
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A. General Addenda

A.1l. Dune Query for Token Selection

This is the query used for Dune to select the token which are then later more sincerely
analyzed. Dune (formerly Dune Analytics) is a community-driven platform that lets anyone
query, visualize, and share on-chain data from dozens of blockchains using familiar SQL. !

WITH relevant_tokens AS (
SELECT
token_bought_mint_address,
MINblock_time)  ASfirst_seen_time,
SUNKamount_usd) AS total_volume,
COUNDISTINCTtrader_id)  AS trader_count,
COUNDISTINCTtrade_source) AS exchange_count,
COUN®) AStotal_transactions
FROMlex_solana.trades
WHERE
block_time >= CURRENT_TIMESTAMRTERVAL MONTH
ANDamount_usd 1S NOTNULL
ANDamount_usd > 0
ANDamount_usd < 1000000000
GROUBY token_bought_mint_address
HAVING
SUlamount_usd) > 10000
ANDCOUNDISTINCTtrade_source) < 10
),
daily_volumes AS (
SELECT
t.token_bought_mint_address,
DATE_TRUN®@GyQ t.block time)  AS trading_day,
SUl@.amount_usd) AS daily_volume,
COUN#) AS daily_trade_count,
COUNDISTINCTt.trader_id) AS daily_traders
FROMlex_solana.trades t
JOIN relevant_tokens rt
ONt.token_bought_mint_address = rt.token_bought _mint_address

Ihttps://dune.com
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A.1. DUNE QUERY FOR TOKEN SELECTION

),

WHERE

t.block_time >= CURRENT_TIMESTAMRTERVAL
ANDt.block time <= CURRENT_TIMESTAMP
ANDt.amount_usd IS NOTNULL
ANDt.amount_usd > 0

ANDt.amount_usd < 1000000000

GROURBY t.token_bought_mint_address, DATE_TRUNC(

volume_stats AS (

)

SELECT

dv.token_bought_mint_address,
COUNdv.trading_day) AS trading_days,
AV@v.daily_volume) AS avg_daily_volume,
STDDEV(dv.daily_volume) AS stddev_daily volume,
MAKdv.daily_volume)  AS max_daily_volume,
MINdv.daily_volume)  AS min_daily_volume,
CASE

WHEMV@v.daily_volume) > 0

MONTH

) t.block_time)

THENSTDDEV(dv.daily_volume) / AV@&v.daily_volume)

ELSEOQO
ENDAS relative_stddev,
MAv.trading_day) AS latest_trading_day,
MINdv.trading_day) AS earliest_trading_day,

AV@dv.daily_trade_count) AS avg_daily_transactions,
MAKdv.daily trade_count) AS max_daily_transactions

FROMilaily_volumes dv
GROUBY dv.token_bought_mint_address
HAVINGCOUNdlv.trading_day) > 3

SELECT

rt.token_bought_mint_address,
rt.first_seen_time,

rt.total_volume,

rt.exchange_count,

rt.trader_count  AS number_of traders,
rt.total _transactions,

vs.trading_days AS active_trading_days,
vs.avg_daily volume,
vs.stddev_daily_volume,
vs.relative_stddev,
vs.max_daily_volume,
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A.2. ANALYZED TOKEN

vs.min_daily_volume,
vs.avg_daily_transactions,
vs.max_daily_transactions,
CASE
WHEIMt.total_transactions > 1000 ANDrt.trader_count < 10
THEN
WHENMt.total_transactions > 500 ANDrt.trader_count < 20
THEN
ELSE
ENDAS wash_trading_risk
FROMelevant_tokens rt
JOIN volume_stats vs
ONrt.token_bought_mint_address = vs.token_bought_mint_address
WHERE
vs.latest_trading_day <=  CURRENT_DATE
ORDEBY
rt.total volume DESC
LIMIT 2000 -- Limit to prevent duneOs time constraint

Figure A.1.: SQL-Query for fetching potential wash traded token on Dune.

A.2. Analyzed Token

The table A.1 shows all the information needed for the analysis of the before mentioned
tokens. It contains also the markets and the exact Token addresses.
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A.3. TRANSACTION TRANSFORMATION

Table A.1.: Analyzed Token addresses and additional information

Token Symbol

Token Address

Starttransaction signature

‘Token vaults (SPL validated token)

TURMP

CHILLYGUY

PENGU

ZEREBRO

YE

UFD

HB

POPCAT

sc

HC

FC

w

PB

DSAI

FELLOWS

ELIS

4PHAN

GORECATS

SNUG

AXR1Z7ZKXtISXAqOIVAKV0S2785ChsL{6az4CuFaysng

2mgstin 20uS3fqa3)TE u

D9e0gbZrC qdg itg
5J2fLyDgNawrxXFylcOjvQnrTshEWV2PIWRC5qRez2w

7G3fzqLpFHAYp9s94RNMBQNLG1GT7Yxz0rZWEQ3HdFPpf

YdhQgIIRYC Qd4QzzeSGeD: a 2vgBCYKsVILL PgF39Q7BSBHUKMED
22km1YfUWSPFqxb36zh7nj8GQYHUXBY THQ3FG7CIFWTSYiMWUIXLteT’ UC5CBhYEqH1s] q
4ahgrGKMTZXD: QadMIjLWLPg: a Jc UCL( EUSNTLNGeD

3dtecxHVaDUeZIMEQrZNgVerDjV3mxY Y87Fk71GNmVrQAILMICqWUPQBZYMHC196gKn95hbPrYpLVhnAdzzugn

5RC2IC2LXKTGAZ63GHHICIpTGZIABIBXSr2KHXURfay86hXceUiubLMLBEYIMQAmVLNwxQN38CItXL Mgo7uR9zz

SOL: EM19E6XD6ne1tZXxi4tzhF7WgYoXHEvwanDxheiUzaza

SPL:8v25g: rKzjd7pZgx1eC

SOL:CDI 13R1Y JAeavd
SPL:T6MpNZzJ9p1KVaxJ2ezQazMhZPSFMPGDSxtazLEnZ
sol KBUPRAWQZW
SPL:CV6P2g KEHLInC: QoxT6k

SOL: HyWoJjUBjNyWoaomxhGyQLQ4VAUCjpkwlpTLU7Yc4SDG
SPL:4JcqECTbNTbnzRP3idIWCQR7PKxfyLeqYPKAEXXTIN
SOL: 4UBhohAZ3DSLIVMELSL7v3q5e7fHWFL49CzZAWGU3QC
SPL:5Cz0eUrZEvVvpUmexmbjL TUkuBv2W3aV8dHMQakshspX

SOL:DHT! pDUCFB3T7SESMTEZqXLI
SPL5DHYOZIVFVMADGxéyVOvFQ57XeSLMC3SF2FxkQM50y
soL: DjgAP5120el

QK
SPL:C4mmqg8uSvzMSEM|EZ5nzx7engbRbUEQTMGIiNMdjjt
SOL BAXgjindg7nThiwgkpFL11bnmQSHAHQIVSDURVGUIW1q

(gGYcLXpamcZPiNg! j797rYDTEICeD
SOL:BMSBAhkxMSBFL?aw‘T/nuSequlXNTZqSJHAaRezzvaF
SPL:EF58R7A2rse TULMXRIEGBRSedovsvF33rniYQPodk
SOL: DHMMQUyaBAKLUHpzZH2Qa4BzZnRudMyML7imZPLta292
SPL:5VaJeNChJ3WciGpmsPobu3RIBWYgPYP1QqYoIMXITXEF
SOL: EygDvSFpeTafcXteJTzpexL4cVQIuSG79gnr5izmshCs
SPL:96kG3yHUgFSDLACNBPPBgONQIbsvuqDh66PIVRRX2y8d
SOL: GCauwi Py2S01ApCqLKgocoBenDSL2KIEDN2U
SPL: GoRMXEUSNECOILXVXeBjdpej43QujsUti1giBHmLXZM
SOL: D5JS195JURTUpPDISKNLqrtZ8yfemfD3TdqBxBXbIEWC
SPL:Fq1QDR5MVgbxi4BCrEWOJELFBNZ46087HDV{tpZgrNT
SOL:HU
SPL: M51]2GJSPkQLDegzraLB'vimeTNFSHVWCEA\HSEA
He3TnP" MARPSULIABIPY,

F6YkSqPKEMCEBG52VZfL 13t4ciCau3 2KUB1bbBCEIDXaYJs3QbzH8ap TXKiqUIZKV7TX5qC:
Dz3b: QV: pugSYGLY qi 4KYgfE. )Q16B85kISCXyD: JooaLuWsHeR2UmFweRneAAuik
D: TeLXKYQKL QIUrJSSTDKMY  2WoBtCKIEQXWY TeTdvzFCidtD7VowdKUwuymgaYX2iCzzpYm9VLEKxygpBBzHMcSLt7kR 1cwSuKh8tDHRmFDdejn
J2HNKaL94mBV1GNYFB722PGXwJtul 7aQcy3guNaQsVEL 20Ty9sJs6 DI YNiBP51 8XUZPQFedifu6iRU
HAwIAABABEBLIgYQBUS4ECMNIDMIJPURVLKTIGMAUI jeUSOBIL QXeT2nRCl
CPr6MyQB7CKNANTsCcUSRfdyuHUPeviynSmNNejschoL 38KoLapNirlj7fFe2dQr kqTabikJvgKek j uzZDjuhu
DWijJcX26eWnHL24HFoQJICTTXBN2VZIE38MAZZhugws 22km1YfUWSpFxb362h7nj8GQYHUXBY THQ3Fq7. JIXLLeTY uC5C8hYEg q;
F8IR24FIWFTLBKEeanUFSF5ggemoXSCWjaxXUdUCLNU  4TVAMDX2x50RxpPKUTM2MwYsbDKINZPCEgnxD19j8gCaaAEQ! QukQDar3niazvi
EC3MTH5QIMXcjbFRzhI2cUKPRILBYMIZHTRQSUXIVH qmVDdzxmaD7qGPH1XYIL JFpXUhiQAA;
ECJ5ZirfLbwNOIxjK Vmoc50JDDf 4T Ucc7FqULINbWge7EJ6Cwae2ma1BQjsTsmcJuuHEBWOUWKUEGON2Bfq
BC28BjngCC48apQIWFewcqLNEYHFITfp RwDj ig JN gt JjtxreLrvBBkaD: y

8btUuVx2BU42TdBgLINSWCKMULYPgqiPaDiJbFbWKFUN

HF6Ktagtk1Ud3P210zApVnJfsURIgZ4WTaxLEUF Lray

UbESBaztbkxJRWXPcfDeK8Fft15igTbrv3sed1bsegM

EBMWVSTKApoDvohahGKkAMN]ZY3BXgRFeU43DOWsdGD  5VC4KaycYQALHp

AnLRijRPAgrLsjB51m3ChunCESH19tWknAY 1vT7pcC1I7t6PAS5Jy T8pmMAGIVORS cewSQUCTMIFC13qYkehTtwS

3rqgbilrCoC i QEKPGAET qYp T QE8gLIN4

4PGTZSNWGQVS15GUSCQUNYZT. TdqvGxDKgyL

PShVTLKpC (%) QdcKuCCahjiMxCPKd1MkegfBKUDV

EYmemValfPB1F2chEsXUGITD14ATLIMAZKFAZC

DDD: 7Gdb6wAYD3AAdY QpaSGCoGEVdsebdASBLjrsvurMan1
SOL: FAZ5pZrD5AeW9oL 1a79kz7kgLyiKoynoNQZV50p9y7G6
SPL: GKapHILZcywGHWFJ8j5sBapHIGM1zi4Y5Ne)ZeeySds,
7Gdb6wAYD3AAAYQpa5GeoGEVdsebdASBLjrsvurMgnl

DSAI: He3TnP7rZmvaVqo5m3jAYeBBBABUISCMARPSULIAEIPY,
EYmCmyVaif8PtB1FzchEzivxUGJITD1j4A7L2mAZKFA2C

SOL: CgUA7GANNSLqVZtFuHbMEOPmMSG7HDVCXrngeusBDxAG,
6Z0KCMIZPctsmzUK8ttVpawAhKANLAXZNwHChjwndNE,
AKCOWQD pkYoNJe71

JAKpULdB:

p
SPL:5bTrKSJKEUMkxQm3g6t3V55hB4oe749mNilmbyWyDnYT,
BZAKIBUPVILGITZUY7ScZ3L GucX7udcdQ43dIn3MByFs,
8CjT14azBebhPAu2ajqE0BE2AVK4sbUCV7Bt7KwwsSbN,
6BKSYSHTGRWUDBCSWYIIN(j4gVhgcipZW6J4PiTzYbNo

SOL: 5n8dJYZ0i3K4Wkc3QggZIC4xtIPVNWPUTAC4dNjUZP8D,
ApCohRdidKJT7FanLyUP3Rop/ESyeRRewjnDIeLy9GWp
SPL:P3N51NrdokQ6EUTN7UBZILvyEVPy1yraB2qbRyKWHVK,
HyldAa/y9ixkQOWCXYadMVJnQF1HBSLci53inTkyUSNU
JSERURhJd1g1AIL
5411kaDdDleBedCK7EsVVSMnquCeudruynkMestq
ARDdqNt3nEfweZHenAKj9dxokk270UouJPxhdbaLrJse,
2JKIEtPvuktsG1aCipMDTHzxqwBnTaviZxxavJGz65T1,
IMWGQoymD: MTnTqC: JgSNOEOYZX.
SPL:3JSFUdsrovRgFT80K8N2zMxTd4qL993zaqvVhay39HmK,
C49RmqsjUQqLDNGowhCJIYxXXYH8aCVXfagdzRRTEV6deh,

q g
4HKTnCLxaknRdYEUbw2YN959zuNUN6rtUsNxqewnxPa,
HITVZLWOVIUMQCE2uNANQs4R4C626aRCG4WFcpbrxpw

SOL aaneaaihacLyGAgyzNghdveyAQmazszTSQaaVRxgl

EhEKEpQLchS$3A1eqzJiZGoze'ZuVyVNpVGGthZur
AL4n6pbDen2RB2WBCGRNag2gk7TpDTIUDIZE6DGbCCryW,
88Z7FZpGndIMGIFBDBHNAIWXIrgLSNEtB2PQQOMAEIpM,
96W62XH2gmESZj2K743humHKpxc8LWDodwgxYDDIYA2,
7XFUMEFyNBWbSU2isSSqtakZcQN1xXd441BANHdohjnp,
W3Qxkvez2DjaUuw,
FKOEBZ9zN3SjNpcv4FSGUDKCIKLaRQtyDXYESKXLWZ,
Ds8XCK7uuNdS4gFcf2snFMaB23C2pedFm2yMIQNmiyiT
SPL:5XX2F{Vrfp1QABRNY|CBgrpia2pFCEgMapLVHIDVESw,
DWs5MSbdcyo6o9y1YS3U3GAZWcAZZ9/Q8xfUof7giQNS,
12.|AkrUBbQdDhprrhNNSTqusztLdVPKQCJVfZEvMB9
14xUBSUBSQPT,
AmU\SualHKZSgneb\/szLAHLCMQthqQSqQBZdquN
1pCQHLFq,
HbFQ9MzkrNDDD1xuec\d4QCSKVW91pEf7\/4D7aCdQn55

i
835.]ng3TnWWSJPWBQUVQ\/TSBMESJml\/q?anFQmVl
B6XbR36gQ! MMy KEWL
FYVLpourSo7tAVGeSbGDeSVGVEQFMco17ggXRTY20MY, -
©ZigONHYLWOUWhaCnSpTvIWBEK9Q,
FERCth7vztHZErrJzmIDPWepDNApWihgJoBJAKhhoGEp,
Cs8RFENRLBGgaN4QfxReNJkgvsQ589vTYCdXhzZkoZ24
USDC: FVg3ZUXKJIPS8XIXBTHCIN9udw76y55CSWWKsRRSmhQAC,
AMDKJphDIRCgYvxHzSKwgLMBVKhhrAhnwjEPP3JgEPSM,
9hvReKkZgug51R7ntqdkYx4HIMISITVTYPU4YCHGQIWP,
BugoivRcpNLA4vVISFyM1PAgWIrSf9aZH6JpaoIXZr7jT1

SOL: 7j¥giy 7Dopl
g a6Q
HVewD3C KuEL :
HZeLxbZ9uHISpwZC3LBraNubd14iHwz7bRSGhRZISVCG,
SPL: 7H7AsGerMrKKrsCUIwTTU]RNGRLSPquABMOPPthxH
GKVXeAGEJCp,
SsDpuwupL GshD V VaM,
AXKQBQDS6TKZLBWKW2FugsuwedD7YnAdNSaBES6gbbs

JGhPryao,
Urxs,

A.3. Transaction Transformation

This section shows the full Pseudo Code for transforming the transaction to usable transfers,
swaps and Liquidity operations.
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A.3. TRANSACTION TRANSFORMATION

Algorithm 8 ParseTransaction

1: for eachinner_instruction in transaction_details.meta.innerinstructions do
2: for eachinstruction in inner_instruction.instructions do

3 if instruction  contains parsed then

4: Parse Instruction (instruction.parsed )

5: end if

6: end for

7. end for

8: if transaction_spl_types is empty and amount['SOL"] is empty then

9: for eachinner_instruction  in transaction_details.meta.innerlnstructions do
10: for eachinstruction in inner_instruction.instructions do

11: if instruction contains parsed then

12: ReParse Instruction  (instruction.parsed )

13: end if

14: end for

15: end for
16: for eachinstruction in transaction_details.transaction.message.instructions
do

17: if instruction  contains parsed then

18: ReParse Instruction  (instruction.parsed )
19: end if

20: end for

21: end if

22: return Format Results

Algorithm 9 Parselnstruction

1. procedure Parse Instruction (instruction_parsed)

2. if typeof(instruction_parsed) = string then
return

end if

parsedinfo # instruction_parsed.info

instr_type# instruction_parsed.type

if instr_type= "transfer" or instr_type = "transferChecked" then
Parse Transfer (parsedinfo)

9 end if

10: end procedure

© N g A~w
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A.3. TRANSACTION TRANSFORMATION

Algorithm 10 ParseTransfer

1. procedure Parse Transfer (info)

2:
3:

9:
10:
11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:
24:
25:
26:
27:

© N 2 gk

sourcett info[&Gourcé]
destination# info[Qlestinatior
I Determine Buy/Sell for SPL tokens
if destination" sol spl_distinction[G8PLJ then
transaction spl_typesappendCsell)
else if source" sol spl distinction[G8PLJ then
transaction spl_typesappendBuy®
end if
I Process all token types
for each (key value) in sol spl _distinction do
if destination" valueor source" valuethen
amount# info[Gamound or info[GokenAmoun€§[Gamount
decimals# Get decimals from token amount or default
convertedamount# Convert Decimal (amountdecimal$
amounf{keyl.appendconvertedamouny
if destination" valuethen
vaultslkey].appenddestination
if keye G8PLOthen
transaction other typesappendCBuy0Q
end if
else if source" valuethen
vaultslkey|.appendsource
if keyE GBPLOthen
transaction other typesappendGselld)
end if
end if
end if
end for

28: end procedure
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A.3. TRANSACTION TRANSFORMATION

Algorithm 11 ReParselnstruction

1. procedure ReParse Instruction (instruction_parsed)
if typeof(instruction_parsed) = dict then
instr_type# instruction_parsed.type
if instr_type = "initializeAccount3" then
temp destination ownefinstruction_parsed.info.account 1#
instruction_parsed.info.owner

N

© N 2

9:
10:
11:
12:
13:
14:
15:
16:
17:
18:

end if

if instr_type = "transferChecked" or instr_type = "transfer" then
amount#
instruction_parsed.info.amount or instruction_parsed.info.tokenAmount
if amount& null then

amount# Convert to appropriate format

decimals# Get decimals from token amount or default
convertedamount# Convert Decimal (amountdecimal$
amoun{)SPL].appendconvertedamoun)

transaction spl_typesappend’Sel?)

Process destination ownership and add to appropriate lists

end if

end if
end if

19: end procedure

68



A.4. SCC PSEUDO CODE

Algorithm 12 FormatResults

1. procedure Format Results

2:

10:
11:
12:
13:
14:
15:
16:
17:

baseresult# { signature, blocktime, slot, maker, error, json }
if transaction spl_typesis empty then
return list containing baseresult with null values
end if
Ensure all lists have the same length by appending null values
is_liquidity _related# Check for liquidity keywords in transaction JSON
results# empty list
for i from O to length(transaction spl type9 $ 1 do
entry # baseresultwith additional pelds:
- type (determined by liquidity check or comparison of transaction types)
- trade number
- amounts and vaults for each token type
- destination
resultsappendentry)
end for
return results

18: end procedure

A.4. SCC Pseudo Code

In this section the full Pseudo code for the SCC algorithm is shown.
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A.4. SCC PSEUDO CODE

Algorithm 13 SCC Discovery | N DFS Initialisation and Traversal

Require: Directed graph G =(V,E)
1: Initialise empty dicts preordeylowlink

2: Initialise empty set scc_found

3: Initialise empty stack scc_queue

4 i# 0 ! global preorder counter
5: neighbors# { v :iter(G[v]) |[v" V}

6: for eachsource" V do

7 if sourcel/ scc foundthen

8: queue# [sourcé I explicit DFS stack
9: while queueE ! do

10: v# queug$ ]

11: if v/ preorderthen

12: i# i+ 1, preordefv] # i

13: end if

14: done# true

15: for each neighbour w of v do

16: if w7 preorderthen

17: queueappendw)

18: done# false; break

19: end if

20: end for

21: if donethen goto Algorithm SCC Discovery Il
22: end if

23: end while

24: end if

25: end for
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A.4. SCC PSEUDO CODE

Algorithm 14 SCC Discovery Il N Low-Link Relaxation and Component Extraction

1: while queueE ! do
2: v# queuepop)

3 lowlink[v] # preordefv]

4 for each neighbour w of v do

5: if w’ scc foundthen I ignore bnished SCCs
6: if preordefw] > preordefv] then

7 lowlink[v] # min (lowlink[v], lowlink[w])

8 else

9 lowlink[v] # min (lowlink[v], preordefw])

10: end if

11: end if

12: end for

13: if lowlink[v] = preordefv] then I vis an SCC root
14: sccH# { v}

15: while scc queueE ! * preordefscc queug$ 1]] > preordefv] do
16: sccadd scc queuepop))

17: end while

18: scc foundupdatgscq

19: yield scc

20: else

21: scc queueappendv)

22: end if

23: end while
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