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• Training data includes:
- public data

- collected until a 
certain point in time 

(“knowledge 
cutoff”)

Problem: LLM 
Hallucinate

• Retrieve data from the 
internet

• Upload one’s own 
data

Solution: 
Augment 

Knowledge 
• both data from the internet and 

one’s own data can contain 
private information

(= sensitive personal information 
e.g. person’s name, address, 

medical information, bank account 
OR company’s information about 
employees, customers, contracts, 

legal documents, financial records)

Problem: Privacy 
Risks

Motivation
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PRIVACY => safeguarding of private information from improper disclosure and adversarial threats



Retrieval Augmented Generation (RAG) System 
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we all use RAG, even if we do not realise it



Retrieval Augmented Generation (RAG) System 
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STEP 1: SETUP



Retrieval Augmented Generation (RAG) System 
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STEP 2: INFERENCE



Research Questions 

RQ1: What are the privacy-related issues in RAG systems and how can one systematize them?

RQ2: What privacy-preserving mechanisms can be implemented in RAG systems to mitigate the 

privacy-related issues and how can one systematize them? 

RQ3: What are the trade-offs between privacy guarantees and the performance of the RAG 

systems when implementing privacy-preserving mechanisms?

© sebis 720250506 Andreea-Elena Bodea - Master’s Thesis Final Presentation - Privacy Issues and Privacy-preserving Mechanisms in RAG Systems



Systematic Literature Review

8

1. Research Questions

RQ1: What are the 
privacy-related 

issues in RAG 

systems?

RQ2: What privacy-
preserving 

mechanisms can be 

implemented in RAG 

systems to mitigate 

the privacy-related 
issues?

2. Databases and 

Research Sources

White literature:

● Google Scholar

● ACM Digital 

Library

● IEEE Xplore

Grey literature:

● Google search 

engine

● YouTube

3. Search Strings

("rag" OR "retrieval 

augmented" OR 

"augmented 

generation")

AND 
("private" OR

"privacy")

("rag" OR "retrieval 

augmented" OR 
"augmented 

generation")

AND

("attack")

4. Inclusion & Exclusion 

Criteria

Inclusion Criteria 

● Publication Year: 

articles from 2020 

until Oct 2024

● Search Result 

Number: articles in 

the first 100 results

Exclusion Criteria 

● Irrelevance: do not 

address RAG or 

privacy explicitly 

(e.g. RAG 

abbreviation that 

stands for sth else)

● Duplicate Articles: 
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Systematic Literature Review - 5. Search Results: White & Grey Literature
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Systematic Literature Review – Taxonomy of Privacy Issues

• 2 main categories of privacy issues: 

INFORMATION LEAKAGE: 

• What data is being leaked?

• Where is it leaked?

ADVERSARIAL ATTACKS: 

• How is the information / system exploited?

⇒ leakage & attacks are connected
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RAG Privacy 
Issues

Information 
Leakage

Data Leakage

Dataset 
Leakage

Vector 

Database 
Leakage

Retrieved 
Chunks 
Leakage

Answer 
Leakage

Prompt Leakage

Adversarial 
Attacks

Jailbreak Attack Backdoor Attack

Data Poisoning 
Attack

Prompt Injection 
Attack

Membership 
Inference Attack

Prompt 
Extraction 

Attack

Data Extraction 
Attack

LLM 
Extraction/Inver

sion Attack

• 2 data flows:

○ Prompt: user & system

○ Data: six distinct steps 

(collect → store → embed →

index → retrieve → generate); 

=> each adds a unique attacks 

• Mitigations effective at one step may 

cascade utility or privacy effects 

downstream.

=> At what stage in the pipeline 

should the risks be mitigated?



Systematic Literature Review – Data Leakage
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= unintended disclosure of private or proprietary 

corpus data (documents, embeddings, retrieved 

chunks, or generated answers)

Causes / Attack vectors: 

• Unsafe storage: public, shared drives

• Data Extraction/Membership Inference 

Attack: prompts force the LLM to reveal data

• Data Poisoning Attack: attacker inserts 

malicious documents in the corpus

• Backdoor Attack: attacker hides a trigger 

pattern in the data

Consequences:

• Exposure of the sensitive data

• Disinformation, harmful content/behaviour, 

refusal to answer because of the corrupted 

knowledge base

Mitigations:

• Before indexing: data anonymisation, DP-based rewriting/rephrasing, summarisation

• Retrieval-time: filtering, re-ranking, distance-threshold

• Integrity: data evaluation & validation, perplexity-based scans, clustering for anomalies

• Access: role-based control, audit logs, hybrid/private cloud with encryption



Systematic Literature Review – Prompt Leakage
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prompt injection,

prompt leakage 

= unintended exposure of user-crafted or 

system-crafted prompts through logging, 

caching, embeddings or generated text

Causes / Attack vectors: 

• Prompt Injection: adversary hides instructions 

inside a prompt to make the model deviate or 

spill data

• Prompt Extraction: attacker reconstructs 

earlier prompts from system responses

• Prompt Inference: strategic queries elicit 

fragments of previous prompts

Consequences:

• Leakage of personal or business-critical data

• Exposure of proprietary prompt engineering & 

guardrails, internal alignment & safety 

instructions enabling further 

jailbreak/backdoor attacks

Mitigations:

• Before storage: prompt anonymization, prompt paraphrasing, DP-based rewriting

• During processing: session isolation, per-request caches, strict access control on logs

• At output: guardrails, filters

• Architectural: secure/multi-party prompt handling so no component sees the full raw prompt



Systematic Literature Review – RAG Privacy Process Diagram
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Systematic Literature Review – RAG Privacy Process Diagram
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Systematic Literature Review – Datasets
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broad variety 
of domains 

and use 
cases

General 
Question 

Answering 
Datasets

Medical 

Datasets

Biomedical 
Datasets

General 
NLP 

Datasets

Bias & 
Factuality 
Checking

Datasets



Systematic Literature Review – Evaluation Methods
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Retrieval 
Metrics

Accuracy

Precision/Recall

F1-Score

Generation 
Metrics

ROUGE-N/-L

BLEU-1/-4

BERTScore

LLM-as-a-Judge

Answer 
Metrics

Rejection Rate

Benign Answers

Malicious 
Answers

Ambiguous 
Answers

Inconclusive 
Answers

Attack 
Metrics

Attack Success 
Rate

Retrieval 
Success Rate

Retrieval Failure 
Rate

Extraction Rate

Targeted 
Information

Other 
Metrics

Exact Match 
Rate

Keyword 
Matching Rate

Mean 
Reciprocal 

Rank

AUC ROC



Experiments - Methodology

Case study: 

▪ Privacy Issue: DATASET LEAKAGE 

▪ Privacy-preserving Mechanisms:

▪ Anonymization:

▪ PII deletion

▪ PII labeling

▪ PII replacement with synthetic data

▪ Paraphrasing using Differential Privacy (DP):

▪ 1-Diffractor: swaps words with semantically similar 

replacements chosen using a DP mechanism

▪ DP-Prompt: a transformer model rewrites whole 

sentences, DP is applied through temperature-scaled 

sampling

▪ DP-MLM: masks each word and replaces it with BERT 

predictions using a DP-controlled temperature

Datasets: Enron Emails and BBC News

Evaluation Metrics:

▪ Utility: ROUGE, BLEU, Cosine Similarity, Perplexity

▪ Privacy: LLM-as-a-Judge
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RQ3: What are the trade-offs between privacy guarantees and the performance of the RAG systems when 

implementing privacy-preserving mechanisms?



Experiments - Pipeline
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ε (epsilon): Controls privacy vs. accuracy. Lower ε → more privacy, noisier text. Larger ε → clearer text, but less privacy



Experiments – Utility Evaluation
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UTILITY

Evaluation

ROUGE-1: 
overlap of 

unigram tokens 
-> lexical 
similarity

ROUGE-L: 
longest common 

subsequence 

-> structural and 
sequential 
similarity

BLEU: 

precision of n-
grams 

-> lexical 
similarity

Cosine 
Similarity: 
semantic 
similarity 

between the 
embeddings 

-> meaning

Perplexity: fluency of text 

lower perplexity = more 
natural, coherent, and 

fluent text

Results:

• best ROUGE, BLEU and CS scores: Diffractor (for both BBC and Enron) 
-> answers based on the text paraphrased with Diffractor have similar structure and meaning to the answers based on the original 

text

• best perplexity for BBC: DP-Prompt -> more natural answers
• best perplexity for Enron: DP-MLM -> more natural answers



Experiments – Privacy Evaluation

LLM-as-a-Judge Evaluation

• Step 1: PII extraction from the original text (! not the answer 

based on the original text) 

-> categories: "names", "contact_info", "dates", "locations" 

and "others". 

• Step 2: PII extraction from the answer based on the 

anonymized / paraphrased text 

• Step 3: Comparison of the two PII lists

• Step 4: Privacy leakage scoring (0 = no leakage, 100 = all 

PII leaked)

Results:

• method resulting in most leakage: Diffractor (for both BBC 

and Enron)

• most privacy-preserving method: 

• BBC: PII Deletion

• Enron: DP-Prompt
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NO ONE-SIZE-FITS-ALL

The chosen privacy-preserving 
mechanism should depend on:

Privacy-Utility Trade-Off

→ non-generative techniques
(labeling, 1-Diffractor) preserve 

answer quality better than 
generative ones

→ differential privacy methods 
allow privacy tuning, but epsilon ε 

is not universally optimal

Latency & System Performance

→ noticeable delays for:

generative approaches
(DP-Prompt, DP-MLM, synthetic 

PII) because they add extra 
inference/API calls

→ faster responses for:

PII Deletion, PII Labeling

Dataset

→ best privacy preservation for:

● structured texts (BBC 
dataset): PII Deletion

● unstructured texts (Enron 
dataset): DP-Prompt

→ density, type and structure of PII 
matter

Experiments - Discussion
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Experiments - GuardRAG
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Experiments - GuardRAG
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Experiments - GuardRAG
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Experiments – GuardRAG Live
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Future Work
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Privacy 
in RAG 

systems 

RAG PRIVACY 

PROCESS DIAGRAM:

● advanced RAG 

pipelines

● different domains 

(healthcare, legal, 
finance)

GuardRAG DEMO:

● extend beyond dataset 
leakage, to retrieval-stage 

and generation-stage issues

● add new datasets, 

utility / privacy metrics, and 
prompt templates

HUMAN-CENTERED STUDIES:

● measure user perception of 

privacy risk and acceptable utility 

loss

● Do explanation techniques (e.g., 

source citation) modulate trust 

and disclosure behaviour?

RAG EVALUATION METRICS:

● test differential privacy beyond 
ingestion (e.g., noise in 

embeddings)

● compare dataset-level vs 

retrieval-level vs answer-level 
defences

● design metrics tailored to RAG 
(beyond “LLM-as-a-Judge”)

LEAKAGE and ATTACKS:

● Do privacy mitigations 
interact with adversarial 

resilience?

● e.g., does DP or 

anonymisation also blunt 
jailbreak & poisoning 

attacks
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