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The Status Quo
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Problems with The Status Quo
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How do we make it fully SSI?

Solved by
SSI-to-OIDC bridge

Thesis

Service Provider Bridge University Manual Reviewer
User
Clicks Sign-In
(1] =
Displays a login page containing a QR Code
< 2]
Provides required VC(s)
(3] >
Returns tokens
Allows access
. ©
Clicks "Purchase Student Ticket" button
(6] >
Requests Enrollment Certificate
< 7]
Requests Enroliment Certificate
(8] >
Sends Enroliment Certificate o

Uploads Enroliment Certificate

B
|

Sends Enroliment Certificate

(11] >
Sends the validity status of the Enroliment Certificate
< @
Receives the ticket
< ®
Service Provider Bridge University Manual Reviewer

User




Self-Sovereign Identity

e A promising principle to decentralize and de-risk the identity management.
e Use of Verifiable Credentials (VCs) as a representation of the same information that a physical credential
represents.

"@context": [
"https://www.w3.0rg/2018/credentials/vl",
"https://www.w3.0rg/2018/credentials/examples/v1l",

"https://w3id.org/security/suites/ed25519-2020/v1"

1,
"id": "http://example.com/credentials/4643",
"type": [
"VerifiableCredential"
1,
"issuer": "https://example.com/issuers/14",
"issuanceDate": "2018-02-24T05:28:04Z",
"credentialSubject": {
"id": "did:example:abcdefl1234567",
"name": "Jane Doe",
"email": "jane.doe@gmail.com"
})
"proof": {
"type": "Ed25519Signature2020",
"created": "2022-02-25T14:58:43Z",

"verificationMethod": "https://example.edu/issuers/1l4#keys-1",

"proofPurpose": "assertionMethod",

"proofValue": "zyrpmzxPy2fDzqv9Pgr4XBzX2ryslFDuLNkYRVmhXuyype8fB44qNX

Work certificate

Provided by Name

Issued on
20th August 2022

Expiration date
20th August 2023

TUTI




SSI-to-OIDC Bridge

e Adoption of SSI requires expert knowledge, and resource to fully implement such a solution.
e SSI-to-OIDC Bridge fills in this gap by providing a universal solution as an OIDC provider.
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https://github.com/GAIA-X4PL C-AAD/ssi-to-oidc-bridge



https://github.com/GAIA-X4PLC-AAD/ssi-to-oidc-bridge

How can organizations adopt SSI7? TUT

e SSI-to-OIDC bridge as an identity provider in an organization.
e Users authenticate through the bridge to access a specific service of the organization.

S Select credential(s) My wallet

@ Cards B NFTs @& Coins

1/1

You are signing in via the

SSI-to-OIDC Bridge

My identity cards
Please provide your Verifiableld credential to sign-in. Prove things about yourself while protecting your data

Verifiable ID

Verifiable ID

Scan the code to sign in!

Redirect to
> the welcome page

Validity period
2024-07-19 2025-07-19 Add cards

My contact information

Share your contact inf ion instantly

Proof of email Proof of email

Provided by Altme

Proof of phone
Developed by sebis @ TUM Provided by Altme

+4915738280500

PRESENT @ successfully presented your credential(s)! CLOSE




SSI-to-OIDC Bridge

e To authenticate and authorize users, the bridge uses policy files.
e These file is used to determine which claims to expect and from which issuer.

e0e L LN
‘ [
"@context": [
"https://www.w3.0rg/2018/credentials/vl", { D.oes .
"https://www.w3.0rg/2018/credentials/examples/vl", "credentialId": "1", credentlaISut?Ject
"https://w3id.org/security/suites/ed25519-2020/v1" "patterns”: [ have “email
1, { credential?
"id": "http://example.com/credentials/4643", ) _ )
"type": [ "issuer": "did:web:app.altme.io:1
"VerifiableCredential" "claims": |
I {
"issuer": "https://example.com/issuers/14",

"issuanceDate": "2018-02-24T05:28:04Z",

"credentialSubject": { }
"id": "did:example:abcdef1234567", IR

"claimPath": "$.credentialSubject.email’

"name": "Jane Doe", "constraint": {
"email”: "jane.doe@gmail.com" ‘  "op": “equals"
}’ T .u " O 1 n
"proof s { a": §.credentkal’?‘ub]ect.ematl .
"type": "Ed25519Signature2020", "b": "jane.doe@gmail.com"
"created": "2022-02-25T14:58:43Z", }
"verificationMethod": "https://example.edu/issuers/l4#keys-1", }
"proofPurpose": "assertionMethod", ] Does
“proofValue": "zyrpmzxPy2fDzqvOPgr4XBzX2rys1FDuLNkYRVmhXuyype8fB44qNX } credentiaISubject
) ¥ ] email equal to

Submitted VC Policy file

jane.doe@gmail.com




SSI-to-OIDC Bridge

[
{
credentialld: "1",
type: "VerifiableId",

patterns: [
{
issuer: "did:web:app.altme.io:issuer",
claims: [
- 13 L o ” - {
The VC with type “Verifiableld” must contain claimPath: "$.credentialSubject.firstName",
“firstName” claim o
I,
}’
],
}’
{

credentialld: "2",
type: "EnrollmentCertificate",
patterns: [

{
issuer: "did:key:z6MkuY5i1CnPkoNw4KSxvc8ae9krvaNECGYUSoCGXalmc32tD",
claims: [
The VC with type “EnrollmentCertificate” {
must contain “email” claim claimPath: "$.credentialSubject.email",
1
1L
These both VCs should have the same constraint: {
i H H op: "equals",
CredentlaISUbJeCt'ld a: "$2.credentialSubject.id",
b: "$1.credentialSubject.id",
},
b

Iy
I8



Quick Recap

e \We want to solve the problem associated with the incremental authorization processes.
e To do that, we want to improve the SSI-to-OIDC bridge.
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Research Questions TI.ITI

1. What are established ways of requesting and receiving incremental authorization data from users?

2. Which stakeholders are involved in an on-demand authorization?

3. What aspects can be used to characterize an incremental authorization procedure?

4. How can incremental authorization work on top of an OIDC sign-in that uses Verifiable Credentials as its
ground truth?

Identify and
Distill judge Program
requirements solutions :> thegbest I:> Evaluation

from the based on

Do a taxonomy on existing “incremental

authorization” processes.

taxonomy these solution

requirements

N Y
RQ1, RQ2, RQ3 RQ4

13



Requirements Engineering

Non-functional Requirements

1. An intuitive user interface for easy and quick user interaction.

2. Compatible with universal SSI wallets.

3. Allow cross-device flow, enabling interaction through various devices.
4. Should respond under a minute for authorization requests.

Functional Requirements

1. Support incremental authorization processes uses universally issued attestations.

2. Function regardless of any service-mandated update frequency.
3. Return a QR Code string to start credential exchange flow.
4. Return extracted claims and authorization response to the service.

14



Implementation

e Two implementation examples:
o Dynamic Bridge Endpoint (DBE) Approach
o OIDC Scopes (OIDS) Approach

e Focus on re-using the bridge as much as possible.

DBE Approach

e Set of endpoints introduced to enable
credential exchange flow on demand.

e Specify authorization policy in these
requests.

OIDS Approach

e Predefined set of policies on the bridge.

Indicate with the scope value which
policy you want to apply.

15



DBE Approach

Wallet SSI-to-OIDC Bridge Service Provider
User
"POST /api/dynamic/create TempAuthorization"
b Endpoint to define which authorization
@ Retun UUID" N policy will be used for the incremental
"GET /api/dynamic/getQRCodeString" authorization.
o "Return QR code string" “l want to perform an authorization using this policy file”
"Send Auth. page containing QR code"
< L5
"GET /api/dynamic/getAuthResponse"
D - Endpoint to retrieve QR code string to
Scan QR code” render in the service provider’s
o "GET /api/dynamic/presentCredentialByld" frontend.
"Return metadata” o ‘I need a QR code string to start credential exchange flow”
fh - oecemenieiiciiici i siieaa st aiat st nt s cnan s m s
"Prompt user"
R RLCETCEELPELREEPEPRPRED (10}
"Select VC(s)"
"POST /api/dynamic/presentCredentialByld" Endeint to retrieve authorization
® > status and claims in the credentials.
"Success"
S ESICET TR e T T R EREE e T E R TR TR TR ®
"Return Auth Response" “I need to know if authorization is successful or not, and
@ i the claims returned”
Wallet SSI-to-OIDC Bridge Service Provider
User
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Live Demo

e Student Ticket Purchase scenario
e Mock Ticket Provider Application as service provider

Step 1: Scan the QR
Basic Authorization Click Sign-in code provided
by the bridge
Sign-In
Step 2: Click Scan the _QR
Incremental Authorization Purchase code provided

by the bridge
Ticket Purchase

8OO

Present
Verifiable ID
credential

Present Verifiable
ID and Enrollment
Certificate
credentials

==

End up at the

welcome page

i)

End up at the

SUCCesSS page
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Evaluation - DBE Attack Tree Analysis

Unauthorized Access to
a Resource

r

Present a valid VP

v

v

£3

. Reuse of the same
e UUID via collision
v AND
Brute force the recently
used UUID ¢

Create a valid VP Selencors s valul
vp_token
Obtain fitting VC(s) and Brute force UUID
key
Fo] :
+ Replay a valid VP
Trick an 1ssuer Control Wallet

v

Steal raw user data

v

!

v

Steal wallet device

v

Break device access

control

Steal VCs

Steal private key

Brute force UUID

f""""* """""

i Do not check claims i

3

Modify policy in the
request body

v

Gain access to the
network traffic

The chance of
generating a specific

UUID is
1/2"M28

20



Evaluation - OIDS - Attack Tree Analysis TUT

Unauthorized Access to

a Resource An incremental authorization request
/or https://www.example.com/auth/authorize?
S client_id=<client_id>....
v v &scope=openid%2(0student
Present a valid VP Request a previously L A
requested scope / \
Create a valid VP Change scope value in Mandatory scope Scope value that
query params
value to perform represents an
v basic incremental auth
Obtain itting V) and authentication policy to be applied
ey
0\
/ OR :
A Manually edit the scope values
v v
Trick an 1ssuer Control Wallet
o) https://www.example.com/auth/authorize?
s client_id=<client_id>....
&scope=openid
Y Y
Steal raw user data Steal wallet device
Break device access
¢ ¢ control

Steal VCs Steal private key Unauthorized Access
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Evaluation - Usability Analysis TUT

12 participants

OIDS
Record initial login Record initial login

and incremental and incremental

authorization authorization
duration duration

Perform given Gather feedback Perform given Gather feedback
tasks for the first on the first tasks for the on the second —
approach approach second approach approach

Fill out SUS
evaluation forms

v

N

Y
Quantitative Analysis _ _
B Qualitative Anal y Each session lasted 10-15 mins
ualitative Analysis
22




Evaluation - Usability Analysis Quantitative Results

For Group 1

An improvement

by 2.59 seconds

For Group 2

A deterioration by
0.58 seconds.

Group 1
OIDS - DBE

Group 2
DBE - OIDS

TUTI

Interviewee ID | Incr. Auth (OIDS) | Incr. Auth (DBE)
glpl 30.516 27.073
glp2 20.383 1772
glp3 22.572 23.913
glp4 25.249 19.079
glp5 24.149 23.979
glp6 27.324 22.929
g2pl 16.536 25.513
g2p2 23.471 16.98
g2p3 23.932 27.485
g2p4 27.289 22.143
g2p5 23.93 23.073
g2p6 27.737 22.608

Incremental Authorization duration in seconds

| Interview Group

Incr. Auth (OIDS) | Incr. Auth (DBE)

Group 1

25.03 ——) 22.44

Group 2

23.8] (—— 22.96

Avg. Incremental Authorization duration in seconds
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Evaluation - Usability Analysis Quantitative Results TUT

1% Quartile 2nd 3rd 4th

v NN,
ACCEPTABILITY NOT ACCEPTABLE MARGINAL ACCEPTABLE
=l MENNNNNNNNN\NN\\SS\\\\\\N""\ow “ThicH VA7 I77727 7777
ADJECTIVE WORST BEST

RATINGS IMAGINABLE POOR OK GOOD EXCELLENT IMAGINABLE

T T I I T B O
0 10 20 30 40 50 60 70 80 90 100
SUS Score

82.5
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Evaluation - Usability Analysis Qualitative Results

Overall

Experience

Suggestions to

improve

\

.

‘I don’t need to get out my phone and scan; | can do everything on one screen, and for
me, it goes faster.” (g1p3)

“For other methods, | probably have to scan my student ID and be validated and verified,
but everything went quiet without a lot of interaction.” (g1p5)

“The only worry | have is that with the password, | can always provide it, but with the QR
code, | cannot always provide the information needed if my phone has died.” (g2p4)

“The only thing | struggled with was terminology since | lacked the background
information.” (92p6)

“Maybe making the wallet interface simpler and also adding clearer instructions to the
app can help.” (g1p3)

25



Future Work

e A more comprehensive user interview with more participants.
e Evaluating how intuitive is the policy language.
e Atool to simplify policy initialization.
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