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Scenario 1

State Level Profitable Transaction Discovery
(Arbitrage)
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Motivation and Background Information

Blockchain in state S1

State

Block 1
o mae—
Block 2
i
e ——)
Block 3 Accounts and Smart
Contracts
i

Alice

Balance: 10 ETH

Bob

Balance: 20 ETH

Price ETH/USD: 200, X/Y: 100

Exchange A
Block N
Exchange B

Price ETH/USD: 400, X/Y: 102
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A public, permissionless smart contract blockchain
is a replicated state machine where state refers to
account balances and smart contract storage.
Decentralised Exchanges are applications which
allow users to exchange tokens

Supply and demand determine the price.

No automatic mechanism to balance the prices
across exchanges.
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Motivation and Background Information TI.ITI

e Alice monitors the state and spots the
price difference.
e |[ssues a transaction to buy X on the

Exchanges for X and Y Blockchain in state S2
((((((

" x\bE X’I‘Yr;g;:
é = cheap exchange and sells on the
[ g — expensive one to make profits.

e Miner picks up the transaction, bundles it

DD*B*D

B s mm— in a block.
[ e Alice makes a profit on the opportunity
— — she spotted by monitoring the blockchain
state.
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Scenario 2

Network Level Profitable Transaction Discovery
(Frontrunning, Backrunning, Sandwich Attack)
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Motivation and Background Information TI.ITI

, = # ik e Blockchains have sequential, deterministic
Miner Tl ISR execution and the transaction is public and
A visible to everyone in permissionless
A. R | blockchains.
s e [f Bob sees a transaction in the pool that
L — J involves buying token X on exchange A, he
can calculate the impact of this transaction on
the prices and take position accordingly.
sees these txn e As Bob can monitor the pool, he can attempt
to do such operation when he sees a trade.
‘ > e However, he needs to ensure his transaction

Bob is executed before the trade he spotted.
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Motivation and Background Information

Bob sandwiches Alice's txn

Miner

Tx Pool

Tx-1

Tx-2

User: Bob
+ Buy X in Exchange A

Increase in price of X

User: Alice
+ Buy X in Exchange A

Increase in price of X

A

User: Bob
+ Sell X in Exchange A
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Motivation and Background Information

What we discussed in previous slides, i.e, including, excluding, or changing the
order of transactions during the block production process is known as Maximum
Extractable Value in blockchains.

e MEV has been studied extensively since 2020 in
Ethereum [1].

e However, MEV is not inherently Ethereum based.

e Any blockchain with these properties - public transaction
pool, smart contract based can be impacted by this.

e Algorand is one such blockchain satisfying the above
conditions.

1. Flash Boys 2.0:
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https://arxiv.org/pdf/1904.05234.pdf

Motivation and Background Information

A'gordnd Algorand PPoS Consensus

NO TRANSACTION-ORDERING BY FEE :

(transaction fees go to Algorand Foundation) ”

e  Unlike in Ethereum, Algorand doesn’t incentivise miners to

prioritize transaction based on transaction fees.
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Scalable 6000 TPS, billions of users

Fast < 3.9 s per block

Secure 0 downtime for over 23M blocks
Low fees 0.001 ALGO per txn

No Soft Forks prob. <1078

Instant Transaction Finality
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Motivation and Background Information TI_ITI

Goal of this Guided Research is to empirically evaluate the feasibility of MEV extraction strategies on the Algorand Blockchain

Is it feasible to generate profits by
analyzing the last blockchain state and
developing a strategy based on it ?

Is it possible to execute
position-dependent MEV strategies on
the Algorand Blockchain ?

What are the techniques that Algorand
block proposers employ when ordering
transactions in the blocks they build ?
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17. April, Registration 17. Oct, Submission
April May June July August Sep Oct
Lit. Survey L
Data Analysis ]

Experiments

Writing Thesis
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