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Abstract

Today’s digital payment landscape is shaped by a few players only who are charging
significant interchange fees for their processing services, continuously putting merchants
and general commerce activity under pressure. In recent years, decentralized ledgers
and blockchain networks have repeatedly garnered attention as potentially promising
infrastructure alternative for financial transactions. On paper, blockchains and cryp-
tocurrencies can indeed offer several benefits over existing traditional payment methods
due to their decentralized nature, including significantly lower and amount-independent
transaction fees on certain networks, higher degree of transparency and greater democ-
ratized access to digital payment methods. However, while scalability developments in
the last few years have provided blockchain networks with a competitive transaction
volume processing capacity, the complexity of the technology and lack of user-friendly
interfaces continue to limit the mainstream adoption of blockchain-based payment
solutions. Today, even the most advanced cryptocurrency payment solutions still rely
on users scanning QR codes and then processing transactions themselves using their
personal devices, which stands in stark contrast to the contactless smart card and mobile
based user experience in the fiat world. In order to bridge this gap, this bachelor’s
thesis first identifies the state of the art and functional & technical requirements for a
tap to pay protocol for cryptocurrency transactions before proposing and developing
such a novel protocol, which is finally analyzed regarding its performance, security and
usability. The findings and proposed protocol of this thesis aim to provide a valuable
foundation for further development of blockchain-based payment infrastructure.
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Kurzfassung

Der heutige digitale Zahlungsverkehr wird von einigen wenigen Akteuren abgewickelt,
welche fiir die Bearbeitung der Zahlungen erhebliche Gebiihren verlangen, aufgrund
von welchen Handler und Geschifte kontinuierlich unter Druck gesetzt werden. In
den letzten Jahren haben dezentralisierte Ledger und Blockchain-Netzwerke immer
wieder Aufmerksamkeit als potenziell vielversprechende Alternative fiir Finanztransak-
tionen gewonnen. In Theorie konnten Kryptowdhrungen und ihre Netzwerke aufgrund
ihrer dezentralen Eigenschaft in der Tat mehrere Vorteile gegeniiber herkdmmlichen
Zahlungsmethoden bieten, darunter deutlich niedrigere und vor allen transaktions-
hohenunabhingige Transaktionsgebiihren auf bestimmten Netzwerken, ein hoheres
Maf an Transparenz und ein deutlich verbesserter, demokratisierterer Zugang zum
digitalen Zahlungsmethoden. In den letzten Jahren haben zwar kontinuirliche Weiter-
entwicklungen gewissen Blockchain-Netzwerken bereits eine mittlerweile vergleiche
Verarbeitungskapazitat fiir das Transaktionsvolumen verschafft, doch die Komplexitit
der Technologie und der Mangel an benutzerfreundlichen Anwendungen schréanken
die allgemeine Akzeptanz von Blockchain-basierten Zahlungslosungen weiterhin stark
ein. Selbst die aktuell am benutzerfreundlichsten Kryptowdhrungs-Zahlungssyteme
sind immer noch darauf angewiesen, dass die Nutzer einen QR-Code scannen und die
Transaktion dann selbst mit ihren personlichen Gerdten abwickeln, was in einem starken
Gegensatz zu der sonst gewohnten Nutzerinteraktion mit kontaktlosen Chipkarten
und mobilen Zahlungsmitteln in der traditionallen Zahlungswelt steht. Um diesem
Missstand entgegenzuwirken, werden in dieser Bachelorarbeit zunédchst der aktuelle
Stand der existierenden Zahlungsmethoden und die funktionalen & technischen An-
forderungen an ein Tap-to-Pay-Protokoll fiir Blockchaintransaktionen ermittelt, bevor
anschlieflend ein solches Tap-to-Pay-Protokoll konzipiert und entwickelt wird, welches
schliefSlich hinsichtlich dessen Leistung, Sicherheit und allgemeinen Praxisanwendbar-
keit analysiert wird. Die Ergebnisse und das vorgeschlagene Protokoll dieser Arbeit
sollen dabei als Grundlage fiir die weitere Entwicklung einer Blockchain-basierten
Zahlungsinfrastruktur dienen.
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1 Introduction & Motivation

Today’s digital payment industry is defined by only a handful of service providers. Such
a high degree of market concentration has resulted in continuous pressure on merchants
and commerce activity that rely on competitive and affordable payment processing
services. Just Visa and Mastercard, the two largest payment networks in the world, held
over 63% of the global transaction volume marketshare in 2022 [1] and in the United
States alone processed over 87% of all card transaction volume in 2022 with Visa owning
61% and Mastercard owning 26% of the marketshare respectively [2]. The remaining
marketshare is held by further smaller but similar payment networks such as American
Express or Discover. In Europe, proportions are even more drastic and Visa and Master-
card processed over 99% of all credit, debit and prepaid card transaction volume in 2022
with 54% belonging to Visa and 45% to Mastercard [3]. All existing payment service
providers operate on a similar business model, mainly charging an interchange fee for
every transaction processed. While the specific fee structure varies between different
payment service providers and locations and is dependent on the specific merchant
category and used card type, it is usually composed of a percentage of the transaction
amount plus a fixed fee. Visa and Mastercard both publish their interchange fee rates
publicly, revealing a generally lower fee level for the European Economic Area (EEA)
compared to the US and a strong increase in fees specifically for credit card transactions
compared to debit cards, translating into varying and biannually increasing fees ranging
from 0.2% + 0.00€ to 1.65% + 0.35¢€ for debit cards in the EEA all the way to credit card
fees of 1.35% + $0.05 to 3.15% + $0.10 in the US [4][5][6][7]. It is worth noting that at
no time in the transaction process are the payment network providers such as Visa and
Mastercard exposed to any credit risk, which is instead entirely carried by the issuing
banks. Given that and the fact, that the underlying technological infrastructure and
associated operating costs for such payment networks are not significantly higher than
that of any other real-time communication network (in its simplest form e.g. email
services), the significant amount of (percentage-based) fees charged result in extremely
high profit margins at the expense of merchants and consumers.

While there are several reason for the continuos existence of this duopoly, one funda-
mental aspect making it difficult for new entrants to enter the market is the inherent
high-amount of trust required by merchants and consumers to function as a payment
network and service provider. Even if operating the infrastructure has become quite
affordable at any scale, in theory opening up possibilities for new entrants with lower
fees, gaining necessary amounts of trust as central intermediary in the market has
repeatedly proven to be difficult. With this in mind, it is worth examining the recent de-
velopments and improvements of decentralized ledger and blockchain networks, which




1 Introduction & Motivation

have been gaining significant traction in the last decade. One key difference and benefit
of blockchain infrastructure is their decentralized nature. State changes and transactions
cannot be controlled by a single entity, but instead are governed by a transparent set
of rules and protocols, which are enforced by a large amount of network validators.
This decentralized property removes the need for a trust-based relationship between
merchants and payment service providers, since the network design itself is able to
guarantee the validity of transactions and the integrity of the network, making modern
blockchain networks a compelling alternative to the existing payment networks even
at small deployment scale. Given the resulting possible shift of trust from individual
apps & service providers to the infrastructure itself, new entrants have a better chance
to compete.

Historically, the two earliest and by now largest blockchain networks Bitcoin and
Ethereum have been limited in their ability to function as a payment network due to their
inherent design and the resulting limitations in transaction throughput and gas fee prices
(transaction fee equivalent used as incentives for the decentralized participants to oper-
ate a node in the network). While Bitcoin and Ethereum’s current typical transactions
per second (TPS) throughput of 7 and 15 respectively [8] falls orders of magnitude short
of Visanet’s claimed maximum 76,000 TPS capcity [9], recent developments of scaling
solutions such as for example Bitcoin’s Lightning Network [10] and Ethereum’s Polygon
[11] as well as entirely new Layer 1 chains (fundamentally different base networks) such
as Solana [12] have been able to offer significantly lower transaction fees and higher
potential transaction throughput comparable with that of current traditional payment
processing networks. The Solana blockchain for example reports to have capacity for
over 65,000 TPS while currently already processing up to 5,000 TPS on an everyday
basis [13] and requires a gas fee of merely 0.000005 SOL (Solana’s native token) for a
simple transfer transaction in between two parties, which at the time of writing (August
2023) equates to about $0.00001 [14]. From a technical perspective, it therefore becomes
clear that the Solana blockchain for example has the capacity to provide a competitive
transaction throughput.

Although potentially suitable high-capacity blockchain solutions have only emerged in
the last few years and could therefore still be considered somewhat niche, it is noticeable
that they have not gained any significant traction in the mainstream payment industry.
While a magnitude of regulatory and public perception factors have an impact on the
broad acceptance of blockchain networks as payment infrastructure, one of the major
technical inhibitants of the mainstream adoption has been the technology’s complicated
handling and lack of user-friendly interfaces. Blockchain wallets have been notori-
ously complex to setup and manage given the need to handle public/private keys and
seedphrases and existing applications are typically more complicated to use than their
centralized counterparts. Even the most advanced cryptocurrency payment solutions
today still rely on users scanning QR codes and then processing transactions themselves
using their personal devices, resulting in a user experience that still differs strongly from
that of the traditional contactless smart card and mobile device powered payment world.
Given some blockchain networks” above mentioned far more competitive transaction




fees and additional potential benefits such as a higher degree of processing transparency
and no restrictive closed-circle access (e.g. compared to credit card applications), it is
therefore worth examining the design of a tap to pay protocol for blockchain transactions.
Such novel protocol is ideally even compatible with any existing merchant infrastructure
and would allow users to pay with cryptocurrency wallets in a similar fashion to how
they would pay with a contactless smart card or phone today.

This thesis therefore aims to formally advance the state of user-friendly blockchain
payment applications by first identifying the state of the art of the current tap to pay
payment systems for fiat and cryptocurrencies alike before then moving on to analyzing
general functional & technical requirements for a cryptocurrency-based tap to pay
protocol and afterwards subsequently proposing and developing a novel contactless tap
to pay protocol utilizing the Solana blockchain, which is lastly analyzed regarding its
performance, usability and security with regards to general real-world feasibility.







2 State of the Art and Background

In order to meaningfully contribute to the field of contactless blockchain-based payment
systems, it is important to first understand the existing state of the art solutions in the
field of contactless payments for both fiat and cryptocurrencies. The following chapter
therefore first provides a general introduction into the terms and different technologies
used for contactless payments using fiat currencies. In this context, we also examine
the underlying standards and specifications that are enabling the contactless payment
infrastructure, including NFC and ISO specifications and standards. Finally we analyze
and discuss the current state of the art of mainstream-intended blockchain consumer
payment solutions and what shortcomings they still have in terms of user experience
and usability.

2.1 Existing fiat currency contactless payment landscape and
technologies

Today, a variety of different payment methods exist that allow consumers to pay for
goods and services in a contactless manner. While contactless payments using physical
cards by payment networks such as Visa or Mastercard are a common form of contactless
payments, mobile phone based payment methods are also becoming increasingly popular.
Noteworthy with mobile phone contactless payments is that phone manufacturers such
as Apple or Google through their offered mobile payment services Apple Pay and Google
Pay respectively, are acting as yet another revenue-accruing intermediary between the
consumer and the payment network, typically increasing the total associated transaction
fee for the merchant yet again. Especially latter is the reason why specific merchants
may generally support contactless payments, but not necessarily all mobile phone based
payment methods such as Apple Pay or Google Pay. Before we however examine the
difference among the various tap to pay payment methods and format, we first provide
a general overview into the terms and technologies used in the context of contactless
payments using fiat currencies and define a for this work suitable payment model and
terminology.

2.1.1 Generic payment model

In order to understand the different payment methods and their respective participants,
we first formally define a for our use case suitable payment model with all potentially
involved parties and communication channels for a typical contactless payment transac-
tion. While a full payment model with accurate depiction of all involved stakeholders
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involves a variety of different participants including multiple banks and possibly further
intermediaries and service providers dependent on a merchant’s specific setup, we will
in the following limit our participating parties to the relevant ones for our contactless
payment environment and group further participants involved such as the issuing banks
together with the payment network/service provider, since their involvement does not
have a significant impact on the contactless payment itself. In a simplified model as
depicted in Figure 2.1, we therefore define the following participants and their respective
roles:

¢ Client/Payor: The person who intends to make a payment/transaction using their
contactless payment card or device.

* Merchant/Payee: The business or entity that is being paid in the transaction and
accepts contactless payments from customers.

¢ Payment Network: The network (e.g., Visa, Mastercard) that connects card issuers,
acquiring banks, and merchants. In our model we further extend the payment
network to also include the card issuer and acquiring bank as well as potential
intermediaries in the interest of simplicity, since their actions do not have a direct
impact on the contactless transaction itself.

Furthermore, we define the following terms and devices taking part in the contactless
payment transaction:

¢ Client payment method: The device (typically a NFC-capable credit/debit card or
mobile phone) through which the client is able to authorize a transaction.

* Point of Sale (PoS) Card Terminal: The card terminal device used by the merchant
which is connected to the merchants retail checkout system and able to facilitate
the communication in between the client’s payment method and the payment
network. Typically it is the merchant terminal, that initiates a transaction and
provides all necessary transaction information such as the transaction amount and
the merchant’s recipient information in the payment network.

As illustrated in Figure 2.1, the typical contactless payment transaction involves com-
munication in between at least three participants. In general, a standard contactless
payment transaction follows the following process:

After the merchant has sent over a pending payment’s transaction information to the
merchant’s PoS terminal, the terminal initiates the transaction and awaits the client’s
payment method to be presented (through contactless means). After establishing a con-
nection with the client’s payment method, the PoS terminal then requests authorization
for the given transaction from the client’s payment method, which then in turn possibly
prompts the client to verify their identity (e.g. through a PIN or biometric authentication
method) before authorizing the transaction and sending back the authorization to the
PoS terminal. Finally, the PoS terminal then forwards the authorized transaction to
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Merchant/Payee Client/Payor

1. Transaction 2a. Authorizes
Information Transaction
3. Send Authentication & — 2. Request
. await Confirmation Authorization N
4. Confirm or Decline 2a. Authorize Transaction
=
Transaction | mm (no verific./PIN/Biometrics)
Payment Network Point-of-Sale (POS) Client Payment
(communicates with Card Terminal Method

intermediaries & banks)

Figure 2.1: Simplified generic contactless payment model with main participants and
high-level processing steps.

the payment network, which after processing the transaction internally (in our model
simplified) sends back either a confirmation or failure notice to the PoS terminal, which
reports this back to the client and merchant’s checkout system. Dependent on the
specific chosen payment method, it’s specific verification configuration and used pay-
ment network there might be slight variations to this process, however the general
communication flow of a contactless payment transaction can be summarized with the
above high-level steps for all contactless payment methods and networks.

2.1.2 Relevant underlying technologies and standards

In order to establish a contactless communication pipeline in between the client’s
payment method and the merchant’s PoS terminal, a variety of different technologies
and standards are involved. Before possibly designing a contactless system, it is therefore
important to first understand the available technologies and standards and their role
in the process. In the following, we will therefore provide a brief introduction into the
most relevant technologies and their key characteristics and place them in the overall
context of the contactless payment system.

ISO 14443 Standard:

ISO 14443 is an international standard for contactless chip cards and describes general
technical characteristics of such smart cards and their corresponding contactless trans-
mission protocols for the communication in between a card and a reader [15]. In a total
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of 7 parts (ISO/IEC 14443-1 to ISO/IEC 14443-7), the ISO 14443 standard defines among
other things the physical specification of a smart card, the communication protocols
including initialization and anti-collision behavior and the underlying technical radio
frequency (RF) field specifications to be used to facilitate any communication in between
a card and a reader. It is also the ISO 14443 standard that sets the operating frequency
for contactless smart cards to 13.56 MHz, which is also the frequency used by NFC
devices and tags. The standard is maintained by the International Organization for
Standardization (ISO) and the International Electrotechnical Commission (IEC) and was
tirst published in 2000 [15]. Today, it serves as the technical foundation for a variety
of different contactless smart card applications, including contactless payment cards,
electronic identification cards and public transport ticketing cards.

NFC (Near Field Communication):

Near Field Communication (NFC) is a set of wireless communication protocols that
facilitate contactless data exchange between devices when they are in close proximity,
generally within 4 centimeters of each other [16]. The technology and specifications were
first introduced in 2002 as a joint development project by Philips and Sony built on top of
the existing RFID (Radio Frequency Identification) and the ISO/IEC 14443 standard and
today are maintained and updated by the NFC Forum, a non-profit industry association
[17]. NFC uses the inductive properties in between two antennas built into NFC-capable
devices to sense the presence of tags and devices and facilitate any communication.
The operating frequency is 13.56 MHz resulting in a transmission rate of 106, 212 or
424 kbit/s, depending on the communication mode [16] and enabling secure and con-
venient data transmission between devices, which makes it well-suited for a range of
applications, including contactless payment systems. The NFC specifications have since
then been further enhanced and extended with international standards such as ISO/IEC
18092 [18] and ISO/IEC 7816 [19] to support a even broader range of applications and
use cases. Without going into too much detail, ISO/IEC 18092 for example specifies
further communication modes and protocols for NFC devices to communicate with
each other, while ISO/IEC 7816 defines communication protocols specifically in between
smart cards and their readers, including the APDU (Application Protocol Data Unit)
format and transmission protocols, which is also used in our implementation later.

In the context of contactless payments, NFC is used to establish a communication
channel in between the client’s payment method and the merchant’s PoS terminal,
which is then used to exchange the necessary transaction information and authorization
requests. While NFC supports a variety of different tag types and communication
modes, our implementation will be based on the NFC Forum Type 3 Tag standard in
reader/writer mode, which is the common tag type used in contactless payment systems
today [17].
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Android HCE (Host Card Emulation):

While above mentioned standards and specifications define the communication in
between actual smart cards and compatible readers, one more important component
in order to fully understand the technologies at play during a contactless transaction
network is the Host Card Emulation (HCE) technology. In our specific example we
will be using Android HCE, which is the HCE implementation for Android devices
[20]. Host Card Emulation (HCE) services on modern NFC-enabled phones allows the
devices to emulate a smart card through customizable user level software and therefore
act as a real contactless card to any external terminal. Before HCE gained popularity,
a secure element (SE) hardware component was required to store any necessary card
information and facilitate the communication in between a mobile device and a reader
without much developer flexibility.

Figure 2.2 from the official Android documentation [20] illustrates the differences
in between the traditional secure element based NFC architecture and the newer HCE
based architecture. By registering a HCE service and corresponding AID (Application
IDs) on the Android phone, the device is able to emulate a smart card and therefore
act as a real contactless card to any external terminal once the specific AID is selected
by the NFC reader. In the real world, contactless payment methods such as Google
Pay and Apple Pay have publicly registered and reserved AIDs that when selected by a
PoS terminal at the beginning of the protocol exchange, trigger the corresponding HCE
service on the phone to launch the corresponding mobile payment app.

Android device Android device

Host CPU Host CPU
NFC Controller ~ -=—+  Secure Element NFC Controller
— C—
— —
NFC Reader NFC Reader
(a) NFC card emulation with a secure element. (b) NFC card emulation through a user application.

Figure 2.2: The two potential Android NFC card emulation architectures compared [20].

Now that we have an overview and briefly defined all major key technologies involved
in facilitating and processing a contactless transaction, we can now examine the specific
workings of the different contactless payment methods and their respective protocols
and standards. This will aid in designing and implementing a comparable tap to
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pay protocol for blockchain-based payments later. Here we specifically differentiate in
between contactless payments using physical cards and mobile phone based payment
methods and will examine the most common payment methods in each category.

2.1.3 Physical cards: EMV card contactless payments

When it comes to contactless payments using physical cards, nearly all physical con-
tactless card implementations use the EMV (Europay, Mastercard and Visa) contactless
standard as communication protocol for verification and authorization of payments. In
itself, the EMV Contactless standard is part of a larger family of "EMV" standards first
introduced in 1994 as a joint project by Europay, Mastercard and Visa to create a global
standard for chip-based credit and debit cards. Today it is maintained and updated by
EMVCo, a consortium of six major card networks including American Express, Discover,
JCB, Mastercard, UnionPay and Visa [21]. Is it worth clarifying that while the EMV
standard is maintained by EMVCo, the EMV standard is not a payment network itself
or exclusively used by the group members, but rather a general set of specifications
and standards that define the technical requirements for chip-based payment cards and
terminals. EMVCo furthermore manages all related trademarks and patents related to
the contactless protocol specifications, including the commonly seen contactless indicator
and symbol shown in Figure 2.3 which indicate the support of contactless transactions
on cards and terminals respectively.

") 2

(a) EMV contactless indicator for cards. (b) EMV contactless symbol for PoS Terminals.

Figure 2.3: The official EMV contactless indicator and symbol for PoS terminals indicat-
ing contactless card acceptance [21].

The EMV Contactless specifications are built on top of ISO/IEC 14443 and NFC stan-
dards and define the technical requirements for contactless payment cards and terminals.
According to Visa, payment cards that implement the EMV contactless specifications
are capable of making contactless transactions from a range of up to 5 centimeters from
a terminal reader and require the cards to be held in proximity for 1-2 seconds after
which in about an equal amount of time, most transaction get confirmed [22]. While
specific card networks have the ability to modify the EMV Contactless specifications to
their specific needs, the resulting contactless protocols all follow a general scheme. For
our purposes of simply understanding the overall structure of a concrete contactless
protocol implementation, we will therefore examine the specific EMV Contactless kernel
specifications used by Mastercard, also referred to as "PayPass". While the EMV Con-
tactless specifications extend over thousands of pages and cover a variety of different

10



2.1 Existing fiat currency contactless payment landscape and technologies

use cases and scenarios, we will in the following mainly refer to van den Breekel et al.’s
"EMV in a nutshell" survey of the specifications [23] which provides a comprehensive
overview of the EMV Contactless specifications and their implementation in the real

world.

In general, a EMV protocol session - no matter whether contactless or chip/magnet-

stripe-based - is based on simple public key infrastructure (PKI) and can be broken down
into the following 5 steps. To further illustrate, the actual EMV contactless protocol
exchange between a card and a terminal for Mastercard’s Paypass tap to pay application
is depicted in Figure 2.4 with exchanged messages being explained throughout the

various steps.

| Reader

| PubCA

I Card |
I

K, PrivC
CE’I‘tpMUCA(PubB)
Certpriyg(PubC, SSAD)
SSAD = H(PAN, exDate,...)

SELECT 2PAY.SYS.DDF01

AID;,AIDs,. ..

SELECT PAYPASS_AID

SELECTED

GPO

AIP,AFL

READ RECORD

CertprivcAa (PubB)

READ RECORD

Cert privp (PubC,SSAD), PAN, CDOLL, ...

UN €r

{0,1}32

GENERATE AC(UN, amount, currency, ...)

currency,ATC, . ..)

KS = EI’ICKN[ (ATC)
AC = MACk, (amount,ATC,UN,.. )
SDAD = Signprivc (AC,UN,amount,

SDAD(AC), ATC

Figure 2.4: Mastercard EMV contactless communication protocol session [23].

1. Initialization:

Before examining the specific steps involved in the initialization of the protocol
session, we first need to briefly examine, which values and keys are stored on the

11
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card and terminal respectively. The card generally maintains the following values
and keys:

¢ Public and private keypair of the card: A public and private keypair specific
to each physical card to authenticate itself and authorize transactions. In
Figure 2.4, this is indicated by the variables Privc and Pubc.

¢ Symmetric key shared with the card-issuing bank: In order to preserve
backwards compatibility with systems unable to handle asymmetric cryptog-
raphy, contactless payment cards often still include an additional symmetric
key shared in between them and the card-issuing bank. Similarly to the above
case, this key can be used to authorize transactions towards the issuing bank.
In Figure 2.4, this is indicated by the variable Kj,.

¢ Signed certificate of the card’s public key by belonging card network: A
signed certificate of the card’s public key by the issuing card network, which
is used by the terminal to verify the authenticity of the card (in the Mastercard
protocol indicated with Certp,ipca(Pubg) and Certpyi,, (Pubc, SSAD)).

¢ Signed Static Application Data (SSAD) and general configuration set by
card network: Static configuration settings that do not change throughout
the lifetime of the card and also similarly covered by a certificate signed by
the issuing card network to proof authenticity. Stored configuration values
include things such as the Account number, Expiry date of the card and Required
Verification Methods based on Transaction Amount Thresholds.

¢ Incrementing transaction/interaction counter: Strictly monotonically in-
creasing counter that is incremented after each transaction or unsuccessful
interaction with the card to prevent replay attacks (refer to 3).

The PoS Terminal on the other hand mainly just has to maintain a public key from
all payment networks it supports to be able to verify the authentication certificates
provided by the various cards it interacts with.

If the client and merchant now intend to initiate a transaction, the client first
presents the card to the terminal, which then attempts to establish a connection
with the card. After the reader and the client’s card have sensed each other’s
presence, the reader first attempts to learn about the card’s supported payment-
processing protocols by sending a application selection command to the card,
which can be seen in Figure 2.4 as SELECT 2PAY.SYS.DDFO1 command. After
receiving the supported Application IDs from the card as reponse, the reader
selects the contactless payment application (SELECT PAYPASS_AID), which enables
it to continue with the following protocol steps.

. Card & Data Authentication:

After successfully establishing a connection and session for a contactless trans-
action, the terminal now needs to verify that the card it is communicating with
is genuine. In order to do so, it first queries general static card information
(SSAD) such as the card number, expiration date as well as maximum trans-
action amount limits and required cardholder verification measures (stored in
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AIP, AFL in Figure 2.4) and then verifies the certificate of the card’s public key
(Certpyipca(Pubg)). Afterwards, the terminal examines the received SSAD config-
uration and determines based on the transaction amounts and context, whether
further cardholder verification is required or if it can directly proceed to the actual
transaction authentication step. It should be noted however, that in the actual
real world applications, further safety-related exchanges might occur to prevent a
variety of attacks. For example the terminal might request the card to complete
a cryptographic challenge within a set time window to rule out relay attacks
(see chapter 3). Furthermore, in order to guarantee authenticity of all messages
exchanged, the entire communication for all steps below is usually also signed by
the card and verified by the terminal every single time, forming an end-to-end
encryption communication channel. These details have however been ommitted
here as they do not directly aid the general understanding of a typical transaction
authentication and authorization process.

. Cardholder Verification:

If cardholder verification measures are required based on the received SSAD
configuration, the terminal now prompts the cardholder to verify themselves using
one of the available verification methods. Typically, EMV supports up to three
different verification methods, namely Offline PIN, Online PIN and Signature. In
the first two cases, the client is prompted to enter a PIN, which is either verified
offline by the card itself or online by the card-issuing bank, while in the latter
case, the transaction is authorized preemptively and the client is prompted to sign
the transaction receipt. In reality however in order to keep the required contact
time in between the card and the terminal as short as possible, most contactless
transactions today do not require any further cardholder verification and instead
opt to simply set a comparatively low maximum transaction limit to limit any
potential fraud damages. This is also the case in the given Mastercard protocol
session example in Figure 2.4.

. Transaction Processing:

After both the card authenticity and proper cardholder presence have been verified,
the terminal now proceeds to the actual transaction processing step. EMV supports
both offline transactions (card holds account balance state that gets updated locally
only) as well as online transactions, depending on the specific card configuration
and transaction amount. Should the terminal not be able to establish a connection
to the payment network, it can also opt to conduct an offline transaction, which
generates a transaction certificate that can be sent to the payment network later
as proof of a valid transaction. Typically however, the terminals always attempt
to conduct an online transaction to limit risk of fraud and to ensure that the
cardholder’s account balance is sufficient. In order to obtain an authorization for
the transaction, the terminal now sends the transaction specifics to the card, which
then in turn signs the transaction information and sends it back to the terminal.
In the Mastercard example in Figure 2.4, this is indicated by the GENERATE AC
command where AC stands for "Application Cryptogram". The card updates any
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necessary internal states possibly including its account balance and transaction
counter and afterwards generates a unique and transaction-counter dependent
signed AC object. Together with its new transaction counter value the signed AC
object is sent to the terminal, which then in turn forwards the signed AC to the
payment network for processing. The specific composition of the AC object is
defined by the card network and can include a variety of different information, in-
cluding the transaction amount, the transaction counter, the cardholder verification
method used and the transaction type.

5. Closing of Connection and potential State Updates:

If the transaction was successfully authorized, the terminal now receives a confir-
mation from the payment network and can report back the status to the client and
the merchants own checkout system. Similarly, a declined transaction or failure
will be displayed to the client and merchant and if desired a new transaction
protocol session can be re-initiated. Depending on the specific implementation,
the card and terminal now may optionally also update any internal states using
any received responses from the payment network before the protocol session is
considered finished and the transaction interaction complete.

Without making any preemptive conclusions and assumptions, it is worth pointing
out, that the fundamental underlying transaction protocol session and its reliance on PKI
is not necessarily strongly diverging from transaction processes in the blockchain world,
possibly indicating a great potential for a rather seamless integration and implementation
of blockchain-based contactless payment systems on similar hardware and with a similar
user interaction flow.

2.1.4 Mobile phone based payment methods

Mobile phone based contactless payment methods in general are not too different from
the above described contactless payment methods using physical cards. While the
underlying communication protocols and standards are the same, the main difference
is that instead of a physical card, the client’s payment method is now a mobile phone
with a NFC antenna and the corresponding HCE service. The corresponding services
of iOS and Android devices are Apple Pay and Google Pay today, which both work by
asking the user to add their credit or debit card information to the corresponding mobile
payment app. The mobile payment app then securely stores the card information in its
respective online server database. Should a tap to pay interaction be initiated, the mobile
payment app now, differently to a typical EMV session, first creates an Google Pay or
Apple Pay authentication token that then gets sent to the respective provider’s server,
which only afterwards uses the client’s stored card information on the server to initiate
an EMV session with the payment network and process the transaction [24]. Figure 2.5
provides a simplified overview into the adapted transaction model in case of a mobile
payment app such as Google Pay or Apple Pay. Important to note is that the specific
chain of communication may be dependent on the specific payment service provider,
however Figure 2.5 is sufficient for our purposes of simply providing an overview of the
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additional intermediary position of Google and Apple. In a sense, the mobile payment

Payment Network
(communicates with

intermediaries & banks) Merchant/Payee Client/Payor
L
1

1. Transaction 2a. Authorizes
4. EMV Protocol Session Information Transaction
!
3. Send Authentication & — 2. Request \
f await Confirmation Authorization “
) . | R n
5. Confirm or Decline - 2a. Authorize Transaction
Transaction LY (no verific./PIN/Biometrics)
Google Pay/ Apple Pay Point-of-Sale (POS) Client Mobile
Server Card Terminal Device

Figure 2.5: Simplified generic payment model of a mobile contactless payment.

service provider therefore acts as an additional intermediary in between the client and
the payment network, which is also the reason why some merchants may not support
mobile phone based payment methods, since they might not have a contract with the
corresponding mobile payment app provider or chose to not want to pay the additional
transaction fee for the additional intermediary.

2.2 Cryptocurrencies as payment methods

Blockchains and cryptocurrencies have grown immensely in popularity since they were
tirst proposed in the now infamous Bitcoin whitepaper by Satoshi Nakamoto in 2008
[25]. While the original Bitcoin whitepaper was mainly proposing the creation of
a decentralized digital currency without focusing on a specific network capacity or
transaction throughput, the underlying decentralized blockchain technology has since
been further developed and extended to support a variety of different use cases and
applications. Latest with the introduction of Ethereum and its ability to support smart
contracts, potential use cases have drastically grown and a variety of applications have
been implemented to an extent where today, there exist entire blockchain networks
optimized for just one a specific use case. Given our interest in the field of contactless
payments, we will in the following therefore focus on the use of cryptocurrencies as
a payment currency leveraging their corresponding blockchain networks as payment
networks and examine the current state of the art in terms of existing payment methods
and protocols.
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2.2.1 Blockchain networks and their key characteristics

Before examining the specific payment methods and protocols, it is important to first
understand the key characteristics of blockchain networks and their underlying technol-
ogy. Doing so will later enable us to select the most suitable blockchain network for our
use case and to design a protocol that is able to leverage the specific characteristics of
the chosen blockchain network.

Public decentralized blockchain networks typically operate under a similar principle:
A public blockchain is a distributed network of nodes that maintains a shared ledger of
transactions, which is updated and agreed upon by the network participants through a
predefined consensus mechanism. That ledger consists of fixed sized blocks of transac-
tions, which are cryptographically linked together in a chain, hence the name blockchain.
Dependent on the employed consens mechanism a new block is added to the ledger at a
specific intervals, which is typically referred to as the block time. With the addition of so
called smart contracts by Ethereum, modern blockchain networks are furthermore able
to store data and arbitrary code snippets in addition to simple account balances in the
shared ledger, which can then be jointly "executed" by the decentralized network and
therefore enable a variety of different applications and use cases. A blockchain network
typically has at least one native cryptocurrency, which is used to pay for transactions
and incentivize network participants to operate the nodes maintaining the network.
Through smartcontracts however, it is also possible to create further tokens, which can
also be equally transferred through the network. Especially interesting for our purposes
is the fact that these tokens can also represent real world assets, such as for example
fiat currencies. Such tokens are then referred to as stablecoins, of which a variety exist
on various networks with the largest projects being the US dollar equivalents "USDT"
and "USDC" [26][27]. Any individual or entity can "open" an account and identify
themselves on the network by generating a cryptographic asymmetric keypair and then
use their private key to sign transactions and authorize transfers of funds or other
system functions. This keypair identifying a specific account on the blockchain network
is also referred to as a wallet and is typically maintained by a wallet application which is
running on an user’s device. Today, there exist wallet application for almost any device
platform, including mobile phones, desktop computers and even dedicated hardware
wallets. In order to transfer funds from one wallet to another in the network, the user
usually first indicates the amount and recipient’s address in their wallet application
which then signs the corresponding transaction instructions using the wallet’s private
key and then broadcast the signed transaction to the network, which then in turn
verifies the signature and adds it into a new block which afterwards becomes part of the
immutable ledger section.

In order to differentiate in between different blockchain networks and evaluate their
suitability for our desired payment network implementation, it is important to under-
stand what characteristics could have what impact on the performance of a potential
payment network:
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* Block size: The block size refers to the maximum amount of data that can be
included in a single block of transactions and together with the block time dictate
a networks maximum transaction throughput. A larger block size allows for
more transactions to be included in each block. This means that a blockchain
with a larger block size can accommodate more transactions per block, increasing
its transaction throughput to a certain point until, with increasing block size,
the corresponding latency for nodes to synchronize regarding new blocks in the
network increases to a point the network becomes too prone to forks and orphaned
blocks, threatening finality of a potential payment network. In reality however, it
is not practicable to directly compare block sizes in between chains to determine
their transaction throughput, since different blockchains use different transaction
formats and therefore have different transaction sizes. We will therefore also
mainly refer to the transaction throughput of a network in terms of transactions
per second (TPS) later.

* Block time: The block time refers to the average time it takes to create a new
block in the blockchain and is typically linked to the chain’s underlying consensus
mechanism. Block time is usually measured in seconds or minutes. A shorter
block time means that new blocks are created more frequently. This results in
faster confirmation of transactions, as transactions become part of the immutable
section of the chain faster. However, similarly to block sizes, the lower bound for
block times is also dictated by the time it takes for nodes to synchronize and reach
consensus on the next block, which is why a too short block time can also lead to
a higher risk of forked chains and orphaned blocks.

¢ Transaction per second (TPS): The transaction per second metric is a direct
measure of the maximum transaction throughput of a blockchain network and
is directly linked to the block size and block time. The TPS can be calculated by
dividing the block size by the block time. This means that if a block can contain
1000 transactions and the block time is 10 seconds, the network can process 100
transactions per second. In the real world however, an actual TPS metric cannot
be statically calculated as transactions have varying complexity and block-space
requirements and block times are not constant.

* Consensus mechanism: The consensus mechanism is the underlying mechanism
that dictates how the network participants reach agreement on the next block
(hence, the set of transactions) to be added to the blockchain. The consensus
mechanism is therefore also directly linked to the block time and block size and has
an immediate effect on the transaction throughput of a network. Typically there are
two major types of consensus mechanisms, namely Proof of Work (PoW) and Proof
of Stake (PoS). In a PoW-based consensus mechanism, the network participants
(also referred to as miners) compete to solve a computationally intensive puzzle,
which is then used to determine the next block to be added to the blockchain,
while in the latter, a node has to "stake" a certain amount of native currency that
it risks losing in order to be able to be chosen to create the next block, which
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however is no longer compute-intensive. Today, Bitcoin remains the only major
blockchain network that still uses a PoW based consensus mechanism, while most
other networks have switched to a PoS based consensus mechanism. Further
modern blockchains possibly also employ a further development or hybrid of
existing consensus mechanisms, such as the Solana blockchain, which we will
examine in more detail later. The consensus mechanism is also directly linked to
the network’s security and decentralization, since it dictates the requirements for
a node to be able to participate in the consensus process and therefore also the
difficulty to maliciously attack the network.

¢ Finality/Confirmation speed: The finality or confirmation speed of a blockchain
network is the time it takes for a block (and its transactions) to be considered
final and irreversible. A long time until finality can be problematic for a payment
network, since it means that a merchant has to wait a long time until they can be
sure that a transaction is final and the funds are theirs.

¢ Transaction fees: Transaction fees (gas fees) are fees necessary to have a transaction
be processed and are typically paid by the sender of a transaction to the network
participants that are processing the transaction. Transaction fees are usually paid
in the native cryptocurrency of the network and are used to incentivize network
participants to operate the nodes maintaining the network. Typically transaction
fees dependent on the size of the transaction complexity in bytes and the current
network congestion and are therefore directly linked to how in demand block
space in the current block time interval is. Important to note is that transactions
are not guaranteed to be added to the chain and can be rejected by the network if
the transaction fee is too low or the network is too congested. The gas fee therefore
has an immediate impact on the feasibility of a blockchain as mainstream payment
network.

Table 2.1 illustrates the variance in above mentioned characteristics in between some
of the most popular blockchain networks today by exemplarily comparing Bitcoin,
Ethereum and Solana.

Table 2.1: Differences in blockchain characteristics of Bitcoin, Ethereum and Solana.

Property Bitcoin Ethereum Solana
Whitepaper pub. 2008 2014 2017
Intended Block Time 10min 12s 400ms

2022 Average TPS 5.6 13.5 4,652

Theor. Max TPS 7 Unknown 65,000
Consensus Mech. PoW PoS PoS + Proof of History
Finality: # of block confirmations 6 (60min) 64 (12.8min) 32 (12.8s)

Significantly noticeable is the Solana blockchain’s high transaction throughput and
low transaction fee compared to the other networks. Without going into too much tech-
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nical detail about the specific reasons for the apparent drastic advantage improvement
compared to other networks, the later proposed implementation will be based on the
Solana network, which is why it is worth characterizing the Solana blockchain a bit
further.

2.2.2 The Solana blockchain

The Solana blockchain is a relatively new blockchain network, which was first proposed
in 2017 by Anatoly Yakovenko [12] and launched in 2020. It’s native token is called SOL
and is currently ranked 9th in terms of market capitalization [28]. Similarly to Ethereum,
the Solana blockchain is a public blockchain that also supports smart contracts, however
unlike other