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Motivation

On paper...

Modern public blockchain infrastructure
supports high enough capacity for
mainstream payment volume...

Decentralization & Self-custody of funds

Higher degree of transparency
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.. with potentially orders of magnitude lower

transaction fees than Visa & Mastercard

Improved security through immutability

Greater financial inclusion
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State of the Art consumer payment solutions for blockchain tx TUT

Jd opennode

$100.00

Relevant Standards:

BIP 21 Ethereum ERC-681 Solana Pay
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State of the Art consumer payment solutions for blockchain tx TUT

Current interaction flow:

Jd opennode

Merchant Terminal ~ Customer Wallet Blockchain Network
& opennode
QR-Code with recipient
" & amount info
Parsing & Display, Transaction
serialization
User approval through Ul
“
— Pay Sign transaction
Send signed tx to blockchain
>
Relevant Standards:
Confirm successful transaction
BIP 21
Ethereum ERC-681 : :
Solana Pay [ Continuous checking for arrival of funds ;
| n | n | n n >
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Motivation & Problem T|.|T|
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Current crypto wallets are complex to
set up and funds only accessible on a
previously configured device
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Modern public blockchain infrastructure
supports high enough capacity for
mainstream payment volume...

... with potentially orders of magnitude lower Slow QR code-based payments &

transaction fees than Visa & Mastercard incompatible with current POS hardware
Users must have battery & service
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Problem Statement: Analysis & development of a tap to pay protocol TUT

How contacless mobile payments work

8= 87l bitcoin
S ‘ ethereum
T - I Feasibility v
analysis & “: Pay

development
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Tap to pay protocol for signing and sending
Fiat mobile and card-based contactless on-chain transactions for payment scenarios
payments widely adopted

230619 Haokun Zheng Bachelor’'s Thesis Kick-off Presentation © sebis 7



Potential approach: Divide classical wallet into two independent components: TUTI
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1. Universal Wallet Software 2. Physical NFC token/card or digital Apple
Generic wallet software compatible with Pay/Google Pay card — Cold wallet
any device _
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* Pin-encrypted public & private keys
Stateless & account-less transaction
staging & sending

_ _ = “Personalizes” & signs transactions
* Prepares to be signed transactions

from universal wallet terminal

* Sends off signed transactions = Signing happening on card/device ->

private key never leaves the cold wallet
* Functions as general-purpose
access point for blockchain networks
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Research questions TUT

RQ1: How do current fiat tap to pay payment methods work?

«Pay

RQ2: What are the current state of the art crypto payment methods?

Jd opennode bit?ay — Pay

RQ3: What are general functional requirements & critical security properties of any tap to pay payment
protocol?
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Research questions TUT

RQ4: How could a usable and secure tap to pay payment system be implemented for on-chain crypto
transactions?

= Potential platforms
= Hardware/software/security limitations
= Impact of chosen blockchain platform with regards to block-time/tx finality & consensus type

RQ5: How does the proposed tap to pay system compare to existing fiat tap to pay solutions and
cryptocurrency payment methods in terms of performance, security, and usability?

= Implementable functional feature set
= Speed & usability comparison
= Resistance against known tap to pay & cryptocurrency specific attack vectors
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Methodology TUT

Literature Application Design & Continuous Analysis &
Review of learnings Development iteration Evaluation
RQ1
RQ2 RQ4 RQ5
RQ3
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Rough Timeline TUT

Literature Review Start to draft & finalize thesis

RQ1

o

RQ3

o I
s E——
May 15t June 1st June 15st July 1t July 15t Aug 1st Aupg 15" Sep 1st Sep 15th
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