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Abstract

Decentralized Exchange (DEX) protocols enable users to utilize traditional exchange services
on blockchain networks like Ethereum. Automated Market Makers, such as constant function
market makers, are among the most popular ones, enabling the trading of digital assets
without intermediaries. However, although efficient and simple, they expose extractable
value, which can harm traders through attacks such as sandwiching. CoW Protocol has
emerged as an MEV-aware DEX that operates in a batch auction model. It aims to mitigate
Maximal Extractable Value (MEV) through two strategies: Uniform Clearing Price and
Coincidence of Wants (CoWs), which essentially is a form of securing liquidity through
peer-to-peer trading when possible.

In this thesis, we provide an approach to quantify CoWs, which can be generalized for
any protocol that operates in a batch auction model. We find that CoWs occurrence on the
CoW Protocol is negligible, thus providing little value in mitigating MEV. In contrast, when
we evaluate the strategy of CoWs on Uniswap V3 by performing a counterfactual analysis,
the liquidity secured via CoWs could account for typically 20% to 40% of needed liquidity.
Furthermore, we observe that the CoW Protocol primarily avoids sandwich attacks using
private channels to submit the batches.
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1 Introduction

Blockchain technologies have emerged as a way to eliminate intermediaries. They have
promised security guarantees. However, a novel phenomenon called Maximal Extractable
Value (MEV) exploits the economic incentives of the blockchain to make additional profits
at the cost of users and protocols. MEV refers to the profit that can be made by privileged
entities such as validators (previously known as miners) by including, reordering or censoring
transactions in the block [1]. With more than $600 million realized in MEV profit only on the
Ethereum blockchain, MEV has become a momentous topic in the blockchain ecosystem [2].

The primary source of MEV originates from Decentralized Finance, also known as DeFi
[3]. DeFi is a set of financial services that do not rely on intermediaries such as banks. An
example of DeFi is Decentralized Exchanges (DEXs), marketplaces that enable the exchange
of various digital assets between different parties. They are usually implemented as constant
function market makers (CFMM) using smart contracts [4]. One of the CFMM models is the
constant product market maker (CPMM). The CPMM states that the product of the amount of
assets X and Y within a pool must remain constant before and after the trade. Since the prices
of assets are determined algorithmically, the position at which the transaction is executed in
the block can play a role in the amount of assets the user receives from the trade. When the
demand for one asset increases, so does the price.

The emergence of DeFi services has fuelled the growth of MEV activities. Similar to
regular transactions, DeFi-related transactions are not executed immediately but are initially
sent to the pending transactions, i.e., mempool. Scripted bots exploit these transactions to
capture MEV opportunities. These opportunities are captured by taking advantage of the
algorithmic approach of pricing the traded assets. For instance, sandwich attacks occur when
the adversary observes a large volume of trade and places one transaction before and another
after the victim’s transaction. The first transaction is used to purchase the same asset the
victim intends to buy, thus increasing the price and causing the victim to pay more than their
initial intention. Subsequently, the second transaction is used to sell the asset when its value
is high.

In addition to the risk of user loss of assets, MEV can lead to centralization [5]. A large
portion of the profits from such attacks goes to the validators. Validators that engage in
MEV activities have an additional stream of revenues on top of the block rewards. They
can use the revenues to build sophisticated tools to extract more MEV. As their revenues
significantly increase compared to other peers, they become the primary entities to propose
blocks, resulting in centralization [6]. With the arrival of Proof of Stake in the Ethereum
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blockchain, MEV becomes more threatening as proposers of the blocks are known in advance
for the following 32 blocks.

To combat MEYV, several solutions have emerged from the academy and industry. Flashbots
! has built private channels to protect users by allowing them to include transactions in the
block without going through the mempool. However, private transactions do not necessarily
lead to better settlement compared to publicly sent transactions [7]. In addition, their product
mev-boost, has been criticized for being a centralized infrastructure [2] [8]. 90% of Flashbots
blocks come from two block builders, which shows that centralized entities heavily dominate
the network [2].

MEV-aware application design is a new class of MEV mitigation solutions [5]. Among
the implementations of this approach is the CoW Protocol, which serves as a meta DEX
aggregator to protect users and mitigate MEV. CoW Protocol was released in April of 2021
and has surpassed 20 billion USD in trading volume [9]. The protocol operates in a batch
auction model, where trades involving the same asset in the batch have uniform clearing
prices. Thus rendering the order of trades irrelevant within the batch. In addition, they
employ a strategy called CoW (Coincidence of Wants) that settles opposite trades peer-to-peer
instead of interacting with a DEX (Decentralized Exchange). As a result, the trades that are
settled via CoWs cannot be exploited for MEV opportunities.

Motivation

In recent times, there has been a growing interest in MEV-aware application design as an
innovative means of addressing the challenges posed by MEV. The CoW Protocol stands
out as a pioneer, representing one of the earliest implementations of such solutions, with
ambitious objectives at its core. Currently, the research on the impact of the CoW Protocol is
scarce. Thus, it is important to assess the CoW Protocol’s impact and ascertain whether it can
yield better results compared to current approaches.

Furthermore, beyond the protocol itself, the strategies it employs, particularly those bor-
rowed from economics, such as the Coincidence of Wants (CoWs), present a compelling
opportunity for exploration. If proven successful, these strategies hold the potential for
broader adoption by other DEXs.

Aim and Objectives

The aim of this thesis is to objectively analyze and evaluate the CoW protocol regarding
Maximal Extractable Value mitigation and user protection.

1a research and development organization that aims to mitigate the external negativities that arise from MEV
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To achieve the aforementioned aim, we have defined the following objectives:

01 Conduct a literature survey on current approaches to mitigate MEV.

02 Understand the mechanics of CoW Protocol and how it differentiates from conventional
DEXs such as Uniswap.

O3 Develop a methodology for quantifying the Coincidence of Wants (CoWs).
04 Implement the developed methodology to quantify CoWs on the CoW Protocol.

O5 Evaluate the strategy of CoWs on a DEX with a higher trading volume than the CoW
Protocol.

06 Investigate the occurrence of sandwich attacks within the CoW Protocol.

07 Measure the usage of private channels to submit the batch by the CoW Protocol.




2 Background

This chapter introduces the foundation knowledge required to follow with the rest of the
thesis. The Ethereum blockchain and its recent developments are briefly outlined, along with
the fundamental concepts such as accounts, transactions, gas, smart contracts and logging.
In addition, the chapter presents decentralized exchanges (DEXs) as one of the applications
of blockchains. As part of DEXs, the various approaches to handle liquidity, particularly
Automated Market Makers (AMMs) are explored. Lastly, we introduce the phenomenon of
Maximal Extractable Value (MEV) and the most common types of MEV. The risks that arise
from MEV are discussed.

2.1 Ethereum

Ethereum is a decentralized, permissionless ledger implemented as an append-only data
structure to ensure tamper-resistant data [10]. It enables cryptocurrency transfers and the
execution of smart contracts. The network consists of distributed peer-to-peer nodes. For a
user to execute a transaction on the Ethereum blockchain, it broadcasts to its neighbor peers
until it propagates to the whole network. Since the transactions are not executed immediately,
they are kept in the mempool and wait to be picked by a validator (previously known as
a miner). The role of the validator is to construct a block from the set of unconfirmed
transactions in the mempool. They have unilateral rights in ordering the transactions of
the block they construct. The default ordering strategy is descending order by fees that the
user has set. Transactions are removed from the mempool once they are included in the
blockchain.

Ethereum 2.0

Until September 2022, the Ethereum blockchain used the battle-tested Proof-of-Work (PoW)
consensus mechanism. The community decided to switch to the Proof-of-Stake mechanism as
it consumes less energy, is more secure and allows space to implement scalable solutions [11].

There is a crucial difference in who proposes the next block between PoW and PoS Sybil
control mechanisms. In PoW, block proposers are not known in advance. The next block
proposer becomes the first miner to solve the complex puzzle. Solving the puzzle depends on
hash power and randomness. In other words, it is non-deterministic. In PoS, block proposers
are chosen from a random algorithm RANDAQO. The RANDAO is deterministic for each
epoch. This means that the proposers for the following 32 blocks are known.
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Accounts

Ethereum has two types of accounts: externally owned accounts (EOA) and smart contracts
[10]. Creating an externally owned account incurs no cost and EOAs are managed by an
entity that holds its private key, whereas creating a smart contract incurs cost and the code
manages them. Both types of accounts can store, send or receive ETH. In general, EOAs can
send transactions in any condition compared to smart contracts, which can send a transaction
only in response to a received transaction. Smart Contract can be associated with their public
key address. Every account has four properties: nonce, balance, storage root and code hash
[10]. The nonce represents how many transactions the account has sent and the balance shows
how much WEI the account has.

Transactions

Transactions are one of the most important aspects of the Ethereum blockchain. A transaction
represents a cryptographically signed instruction [10]. Transactions can be initiated only by
the EOAs and contain specific instructions that are executed on the Ethereum Virtual Machine.
Transactions are signed with the private key of the sender. A transaction can involve a simple
transfer of Ether to another account, the invocation of a smart contract or the deployment of
a smart contract.

Blocks

The blockchain grows by appending blocks to existing ones with the property of being
cryptographically secure [10]. Each new block references the hash of the previous block and
in this way, it forms a linked list. New blocks are added on average every 12 seconds. The
block consists of the header and the body. The header contains metadata such as the time
when the block was added, the gas used, the previous block’s hash, and the network’s state.
Blocks contain strictly ordered transactions that change the state of the blockchain. The figure
2.1 illustrates the block structure and how they are linked to form the blockchain.

Smart Contracts

Smart Contracts extend the ability of simply sending blockchain transactions to perform
complex operations. This bit is what distinguishes the Ethereum blockchain from Bitcoin. A
smart contract is a piece of code that lives on blockchain and has its state. As mentioned earlier,
smart contracts are Ethereum accounts with a balance that can send or receive ETH. They are
programmable, meaning one can enforce certain conditions that a transaction should fulfill
to be executed successfully. A smart contract is deployed by issuing a transaction. Similarly,
one can trigger functions that are defined in the smart contract by issuing transactions. A
transaction is either executed entirely and the state in the blockchain changes or reverted in
case a condition is not met. When reverted, the state remains the same as before the execution
of the transaction. One crucial characteristic of smart contracts is their immutability. Once a
smart contract is deployed, no changes can be made.
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Figure 2.1: Blockchain Structure

Gas

In order to prevent network misuse and lower network traffic, any computable activity in
Ethereum blockchain requires gas to be executed [10]. The transaction fees are calculated as
the product of the gas price and the gas used. Ethereum has its own native currency, Ether.
Most of the transactions are denominated with a sub-denomination of Ether called GWEI for
the convenience of calculating the cost of transactions.

Before EIP-1559, blocks had a fixed space. This resulted in a poor user experience as
users had to wait for the network traffic to reduce to interact with the blockchain. EIP-1559
changed the gas fee structure based on network traffic [12]. A transaction fee consists of a
base fee and an extra fee. The base fee is the minimum gas price calculated automatically
based on Ethereum block space demand. The base fee is burned and serves as a deflationary
mechanism [12]. The extra fee, also known as the priority fee, can incentivize the validator to
include the transaction in the block they construct. The higher the priority fee, the faster the
transaction is included in the blockchain.

transactionFee = (baseFee + extraFee) x gasUsed

ERC-20

Asset tokenization represents the process of adding new assets to the blockchain. There are a
variety of assets, such as governance, security, stablecoins, etc. The ones that have found the
most applications are fungible tokens. Fungible tokens are digital assets and work similar
to currency. Meaning another equivalent token can replace them. In order to manage these
tokens conveniently and increase the interoperability between smart contracts, a standard
called ERC-20 is introduced [13]. The smart contract that wants to behave like an ERC-20
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should implement specific methods. These methods include transfers of tokens between
accounts, checking the balance of tokens for an account and allowing an account to spend
tokens on behalf of another account.

Events and Logging

Smart contracts provide logging capabilities similar to other programming languages to debug
or trace a program. Logging capabilities in smart contracts are implemented in the form of
events. The main use cases include debugging a smart contract for specific variables and
observing for state changes in the blockchain. There are two types of parameters: indexed and
non-indexed. Indexed parameters are searchable, whereas non-indexed are not searchable.
An example of an event is presented on 2.1

Listing 2.1: Ethereum Blockchain Event

event transfer(
address sender,
uint256 indexed receiver,
uint256 indexed amount

Function Signature

Smart contract functions are identified by the first four bytes of the Keccak hash of the
function signature, excluding the variable names of the function [14]. For instance, for the
transfer function with signature function transfer(address to, uint256 value), its signature is
calculated by keccak256(transfer(address,uint256)). Thus, one can identify which smart contract
function was executed by comparing the log data to the function signature.

2.2 Decentralized Finance

With the rise of the popularity of blockchains, Decentralized Finance (DeFi) has emerged as
one of the applications of blockchains. Traditional finance depends on intermediaries such as
banks and exchanges. In contrast, Decentralized Finance, also known as DeFi represents a set
of financial services that do not rely on intermediaries. As of April 2022, around 75 billion
dollars are locked in DeFi applications [15]. DeFi ecosystem is built on top of the blockchain
where most of the financial services are hosted on Ethereum, thus leveraging some of its
properties such as transparency and permissionless [15]. Anyone can transact with DeFi
financial services. Most DeFi applications are built as a protocol consisting of a set of smart
contracts. DeFi applications are non-custodial. This means that the users at all times have
control of their assets. The DeFi space is becoming more complex due to the composability of
the applications within the space.
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2.3 Decentralized Exchanges

Decentralized Exchanges are distributed exchange centers that enable the exchange of a
variety of assets between different parties [15]. They offer services similar to traditional
finance, but they are decentralized. This means there is no central authority to overview and
manage the transactions.

There are different forms to achieve liquidity for the trades. Typically, an entity called
a market maker creates the conditions for a trade to occur and is implemented as a smart
contract. Since smart contracts live on the blockchain, DEXs inherit blockchain properties
such as privacy, transparency and security. In addition, DEXs provide the following benefits:

The traders of DEX should not undergo any process such as KYC (Know your customer),
thus keeping the identity of traders safe.

All trades are recorded on the blockchain and are easily verifiable.

DEXs implemented as smart contracts can be audited and inspected for correctness.

Since the execution is bound to the specifications of the smart contract, traders are
guaranteed that their trades will execute as intended.

Limit Order Book

One of the earliest forms of managing liquidity is called a limit order book, which is also
used in centralized finance. A great example of leveraging order book are the two popular
centralized exchange centers, Binance and Coinbase. Order book collects the orders from the
sellers and buyers, respectively, their bids and asks. In this case, the market maker would
check for a match between a bid and value. If there is a match, the trade will take place.
Otherwise, they must either wait for a matching trade or alternatively adjust their price to
match with existing trades. The main disadvantage of this approach is the slow execution of
the trade.

Automated Market Makers

Automated Market Maker is the essential algorithm that facilitates the trades in a decentralized
exchange. It enables users to trade assets without involving a third party in deciding on
market prices. In addition to the benefits of decentralization, AMMs provide instant asset
transfers as long as there is liquidity in the pool.

The liquidity that is managed by AMMs is provided by entities called liquidity providers.
They are incentivized to provide liquidity as they get a fraction of the fees from the trade.

One of the most famous types of AMMs is constant product market maker (CPMM). CPMM
states that the product of the amount of assets in the pool should remain constant before and
after a trade (x*y=const). By pre-defining algorithmically the amount of assets that should
go in and out during trade so that the constant amount is preserved, CFMM determines the
asset’s price. The more an asset is demanded, the higher the price.
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A trading pool with x ETH tokens and y USDT tokens is considered. The exchanging
process of respective tokens is described with equation 2.1.

x -y = const (2.1)
The traded amount of ETH tokens is Ax and Ay for USDT tokens, respectively. The equation
2.1 can be rewritten accordingly:
(x + Ax) - (y — Ay) = const
x+Ax  x+Ax

Ay =y

Alice

O==C) ©—®
50 ETH 20 USDT - 40 ETH 25 USDT
| Y

State before trade: State after trade:

Buys 10 ETH
(50 - 20 = 1000) Sells 5 USDT (40 - 25 = 1000)

Figure 2.2: CPMM Trade: Before and After

Figure 2.2 shows how the product of the amount of assets in ETH/USDT pool, which is
1,000, is preserved after a trade takes place. In this example, the trader takes out (buys) 10
ETH from the pool and puts in (sells) 5 USDT.

Uniswap

Uniswap is one of the first and most popular decentralized exchanges. Most digital assets
are traded using centralized exchanges such as Coinbase and Binance. Uniswap surfaced
as a DEX to enable the exchange of digital assets without intermediaries. Uniswap has
popularised the constant product market making and has strongly impacted the decentralized
finance space as many other projects, such as Sushiswap and Pancake, were a hard fork of
Uniswap. Uniswap has launched three versions, with the third version currently having the
largest trading volume [16]. The monthly trading volume of Uniswap V3 during this year
typically ranges from 10 to 20 billion USD [16].

2.4 Maximal Extractable Value

Maximal Extractable Value (MEV) refers to the profit that can be made from reordering,
censoring or inserting transactions in a block. This term was initially introduced by Daian et
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al. in [1] in 2019. In theory, MEV is only available to be extracted by validators since they
are the only ones to build the blocks that contain MEV. However, in practice, other entities
known as searchers participate in extracting the MEV. Searchers look at the mempool for MEV
opportunities and run complex algorithms to detect whether any of the transactions could be
profitable. The whole process could be run automatically using bots to submit transactions.

Although searchers are the main players involved in the extraction of MEYV, it is beneficial
for validators (miners). Seachers must pay a transaction fee (gas fee) to ensure their profitable
transaction is included in the block. Usually, this fee is higher than a typical transaction
and can be up to 100% value of the MEV [6]. This is mainly caused by the omnipresence
of generalized bots that detect the same profitable opportunity and try to outbid each other
in gas fees to include their transaction first in the block. This phenomenon is known as a
bidding war, leading to increased gas fees [1].

Front-running

Front-running can occur in different cases. A common one is when an adversary finds
a profitable transaction in the mempool. The adversary creates a copy of the profitable
transaction by setting the beneficiary’s address to the adversary’s address. In the end, the
adversary provides a higher gas fee to place the transaction close to the beginning of the
block. Alternatively, they can submit the transaction faster using private channels.

Qin et al. distinguish two types of front-running: destructive front-running and tolerating
front-running [2]. Destructive front-running causes the failure of the transaction that it
front-runs. Whereas tolerating front-running ensures that the transaction that it front-runs
does not fail.

Back-running

As opposed to front-running, back-running occurs when an adversary detects a beneficial
opportunity that would be created after a transaction is executed. These transactions can be
price oracle updates or a transaction that put the decentralized exchanges in an imbalanced
state. Then, the adversary would place a transaction after to seize the opportunity created.

Sandwich Attacks

Due to the transparency that characterizes the mempool, entities can monitor transactions
and perform a more complicated attack called the sandwich attack. The attack occurs when
the adversary observes a large trade that involves buying an asset that can cause a change in
the exchange prices. The adversary crafts two transactions in a way that one is placed before
the victim’s transaction and the other after. The purpose of the first transaction is to buy the
same asset that the victim is buying at a lower price and drive the asset’s price. This leads to
an increase in slippage when the victim’s transaction is executed and causes a worse deal for
the victim. The sandwich attack is completed by selling the original asset at a higher price
than initially bought. Figure 2.3 illustrates an example of a sandwich attack.

10
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Ethereum block
i ¢ | attacker's victim's attacker's | |
! tx1 tx2 tx6 tx7 !
| P tx3 tx4 tx5 P |
Buy ETH Sell ETH
at higher price

Buy ETH
at higher price

Figure 2.3: Visualizing a Sandwich Attack

Sandwich attacks, compared to front-running attacks are not executed atomically. As a
result, they are more complex to perform since any disorder of the transactions may lead to
loss of assets for the attacker.

Time Bandit

While the above attacks aggravate the ideals of the Ethereum blockchain, they do not have
as destructive an effect as time bandit attacks. Time bandit attacks involve reordering of
confirmed blocks to capture the uncaptured MEV opportunities in the previous blocks or,
even worse, to steal the already captured MEV. Performing a time bandit attack requires a
large amount of resources. However, the adversary can subsidize the cost of such an attack
with the MEV’s profit. Julien Piet et al. identified four blocks during a period with sufficient
MEV profits, which could incentivize large miners to carry on time-bandit forking attacks
[17].

Arbitrage

Arbitrage is the occurrence of an asset being traded at different prices at different exchange
centers. Arbitrages are the result of inefficiencies of the exchange centers to synchronize
among them because every trade in a CPMM causes a change in the price of the assets that
are being traded. Arbitrage involves buying an asset at a lower price in one exchange center
and simultaneously selling it at a higher price in another exchange center to profit from the
price difference. The acts of arbitrage are considered benign since they aim to synchronize
the prices among different markets and reflect the actual price of an asset [8].

11
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In [2] Qin et al. define two strategies to perform the capturing of an arbitrage opportunity:

* Block State Arbitrage - The arbitrageur constantly monitors new blocks and looks for
created opportunities from the new block

¢ Network State Arbitrage - The arbitrageur constantly monitors transactions in the
mempool for a large trade and then attempts to back-run the transaction to take
advantage of the opportunity

Liquidations

One other crucial aspect of DeFi involves lending protocols. They enable the borrowing and
lending of assets without the involvement of a third party. The most known protocols are
Aave and Compound [18]. The three main entities in these protocols are liquidity providers,
borrowers and liquidators. Liquidity providers are depositors who earn interest by providing
liquidity [18]. The liquidity is stored and managed by a smart contract. On the other hand,
borrowers can take loans by paying a certain fee and providing collateral. The collateral role
serves as a security mechanism in case the borrower does not return the borrowed assets.
Typically, the collateral is over-collateralized, meaning the user must provide 1.5 times the
worth of the asset they borrow. As the price of the assets changes over time, so does the value
of the collateral. In case the value drops a certain threshold, the loan is marked as unhealthy
and anyone can liquidate it. Once a loan becomes liquidatable, liquidators are incentivized
to pay back the assets borrowed by the borrower. In return, they receive the collateral the
borrower provides at a discount price.

As liquidations are profitable operations, searchers constantly either monitor the state of
the blockchain for liquidatable loans or the mempool for transactions that contain instructions
that close a liquidatable position. In fixed spread-based liquidations, the person who first
closes a liquidatable position receives the discount. As a result, these transactions are often
targeted by MEV attacks such as front-running [2]

Risks

In [5] Yang et al. have compiled a list of risks that come from the MEV:

* Loss of funds - As mentioned before, sandwich attacks can exploit user orders. Leaving
users with much worse deals and loss of funds. Ethereum Blockchain aims to provide
a fair and secure place for traders. However, attacks like the above can prevent the
adoption of Ethereum applications such as decentralized finance.

¢ Consensus destabilization - Network congestion caused by bidding bots can increase
the time of the inclusion of a transaction in a block and increase gas prices. In addition,
block rearrangement to capture the uncaptured MEV can be destructive for the whole
blockchain.
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¢ Centralizing force - As MEV renders high profits, validators that are better at extracting
MEYV can sophisticate their tools to extract MEV, thus creating an advantage against
other validators. They can increase their odds of proposing new blocks as their revenues
improve. The more blocks a single validator proposes, the higher the chances they
become a centralized force to decide which transaction to include on the blockchain.
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This chapter compiles, organizes, and describes techniques and approaches for both protecting
against and mitigating Maximal Extractable Value (MEV). It covers academic and industry
approaches. Initially, it introduces the approach taken to find the resources. Then, it
categorizes the solutions into base layer, infrastructure level and MEV-aware application
design.

3.1 Systematic Literature Review

A comprehensive literature review follows a systematic approach using two primary search
engines: Google Scholar and ArXiv. The main keywords and their synonymous counterparts
derived from the research questions have been identified. The core search terms contain titles
and documents’ bodies are listed in 3.1. They are categorized into synonyms related to the
mitigation process, terms relevant to the subject of interest and generic concepts that pertain
to the topic and facilitate the research. The search is refined by using the stem words with an
asterisk (*) to account for the variable word endings.

Once the search term list is compiled, it is possible to create the search algorithms. The
queries are created by linking the search terms using Boolean operators, customized individu-
ally for each search engine to align with its unique characteristics.

Example of query

Query 1: all in title (("Maximum Extractable Value" OR "MEV" OR "Sandwich Attacks*") AND
("mitigat*" OR "reduct*" OR "eliminat*" OR "protect*"))

Query 2: all:("MEV" OR "Maximum Extractable Value" OR "Sandwich Attacks") AND
ti:("mitigation" OR "reduction” OR "elimination")

3.2 Base Layer Solutions

Proposer Builder Separation (PBS)

It is a strategy to mitigate MEV at the blockchain base layer [6]. One of the main reasons
adversary attacks happen is the validators” power. They are in charge of both block buildings
and arranging the transactions in the block. Due to this power and the high earnings from
MEYV, validators may be tempted to change the order of transactions in the block. PBS aims to
reduce the power that validators have by separating the proposal of blocks from building the
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Keywords Stem words
mitigation mitigat*
C(?r}cepts that e?<p1§1n reduction reduc*
mitigation and its inherent
nature elimination eliminat*
protection protect®
MEV MEV
Object of interest and . .
. 1 Maximum Extractable Value Maximum Extractable Value
concepts associated with it
Sandwich Attacks Sandwich Attacks
Other concepts to advance the ~Blockchain Blockchain
research in MEV mitigation Ethereum Eth*

Table 3.1: Search terms and keywords

blocks. This is done by introducing a new entity, named block builders, in charge of building
the blocks and the order of transactions in the block. In contrast, the validators continue to
propose blocks.

FairBlock: Preventing Blockchain Front-Running with Minimal Overheads

FairBlock is an encryption-based solution to prevent the risks that arise from front-running
[19]. This approach uses identity-based encryption to disclose the transactions” information.
Compared to similar solutions, FairBlock reduces the overhead of the shared keys used to
decrypt transactions. The total number of keys only depends on the number of members of
committees and not on the number of transactions [19]. Thus, it scales linearly regardless of
number of transactions.

3.3 Infrastructure Solutions

Flashbots

Flashbots is a research and development team that aims to reduce the negative externalities
of the Maximal Extractable Value (MEV) [20]. They provide a permissionless infrastructure to
extract MEV. They have set three objectives to achieve their aim: illuminating the dark forest,
democratizing extraction and redistributing the benefits [20].

INIluminate the dark forest: MEV is opaque to everyday users who do not possess advanced
knowledge of smart contracts. In order to increase awareness and reduce the information
asymmetries in the community, Flashbots has built a tool named mev-inspect that quantifies
MEV. More concretely, by analyzing the transactions on the chain, they provide data on the
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profits generated by MEV and the type of MEV attacks performed. Thus, the promise of
transparency can be kept by illuminating the dark forest.

Democratize Extraction: Flashbots holds the view that anyone should be able to extract
MEYV, not only the validators with enormous stakes. mev-boost is one of the products they
have built and has found significant adoption by the validators.

Redistribute profits: The profits that MEV generates are disproportionally distributed
among the entities in the blockchain. The benefits should be shared fairly to provide a fair
ecosystem for all entities.

MEV-boost

MEV-boost is a middleware that runs as a side-car implementation in the beacon node of
the validators [21]. It is used to outsource the construction of the blocks to block builders.
It enables validators to capture an additional stream of revenue. Until Proposer Builder
Separation (PBS) is implemented in the core of Ethereum, MEV-boost can serve as an
intermediate solution with less decentralization. It essentially separates the role of block
proposing from block construction by introducing a new entity of block builders whose sole
purpose is the construction of Ethereum blocks and the maximization of MEV extraction in
these blocks. Thus, it reduces the risk of centralization of validators.

— Ethereum Network & Mempool
Searchers Private
[ (Bundles) Orderflow

|

Consensus Client &
Validator

Execution Client

— Y
mev-boost <—{ Relay Builder UJ

Figure 3.1: The overview design of mev-boost.

In order to facilitate the communication between the validators and block builders, a new
entity called a relay is introduced and is placed between the two. The beacon node owner
can configure a list of relays they want to interact with. The role of the relay is to prevent the
submission of invalid blocks or DOS attacks that can come from block builders. In addition,
it ensures the block builders that their block content will be revealed to the validators once it
is guaranteed that it will be included on the blockchain.
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Block builders can construct their blocks from the transactions in the mempool and exclusive
orderflow. The exclusive orderflow refers to transactions sent exclusively to a builder or
set of builders without going into the mempool. One relay is connected to multiple block
builders and forwards the block that contains the highest bid to the validators. Ultimately, the
validators pick the block with the highest bid from all relays configured in their beacon node.

Flashbots Protect

It offers MEV protection for users who add Flashbots Protect’s RPC endpoint to their wallets
[20]. Transactions submitted using this endpoint circumvent the mempool. This protects
users from front-running, back-running or sandwich attacks, as searchers cannot exploit the
transactions. In addition, the user has to pay gas fees only if the transaction is executed
successfully. In order to improve the efficiency of submitting the transactions, Flashbots
Protect may send transactions that involve direct ETH transfers and approvals to the public
mempool because there are no MEV risks associated with performing these actions.

MEYV Blocker

MEYV Blocker is a tool that was built in collaboration with CoW Protocol, BeaverBuild and
Agnostic Relay [22]. It primarily protects the users from front-running and sandwiching
attacks [22]. In addition, it protects the users from NFT trades and Just-In-Time Liquidity
attacks. To protect against MEV using this approach, users must add the MEV Blocker’s
RPC method to their wallets. The transaction issued using this RPC ends with a network of
searchers competing to win the right to back-run the transaction. It is worth mentioning that
searchers can only perform back-running, not front-running or sandwiching.

It is one of the first tools that give back to the users a portion of the MEV that is generated.
Besides the benefit of protecting the users’ transactions from MEV attacks, the tool gives back
90% of MEV generated from their transactions [22]. This amount is paid as an additional
transaction within the same block. The transaction is submitted via an order flow.

MEV-share

MEV-share is one of the Flashbots” products that captures the MEV generated by users’
transactions and gives it back to them [20]. It can be viewed as an extension of mev-boost,
which facilitates the communication between searchers and bundlers, mev-share instead does
it for searchers and users. It uses programmable privacy that enables users to share their
data selectively. Users to receive the profit should connect their wallet to the Protect RPC or
send the transactions privately to the matchmaker via the APIL. They can customize which
transaction fields can be shared with searchers.

Matchmaker is a service that Flashbots operate and its primary role is to match users’
transactions with searchers” bundles [20]. It sends the bundles to the block builder with a
validity condition that ensures the bundle is valid only if the users are paid back.
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Eden Network

Eden Network provides three products similar to Flashbots products to mitigate externalities
that come from MEV [23]. These three products include Eden RPC, Eden Relay, and Eden
Bundles. Eden RPC is akin to other RPCs mentioned in previous sections. Eden Relay enables
validators to maximize their profits. Lastly, Eden Bundles provides the infrastructure for
searchers to submit their bundles.

SUAVE

SUAVE is another Flashbots project currently in development. It stands for Single Unifying
Auction for Value Expression. SUAVE represents a network that can serve as plug & play
mempool and a decentralized block builder [24]. It is blockchain agnostic and aims to benefit
all entities, from validators to builders to users. It does the sequencing of transactions before
they are executed on the blockchain.

The fundamental idea behind SUAVE is the concept of preferences. Preferences represent
users’ intent, such as direct transfer or swap of assets. SUAVE enables the expression,
execution and settlement of preferences in a decentralized manner. This is achieved through
the following components: preference environment, execution market and decentralized block
building [24]. The preference environment provides privacy and a more complex expression
of transactions. The execution market consists of executors who compete in an auction to give
the best possible price to users. Lastly, the decentralized block-building component receives
the preferences and tries to maximize the MEV.

Blockchain MEV minimization solution with price guarantee reward

It is a paper by Pillai et al. that aims to improve the trust assumptions that are set on PBS
[25]. They introduce weaker trust assumptions by setting up incentive schemes based on the
behavior of the entities. The paper proposes a price-reward incentive scheme to overcome the
trust assumptions with relayers. As part of the trading, the user specifies their slippage. On
the other hand, the protocol adds a reward scheme for block builders that are able to satisfy
the slippage set by users. A percentage of the profit from settling the users” orders above the
slippage is returned to block builders. The overall goal is to incentivize block builders to
protect users’ trades as they are not in a position to protect themselves.

3.4 MEV-aware Application Design

Complete Mitigation of Maximal Extractable Value Attacks

CoMMA Protocol is a proposed solution that addresses the problem of exploitation of
transactions that end up in the mempool by establishing an order queue [26]. It is a two-stage
protocol. The user initially issues a transaction to the decentralized exchange to express
their intention to place an order. Once the transaction is included in the block and executed,
the decentralized exchange issues an order token to the user. This order token specifies the
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position of the order to be executed. Then, the user places the order using the issued token.
The user’s order will get executed when it is their turn. This approach does not allow for
arbitrary ordering of transactions to be executed in the DEXs. Instead, it enforces the ordering
based on the order token. Thus disabling the adversaries to reorder the user’s transaction
and perform MEV attacks.

Hashflow

Hashflow is a decentralized exchange available on the Ethereum blockchain that does not
incur any slippage [27]. Compared to most DEXs that leverage the Constant Function Market
Maker to settle the trades, Hashflow follows a different approach. It uses a mixture of on-chain
liquidity and off-chain RFQs. Hashflow collaborates with market makers that use off-chain
pricing methods that take into account past asset pricing, real-time market conditions and
volatility [27]. As a result of off-chain pricing, the user receives the quoted price.

Hashflow acts as the middleman between traders and market makers. A market maker
offers a quote price to the trader who decides to accept it. The protocol ensures that market
makers cryptographically confirm the quotes. Giving the users the quoted price protects their
trades from front-running and sandwich attacks.

FairTraDEX: A Decentralised Exchange Preventing Value Extraction

FairTraDEX is a DEX protocol based on Frequent Batch Auctions [28]. It uses cryptography
techniques such as zero-knowledge proofs, commit and reveal schemes. All users who want
to participate must register to submit an order. The number of registered users should
increase for the order information to be confidential. They claim that when enough clients are
registered, the Nash equilibrium is achieved and as a consequence, the trades are executed at
the market prices [28].

It is comprised of three phases: commit, reveal and resolution. Commit and reveal phases
are used for users to commit the hashed orders and reveal their orders. The market makers
hash their prices and are forced to adhere to them through an escrow. On the other hand,
when users submit a transaction on the blockchain, they typically reveal their trading volume.
To address this concern, in FairTraDEX users’ orders are routed through relayers that do not
disclose users” information. Finally, the resolution phase is used to settle all the orders with
uniform clearing prices.

Eliminating Sandwich Attacks with the Help of Game Theory

It is a paper that introduces an interesting approach to combating MEV using game theory
principles [29]. One of DeFi traders’ burdens is setting slippage for their trades. In cases of
low slippage, trades may fail and in cases of high slippage trades are more likely to be prone
to MEV attacks. This paper provides an algorithm that sets a slippage for trades, taking into
account trade size and pool circumstances. Based on their evaluation, the algorithm outputs
a slippage that performs better than the auto slippage set by decentralized exchanges.
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Analyzing and Preventing Sandwich Attacks in Ethereum

It is a Bachelor’s thesis where the author proposes and implements order splits as a mitigation
strategy for sandwich attacks [30]. The main idea revolves around rational attackers perform
sandwich attacks only if the profit of such an attack is greater than the cost of transactions’
gas and AMM fees. Given these assumptions, an order can be split into smaller parts, making
sandwiching of smaller parts impossible. It uses mathematical reasoning based on AMM fees,
slippage tolerance set, trade volume, and reserves of the pools to generate the input amounts
for split orders that prevent sandwich attacks [30].

Order but Not Execute in Order

It is a paper that explores the Frequent Batch Auction (FBA) with batch order-fair atomic
broadcasting [31]. Order manipulations are a widespread issue in blockchain-based exchanges.
FBA ensures the uniform clearing price, meaning all trades in the same batch are settled
simultaneously. They argue that FBA alone is insufficient to mitigate MEV as it only prioritizes
price fairness [31]. Meanwhile, order-fair atomic broadcasting ensures that a transaction
received by the majority of parties first will be ordered before the other transactions.

A2MM: Mitigating Frontrunning, Transaction Reordering and Consensus
Instability in Decentralized Exchanges

A2MM is a paper that proposes a MEV mitigation strategy [32]. Transactions that interact
with DEXs expose MEV. As a result, MEV attacks such as arbitrage happen that try to
synchronize the asset prices among different DEXs. The main idea behind the paper is
that transactions that interact with DEXs should not expose MEV. Transactions, in general,
allow other operations to be executed atomically besides the swap of the assets. Thus,
these operations can be used to bring the DEXs to an equilibrium state where arbitrage
opportunities are not present. Operations can include two strategies: atomic arbitrage and
routing.

Atomic arbitrage is the strategy that after performing the trade, an additional operation is
performed to bring all the DEXs into the equilibrium state. In contrast, the routing strategy
assumes that there are only two DEXs, Uniswap and Sushiswap. It splits the trade into two
equal parts and executes the two half parts in two DEXs. As the two DEXs determine the
price assets algorithmically using CFMM, they end up in the same state. Thus, it removes the
need for arbitrageurs to synchronize the prices.

81% of the transactions that are executed on A2MM perform arbitrage or routing [32]. As a
result, around 10,675 ETH has been extracted from the strategies of arbitrage or routing. This
reduces the AMM fees up to 90% for the users [32].

A2MM also reduces the chances of a trade being sandwiched. For a trade to be sandwiched,
the inputs of the trades should be worth more than a threshold called MVI (Minimum
Profitable Victim Input) [32]. Otherwise, the attack would not yield any profit for the
adversary. Since the trade is routed in two DEXSs, its worth in each DEX is halved. Thus, the
MVI threshold is increased twice, reducing the chances for the trade to be sandwiched.
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Arbitrageurs profits, LVR, and sandwich attack

In [33] Canidio and Fritsch propose a new AMM design to tackle the two issues caused by
MEYV: the loss that liquidity providers incur due to arbitragers synchronizing the prices and
the sandwich attacks. The AMM proposed follows a batch auction approach where orders
are batched and executed at the marginal price after the trade. The benefit is that batching
the trades will create competition between the arbitrageurs, who will strive to keep the price
at an equilibrium price [33]. This results in the balance profits remaining with the liquidity
providers rather than collected by arbitrageurs. On the other hand, the same price of the
trades within one batch hinders sandwich attacks and prevents MEV extraction.

Another interesting finding of the paper is that such an AMM is function maximizing,
therefore called Function Maximizing AMM (FMAMM). This means that for a given price,
FMAMM will give the highest value of the function at the output within the budget limits.
The maximizing behavior can be comprehensively explained by illustrating the trading curves.
While the trading in CFAMM occurs only within the constant product curve, FMAMM
generates a family of curves for a given number of trades, shown in figure 3.2. After each
trade, FMAMM moves one curve upper. Here comes the importance of splitting the trades
and batch reinforcement. Executing the trade as a whole or splitting it into multiple parts and
executing it sequentially does not impact the overall price in CFAMM, as the trading is along
one curve. However, as in FMAMM the trading price is the marginal price after the trade
execution, it is of interest to bring these values as close as possible by splitting the trade into
smaller parts. Batching is a crucial part of the FMAMM strategy to achieve approximately the
same price as the corresponding CFAMM.

Pool 2 Quantity

trade 2

QP0012 trade 1

O Pooll Pool 1 Quantity

Figure 3.2: The representation of the sequential upward movement of the curve in the
FMAMM Strategy after each executed trade.
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UniswapX

UniswapX is a decentralized exchange design that employs Dutch-based auction to settle the
orders [34]. The main entities of this design are swappers and fillers. Swappers are the traders
that want to exchange digital assets. On the other hand, fillers handle the sourcing of liquidity
for the traders. They can tap into on-chain or off-chain liquidity. UniswapX internalizes MEV
by giving any surplus generated to the swappers.

Similarly to CoW Protocol, it makes use of off-chain signed orders. Off-chain signed orders
allow users to trade their assets without ETH by using a portion of their trading assets as part
of the fee. In addition, users do not pay any fee for failed transactions and do not commit
to executing their orders in a particular route. This gives flexibility to fillers to find the best
execution path that yields the best deal for the users.

UniswapX design comprises three smart contracts: Permit Contract, Reactor Contract and
Executor Contract [34]. Permit Contract handles the token approvals of swappers. Reactor
Contract handles the logic of the exchange of assets and verifies that users’ orders are settled
by respecting their constraints. Executor Contract receives the order logic from Reactor
Contract. Based on the order logic, the Executor Contract sends the assets to the swapper and
pulls their funds.

The AMM uses Dutch order as an ordering mechanism, which is similar to Dutch Auction
[34]. Dutch order encourages fillers to settle an order as early as possible because the profit is
higher. The more time elapses, the less profit from the trade the fillers make.

UniswapX allows the batching of orders together. When orders are batched together, fillers
can use the liquidity these orders provided instead of reaching on-chain liquidity sources. The
overall design of UniswapX closely mirrors that of the CoW Protocol. The main difference
between UniswapX and CoW Protocol design is that fillers (also known as solvers in CoW
Protocol) are decentralized. In addition, the CoW Protocol uses uniform clearing prices for
the orders inside the batch.
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This chapter introduces the fundamentals of the CoW Protocol. It initially provides an
overview of the protocol and the benefits that stem from using it. It elaborates on the key
strategies for mitigating MEV, namely Coincidence of Wants (CoWs) and Uniform Clearing
Price. A great emphasis is put on exploring the main smart contracts that power the CoW
Protocol. Additionally, we outline the level of decentralization that CoW provides. Lastly, we
explore the security risks associated with using the CoW protocol, including past incidents.

4.1 Overview

One of the issues with today’s decentralized exchanges (DEXs), such as Uniswap, is that
transaction management is complex. A typical DEX user is unaware of gas prices, market
conditions and may need more knowledge to set the slippage tolerance appropriately. For
this reason, they tend to be more prone to MEV attacks. CoW Protocol seeks to solve this
problem by outsourcing the trading of assets to third-party entities called solvers. Solvers are
professional entities who can better estimate market conditions and gas prices. In addition,
they have a greater awareness of MEV attacks.

CoW Protocol is a meta DEX aggregator that enables the trading of digital assets. Meta
DEX aggregators aggregate the liquidity from multiple DEXs. CoW Protocol architecture
enables some benefits for traders:

¢ As all the orders are signed off-chain, users do not have to pay gas fees for failed
transactions.

¢ It enables trading without ETH. This approach is untypical compared to other DEXs
since all transactions executed in Ethereum require providing gas in the form of ETH
payments. CoW protocol avoids this by having the solvers pay the gas in ETH and
compensating that amount by giving them the equivalent from the sell token of the
trade.

¢ The prices for trades are determined off-chain. If the prices change unfavorably for the
user during on-chain execution, they will still receive the originally agreed off-chain
prices.

¢ Users do not commit to an execution plan when they sign an order. For instance, they
do not commit to executing their trade on Uniswap. If prices fluctuate, the solvers can
find an alternative path to settle the trade. Essentially, it is agnostic to the liquidity
sources.
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CoW Protocol falls into the category of MEV-aware application design. While the initial
approach of Flashbots products was to maximize MEV in the blocks, the CoW protocol has
taken a different approach by minimizing it from the beginning. The rationale is that any
MEYV leads to disruption of the blockchain ecosystem. Hence, MEV should not be exposed in
the first place by the DEXs.

4.2 Traction and Growth

The CoW Protocol was officially released on April 28th, 2021. As of this thesis’s writing,
the total trading volume is around 23 billion USD, with more than 500,000 trades settled [9].
Typically, the monthly trading volume during this time is 900 million USD [9]. Additionally,
100,000 wallets have used the CoW Protocol. Although it is a relatively new protocol, new
users are using it and on average, it has 450 daily active users. This indicates that the CoW
Protocol is gaining popularity and could become one of the essential DEXs in the blockchain
ecosystem.

4.3 CoW Protocol Mechanics
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Figure 4.1: CoW Protocol Mechanics

This section provides an overview of how the CoW Protocol operates, from users placing
their orders to the orders being included in the blockchain. Figure 4.1 illustrates how the
CoW Protocol operates.
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Users can place orders using the web application, available at swap.cow.fi. The user
interface has a significant resemblance to that of Uniswap as it has derived from the open-
source codebase of Uniswap. Alternatively, users can place orders via the API. Another
crucial difference from standard DEXs is that traders do not place the order in the form of a
transaction but sign an intent. Intents enable users to express their order preferences without
being concerned about the execution path. In addition to signing the intent, users must grant
once for every asset permission to the GPv2 Vault Relay to spend users” assets on their behalf.
This step can be seen as an overhead that CoW Protocol adds during trading. Although one
of the CoW Protocol’s selling points is that no ETH is needed, the trader should possess ETH
to perform this approval.

All the orders are put in an order book off-chain database. The centralized component’s
driver polls the database to receive the latest users” orders. Orders that fall between two
defined times are collected and sent to the solvers.

Solvers are third parties competing to provide the best order prices to users. In return,
they receive a certain fee. Solvers play a substantial role in the success of the CoW Protocol.
The role of a solver is to build a batch that consists of users” orders. As protocol enables
batch auction, solvers can source the liquidity of orders by Coincidences of Wants (a concept
that will be covered in the upcoming sections) or from other on-chain DEXs. Solvers employ
different strategies for building the batch to maximize user profit.

After solvers have built the batch, they send it back to the driver. Subsequently, the driver
evaluates the solutions based on specific parameters and ranks them. The solver that has
submitted the solution that yields the highest value based on 4.1 wins the batch auction.
Finally, the driver ensures that the batch can be executed on the most recent block and the
prices settled do not deviate significantly from the current market prices. The solver then can
submit the batch as a transaction via mempool or can opt for private channels.

Maximize(totalSurplus) + (totalFeeReceived) — (total ExecutionCost) (4.1)

The total surplus refers to the sum of the surplus of all trades within a batch.

CoW Protocol charges users for every order that is executed successfully. The fee is paid as
the sell token and taken as part of the batch transaction. All the fees are accumulated in the
Settlement Contract, which we discuss in 4.6.1.

4.4 MEV Mitigation Strategies

4.4.1 Uniform Clearing Price

Trading on DEXs that use CFMM raises concerns about price fairness. Traders may receive
different prices for the same asset in the same block when trading. CoW Protocol’s vision is
that everything in the block should be atomic [35]. The protocol implements Frequent Batch
Auctions (FBA) by taking advantage of the blockchain properties, such as the discrete nature
of time and execution of transactions in batches. FBA does not execute the orders as they
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arrive, but it waits a certain amount to collect the trades and settle them at a uniform clearing
price. The time period to collect the trades is typically 2 minutes.

Orders within a batch involving the same asset are settled at a uniform clearing price,
rendering the order of trades irrelevant within the batch. The protocol aims to have one
batch per block. Thus, all users trading the same asset in the block get the same price. This
eliminates competition for position within the batch, thus preventing sandwich attacks among
the orders. However, it is still possible for an adversary to sandwich the entire batch, but in
such cases, the solver bears the costs.

4.4.2 Limit Prices

When users trade assets on CoW Protocol, they are provided with a limit price, which
represents the minimum amount they will receive for the trade. While CoW Protocol can
potentially offer users a better price, it guarantees them that they will not receive a worse one.
This mechanism shares similarities with other DEXs, where users have the option to adjust
slippage tolerance. However, the crucial difference is that the user does not pay fees if the
transaction fails.

4.4.3 Coincidence of Wants

The term CoWs stands for Coincidence of Wants, which is the origin of the protocol’s name.
Coincidence of Wants refers to a situation where each trader possesses items the other trader
desires. An example would be when one trader wants to buy 1 ETH for 1400 USDC and the
other wants to buy 1400 USDC for 1 ETH. These trades are matched peer-to-peer instead of
going through an external DEX. Considering that any interaction with a DEX incurs a certain
fee, CoW Protocol avoids DEX interactions when a Coincidence of Wants occurs. As a result,
this approach is more cost-efficient. Figure 4.2 illustrates an example of CoWs.

Alice Bob

® ®—© ®
Wants to buy R Wants to buy

1 ETH with 1300 USDC 1300 USDC with 1 ETH

No DEX interaction
No slippage (No MEV)

Figure 4.2: CoWs: Enabling Peer-to-Peer Trades
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The Coincidence of Wants can happen between the orders in the off-chain database. When
solvers try to settle the orders from the off-chain database, they first try to prioritize to fulfill
these orders by matching them peer-to-peer. In case there is a lack of CoWs, solvers resort to
other on-chain DEXs, such as Uniswap, to secure liquidity.

Cost efficiency is not the sole benefit of the Coincidence of Wants. One of its more significant
advantages is its ability to provide MEV mitigation. On decentralized exchanges (DEXs), MEV
attacks usually happen from adversaries that place the victim’s transactions in an unfavorable
position. When the transaction executes, the DEX’s pool may be in a state that results in the
user receiving fewer assets. Interacting with DEXs, due to their constant function market
maker (CFMM) model, inherently exposes users to MEV attacks. Coincidences of Wants
(CoWs), however, circumvent the need for interaction with DEXs. Consequently, solvers
employing CoWs mitigate MEV risks associated with DEXs.

The strategy of CoWs is not limited to one-on-one matching between orders. This allows for
more flexibility since opposite trades with the same amount coinciding are infrequent. CoW
Protocol uses partial CoWs, involving orders with different amounts. Unmatched portions
of these orders are settled using external DEXs liquidity. This approach also mitigates MEV
due to the smaller trading volumes going in DEXs. Figure 4.3, shows how Alice secured the
liquidity of 1,500 USDT by using 750 USDT from Bob’s order and 750 USDT from the DEX.

0.5 ETH
i

750 USDT DEX

Figure 4.3: Partial Coincidence of Wants

In addition, there might be cases in which trades appear to have no CoWs. However, after
dissecting the trades into smaller components, consisting of the underlying routes to execute
the trade, CoWs may be found. This is common, especially for novel digital assets where no
pool is established to trade those assets. These assets are typically traded by being routed
first to a more established asset such as ETH, USDC, or USDT.

CoWs also address the issue of fragmented liquidity in the DeFi [36]. Fragmented liquidity
refers to the situation where multiple digital assets are created to track another asset, e.g.,
the US dollar. The proliferation of digital assets can result in a situation where there is not
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enough liquidity to meet market demands.

While the concept of Coincidence of Wants (CoWs) has been explained above, it is crucial
to understand the underlying mechanism of how orders may be settled in practice within the
CoW Protocol. The CoW Protocol does not settle the trades by directly transferring specific
amounts between orders. Instead, the protocol examines the total amount of assets users in
the batch want to buy. To achieve the maximum liquidity from CoWs, it determines whether
these quantities can be matched with the amounts users bring from selling their assets. This
means that the liquidity can be shared across all orders [36]. To illustrate this, we examine a
batch with three orders as in figure 4.4.
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Figure 4.4: Flowing of assets between users, CoW Protocol and external DEXs.

Orders 1 and 2 demand 1 ETH and 3 ETH, respectively, resulting in a total demand of 4
ETH. However, only 2 ETH are available from order 3. To balance the asset quantities, solvers
identify a shortfall of 2 ETH and obtain this additional amount from other decentralized
exchanges.

4.4.4 Internal Liquidity Utilization

Solvers are responsible for securing the liquidity for the batch they have won the auction.
Occasionally, in the absence of Coincidence of Wants, they do not opt for external liquidity
from other DEXs but instead, use the available liquidity of the Settlement Contract. This
approach can be viewed as a strategy for mitigating Maximal Extractable Value (MEV) risks,
as solvers avoid interaction with DEXs, which inherently expose vulnerabilities to MEV
exploitation.
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4.5 Solvers Incentives

Solvers have operational costs [37]. Firstly, they must pay the gas fee for successful and
failed batch transactions. Secondly, orders are settled with the price reported off-chain by the
solvers. When the batch transaction is executed on-chain, prices can fluctuate against their
position, resulting in negative slippage. Lastly, the users pay the fee as a sell token, but the
transaction fees are in ETH.

The initial reward scheme that was set up was 100 CoW per batch. However, this does
not accurately capture the risks of submitting a batch. For instance, batches with higher
trades are more likely to fail and trades with higher volume have more chances to incur more
considerable slippage. Due to this, CIP-11 aimed to create a more rational incentive scheme
where solvers would be rewarded with 50 CoW for each batch and 30 CoW for each trade in
the batch [38].

Until CIP-17, solvers owned only the negative slippage [38]. Owning only the negative
slippage means that if the submitted batch incurred negative slippage, they would have to
pay themselves the losses. However, solvers did not receive that amount when a positive
slippage was created. This asymmetry disincentivized solvers. The CIP-17 aimed to provide
fair handling of slippage by giving the solvers the positive slippage generated back [38]. This
is done via the weekly payouts that happen. The so-called net weekly represents the difference
between the positive and negative slippage. Suppose this value is negative, generating more
negative slippage than positive. In that case, the difference is taken from the refunds planned
for the solver as part of the reward scheme. The overall goal is that the difference between
positive and negative slippage incurred averages to zero over time.

The reward scheme was again updated to cover the solution’s complexity and the trades’
volume. As part of CIP-20, solvers must submit a score beside the solution [38]. The auction
winner to submit the batch is the solver who reports the highest score. The payment to the
solver from CoW Protocol is calculated as below:

payment = cap(observedQuality — referenceScore)

The observed quality is the sum of the observed surplus and fee. Whereas the reference
score is the second-highest score reported by the solvers. In case of the absence of a second-
highest score, the reference score defaults to zero.

The payment reward can be a negative number. In this case, the solver has to pay the
protocol the money back. For instance, if the transaction fails to be executed and the second-
highest reference score is 5 USD. The solver owes 5 USD to the protocol.

4.6 Smart Contracts

CoW Protocol is implemented as a set of smart contracts. The three essential smart contracts
are Settlement Contract, Allow-list Authenticator and Vault Relayer. In addition, it has other
contracts that specifically handle the trading of native ETH instead of wrapped ETH.
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4.6.1 Settlement Contract

The Settlement Contract encapsulates the logic governing the handling of trades. It contains
the function settle function that can be triggered only by solvers. As part of the call, the solver
passes two vectors representing the assets and their respective prices. Thus, all trades will
receive the same token price. In addition, solvers provide the trades they want to settle and
potentially a list of interactions. Interactions are calls to external smart contracts and can
be executed before, during and after the transfer of assets to users. They serve to source
the liquidity of the orders from on-chain DEXs such as Uniswap, Sushiswap, etc. All users
receive their expected assets from the Settlement Contract as part of the trade. In addition,
the settlement contract ensures that trades to be settled must respect the users” limit price.

Solvers have complete control over the Settlement Contract. This means that solvers can use
any asset accrued from this contract. In general, solvers should aim to preserve the balance of
the Settlement Contract before and after the execution of the trade.

4.6.2 Allow-list Authenticator

Allow-list Authenticator is a proxy contract that manages the solvers of the CoW Protocol. It
is used by the Settlement Contract to check whether an Ethereum address is a solver. In case
a solver is not allowed-listed, they cannot submit the transaction to the Settlement Contract.
In addition, it has a manager that is responsible for adding or removing solvers. The manager
or the smart contract owner can change the manager.

Currently, this piece of the infrastructure is centralized. This contract is implemented as a
proxy primarily to allow for future improvements in managing solvers in a more decentralized
way.

4.6.3 Vault Relayer

Vault Relayer plays an essential role in CoW Protocol. One of the crucial elements of
decentralized exchanges is the security of users’ funds. Considering that solvers have access
to SC (Settlement Contract) and can perform any arbitrary operation through the mechanism
of interactions, any allowance given to SC could potentially create opportunities for abuse
with users’ funds. Therefore, allowances to spend users’ funds are given to the Vault Relayer
instead of SC to protect users” funds.

Access to the users’ funds stored in the Vault Relayer is prohibited. Solvers can only use
the funds to settle users’ trades. This reduces the possibilities for abuse, as the smart contract
ensures user-defined parameters.

Vault Relayer is closely interconnected with Balancer, a popular decentralized exchange
[39]. The primary purpose is to be gas-efficient, which can result in better user trading deals.
Vault Relayer can access user funds in three ways: standard allowances, using external funds
of users or internal funds of users in Balancer Vault [39].

The standard allowance is similar to using other popular DEXs. There, the user gives
approval directly to the Vault Relayer for each token that is trading. Whereas the other two
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approaches in a loose sense require the user to have funds in the Balancer Vaults and approval
to the Vault Relayer [39]. Thus, users’ funds will be retrieved from the Balancer Vaults. This
is done mainly for gas optimization purposes.

4.7 Decentralization Level

CoW Protocol consists of three essential components: web application, smart contracts and
the off-chain database. All these components should be as decentralized as possible to achieve
a complete decentralization of the protocol.

The web application refers to the user interface that enables users to trade their assets
conveniently. This fully decentralized component is hosted on IPFS (Interplanetary File
System) [40]. IPFS is a distributed peer-to-peer storage protocol that allows anyone to store
files or web applications as part of their network.

The smart contracts of the CoW Protocol are deployed on the Ethereum blockchain. As a
result, they inherit blockchain properties such as security, immutability and decentralization.

CoW Protocol currently has a permission model for managing the solvers. Only some
people can be part of the protocol and serve as solvers. Initially, they must apply via
centralized CoW Protocol channels to become a solver. This part of the infrastructure is
centralized. One of the most considerable risks that MEV poses is centralization; if solutions
that combat MEV exhibit centralization, it would be pointless.

Besides the permissions model of CoW Protocol in managing the solvers, another issue is
the high barrier to becoming a solver. To join the batch competition, solvers must also stake
approximately 1 million dollars [38]. This amount represents a barrier to entry for many
individuals. This may lead to a lack of diversity in the solutions proposed.

4.8 Challenges on the CoW Protocol

Trust Mechanism

The smart contract section explains that the CoW Protocol emphasizes protecting users” funds.
However, the protocol nature allows for exploitation. The protocol accrues funds in the
Settlement Contract and all solvers can access these funds. To prevent the misuse of these
funds, the CoW Protocol tries to establish a trust relationship between them and solvers. The
primary approach is that this relationship is mutually beneficial and as long as there is an
incentive for the solvers, they will not misbehave. CIP-7 formalizes how a solver can become
part of the protocol [38]. Solvers also provide a stake to serve as guarantors when joining the
protocol. This stake is worth 1 million dollars in CoW tokens and USDC [38]. The stake is
stored in the CoW Protocol safe, which CoW DAO manages. Any malicious behavior may
suspend the solvers from the protocol and it is up to the CoW DAO to decide whether their
stake will be slashed.

Users’ assets and order limit prices are protected as part of the smart contract. The
transaction will revert if the solver attempts to provide a settling price for an order lower than
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their limit. However, solvers can settle the batches close to the limit price despite securing
better deals. To mitigate this phenomenon, CoW Protocol could potentially set off-chain rules
that ensure that settled trade prices stay within market prices. They can use Uniswap oracle
prices, historic prices, etc.

Pennying

Pennying is a phenomenon of the solvers” mild manipulation of the clearing prices to increase
their chances of winning the auction. More precisely, solvers increase the objective value of the
surplus by converting a part of the batch reward into the artificial surplus, while maintaining
a positive net profit[41]. For example, the user wants to sell 1IETH for at least 1000 USD.
Conversely, the solver finds a pool that executes the trade and returns 1010 USD, generating
10 USD profit. Now, the solver can "over-report" 1015USD instead, which is considered as
negative slippage on the solver side and ends up paying an extra 5 USD on his own in case of
winning the auction while still generating a profit of 10 USD - 5 USD = 5 USD (10USD being
the CoW reward) [42].

When pennying was first noticed and observed among several solvers, it was not a technique
explicitly prohibited per the competition rules of the time [41]. At the time, this phenomenon
was very controversial, with various opinions on whether or not such behavior should be
restricted. Considering that the solvers that use pennying are at an advantage over the users
that do not, and the latter might offer a better solution or at least an equally good solution,
a vote was opened on September 6th, 2022, with the proposal of banning the pennying [41],
resulting with its execution on the October 20th, 2022 [43]. Although pennying was banned,
there are still some opinions against banning it, considering that this technique offers better
prices for traders and that the core problem is not pennying itself but rather the pricing and
reward system. In addition to pennying, there might be room for creating other strategies to
win the auction while selling CoW tokens.

To summarize, pennying and any other strategy that creates an unfair race between the
solvers is undesirable behavior. This approach does not offer a long-term improvement on the
CoW Protocol, but instead, the focus on building more complex infrastructure and algorithms
should be promoted.

Shifting the surplus

CoW Protocol aims to match multiple orders against each other via batch auctions while
seeking for coincidence within the orders to offer even better prices. However, batching the
orders together allows solvers to unjustly shift the surplus from one order to another. This
can be attributed to the fact that only the sum of the surplus is considered and can be assigned
to any of the orders [44].

Lets consider two user orders: the first order O1 is selling 2000USD for at least 1ETH and
the second order O2 is selling 2000D Al for at least 1IETH. On the other side, there are two
liquidity offers, the first one L1 buying 2000USD for 1.01ETH and the second L2 buying
2000DAI for 1IETH. The user order O1 will be matched with the liquidity order L1 as well as
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02 will be matched with L2. These interactions are shown in figure 4.5. Now, if the orders
were executed individually, the order O1 would get 0.1ETH surplus while the order O2
would not get any surplus. However, being batched together allows surplus to be shifted in
favor of order 02, as shown in the figure 4.6.
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Figure 4.5: Order 1 generates surplus and order 2 remains without surplus.
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Figure 4.6: Surplus is unfairly shifted from order 1 to order 2.

Security Incident

In February 2023, there was a hack into the CoW Protocol. An unauthorized transaction,
resulting in the withdrawal of approximately 150,000 USD worth of assets was performed
[45]. Solver Barter as part of settling the batch, granted unlimited access to an external smart
contract. CoW Protocol’s team claimed that the users’ funds were not touched but only the
funds accrued in the Settlement Contract [45]. The hacker knew how CoW Protocol operates
as they waited until the Settlement Contract had the most funds before distributing the
rewards to the solvers to perform the attack. In the aftermath, CoW DAO removed solver
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Bartner from the allowlist and slashed their stake. All in all, although CoW Protocol was
hacked, this incident showed the protocol’s robustness. Most importantly, users” funds were
not touched and the mechanisms that were set in place enabled the recovery of the assets [45].
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This chapter outlines the methodology employed to assess the CoW Protocol’s effectiveness in
mitigating the Maximal Extractable Value (MEV). It elaborates on the data collection process
to quantify CoWs on CoW Protocol and Uniswap V3. In addition, it presents a formalized
approach to quantify CoWs by introducing two metrics: cowScore and maxCowScore. Finally, it
describes the process carried out to detect the usage of private channels such as Flashbots
and MEVBlocker by CoW Protocol.

5.1 Quantifying CoWs on CoW Protocol

5.1.1 Data Collection

The typical procedure to collect the data from the Ethereum blockchain involves synchronizing
a node within the blockchain network. This step, being time-consuming, slows down the
overall process. Therefore, we chose an alternative option, Infura, which provides developers
Ethereum nodes, eliminating the need to configure them. It is a reliable, cost-effective and
easy method to connect to the Ethereum blockchain data.

The data collection process encompassed the period from March 14 to July 22, 2023, covering
the blockchain blocks ranging from 16,829,313 to 17,749,983. This range comprises nearly one
million blocks. This selected period comprehensively represents recent blockchain activities
related to the CoW Protocol. Within this range of blocks, a total of 103,361 CoW Protocol
batches were identified.

A systematic approach was undertaken to identify batches that were settled through
the CoW Protocol. Batches were identified by filtering the transactions that emitted the
event Settelment(address) by Settlement Contract. After identifying the batch transactions, we
extracted the events emitted within these transactions for further analysis.

Batches consist of individual trades. For each settled trade, an event Trade is emitted. These
trade events contain the volume of assets traded in and out of the CoW Protocol. In addition,
an examination of swap events was conducted to determine whether any decentralized
exchange (DEX) interaction occurred to secure batch liquidity during settlement. We identify
interactions with eight DEXs. Table 5.1 presents these DEXs and their corresponding event
signatures that enabled the detection.

Alternatively, one could use the transfer events to quantify the assets going out of the
Settlement Contract. However, not all assets going out of the Settlement Contract would be
DEX interactions. Sometimes, solvers would use an intermediary contract as an auxiliary to
settle the batch and would send the assets to this contract. For this reason, we quantified the
assets going in to DEXs by looking into swap events emitted.
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DEX Event

Balancer Swap(bytes32, address, address, uint256, uint256)

Curve TokenExchange(address, uint256, uint256, uint256, uint256)

CurveTriCrypto TokenExchange(address, uint256, uint256, uint256, uint256,
uint256, uint256)

DODO Swap DODOSwap(address, address, uint256, uint256, address, ad-
dress)");

Pancake V2 Swap(address, uint256, uint256, uint256, uint256, address)

Sushiswap Swap(address, uint256, uint256, uint256, uint256, address)

Uniswap V2 Swap(address, uint256, uint256, uint256, uint256, address

Uniswap V3 Swap(address, address, int256, int256, uint160, uint128, int24)

Table 5.1: External DEXs identified and their corresponding swap events.

5.1.2 Formalizing CoWs Quantification

We denote cowScore as a metric to quantify the liquidity secured from the Coincidence of Wants
(CoWs) in a batch. In other words, it represents the proportion of liquidity secured using
the liquidity brought in from the other trades within the batch instead of sourcing it from
external DEXs. A batch with cowScore of 1 means that all liquidity is secured via Coincidence

of Wants. Hence, there is no DEX interaction and consequently no MEV exposure.

For a given token x, Q;,(x) and Qout(x) represent the volume traded in and out of the
protocol as a part of a trade in the batch. QPEX(x) denotes the volume of token x traded
directly or indirectly into an external DEX via an interaction. The cowScore S¢py(x) for traded
out token x in the batch is formulated in equation 5.1, where p is the number of trades and g

is the number of interactions. This value is capped at 1.
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Figure 5.1: Trading of token x within the batch
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The equation 5.1 for token x is computed based on the portion of the traded-out volume
that originates from the traded-in volume. In addition, it takes into account volumes of
traded-in being transferred to external DEXs. This approach enables us to isolate the specific
amount of liquidity used to fulfill partially or totally the trades in the batch by means of
CoWs.

In order to assess the relative impact of CoWs on each token, we normalize the CoWs value
in USD for each token. Let P(x) denote the price of token x in USD. The total value of CoWs
in USD for token x is expressed as in 5.2.

Vc%w( ) = P(x) - Scow( 2 Qout (5.2)

The batch value in USD Vliz 1o 18 calculated as a sum of the aggregate of assets in USD that
users are trading out of CoW Protocol for m traded out tokens in the batch.

p
Viieh = ZP ;Qom,-(@ (5.3)

Finally, the batch cowScore is computed as a ratio of the aggregate USD value of CoWs
within the batch to the batch value in USD.

Zx 1 cow( )

$
Vbatch

Sbutch (5 4)
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5.1.3 Quantifying Theoretical Upper Bound of CoWs

In conjunction with cowScore, we introduce another metric maxCowScore. This metric repre-
sents the theoretical upper bound of Coincidence of Wants (CoWs) that exists in the batch.
It signifies the highest achievable percentage of batch liquidity that can be sourced through
CoWs. By comparing cowScore against maxCoWScore, one can determine whether solvers
efficiently leverage CoWs to achieve an optimal batch settlement. The maxCowScore of token
x can be expressed as follows:

_ Zle Qini (x)

= 5.5
Zle Qouti(x) .5)

max|[Scow(x)]

This is derived under the assumption of ideal matching of the trades 2}7:1 gfx(x) =0.
It means all assets traded into the Settlement Contract (CoW Protocol) that could be paired
with the demanded (traded out) assets have been successfully swapped. This is in contrast
with the actual cowScore, which takes into account that a portion of the sold assets to CoW

Protocol might eventually be used in external DEXs.

5.2 Quantifying Internal Liquidity Utilization

One approach solvers employ to settle a batch is to use the assets that belong in the Settlement
Contract and avoid interaction with other DEXs. To quantify this approach, we analyze
whether the batch transaction emitted interaction events. Batches that did not emit an
interaction event and have the cowScore of zero are considered to have used this approach.
The cowScore condition is used to distinguish from the cases where CoWs are used.

5.3 CoWs on Uniswap

We perform a counterfactual analysis in the context of quantifying CoWs on Uniswap V3. This
involves considering the hypothetical outcomes if Uniswap had implemented batch auctions
and employed the CoW strategy. We collect all swap events emitted by Uniswap V3 between
block number 17,170,000 (May 2, 2023) and block 17,200,000 (May 6, 2023).

Since the concept of batches is not inherently present in the Uniswap V3 model, we assume
that each individual block effectively functions as a batch. Consequently, any swaps executed
within a given block are treated as part of that block’s corresponding batch. To measure the
maximum potential of CoWs in a block, we use the equation defined in equation 5.5.

5.4 Pricing

The provided token prices are sourced from Dune Analytics, specifically from prices.usd table.
Dune Analytics is an analysis tool that allows users to query and visualize data from several
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blockchain platforms, including Ethereum [46]. The prices of the tokens are based on real-
time data pulled from coinpaprika API and converted to USD. We opted not to use historical
pricing data, considering this would be resource-intensive and have a high computational
cost. Instead, the tokens’ prices have been established based on a fixed date of July 14, 2023.
This approach may result in a reduced quality of analysis since it does not accurately capture
the prices of assets at the time they were traded. However, it remains relevant to our specific
objectives because we primarily focus on the relative values which is the ratio between the
liquidity secured via CoWs and batch values.

For the given date, the prices of 1250 tokens are found. Initially, we confirmed the presence
of the 50 most commonly traded tokens in CoW Protocol within this data set. Should this
not be the case, we source the prices from DexGuru [47]. Subsequently, we extended the
evaluation by identifying the most frequent tokens without corresponding prices. Their prices
are sourced once again from DexGuru. The remaining tokens without a matching price are
assigned to a default value of zero USD.

5.5 Flashbots

The Flashbots mev-blocks API is used to identify CoW Protocol’s batches that are part of the
Flashbots’” bundles [48]. A comprehensive analysis is ensured by incorporating data spanning
from the launch date of the CoW Protocol on April 2021 to July 2023. In this analysis, we aim
to discern which batches were submitted by solvers using Flashbots infrastructure, which
were sandwiched and back-run.

The following heuristics are used:

1. If the bundle consists solely of the batch, it is assumed that the solver has used Flashbots
infrastructure to submit it

2. If the bundle comprises two transactions and the batch is positioned at the first position,
it is assumed that the batch was back-run

3. If the bundle comprises three transactions and the batch is positioned at the second
position, it is assumed that the batch was sandwiched

5.6 MEV Blocker

MEV Blocker is an RPC endpoint that protects the users from front-running and sandwich
attacks [22]. In addition to the fundamental protection strategies of the CoW Protocol, solvers
might use MEV Blockers as an additional protection measure. We used the data from the
table mevblocker in Dune Analytics to identify the batches submitted using MEV Blockers.
This data is pushed by MEV Blocker when transactions are routed through their endpoint.
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5.7 Sandwich attacks on CoW Protocol

While CoW Protocol strategies protect individual users from sandwich attacks, it is essential
to note that malicious actors can exploit vulnerabilities at the batch level. These attackers can
perform sandwich attacks targeting the entire batch of transactions. The cost of the batch-level
sandwich attacks is not borne by the users but by the solvers that handle these batches.

We leveraged data from the flashbots.sandwiches table in Dune Analytics to measure sand-
wich attacks. Specifically, we filtered the data to isolate sandwich attacks that were performed

on CoW Protocol batches. These attacks are quantified by Flashbots using a tool called
mev-inspect.
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6.1 Technologies

Typescript

TypeScript is an open-source programming language. It is a statically typed superset of
JavaScript, which means it builds upon the syntax and features of JavaScript while adding
static typing to the language. TypeScript has a growing and active community, resulting in a
plentitude of resources, documentation and strong developer experience when working on
projects. Most importantly, many Ethereum-related libraries and tools, including Ethers.js,
have TypeScript typings available. Thus, it makes it a good choice for implementing Ethereum-
based projects.

Ethers.js

Ethers.js is a JavaScript library with typing support used to interact with Ethereum blockchain
[49]. It is one of the most popular libraries in the domain, with a well-documented API.
Ethers.js allows users to connect to various providers, including Infura and offers an easy
method for retrieving historical blockchain data by applying filter conditions, such as events
associated with a transaction, the Smart Contract that issued the events, and the blocks to
which they belong. This capability was essential for receiving the data in its raw form.

6.2 Algorithmic Implementation Details

We have developed a set of scripts that are used for obtaining the data required to conduct the
analysis in this thesis. The focus of this section is the implementation of the algorithm that
quantifies the CoWs on the CoW Protocol. The key procedures are simplified into pseudocode
while ignoring less relevant code blocks to ensure clarity and understanding. In addition, this
algorithm is slightly adjusted to obtain a separate algorithm for the counterfactual analysis
on Uniswap V3.

The pseudocode starts with the declaration of three key-value variables in lines 2:4, which
are used to store the volume of assets traded in and out of the CoW Protocol, as well as the
volume involved in interactions with external DEXs.

Between lines 6 and 17, we iterate through the transaction (batch) logs and aggregate the
volume traded in and out by token when the event type is trade event. Additionally, we
aggregate the volume of assets that go into the external DEXs in the same iteration step. We

41



6 Implementation

distinguish them also based on the emitted event, which in this case should belong to dex
swap events, listed in table 5.1.

Algorithm: Process Batch Logs

1:  procedure processBatchLogs(transaction)
2: total AmountInByToken < Empty Map
3: total AmountOutByToken <— Empty Map
4: dexInByToken < Empty Map
5:
6: for each log in transaction do
7 if log.event == TRADE_EVENT then
8: [tokenIn, tokenOut, amountIn, amountOut] = getSwapAmounts(log.event)
9: total AmountInByToken[tokenIn] += amountIn
10: total AmountOutByToken[tokenOut] += amountOut
11: end if
12:
13: if DEX_SWAP_EVENTS.includes (log.event) then
14: [tokenIn, amountIn] = dex.getSwap Amounts(log.event)
15: dexInByToken[tokenlIn] += amountIn
16: end if
17: end for
18:
19: tokensOut <— Empty Array
20: for each {token, amountOut} in totalAmountOutByToken do
21: amountIn = totalAmountInByToken[token]
22: dexIn = dexInByToken[token]
23: cowScore = (amountin - dexIn)/amountOut
24: cowValuelnUsd = convertToUsd(token, amountOut, cowScore)
25: valuelnlUsd = convertToUsd(token, amountQOut, 1)
26: Append {token, cowScore, valuelnUsd, cowValuelnUsd} to tokensOut
27: end for
28:
29: valuelnlUsd < Sum of valuelnUsd for each token in tokensOut
30: cowValuelnUsd < Sum of cowValuelnlUsd for each token in tokensOut
31: cowScore <+ cowValuelnUsd / valuelnUsd
32: end procedure

In lines 20:27, we iterate through each token that is traded out to calculate the cowScore
using the formula introduced in section 5.4 and determine the respective value in USD. These
values are then appended to a pre-defined array tokensOut.

In lines 29:31, we aggregate the valuelnUsd and cowValuelnlUsd for each traded-out token
and use them to construct the batch structure. An instance is shown in figure 6.1 in a JSON
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format. This structure is designed to facilitate comprehension and for analysis purposes. It
consists of the batch’s cow score and max cow score with their corresponding USD values, as
well as the overall batch value in USD and the number of trades in the batch. Each entry is
uniquely identified by its hash, which includes the block number and a timestamp indicating
when it was executed. Moreover, each entry includes a subset of tokens traded out, along
with important elements such as the token’s name, total value in USD, cow score, max score
and their respective USD values.

"txHash": "0x7dbd05acad40eb50e60f59db6830262c78f16f8d3bdbel3ab1d28d5966a075cfl",
"cowScore": 0.61,

"maxCowScore": 0.61,

"blockNumber": 16735215,

"cowValueInUsd": 3637.11,

"batchValuelInUsd": 5997.91,

"numberOfTrades": 2,

"noInteraction": false,

"timestamp": "2023-03-01T18:20:35+01:00",

"tokensOQut": [ ... ]

} A?
l

{ {

"token": "token":
"0xCO2aaA39b223FE8DOAOe5C4F27eAD9083C756Cc2", "Oxb23d80f5FefcDDaa212212F028021B41DEd428CF",

"cowScore": 0.56, "cowScore": 1,
"totalAmount": "2690611853593160579", "totalAmount": "350940380125519651751",
"valueInUsd": 5380.26, "valueInUsd": 617.66,
"cowValueInUsd": 3019.46, "cowValueInUsd": 617.66,
"maxCowValueInUsd": 3019.46 "maxCowValueInUsd": 617.66

} }

Figure 6.1: Processed batch in JSON format
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This chapter analyzes the CoW Protocol, focusing on two main strategies: Coincidence of
Wants (CoWs) and batch settlement, aimed at mitigating Maximal Extractable Value (MEV). By
quantifying CoWs on the CoW Protocol, we examine their frequency and effectiveness as an
MEV mitigation approach. Additionally, we evaluate the strategy of CoWs on a more trending
decentralized exchange, such as Uniswap. The analysis also encompasses an overview of
batch settlement, including the average number of trades per batch and the distribution of
trades within each batch. Furthermore, we investigate the occurrence of sandwich attacks
within the CoW Protocol. Lastly, we explore the usage of private channels by solvers to
submit batches and assess their role in protecting against MEV attacks.

7.1 CoW Protocol Evaluation

7.1.1 Quantifying CoWs

One of the strategies that the CoW Protocol aims to mitigate MEV (Maximal Extractable
Value) is sourcing the liquidity by matching the trades peer-to-peer. Sourcing the liquidity in

108 4
=)
2
[
5
£ 107 5 CoWs
o —— Batches
=
g
e
s
=
106 4

Apr 2023 May 2023 Jun 2023 Jul 2023
Month

Figure 7.1: Liquidity secured through CoWs compared to the total batch value.
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this form is also known as the Coincidence of Wants. CoW Protocol benefits users that trade
when the Coincidence of Wants increases. The higher the number of CoWs the less MEV the
protocol exposes.

To contextualize the figures, we have normalized the worth of assets in dollars. Figure 7.1
shows the weekly cumulative value in USD of liquidity secured via Coincidence of Wants
compared to the total batch value from March to July 2023. The figure is displayed using a
logarithmic scale to emphasize the significant difference between these numbers. The visual
representation illustrates that the batch liquidity secured through the Coincidence of Wants is
significantly lower in magnitude compared to the batch value itself. Given these numbers,
the CoWs strategy yields nearly negligible results in mitigating MEV.

7.1.2 Distribution of CoWs

Consider a set comprising Nc,w instances of Coincidences of Wants. This number includes
both partial and full CoWs. The partial CoWs represent the batches settled with at least some
liquidity from peer-to-peer trades, whereas the full CoWs correspond to the swapping of two
precisely opposite trades. Figure 7.2 presents the statistical distribution of CoWs in intervals
of 0.1, ranging from a cowScore of 0.1 up to 1.
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Figure 7.2: Statistical distribution of CoWs.

The graph exhibits a quasi-exponential decay trend, with higher frequencies in the lower
part of the range. This outcome arises because the occurrence of trades that have a high
degree of matching is less probable. Another aspect is that the frequencies of CoWs across
the entire range add up to slightly over 2%. This leads to a conclusion of a comparatively
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low occurrence of CoWs. Most batches have a cowScore of 0, so the range from 0 to 0.1 is
intentionally omitted in the graph.

7.1.3 Theoretical Upper Bound of CoWs Captured

Solvers are expected to prioritize securing of liquidity through CoWs whenever it is possible.
Nonetheless, prioritization is not enforced at the protocol level. There are situations when
solvers choose not to match potential CoWs when settling a batch. This behavior is shown in
tigure 7.3. The curve representing the theoretical maximum liquidity that can be secured via
CoWs closely follows the trend of the actual liquidity secured via CoWs from solvers, except
for having a higher value at each weekly cumulative instance. In the observed time period,
2,697 instances highlight the situations when the solvers did not match the CoWs successfully.

3.0m

CoWs

—— Maximum CoWs
2.5m A

2.0m A

1.5m A

Total Value in USD

1.0m A

0.5m A

Apr 2023 May 2023 Jun 2023 Jul 2023
Month

Figure 7.3: The comparison of matched CoWs and maximum possible CoWs.

Solvers sometimes intentionally disregard CoWs within a batch, particularly when two
orders in the batch have the following directions: A -> WETH and WETH -> B. In such cases,
the WETH from the second order is not used to fulfill the WETH demand from the first order.
In this context, A and B represent assets with little or no value and often lack an established
liquidity pool. Consequently, direct trading from A to B is not feasible. Even if there is a
pool, trading within it tends to be unstable and may result in unfavorable deals. As a result,
traders would have to opt for routing through WETH first and then to B, which is more
costly and provides limited utility from CoWs. For this reason, these types of CoWs are often
intentionally disregarded in such scenarios.
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7.1.4 Internal Liquidity Utilization

Solvers try to avoid interacting with other DEXs to reduce the risk of MEV extraction. When
they avoid DEXs, they secure the liquidity either by Coincidence of Wants or by using the
available liquidity of the Settlement Contract. The cumulative representation of these two
strategies, referred to as No DEX Interaction Strategies, is presented in figure 7.4.
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Figure 7.4: The comparative representation of internal liquidity utilization.

The Internal Liquidity Utilization is roughly of the same order as Coincidences of Wants.
Upon aggregation, the resulting No Dex Interaction fluctuates around 1.5m USD on a daily
basis. However, compared to the total batch value, there is a magnitude difference by a factor
of 100. This indicates the limited impact of no DEX interaction strategies in MEV mitigation.

7.1.5 Most common tokens in CoWs

The table 7.1 presents the top 10 traded tokens that appear in CoWs by volume. ETH holds
the foremost position, accounting for more than 30% of overall number of trades. The second
and the third most traded tokens are USDC and USDT respectively. The most frequently
traded tokens that appear in CoWs regardless of the volume of the trade are shown in table
7.2. ETH is also the leading token in this context, with more than double the frequency of the
second-ranked USDC.

The tokens with the highest trading volume are also the most frequent, with ETH, USDC
and USDT leading in both categories.
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Token Percentage Token Frequency
Wrapped Ether (WETH) 31.62% Wrapped Ether (WETH) 1893
USD Coin (USDC) 21.96% USD Coin (USDC) 807
Tether USD (USDT) 12.12% Tether USD (USDT) 213
DXdao (DXD) 5.16% Aura 108
Olympus (OHM) 4.70% PEPE (PEPE) 54
Lido stETH (stETH) 3.89% Dai Stablecoin (DAI) 49
PEPE (PEPE) 3.46% Olympus (OHM) 33
Aura (AURA) 2.24% HEX (HEX) 29
Wrapped NXM (WNXM) 1.97% Wrapped NXM (WNXM) 29

Dai Stablecoin (DAI) 1.84% DXdao (DXD) 23

Table 7.1: Top 10 tokens with highest trad- Table 7.2: Top 10 most frequent CoWs to-
ing volume in CoWs. kens.

7.2 Evaluating the Strategy of CoWs on Uniswap

While the Coincidence of Wants strategy appears promising in theory, the practical imple-
mentation within CoW Protocol raises concerns. The primary limitation is that insufficient
trades are occurring on the protocol, resulting in a low frequency of Coincidence of Wants
scenarios. CoW Protocol, being a relatively new and lesser-known decentralized exchange,
struggles with low traffic and trading volume, diminishing the probability of CoWs occurring
frequently. Consequently, the anticipated benefits of avoiding decentralized exchange fees
and minimizing exposure of MEV are limited by the lack of trading activity on the platform.

Given the previous limitations, evaluating the strategy of Coincidence of Wants in a more
established and high trading volume decentralized exchange like Uniswap is crucial. Uniswap
is the industry leader, with significant trading volumes. This makes it an ideal platform for
evaluating the viability and effectiveness of Coincidence of Wants as a strategy to mitigate
MEV attacks.

Uniswap’s extensive trading volume offers several advantages for evaluating CoWs. Firstly,
the high number of trades occurring on Uniswap may increase the probability of Coincidence
of Wants scenarios. This allows for a more broad analysis of the implications and benefits
associated with the strategy. Secondly, a substantial user base implies a larger pool of liquidity
and potential counterparties for CoW transactions, increasing opportunities for peer-to-peer
exchanges.

Given the Uniswap V3 block data, the maximum possible value of CoWs is calculated
using the equation 5.5 and depicted in figure 7.5 compared to the total block value. The block
value represents the worth of assets in USD traded out of Uniswap V3. It indicates that the
liquidity secured through CoWs on Uniswap V3 is smaller than the block value by a factor of
less than 5. To draw a parallel, this can be related to the figure 7.1 where the CoWs value
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is plotted against the batch value, differing by a factor of 100. This shows that in a higher
trading volume DEX, the strategy of Coincidence of Wants can be beneficial in mitigating
MEV. In the case of Uniswap V3, the liquidity secured by CoWs typically falls within a range
of 20% to 40%.
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Figure 7.5: Liquidity that can be secured through CoWs compared to the total block value on
Uniswap V3

Another interesting observation is the saturation effect in increasing the maximum CoWs
with respect to the increasing block volume. While the maximum CoWs curve follows the
block curve variations, it has a flatter slope from the valley to the peak. Despite the higher
number of CoWs as the block value rises, the proportion of liquidity secured by CoWs will
decrease.

7.3 Analysis of Batches

7.3.1 Average Trades and Distribution within a Batch

The analysis revealed a count of above 100,000 batches within the CoW Protocol from March
to July 2023. However, the average number of trades per batch is relatively low, standing at
1.31 trades per batch. This finding indicates that the majority of batches consist of only one
trade. Approximately 84% of the batches contain a single trade, implying that the Coincidence
of Wants strategy, which requires at least two trades to be part of a batch, does not provide
MEYV protection for most batches. This discovery is unfortunate, considering the Coincidence
of Wants strategy is a central feature of the CoW Protocol.
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Figure 7.6: Trades per batch.

7.3.2 Batch Position

Our analysis looked into the positioning of batch transactions within blocks, aiming to
understand whether solvers used the positioning to reduce the risks associated with MEV
attacks. Transactions placed at the first position of a block are considered less susceptible
to sandwich attacks due to the increased complexity involved in executing such attacks.
Therefore, batches occupying the first position serve as an excellent example of how solvers
strategically use batch positioning to mitigate the risks of MEV attacks. Another approach, if
placing the batch in the first position in the block is not feasible, is increasing the share of the
batch by increasing its volume.

Most batches are concentrated within the first twenty positions. Specifically, there are
approximately 1200 batches positioned in the first place. This constitutes roughly 1.2% of all
batches analyzed, exhibiting the reduction in MEV attack vulnerability achieved through this
strategy.

7.4 Sandwich Attacks on CoW Protocol

This section focuses on the sandwich attacks performed on CoW Protocol’s batches. Batches,
in essence, are simply transactions that can contain multiple calls to execute the transfers,
making them prone to usual MEV extraction attacks such as sandwich attacks.

50



7 Analysis

Based on data sourced from Dune Analytics, we have evidence of sandwich attacks
occurring in CoW Protocol’s batches. The instances of sandwich attacks were recorded on a
monthly basis, except for the period between October 2022 and January 2023, where data was
unavailable from Dune Analytics, shown in figure 7.7

Furthermore, the figure reveals patterns in sandwich attack frequencies, characterized by
peaks and plateaus. These fluctuations can be attributed to the use of auxiliary techniques to
mitigate MEV. This subject is analyzed in detail in section 7.5.
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200 A

Frequency of Sandwich Attacks

Figure 7.7: Sandwich attacks on CoW Protocol’s batches.

7.5 Usage of Private Channels

As described earlier in the thesis, private channels offer protection against MEV attacks by
avoiding the mempool. While several private channels are available, the scope of this analysis
covers MEV Blocker and Flashbots, as they are some of the dominant players in the field.
To clarify, this implies that there might be more batches submitted through other private
channels that have not been quantified.

7.5.1 MEVBlocker

CoW Protocol made an official announcement in February of this year, stating their decision to
use MEV blockers in batch submissions. To verify this claim, transactions submitted through
the MEV Blocker were investigated using Dune Analytics. The findings showed that most
batches since the announcement were indeed submitted using the MEV Blocker. The first
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batch submission via MEV Blocker was on the 27th of April, 2023. By the end of July 2023,
approximately 60,000 batches had been submitted.

7.5.2 Flashbots

Further analysis was conducted on Flashbots data, focusing on bundles that included CoW
Protocol batches. Of the 139,444 bundles identified, 122,323 exclusively contained the CoW
batch, resulting in a share of almost 90%. This indicates that solvers used Flashbots to protect
the batch from potential MEV attacks.

The usage of private channels on CoW Protocol for protection against MEV extraction is
observed in a time period from August 2021 to July 2023. The figures 7.8 a, b, ¢ and d display
the count of batches submitted via Flashbots and MEV Blocker, along with the number of
batches that were sandwiched or back-run. Here, we only show the sandwiched or back-run
batches that were performed via Flashbots as described in section 5.5. The time period is
segmented into 4 intervals, aligned to some important events.
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Figure 7.8: Usage of private channels on CoW Protocol for batch submission.
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The first interval spans from the initial operation of the CoW Protocol until just before they
began using Flashbots. The second interval includes the period from when solvers started
using Flashbots until their usage nearly stopped, coinciding with the Ethereum Merge. The
third period covers the interval from approximately when the Ethereum Merge happened to
the announcement that they would use MEV Blocker. Lastly, the last interval is from the time
they started to use MEV Blocker, until July 2023.

Figure 7.8a illustrates the period before solvers began to use private channels for batch
submission. A consistent occurrence of sandwich attacks on batches is evident on a monthly
basis. From November 2021, in figure 7.8b, solvers started to employ Flashbots as an
additional means of MEV mitigation. A distinct decrease in sandwich attacks accompanies
the use of Flashbots in the first months. However, as the number of settlements via Flashbots
decreases, sandwich attacks resurge. Moreover, back-running emerges as another opportunity
for profit. Starting from September 2022 in 7.8c, the usage of Flashbots stopped, leading
to a significant increase in sandwich attacks. The number of sandwiched batches exceeded
300 in October 2022, keeping this count relatively steady in upcoming months. A drastic
reduction in sandwich attacks was recorded in April 2023, as the solvers began to employ
MEYV Blockers, shown in 7.8d. During the following months, a significant number of batches
were submitted through MEV Blockers, while fewer batches were submitted via Flashbots.
These dynamics resulted in a minimal number of sandwiched or back-run batches.

Sandwich attacks tend to coincide with low usage of private channels, and conversely, their
occurrence decreases significantly when private channels are extensively used. Furthermore,
our earlier sections demonstrated that CoWs offer little value in protecting against sandwich
attacks as they occur rarely. Consequently, it becomes evident that solvers mainly rely on
private channels as the primary mechanism to protect the batch from sandwich attacks.

7.6 Inclusion Time

In conventional DEXSs, users” orders are placed in the mempool upon submission. On the
other hand, the CoW Protocol operates differently. Initially, the orders are stored on CoW
Protocol’s off-chain database, awaiting to be grouped into a batch by solvers. Then, the
solvers submit the batch in the blockchain. This series of steps impacts the duration of trade
executions.

We investigate the duration it takes for a user’s order to be mined on the blockchain from
the moment the order is submitted. The duration is calculated as the time difference between
the execution time of the block to which the order belongs and when the order was submitted
to CoW Protocol. The analysis covers four specific samples extracted from the time intervals
considered in the assessment of private channel usage. The data shown in figure 7.9 is
averaged using Gaussian smoothing to identify the trend duration in each sample.

Figures 7.9a and 7.9c correspond to time periods with minimal or no use of private channels.
The floating average is relatively low, at approximately 50 seconds. In contrast, during the
time intervals when Flashbots and MEV Blocker are used, the floating average increases,
ranging around 100 seconds and up to 200 seconds, as shown in Figures 7.9d and 7.9b
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Figure 7.9: The duration of order execution including the floating average.
respectively.

7.7 Discussion

The implementation of intents by the CoW Protocol can be considered a significant step
towards alleviating the burden that users have when trading on DEXs. Normally, when
creating a transaction, users have to handle everything from gas prices to network conditions
to bearing the cost of MEV attacks. Intents allow users to trade without having these concerns.
This approach simplifies the user experience and shifts the responsibility of managing MEV
to the protocol. The rising interest in this area is evident from the increasing number of
research papers, including a recent one titled UniswapX, which employs mechanisms similar
to the CoW Protocol [34].

One of the observations from the analysis result is that CoWs occur infrequently due to
the protocol’s low trading volume and a limited number of trades per batch. CoW Protocol
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can be seen as a network effect-based platform, meaning that the more users use it, the more
beneficial it becomes for users. CoWs are more likely to occur in a high trading volume
setting. For comparison, Uniswap, which has significantly more trading volume than CoW
Protocol, in our counterfactual analysis revealed higher occurrences of CoWs. To leverage the
CoWs strategy, CoW Protocol should prioritize increasing its trading volume. Additionally;,
boosting overall traffic can optimize gas usage, such as by batching together trades going
in the same direction. Increasing the inclusion time of orders in batches may also improve
the chances of increasing CoWs, but this can negatively affect the user experience. We have
also observed instances where possible CoWs on the batch were not matched. To maximize
liquidity from the CoWs, the protocol should consider the proper matching of CoWs beside
the highest generated surplus when determining the batch auction winner.

While a more popular trading DEX may yield better results in terms of CoWs, settling all
trades via CoWs would still be challenging. This is because exact opposites in amounts for
CoWs are less likely to happen. Therefore, relying solely on CoWs may not be sufficient to
remove the MEV problem on DEXSs. In addition to this challenge, the protocol also relies on
the uniform clearing price, which is a strategy to avoid competing for position within a batch.
However, most batches typically contain only one trade, providing limited benefits under
current conditions. To fully realize the advantages of the uniform clearing price mechanism,
it is essential to increase the number of trades in each batch. Additionally, positioning the
batch first on the block could help reduce the sandwich attacks. Infrastructure-level solutions,
like Flashbots and MEVBlocker, have played a significant role in mitigating MEV for batches.
However, these solutions should be considered as a last resort, with the primary focus being
on minimizing MEV at the application level.

As the CoW Protocol can be considered a pioneer in the MEV-aware application design
space, we expect to see more diversity in this direction. Different applications may have
specific MEV challenges, and solutions tailored to these specific use cases will be necessary.
Consequently, we cannot rely on a single solution that addresses all MEV-related issues at the
application level. It will be interesting to see new solutions emerge in other DeFi applications,
such as lending protocols, as the industry continues to evolve and address MEV concerns.
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8.1 Conclusion

In conclusion, the impact of the CoW Protocol on MEV can be assessed from two perspectives:
in users’ protection trades and MEV mitigation. Regarding the former, the CoW Protocol pro-
vides higher protection against MEV for traders in comparison to conventional decentralized
exchanges such as Uniswap. The primary reason lies in users’ receiving at least the quoted
price, which ensures they are protected from price fluctuations resulting from MEV attacks.
In essence, the CoW Protocol shifts the responsibility of managing MEV from users to solvers.

As for the MEV mitigation, the central strategy, Coincidence of Wants (CoWs), while
conceptually promising, has proven ineffective in practice. Only a negligible number of
trades were settled via CoWs. This suggests that the practical utility of CoWs in the current
conditions is limited. However, the utility of the CoWs strategy became more apparent when
evaluated in a DEX with a higher trading volume. A counterfactual analysis on Uniswap V3
revealed that CoWs could secure typically 20% up to 40% of all needed liquidity.

The effectiveness of the CoW Protocol in minimizing MEV is not primarily attributable
to its application-level design. Instead, a significant reduction in sandwich attacks can
be attributed to the dependency on private channels. This became evident when sandwich
attacks tended to coincide with low usage of private channels, and conversely, their occurrence
decreased significantly when private channels were extensively used. Furthermore, most
recent transactions have been routed through private channels.

In summary, the CoW Protocol is an innovative MEV-aware application design, but its direct
impact on MEV minimization appears to be limited. Most MEV mitigation, as revealed in
our analysis, is derived from private channels. Nevertheless, with the potential for increased
trading volumes, as exemplified by Uniswap V3, there is significant potential for the CoW
Protocol to become more effective in mitigating MEV risks in the future.

8.2 Future Work

Enhance the CoWs quantification implementation

The current approach’s limitation is its ability to identify interactions with only eight DEXs.
To provide more precise and comprehensive results, expanding the scope to include a greater
number of DEXs. Alternatively, developing a more generic solution capable of identifying all
asset amounts going into DEXs could address this limitation. Another aspect to consider is
improving the accuracy of the results by using token prices at the time of the actual trade
rather than relying on fixed-date prices.
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Comparative Analysis of Token Prices Across DEXs

Investigate whether the CoW Protocol offers better token prices compared to other DEXs.
While this thesis focuses on CoW Protocol’s MEV mitigation and user protection aspects,
it does not delve into direct price comparisons with other DEXs. Valuable future research
involves comprehensively analyzing the CoW Protocol’s pricing effectiveness. This could be
achieved by performing a counterfactual analysis where batch transactions are replaced with
trades executed on Uniswap or Sushiswap. As a result, one can determine whether users
receive better prices on CoW Protocol.
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