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MEYV (Maximal Extractable Value) refers to the
profit that can be made by reordering, censoring
or inserting transactions in the block
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Where does MEV come from? TLTI
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What are the risks?
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CENTRALIZATION

Actors that engage in MEV
activities become the main
block proposers
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LOSS OF USERS’ FUNDS

A “tax” imposed to users who
interact with DeFi applications
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Decentralized Exchanges

Provide similar services to traditional exchanges

Implemented in form of Constant Func. Market Maker (e.g x*y=konst)

Source of MEV
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Sandwich Attacks UM

An example how an attacker can exploit Constant Func. Market Maker (x*y=konst)

Ethereum block
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;- Price occurrences ETH/USDT trading block 1417421
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Traders receive different prices for the same token at the same block

..........................................................................................................................................

https./wwwyoutub.co/watch?v=nEpDHIiZfFyA



CoW Protocol

CcOwW
@ Protocol

Cow Protocol ensures that traders get the same
price for the same token pairs they trade at the
same block



Coincidences Of Wants
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Alice
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Wants to buy

~

\\ 1ETH with 1300 USDC /
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No AMM interactions
=> no slippage (NO MEV)
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Bob
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Wants to buy

~

\\ 1300 USDC with 1ETH /
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Overview

Sign intent
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Off-chain database Solvers compete for
best possible price

____________________________________________________

mempool
(public)

mev-boost
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Motivation

e MEYV destabilizing force
e CoW Protocol is novel approach to mitigate MEV

e Lack of research
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Aim

“orovide an objective evaluation of the CoW
Protocol in regard to Maximal Extractable Value
protection and user benefits”



Research questions TUTI

1. What are the current approaches to mitigate the risks from Maximal

Extractable Value?

Taxonomy: Built-in, Infrastructure, MEV aware application design

2. What are the mechanics of the CoW Protocol? How trader’s assets are

managed in CoW Protocol?

Architecture, Solver rewards, Level of decentralization, Robustness of protocol, Smart contracts analysis
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Research questions TUTI

3. What is the impact of the CoW Protocol to mitigate Maximal Extractable Value
and how does it compare to other DeXs? Are batches in CoW Protocol prone to
MEV attacks?

Quantify CoWs (Coincidence of Wants) and ring trades, size of batches, quantify sandwich attacks on

batches, comparison of trading on CoW Swap vs Uniswap

4. How do CoW Protocol's solvers operate? What are their incentives?
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Methodology
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Analytical

Dune Analytics
Flashbots API

/

Wallet Address or ENS name

Connect Wallet

Empirical

Run our own experiments to evaluate

CoW Protocol

N

/

© sebis

16



Dune Analytics TUT

e Ethereum-based analytics platform
e Query blockchain data using SQL

e Raw data, decoded projects, spells, community data

& ¢ cow_protocol batches < 4 cow_protocol solvers

8 batches

EE solvers

solver_address varbinary

0 hash varbinary address varbinary
call_data_size decimal(16, 6) name varchar(18)
batch_value double active boolean
block_date date anvirormant

block_time timestamp

dex_swaps bigint

fee_value double

gas_price bigint

gas_used bigint

num_trades bigint

token_approvals bigint




TIMELINE

Analysis of Cow
Protocol

Literature Survey
Data Collection
Data Analysis
Experiments

Writing Thesis
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Thanks!

Any questions?
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