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Abstract

The big data revolution has transformed the way organizations collect and process personal
data by not only providing numerous benefits but also creating new risks to privacy, such as
data breaches, leaks, and misuse. Privacy-enhancing technologies (PETs), technical measures
developed to protect users’ privacy while enabling sensitive data processing, are a potential
solution to these privacy threats. However, despite the increase in research and development
of PETs, there are still many challenges to their widespread adoption in the industry.

The goal of this thesis is to address one of them - the lack of justification for a PETs
investment. On the one hand, data protection laws such as the General Data Protection
Regulation (GDPR) do not specify what constitutes appropriate technical measures for
compliance. On the other hand, the role of managers as decision-makers determining the
technical measures for privacy protection in their organizations has not been given enough
consideration. With that said, this work contributes to privacy research by investigating
the factors that influence managerial decisions to adopt privacy-enhancing technologies. In
consequence, the emerging plethora of incentives is thoroughly summarized and systematized
in a state-of-the-art taxonomy.

Moreover, there is a case for both privacy and the adoption of PETs to be regarded as
corporate social responsibility (CSR) initiatives, as the law is insufficient for governing
corporate decision-making in all aspects of data management. As this research area is still
in its infancy, this master’s thesis represents the first attempt to integrate these previously
disparate research fields by placing the moral, relational, and instrumental reasons for
engaging in CSR activities at the core of the developed taxonomy. Ultimately, the final
taxonomy can serve as a means for encouraging managers to invest in PETs and a valuable
resource of reasons to justify their decision.
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1. Introduction

1.1. Purpose of the Master's Thesis

With the rise in data breach incidents and data leaks, people are getting more worried than
ever about their online security [1]. As a result, privacy-enhancing technologies, encompassing
software and applications meant to decrease, eliminate, or prohibit the unlawful processing
of users' personal data, are gaining traction [1]. PETs have been around for over two decades,
but it is only recently that they have attained a wider market penetration [1] and a newfound
practical application to business problems.

Even though privacy-enhancing technologies allow for both data protection and data analyt-
ics, when it comes to their adoption, there are still many different challenges. Among them is
a lack of awareness and clear incentives to invest in PETs [2], while research investigating the
intention to adopt PETs is scarce [1]. Since managers are the decision-makers in companies
that determine the technical measures to ensure privacy protection, they have a major role in
the privacy compliance structure of organizations [2].

The existent literature has indicated that management is an important stakeholder whose
concerns and views are missing from privacy research [3] and suggested that managers should
be seriously worried about privacy breaches and should have a legal obligation to ensure
compliance with the data protection law [4]. Furthermore, Bélanger and Crossler [5] consider
organizations to have a unique set of concerns regarding privacy and the consequences
associated with it and imply this should be studied by researchers. Moreover, Mangiò et al.
[1] claim that the subjective and social motives in�uencing the decision to adopt privacy-
enhancing technologies must be addressed in further research. Yet, the literature to date fails
to provide the reader with such studies. While Senarath and Arachchilage [6] examine the
organizational approaches towards user privacy and the two motivations behind them and
Borking [4] the organizational motives for adopting PETs, their research was conducted before
the General Data Protection Regulation became effective in 2018 and the signi�cant changes
that followed. With existing research not addressing all the insights that can be gained from
practice, a gap in the literature emerges.

Hence, this thesis strives to create an incentive for managers to invest in privacy-enhancing
technologies as appropriate measures for achieving privacy protection. It will address the
gap in the literature by providing a taxonomy that offers an extensive overview of the factors
in�uencing managerial decisions to adopt PETs.

To achieve this aim, the thesis is guided by the following three research questions:

1. What are the motivational factors for privacy protection in organizations?

The goal of the �rst research question is to begin an investigation into the motivational

1



1. Introduction

factors for privacy protection in companies. Of course, we are aware that GDPR and other
legislation fundamentally in�uence this matter, but we strongly believe there is room for new
important �ndings. Surprisingly, there is a lack of research in this area, especially post-GDPR.
To answer this question, we conduct a qualitative study consisting of a systematic literature
review and semi-structured interviews with managers and decision-makers engaged in their
organization's privacy protection and, by extension, decisions regarding the adoption of PETs.
The latter, as their name indicates, can be used to enhance companies' privacy protection. As
a result, by exploring the incentives for privacy protection, RQ1 lays the groundwork for RQ2.

2. From a managerial perspective, what are the incentives for the adoption of privacy-
enhancing technologies in organizations?

The work posed by the second research question is central to what this thesis aims to
achieve. As previously mentioned, we believe that the managerial perspectives concerning the
adoption of privacy-enhancing technologies have not been examined suf�ciently. To address
this, we administer surveys with our population of interest - the same as for the interviews -
managers and decision-makers involved in their organization's privacy or security domain
decision-making process. Ultimately, the goal of RQ2 and the quantitative study behind it is
to gain novel insights into the factors in�uencing managerial decisions to adopt PETs.

3. How can managers be motivated to invest in privacy-enhancing technologies?

The third and �nal research question addresses the gap in the literature presented at the
beginning of this chapter by creating an incentive for managers to recognize PETs as technical
measures for privacy protection. To answer this question, we develop a taxonomy comprising
the factors in�uencing managerial decisions to adopt privacy-enhancing technologies by
thoroughly systematizing and summarizing all incentives identi�ed in RQ2. The taxonomy
emerging from this thesis research is intended as a starting point for encouraging managers
to invest in PETs and a rationale for their decision to do so. Lastly, this work aims to start a
discussion and inspire future research to expand on our novel research �ndings.

1.2. Outline

The thesis is structured as follows. Chapter 2 - Foundations- introduces all relevant background
information that is important for understanding the concepts and terminology included in
this thesis. Chapter 3 - Related Work- presents an overview of existing literature related
to the research topic. Chapter 4 - Methodology- describes the methodology behind the
employed mixed method research approach and the taxonomy creation. Chapter 5 – Study
Demographics- explains the process of procuring both interview and survey participants
and their demographics. Chapter 6 - Motivational Factors for Privacy Protection- describes
the �ndings of the qualitative study in detail, hence answering RQ1 and addressing RQ2.
Chapter 7 - Factors In�uencing Managerial Decisions to Adopt PETs- provides an answer to
RQ2 by presenting the results of the quantitative study and to RQ3 by revealing the �nal

2



1. Introduction

taxonomy aimed at motivating managers to invest in PETs. Chapter 8 – Discussion- examines
this work's general insights and perceived limitations, and proposes future research avenues.
Chapter 9 – Conclusion– shortly summarizes the research contribution and accomplishments
of this master's thesis.

3



2. Foundations

In this opening section, we provide some background information that will serve as the
basis for the rest of the thesis. These foundations examine the concept of privacy, privacy
compliance, and privacy-enhancing technologies

2.1. Terminology

First, in order to prevent any ambiguity for the remainder of this thesis, the author recognizes
the need to provide clari�cations on several related concepts that are central to this work.

2.1.1. Personal Information and Data

The terms personal informationand personal dataare typically used in Europe and Asia, whilst
personally identi�able information(PII) is commonly used in the United States. However, all
of them relate to the same notion [7]. According to the GDPR, "'personal data' means
any information relating to an identi�ed or identi�able natural person ('data subject')" [8].
Examples of these data include one's name, date of birth, address, phone number, email
address, passwords, national identity or social security number, �nancial information, and
medical history [7]. Certain personal data elements are deemed more sensitive than others,
while the de�nition of what constitutes sensitive personal information differs by jurisdiction
and even by speci�c regulations [7]. As a result, the terminology indicated above, as well as
the terms sensitive information, sensitive data, sensitive personal informationand sensitive personal
data, will be used interchangeably throughout this thesis.

2.1.2. Information and Data Privacy

The right of individuals to control their personal information and to prevent it from being
disclosed to third parties without their consent is re�ected by the term information privacy
[9]. It relates to the protection of all personal data, regardless of the form in which they are
stored. On the other hand, data privacyrefers speci�cally to the protection of digital data, e.g.,
electronic records, computer �les, or online communications. It concerns the measures taken
to protect these data from unauthorized access, use, or disclosure.

Hence, between the two terms, the �rst is the broader concept that applies to all types of
personal information, whereas the latter is a narrower concept that relates speci�cally to the
protection of digital data. As both terms were used synonymously in the reviewed literature,
we use them in the same manner in this work.

4



2. Foundations

2.1.3. Privacy Protection and Compliance

Finally, a small but important distinction needs to be made between privacy protectionand
privacy compliance. According to our understanding, the �rst focuses on the implementation
of policies, procedures, programs, and technical measures to ensure the privacy of personal
information, while the latter refers to the process of ensuring that an organization is meeting
regulatory and legal obligations related to the protection of these data. Furthermore, data
protectionrefers to the management of personal information and is frequently used in regard
to privacy-related rules and regulations in the European Union [7].

Throughout the examined literature and conducted interviews with managers, those terms
were frequently used interchangeably. Still, we would like to outline that we intentionally
use the term privacy protectionfor our �rst research question, as seen in Chapter 1. This is
because the objective of RQ1 is to examine organizations' incentives for safeguarding privacy
beyondthe mere obligation to do so imposed by various laws and jurisdictions. While we
recognize that the latter is undoubtedly relevant, we want to focus on the exploratory nature
of conducting research and keep an open mind when posing our research questions.

Without further delay, a more comprehensive examination of the characteristics of privacy,
privacy compliance, and privacy-enhancing technologies is provided.

2.2. Privacy

Privacy can be described as multidimensional, context-dependent, and dynamic in that it
develops with a person's life experiences [10]. Additionally, there is the de�nitional ambiguity
it suffers from [10]. To explore the concept of privacy, we will refer to Siani Pearson's paper
Privacy Management in Global Organisations[7], which provides substantial insights into the
nature of the term.

Privacy is a fundamental human right, as enshrined in the United Nations Universal
Declaration of Human Rights (1948) [7]. On the European continent, its importance has been
af�rmed both in the European Convention on Human Rights and the Charter of Fundamental
Rights of the European Union, as well as more broadly as part of national constitutions. At
the same time, in America, the right to privacy has typically been considered more strictly in
terms of avoiding harm to others under certain circumstances [7].

As a consequence, we see that there are more ways than one to think about privacy. At a
broad level, one can view privacy as "the right to be left alone" [11], but from a commercial
point of view, privacy concerns the protection and appropriate use of customers' personal
information under the law. Thus, it applies to "the rights and obligations of individuals
and organizations with respect to the collection, use, disclosure, and retention of personally
identi�able information" [12]. Additionally, information privacy can be de�ned as "the ability
of the individual to control personally information about oneself" [13]. This being the case,
the collection and processing of personal information are subject to regulations in many
countries around the world. According to Acquisti et al. [14], privacy protection can be
achieved through regulation and privacy-enhancing technologies.

5



2. Foundations

Figure 2.1.: The Two Faces of Privacy Problems

Source: Culnan and Williams [10]

On the other hand, in 2006, Solove de�ned privacy as a collection of issues brought on by
how businesses handle customer data [15]. He created a taxonomy of information processing
and information distribution activities that could cause harm to individuals by compromising
their privacy [10]. Information reuse and unauthorized access to personal information may
be used to categorize the majority of these activities, as illustrated in Figure 2.1.

2.3. Privacy Compliance

The big data revolution has caused a rise in the collection and processing of personal data,
resulting in various individual, organizational, and societal advantages [16, 17] and the
emergence of entirely new �elds of study [16]. Simultaneously, the trend of ever-increasing
data collection poses additional risks concerning data privacy: data breaches, insider threats,
and organizational misuse of obtained data [16]. As a result, data privacy has emerged as a
core issue in today's age of information [16, 17].

To address this rising challenge, governments have begun developing data privacy legisla-
tion to protect data subjects from data controllers [16]. Among the major privacy regulations
in the world are the European Union's General Data Protection Regulation, the California
Consumer Privacy Act (CCPA), Brazil's General Personal Data Protection Law (LGPD), and
the older Healthcare Insurance Portability and Accountability Act (HIPAA).

Unfortunately, compliance with data privacy regulations can be extremely challenging [16,
10], too expensive or impossible for many �rms [16]. Here are some of the reasons behind the
issues with compliance, as found in literature.

On the one hand, complying with regulations such as GDPR is very problematic using
existing data processing systems, which are typically intended for easy access to data rather
than strong data privacy protections [16]. When data is transferred across organizational
units or with third parties, compliance becomes considerably more dif�cult to achieve since
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numerous different regulations apply and must be met [16, 18].
On the other hand, regulators declare organizations as compliant with regulations when

they maintain "reasonable procedures" [10] and implement "appropriate" technical measures
[2]. This poses a challenge because the current regulations are vague regarding what consti-
tutes reasonable or appropriate [10], and interpreting this can require academic-level legal
research [2]. Furthermore, the aforementioned regulations are "technology neutral," which
means that they do not indicate concrete requirements for the implementation of speci�c
technologies [2].

Thus, even though GDPR and other legislation impose harsh �nes for noncompliance,
data breaches, and other data privacy violations, a plethora of breaches still occur each year,
demonstrating that even the most stringent regulation is not enough to ensure individuals'
data privacy. Alessandro Acquisti, a professor at Carnegie Mellon University's Heinz College
of Information Systems and Public Policy [19], believes that there is a need for "a regulatory
framework to promote the deployment of privacy-enhancing technologies" and strives to turn
the attention of policymakers to the importance of regulatory intervention in this area [20]. In
this light, this master's thesis aims to encourage managers and decision-makers to recognize
and invest in PETs as appropriate technical measures for privacy protection.

2.4. Privacy-Enhancing Technologies

2.4.1. History of PETs

For over two decades, numerous privacy-enhancing technologies have been emerging to
address the amplifying number of privacy concerns and ensure data protection. Privacy-
enhancing technologies have no universally agreed-upon de�nition. Our understanding of
them is based on the de�nition provided by The European Commission, which describes a
PET as "a coherent system of ICT measures that protects privacy by eliminating or reducing
personal data or by preventing unnecessary and/or undesired processing of personal data, all
without losing the functionality of the information system" [21]. Similarly, Pearson describes
them as "any technology that exists to protect or enhance an individual's privacy, including
facilitating individuals' access to their rights under the Data Protection Act 1998" [7].

In 1997 and 2002, Goldberg, Wagner, and Brewer [22, 23] provided an overview of the
current PETs at the time and aim to foster further research in the area of Internet privacy
protection. Their vision is to restore and revitalize personal privacy for online activities, as
well as to improve society via privacy protection. In 2007, Goldberg argued that privacy-
enhancing technologies are as vital as they have ever been, if not even more [24]. Since then,
there have been several surveys [25], reviews [26, 27, 28] and handbooks [29] expanding and
systematizing the knowledge about PETs.

In 2020, when Mangio et al. [1] review previous literature, they identi�ed three distinct
research branches in studies on PETs. First, there are studies related to the �eld of economic
research that brings together work aimed at making sense of the evolutionary dynamics of
the PET market and identifying the key technological and economic impediments to the
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widespread use of these technologies. Second, related to the �eld of ICT and information
system research, there are studies with a high-tech and PET-speci�c focus aimed at evaluating
the PET and demonstrating technical advancements that can increase its usability and ef�cacy.
Third, linked to the history of end-user-focused information system research, there is a group
of studies that attempt to shed light on the user's perspective on adopting such technologies,
which is still in its infancy.

Thus, what forms a gap in the literature, is a lack of studies that focus on managers'
perspectives and reasons for adopting PETs. Despite academics agreeing that the decision to
use PETs might be affected by both subjective and societal factors, research so far has seldom
taken such factors into account [1]. Let us now look at several obstacles that prevent the
widespread adoption of privacy-enhancing technologies.

2.4.2. Some Known Challenges

As previously stated, this master's thesis will focus on the factors in�uencing managerial
decisions to adopt PETs. However, as the incentives and challenges for adopting privacy-
enhancing technology are interconnected, we want to provide some background information
on the latter here.

PETs bring considerable individual and social bene�ts since they facilitate both data
protection and analytics [14, 30]. The main driver behind the adoption of privacy-enhancing
technologies, according to [29], is their ability to prevent privacy incidents and thereby lessen
the risks and consequent harm caused by privacy breaches. However, many users are unlikely
to take advantage of them owing to a lack of knowledge about PETs' availability, mistrust, or
perceived (and actual) expenses [14]. According to privacy professionals, further barriers to
the adoption of PETs for compliance purposes include a lack of clear bene�ts in demonstrating
compliance, a lack of mapping to concrete use cases, and a perception of PETs as being too
academic to be applicable as technical measures [2].

Furthermore, many organizations still see security measures as a post-development task,
and the majority of privacy-enhancing technologies are unfamiliar to most engineers [31].
There is a substantial risk of PETs becoming obsolete unless clear and meaningful guidance is
offered to organizations [31]. Acquisti et al. [14] suggest that further research, integrating
psychology, economics, computer science, and the law, is necessary to overcome the mentioned
challenges. This is also where our research comes in - with the aim to highlight the relevance
of PETs for organizations and provide decision-makers with an incentive to adopt them.
Klymenko et al. [2] reveal that management plays an essential role in the privacy compliance
structure of organizations. They highlight that managers are the ones deciding whether or
not to view PETs as appropriate technical measures for privacy protection and stand behind
the compliance decisions. Now that we have hinted at the importance of management with
respect to privacy and privacy-enhancing technologies, it is time to outline their relevance for
this master's thesis in the next chapter.
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This chapter introduces certain �elds of related work to establish a stronger foundation for
the scope of this thesis. While the research reviewed in the following sections is undeniably
relevant to this master's thesis, it does not directly address the primary research objectives of
our work. At the end of the chapter, we outline the research gap the thesis aims to resolve.

3.1. The Role of Managers for Privacy Protection

One cannot help but notice there are numerous mentions in the past and recent literature of
the role of managers as stakeholders for privacy protection. The already alluded Handbook
of Privacy and Privacy-Enhancing Technologies[29] provides readers with guidelines for its
chapters, according to the reader's background and interests. Various types of readers are
identi�ed - developers, users, managers, and decision-makers. The chapters Privacy, Privacy
architecture for agents, Trust model and network aspects, and Conclusions and future outlookare
listed as being of speci�c importance to readers with a managerial background.

In the privacy literature, research on information privacy behaviors as an organizational
phenomenon is underrepresented [13]. Greenaway and Chan [13] declare information privacy
a concern in the �eld of information management that is becoming increasingly important to
managers and policymakers. In 2018, Heavin and Power [32] created a conceptual design
support guide for managers to help them tackle the challenges that come with digital
transformation. Among the seven factors that managers are said to face to achieve successful
digital transformation in business are Security vs. Accessibilityand Privacy of individuals vs.
Understanding of an individual[32].

While Culnan and Williams [10] also provide practical implications to managers, their work
is based on information ethics and "the moral responsibility of executives to do no harm."
They claim that the majority of privacy research has not addressed larger organizational,
managerial, and societal concerns, such as how businesses handle personally identi�able
information, what managers must do, and the moral obligations they have to diverse parties
doing business with their enterprises. Furthermore, they recommend that managers of
organizations follow three steps in order to develop strong privacy programs that will lead
to better privacy behaviors: (1) establish a culture of privacy that starts at the top of the
organization, (2) establish an accountable governance process for privacy, and (3) refrain from
decoupling privacy from personal experience.

In summary, the related research has indicated that management: has a major role in
the privacy compliance structure of organizations [2]; is an important stakeholder whose
concerns and views are missing from privacy research [13]; should be seriously worried about
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privacy breaches [4, 10]; and should have a legal obligation to ensure compliance with the
data protection law [4]. Additionally, it has provided multiple reasons to justify why privacy
protection is important for companies [10, 33, 34].

Based on this, we aim to emphasize the importance of choosing managers involved in the
decision-making regarding privacy protection in companies as our interviewees and survey
participants. Ultimately, the desired outcome of this thesis is to motivate them to invest in
privacy-enhancing technologies by providing them with compelling incentives, summarized
in our �nal taxonomy.

3.2. Motivations for Secure Software Development

There is a multitude of publications in the �eld of security that explore different stakeholders'
software security motivations.

To understand how to encourage secure software development from the perspective of
individual motivation, Song et al. [35] conduct semi-structured interviews with security
professionals, such as software engineers, security engineers, security consultants, and senior
managers in the security domain, and administer surveys with members of the same target
group. Their primary �ndings indicate that the assimilation of secure software development
innovation can be in�uenced by two individual motivational factors: potential support from
the organization and individual needs. The �ndings offer managers of software development
companies an empirically-supported framework to guide their personnel incentive policy-
making decisions, and from them, a Technology-Organization-Personality model emerges.

Furthermore, in the paper Motivations and Amotivations for Software Security, Assal and
Chiasson conduct a semi-structured interview study with software developers to investigate
the factors that affect their motivations towards software security [36]. Their �ndings include
both intrinsic and extrinsic motivations, as well as amotivations for writing secure code.
Moreover, in their follow-up research [37], they conduct an online survey with developers to
further explore their behavior and motivations for achieving secure code. This work outlines
the need for adopting a comprehensive approach to examine organizational factors that affect
software security rather than solely focusing on the individual. Additionally, Acar et al. [38]
provide a systematic, organized effort to comprehend the attitudes, needs, and priorities of
software developers towards security, whereby their paper employs the term 'security' to
encompass both security and privacy. Their research agenda reveals that "privacy-preserving
or -enhancing behavior often requires the use of secure mechanisms, while good security
practice often protects privacy" [38]. With that being said, they argue that the research
methodologies and strategies they examine are generally applicable to both security and
privacy.

As privacy is closely linked to security, we view the aforementioned security research as
a precursor to the privacy research undertaken in this master's thesis. The related research
discussed here explores the incentives of various stakeholders regarding security and applies
a similar research approach to ours to achieve its objectives. Therefore, we believe the work
of this master's thesis is the relevant next step for the research on privacy.
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3.3. Organizational Privacy Behaviors

The research conducted by Kathleen Greenaway and Yolande Chan in 2005, 2013, and together
with Robert Crossler in 2015 is of signi�cant importance for exploring organizational privacy
behaviors.

In their publication Theoretical Explanations for Firms' Information Privacy Behaviors, Chan and
Greenaway [13] argue that a single theory cannot explain the range of organizational behaviors
towards privacy and claim that the institutional approach explains the behavior of �rms that
view information privacy in terms of competitive necessity, while the resource-based view is
useful for exploring the reasons behind the behavior of �rms seeking to exploit information
privacy programs as a competitive advantage. Accordingly, they categorize organizational
behaviors as either a "minimal privacy behavior" or an "enhanced privacy behavior" [13].

In subsequent research, they introduce a four-approach framework for creating privacy
programs [39]. The proposed framework comprises two dimensions, based on (1) the
organization's response to legal and regulatory requirements, which depends on the view of
privacy as a risk or an opportunity, and (2) the customer information management initiatives,
which can be either internally or externally focused. Greenaway and Chan argue that
the considered approaches can effectively assist different organizations in achieving their
enterprise-wide objectives while considering resources and other limitations.

Lastly, in their publication Company information privacy orientation: a conceptual framework,
Greenaway et al. use the control theory and justice theory to establish a conceptual framework
that integrates the �rm's ethical obligation, information management strategy, and legal risk
assessment [40]. The proposed framework differentiates between four company privacy
orientation pro�les: Privacy Ignorers, Privacy Minimisers, Privacy Balancers, and Privacy
Differentiators. The intended outcome of Greenaway et al.'s work is to enable improved
management of privacy by explaining the choices available to organizations, thereby assisting
companies to align their privacy programs more effectively with their primary organizational
concerns.

Furthermore, Senarath and Archchilage [6] apply grounded theory to build upon the
�ndings by Chan and Greenaway [13] and Ginosar and Ariel [3]. They study the policy
declarations and public and government reports of forty international organizations and
conduct seven interviews with managers from a subset of these organizations. As a result,
Senarath and Archchilage identify four different approaches that organizations take toward
end-user privacy and outline the two primary motivations behind them - voluntary-driven
inherent motivation and risk-driven compliance motivation. In addition, they compare how
organizational characteristics such as business model, revenue, and business nature relate to
the approach they take toward privacy.

Finally, Halder et al. [41] make the most recent (at the time of writing this thesis) con-
tribution to this research �eld, with their Information Privacy Assimilation: An Organizational
Frameworkpublication from 2022. The authors propose an information privacy framework that
integrates both opportunistic and risk-based organizational perspectives on privacy. They also
examine the privacy enablers and deterrents that impact the two perspectives. Additionally,
Halder et al. plan to validate their qualitative analysis �ndings through a survey-based
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approach in future work.
In conclusion, the above-mentioned publications on organizational privacy behaviors allude

to motivations for privacy protection in companies. However, their primary focus is not
on exploring these motivations or investigating the incentives for the adoption of privacy-
enhancing technologies. With that being said, the author would like to emphasize that while
this research is related to her work, it does not address the objective of this master's thesis.

3.4. Integration of Privacy and Corporate Social Responsibility

During the systematic literature review (SLR), the connection between privacy and corporate
social responsibility was unintentionally discovered. This will be explained when discussing
the SLR process in Chapter 4, section 4.1. As a result, this thesis not only answers RQ1,
but also additionally addresses the question: "Which primary themes and theories from
the literature can be employed to examine the motivational factors for privacy protection in
organizations?". In this regard, we will brie�y review the main themes and theories observed
in related literature, in particular corporate social responsibility (CSR) and, by extension,
corporate digital responsibility (CDR).

In 1979, Carroll [42] classi�ed corporate social responsibilities into economic, legal, ethical,
and philanthropic categories. He argues that generating pro�t, along with compliance with
legal regulations, is the fundamental responsibility of companies [42, 43]. Mintzberg [44]
expands on this notion by proposing that CSR becomes relevant in areas where corporations
need to comply not only with the literal interpretation of existing legislation but also with its
underlying principles. For example, he argues that corporate social responsibility becomes
crucial in �elds where the corporation can exploit its superior knowledge to deceive its
customers, suppliers, or government [44, 43]. Therefore, Pollach [43] argues that information
privacy can be categorized as an ethical responsibility and, thus, as a CSR initiative as long
as the law is insuf�cient for governing corporate decision-making in all aspects of data
management.

Furthermore, Allen and Peloza [45] propose that privacy concerns are posing a threat
to companies' relationships with key stakeholders. With CSR initiatives strengthening and
enhancing these relationships, they examine the interplay between privacy and corporate
social responsibility and develop a framework for assessing privacy-related activities as an
element of the company's CSR strategy. In this integration of corporate social responsibility
and privacy, they differentiate between privacy-related activities with either a �rm or cus-
tomer focus and CSR activities that concentrate on either their business practice or goods
and services. In addition, Allen and Peloza argue that when examined from a CSR perspec-
tive, privacy protection can signi�cantly enhance a company's reputation and stakeholder
relationships. Lastly, their �ndings suggest that privacy is a multifaceted issue that requires
integration across the marketing, IT, and legal areas. The presented typology serves as an
initial attempt to consider speci�c objectives and business-related matters that are pertinent
to both managers and scholars in the areas of privacy and corporate social responsibility.

In 2022, Steele [46] expanded on the role of privacy and data protection as key stakeholder
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concerns within the CSR agenda. His research asserts that companies are placing increasing
importance on data protection and corporate social responsibility, and are starting to pay
greater attention to both. Moreover, legislation such as the GDPR is essential for ensuring
that businesses suf�ciently safeguard private information and incorporate digital rights, for
example, privacy rights, into their CSR frameworks [46]. In addition, Steele suggests that
companies must take data privacy seriously and prioritize it in their CSR policy.

To conclude, privacy protection is a highly relevant corporate social responsibility initiative,
but it is still in its infancy [43, 45, 46]. As previously discussed in Chapter 2, the law is
insuf�cient for governing corporate decision-making in all aspects of privacy protection
because current regulations are vague regarding what constitutes appropriate technical
measures that should be implemented [2]. As a result, we would like to propose that PETs
can also be viewed as a CSR initiative. Moreover, companies undertake CSR initiatives due
to moral, relational, and instrumental reasons [47], and these motives can be applied to
examine why organizations engage in privacy protection [43]. Finally, we view this as an
opportunity to classify the factors that in�uence managerial decisions to adopt PETs according
to these categories. To the extent of the author's knowledge, the existing literature has not
explored the adoption of privacy-enhancing technologies with regard to corporate social
responsibility's moral, relational, and instrumental incentives, making this study a novel
contribution to privacy research.

Corporate Digital Responsibility
On a similar note, the concept of corporate digital responsibility is discussed. Lobschat et
al. de�ne CDR as "the set of shared values and norms guiding an organization's operations
with respect to the creation and operation of digital technology and data" [48]. Additionally,
they explain that corporate digital responsibility necessitates that tech �rms and all of their
corporate actors that use digital technologies or data processing should recognize that the
code they generate or deploy, along with the data they gather and process, inevitably impose
ethical obligations on them. When discussing the role and relevance of CDR in key disciplines,
consumer privacy concerns are outlined as highly relevant.

Lobschat et al. highlight the GDPR as an important legal framework for devising corporation-
speci�c norms for corporate digital responsibility. According to them, in a CDR context,
one speci�c norm is to "safeguard consumers' personal data," which requires designers
and programmers to implement encryption technology, a traditional PET[49], into products.
This goes to show that an undeniable connection exists between PETs and corporate digital
responsibility. Finally, Lobschat et al. outline managers as the leaders and responsible parties
of their organizations, thereby representing CDR-relevant individual actors, followed by other
employees and current and potential customers.

As previously discussed, this thesis' objective is to investigate the factors in�uencing
the adoption of privacy-enhancing technologies and summarize them in a state-of-the-art
taxonomy to motivate managers to invest in PETs. However, the author would like to mention
the opportunity for future work to expand on the �ndings of this thesis in light of the link
between privacy-enhancing technologies and corporate digital responsibility.
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3.5. Past and Present Research on PETs

3.5.1. PRIME

The Privacy and Identity Management for Europe (PRIME) project [50] took place between
2004 and 2008 with the goal of resolving the widening gap between laws and practices for
privacy protection. Speci�cally,

PRIME addresses this issue via an integrative approach of the legal, social, eco-
nomic, and technical areas of concern to build synergies about the research, devel-
opment, and evaluation of solutions for privacy-enhancing identity management
that focus on end-users. [50]

In addition, PRIME's objective was to raise awareness and facilitate the transfer of its results,
a framework for integrating both technical and non-technical aspects of privacy-enhancing
identity management, towards industry and standardization to provide strong support for
European privacy regulations and to enhance Europe's leadership in this area.

As part of the aforementioned project, a group of researchers, including Borking, Bos,
Dijkman, Fairchild, Hosein, Ribbers, and Tseng, focused on exploring the business drivers
that lead organizations to adopt privacy-enhancing technologies for protecting sensitive data.
They studied the adoption of PETs as a technological innovation, guided by the following
central question: "What factors impact the adoption of privacy-enhancing technologies tools
in information systems as a measure to protect privacy-sensitive data, and how do these
factors affect the adoption decision?" [4].

Their study found that a certain level of organizational maturity is required for the adoption
of PETs, and an organization's level of maturity for Identity and Maturity Management can
be a signi�cant indicator of their ability to invest in them [4, 51]. Additionally, Borking [4]
observed that most investigated organizations view privacy protection as a strategic issue
employed to meet a competitive necessity rather than achieve a competitive advantage. It is
interesting to note that this �nding is related to Chan and Greenaway's discussion of �rms'
information privacy behaviors [13].

Borking, as well as Fairchild and Ribbers, propose a conceptual adoption model for privacy-
enhancing technologies that consists of the following three clusters of motivational factors:
(1) characteristics of PETs as an innovation, (2) internal organizational characteristics, and
(3) external organizational characteristics [4, 51]. Furthermore, the researchers discuss the
impact of these factors on the adoption process of PETs. In summary, the latter is considered
problematic due to a lack of an economic justi�cation for privacy-enhancing technologies
and the absence of a method to quantify the bene�ts of a PETs investment. Finally, Borking
concludes with the following open questions: "The question is how to evaluate PETs? How
should a senior executive decide to invest in PETs?" [4].

3.5.2. PrimeLife

As its name suggests, the Privacy and Identity Management in Europe for Life (PrimeLife)
project [52] was carried out after the completion of the PRIME project by building on the
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latter's results and expertise. The PrimeLife project ran from 2008 to 2011, with the stated
objective of

Bringing Sustainable Privacy and Identity Management to Future Networks and
Services. [52]

Additionally, PrimeLife aimed at resolving the main privacy and trust concerns associated
with protecting privacy in emerging Internet applications, including collaborative scenarios
and virtual communities, and ensuring lifelong privacy. To promote the adoption of privacy-
enhancing technologies by the wider community, PrimeLife collaborated with relevant Open
Source communities, standardization bodies, and partner projects. Furthermore, the project
organized workshops, such as partner projects, with interested parties to transfer knowledge
of technologies and concepts and validate the project's results on a larger scale. The goal was
to enhance the European industry by offering building blocks for the trustworthy handling of
customers' data.

3.5.3. Study on the Economic Bene�ts of Privacy-Enhancing Technologies

In 2010, London Economics was commissioned by the European Commission's Department
of Justice, Freedom and Security to conduct a study [53] on the economic bene�ts of privacy-
enhancing technologies for companies and institutions that use and store personal data.
The study paid attention to small and medium-sized enterprises in particular. Additionally,
the conducted research examined how the impact of PETs can be measured and whether
economic bene�ts can be enhanced by cooperation and joint action, such as Public Private
Partnerships between data controllers, national authorities, or international organizations.

It is interesting to note that the Acknowledgements section of the published study highlights
contributions by PRIME's researcher John Borking and professor Alessandro Acquisti, who
we introduced in the previous chapter. This outlines a clear and coherent thread in research
conducted on this topic.

3.5.4. PETs Adoption Guide

In 2021, UK's Center for Data Ethics and Innovation released a beta version of an adoption
guide for PETs [49]. This interactive tool was created to assist in the decision-making process
regarding the use of PETs in data-driven projects. More concretely,

to help organisations consider how the adoption of PETs could unlock opportuni-
ties for data-driven innovation, whilst protecting the privacy and con�dentiality
of sensitive data. . . . This Guide aims to help raise awareness and understanding
of how PETs can be used in practice, [and] aid decision-makers in thinking about
how PETs might be used in their data projects. [49]

The development of the adoption guide involved research on privacy-enhancing technolo-
gies' role in promoting safe, private, and trustworthy usage of data. According to the guide's
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creators, PETs have the potential to disrupt the �eld by facilitating valuable data sharing and
analysis while preserving privacy and con�dentiality. However, to fully realize this potential,
an environment that fosters and facilitates the effective adoption of these technologies is
needed. To aid in this effort, the creators have examined how privacy-enhancing technologies
are employed in various sectors.

As a result, the beta version of the adoption guide is a question-based �owchart that aids
decision-makers in determining which PETs can be useful for their projects. The creators are
currently gathering feedback to enhance the guide's relevance and usefulness. Therefore, a
�nal version is yet to be released.

3.6. The Research Gap

To conclude this chapter, we shortly discuss the connection between the previous sections
and this master's thesis and outline the research gap this work aims to address.

First, the role of managers and decision-makers as important stakeholders for privacy
protection is introduced. Second, related research in the �eld of security that studies the
motivations of various stakeholders and applies a similar research approach to ours is
explored. Third, research on organizational privacy behaviors that touches upon motivations
for privacy protection in organizations is presented. Next, the discovered link between privacy
and corporate social responsibility is examined, which plays a central part in this thesis'
novel research contribution. Finally, related research on the bene�ts of and incentives for the
adoption of PETs in past and present projects is discussed.

In summary, the research examined in the previous sections concerns this master's thesis,
but none of the reviewed works directly address our research objective. As a result, a gap in
the literature emerges. To the best of the author's knowledge, this master's thesis is the �rst
attempt to investigate incentives for the adoption of privacy-enhancing technologies when
viewing the latter as a corporate social responsibility initiative. Hence, this work is the �rst
to integrate these previously disparate research �elds, thereby extending each individual
literature through the lens of the other. Accordingly, the taxonomy resulting from this thesis
is a valuable starting point in raising the awareness of managers and encouraging them to
invest in PETs, and can serve as a justi�cation for their decision.

Without further ado, it is time to delve into the methodology used for conducting this
thesis research.
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This chapter describes the methodology employed for achieving the thesis's primary objective
of investigating the factors that in�uence managerial decisions to adopt privacy-enhancing
technologies. The following sections discuss the mixed method research approach that was
followed, the utilized semi-structured interviews and surveys, as well as the method behind
the taxonomy development.

The Research Approach

In mixed methods research, researchers employ both quantitative and qualitative research
methods to enable a comprehensive understanding of a research topic [54]. The main reason
for combining them is to achieve triangulation, which aims to improve the accuracy of the
results and "capture a more complete, holistic, and contextual portrayal of the unit(s) under
study" [55]. Convergence of the results of both the qualitative and quantitative studies
demonstrates that they are not an artifact of the used method, thus increasing the research
�ndings' validity and reducing the risk of bias [56].

The most effective application of the mixed method approach conducts the qualitative and
quantitative investigations concurrently and independently [56]. However, performing two
separate studies adds additional time and cost to the research [57]. Due to the limited time
frame of this master's thesis, we applied the mixed method strategy as a sequential procedure,
"in which the researcher seeks to elaborate on or expand the �ndings of one method with
another method" [54]. For exploratory purposes, we decided to begin with the qualitative
study that consists of a systematic literature review followed by semi-structured interviews.
After a thorough analysis of the qualitative data �ndings, we conducted the quantitative
study (surveys) on a larger sample of the target audience to validate the results' relevance as
incentives for the adoption of PETs and explore their general acceptance among managers.

4.1. The Systematic Literature Review

For the systematic literature review, the methodology of Kitchenham et al. [58] was applied.
Additionally, Mendeley, a software tool to organize all references in a BibTeX format, was
used. The SLR was conducted via Google Scholar, as it is among the top ten search engines
for �nding relevant studies in software engineering [59]. Because Google Scholar provides
limited options for combining multiple search queries with Boolean operators (AND, OR,
NOT) [60], we use two separate search strings. For both searches, we applied the advanced
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search option to limit the search to publications from the time frame 1990-2022 that contain
all search query words in their title.

For the �rst round of data gathering, the following query S1 was used: "organizational
privacy" OR "organizational motives". The search resulted in 69 publications. After the removal
of duplicates and reading the Abstract section of each �nding, the list of potentially relevant
sources was narrowed down to 14 publications based on their content. After reading the
entire publications, 8 were selected for the �nal sample.

Additionally, the author performed a complimentary search in Google Scholar prompted
by the results of the �rst search. After identifying the link between privacy and corporate
social responsibility, the query S2 was used: privacy corporate social responsibility. The second
search produced 10 results. Following a review of each �nding's Abstract, 3 further papers
were included in the �nal sample.

The forward and backward search based on the search query results identi�ed 8 relevant
papers. It is essential to note that for the paper selection process from both the search queries
and the forward and backward search's results, the inclusion and exclusion criteria from
Table 4.1 and the quality assessment criteria proposed by Kitchenham et al. [58] were applied.
As a result, the systematic literature review yields a total of 29 research publications. In
Appendix B, an overview of the �nal sample is provided.

Attribute Inclusion Criterion Exclusion Criterion

Publication Area Computer science and technology Any other subject area

Publication Focus
Privacy protection incentives for organizations
or the link between privacy and corporate
social responsibility

Any other focus

Publication Channel Type Conference or journal
Others (books, presentations,
opinion pieces, viewpoints)

Publication Year Publication between 1990 and 2022 Any other publication time

Language English Any other language

Duplicates Publications are new to the selection process Publication has already been included

Full-Text Access Access granted through TUM Access not granted

Table 4.1.: The Inclusion and Exclusion Criteria, an Overview

Lastly, a visualization of the systematic literature review process, from the preliminary
search to the summary of the SLR �ndings, is presented in Figure 4.1 on the next page. The
subsequent section will examine the approach used for the semi-structured interviews.
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Figure 4.1.: The Systematic Literature Review Process

4.2. The Semi-Structured Interviews

As already alluded to, we performed semi-structured interviews to gain insights from prac-
tice about organizations' incentives for privacy protection and adopting privacy-enhancing
technologies. We acquired data from the opinions of privacy and security professionals
from several global organizations and startups. More speci�cally, our focus group included
managers with expertise in both technical and functional aspects and leaders such as directors
and security specialists who are involved in making decisions related to their organization's
privacy and security areas. To make referencing them easier, we refer to our target research
group more generally as managers and decision-makers, without focusing on the speci�cs
of their background or experience, but rather on the key fact that they are involved directly
or indirectly in the decision-making process regarding the adoption of technical measures
for privacy protection. The process followed for procuring interview participants, as well as
an overview of the interviewees and their demographics, is presented in Chapter 5, Study
Demographics.

All interview participants were presented with a pre-de�ned set of questions before the
interview. The interview questionnaire provides a structure for the interview discussion but
does not need to be strictly followed [61]. This enables a discussion during the interview [62],
changing the questions' order [63], and uncomplicated movement between the questions [64].
The next section elaborates on the steps behind our interview guide's creation.

4.2.1. The Interview Questionnaire

The development of the questionnaire followed the steps of the framework proposed by Kallio
et al. [61]:

1. Identifying the prerequisites for using semi-structured interviews – to assess the semi-
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structured interview's suitability as a rigorous data collection technique in connection
to the chosen research questions

We selected the semi-structured interview method for our research purposes as it is suitable
for studying people's perceptions and opinions [65].

2. Retrieving and using previous knowledge – to gain a comprehensive understanding of
the research topic

In our case, previous knowledge was obtained through an extensive systematic literature
review, an approach supported by Barriball and While [65].

3. Formulating the preliminary semi-structured interview guide – to ensure the question-
naire's high quality

This step aims to ensure that the guide contains well-formulated questions and can generate
data that allows for the emergence of new concepts [63]. To achieve this and encourage
descriptive answers, we have included a signi�cant amount of what, how[66] and why [67]
questions. Our guide also contains follow-up questions to help participants comprehend the
major themes [67] and to steer the discussion toward the core research objective [68].

4. Pilot testing of the interview guide – to validate the questionnaire's scope and relevance

Our interview questionnaire was developed over multiple iterations and discussions with the
thesis advisor and Stephen Meisenbacher. Thereby, we conducted internal testing to ensure
there are no ambiguities and improper leading questions [65] and prevent any potential
interviewer bias [66].

5. Presenting the complete semi-structured interview guide - to provide the �nal guide in
the research report (i.e., in this thesis)

The complete interview questionnaire that was used during the semi-structured interviews
can be found in Appendix A.

The interview questions were posed to primarily understand: (1) managers' thoughts
on privacy protection in companies and the underlying motivations and (2) the factors
in�uencing their decisions about the adoption of PETs as technical measures for privacy
protection.

Further elaborations were gathered throughout the interviews based on the participant's
position and background. For example, a participant working in a startup had different
opinions than a participant working in a multinational organization. It is important to note
that while the questions were initially designed to elicit the perspectives of the interviewees
concerning their organizations, several interviewees participated in the interview representing
themselves, their opinions, views, and experiences, independent of their employer organiza-
tions. This necessitated a small adjustment of the questions' wording during the span of the
interview. Nevertheless, the �ndings address our main research objectives, as the participants
still expressed their opinions in their capacity as managers and decision-makers in the �eld
of privacy and security. With explicit permission from the interviewees, all interviews were
recorded and subsequently transcribed. Finally, the obtained qualitative data were analyzed
following the thematic analysis (TA) method [69].
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4.2.2. The Interview Analysis

We employed thematic analysis, "a method for identifying, analyzing and reporting patterns
(themes) within data" [69], to analyze the interview transcripts. According to Braun and
Clarke [69], a theme is a pattern of meaning within the data set that includes important
information about the data in relation to the research questions. As discussed earlier in this
chapter, the author conducted a systematic literature review to gain a deeper understanding
of the topic at hand. Thus, it is crucial to note that during the TA process, the author was
already familiar with the main (meta-) themes [70, 71], namely the CSR moral, relational,
and instrumental reasons. Additionally, knowing about the characteristics of the previously
mentioned corporate social responsibility incentives provided several a priori themes [70] and
helped with discovering new themes.

Regardless, for the qualitative data analysis, the six phases of the step-by-step guide by
Braun and Clarke [69] were followed:

1. Familiarizing oneself with the data

The initial phase comprised transcribing the verbal data from the audio recordings into
written form. This is an excellent �rst step to becoming acquainted with the data [72]. Next,
the author interactively read the resulting transcriptions, highlighting potentially important
statements and writing down initial impressions, an interpretative act by which the �rst
meanings were created [73].

2. Generating initial codes

In this phase, we divided the data set into individual chunks of data (data extracts). For
each data extract, we identi�ed the codes, which refer to "the most basic segment[s], or
element[s], of the raw data or information that can be assessed in a meaningful way regarding
the phenomenon" [69]. An example of this is presented in Table 4.2. It is important to note
that the codes identi�ed here represent individual factors in�uencing the adoption of PETs
according to the respective interviewee's opinion. They are re�ned during the taxonomy
creation, and their �nal variant is validated through the surveys.

Coded for Data Extract Int.

1. Prevention of harmful privacy breach consequences

2. Avoidance of causing harm to customers

We always try to give more security than [] the level of the legal requirements
[because] if there are data leaks or a data breach, those data can be easily sold
on the deep web or they can be used to threaten [our customers].

I1

Table 4.2.: Data Extract, with Codes Applied

3. Searching for themes

It is important to note that the moral, relational, and instrumental incentives' de�nitions
provided the a priori themes 'subjective values,' 'trust building with stakeholders,' 'corporate
reputation,' 'privacy breach consequences,' and 'competitive advantage' prior to this step.
However, during this phase, the collection of codes was thoroughly examined to identify

21



4. Methodology

broader patterns of meaning (themes) in addition to the aforementioned ones. In conclusion,
we included considerably more themes by applying thematic analysis to our interview data.
An example of the themes application to the codes is illustrated in Table 4.3.

Theme Coded for Data Extract Int.

Risk mitigation 1. Prevention of harmful privacy breach consequences

Subjective values 2. Avoidance of causing harm to customers

We always try to give more security than [] the level of the legal requirements
[because] if there are data leaks or a data breach, those data can be easily sold
on the deep web or they can be used to threaten [our customers].

I1

Table 4.3.: Data Extract, with Codes and Themes Applied

4. Reviewing themes

Here, we applied the intermediate (candidate) themes to the data set in order to determine
if they tell a convincing story or if adjustments are necessary. We identi�ed the need to
re�ne and split some of them, e.g., 'risk mitigation and ensuring business continuity' was
split into two separate themes: 'risk mitigation' and 'long-term success,' while 'costs savings
and resource optimization' was separated into the themes: 'cost savings' and 'ef�ciency and
maturity.'

5. De�ning and naming themes

This second-to-last step veri�es the quality of the themes and that they accurately depict the
essence of the transcribed data. In our case, the theory of corporate social responsibility [43,
47] and the main themes stemming from it were revisited [47] to ensure that each of our
identi�ed themes accurately re�ects these theoretical foundations. Table 4.4 on the next page
illustrates the abridged results of the thematic analysis.

6. Producing a report

In this concluding phase, the author should provide an analytical narrative on the �ndings'
summary while also considering their relation to existing literature. This is done in Chapter 6
of the master's thesis.

Before discussing the speci�cs of the �nal taxonomy, it is essential to mention why TA
was ideal for analyzing the interview transcripts. Since the start of the thesis, we knew that
the end goal was to combine our interview �ndings or practical �ndings with the systematic
literature review �ndings or theoretical �ndings. The thematic analysis method was chosen for
the following two reasons:

1. it outlines the most prominent themes in the qualitative data [74];

2. the thematic analysis' �ndings can be presented in a hierarchy among the themes [75,
76].

The second reason is essential because, as a result of the TA, we have a comprehensive
categorization of the interview �ndings in the form of a hierarchy. Now that we have
arranged the codes into categories (themes) and used CSR's main themes of moral, relational,
and instrumental reasons as a basis for the latter, we can easily classify our theoretical �ndings
according to these themes. The next section elaborates on the �nal taxonomy development.
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Theme Code Data Extract Int.

subjective
values

concern for
justice (doing
the right thing)

When you do the right thing from a privacy perspective, you are
also doing the right thing by people who may not always be able
to make informed decisions.

I3

[Companies think about privacy as] do[ing] the right thing by
the customers.

I4

For PETs [] we need to convince people to do the right thing
for the right reasons. [. . . ] The right thing meaning that the
company should comply to the laws and respect the rights of people.

I5

... ... ... ...

trust building
with stakeholders

customer trust
We believe it's fundamental to build trust and to provide
a good service to our customers.

I1

[Because] we are asking [the users] to use our platform to
handle those types of data, we need to gain their trust.

I1

Privacy is an important pillar of customer trust. I4

Ultimately, data privacy is an important ingredient of trust. I4

[The usage of PETs] de�nitely improves the privacy and
the customer trust narrative.

I4

... ... ... ...

competitive
advantage

herd/mimicry
behavior (keeping
up with competitors)

[Balancing] what type of security and privacy features we
provide and the [platform] features and services we can
provide [the users with] depends on [the] competitor as well.

I1

One thing that can motivate people for sure is, [] when
everybody does it, then lots of companies will start to
follow, not because necessarily they believe in it, but
because they need to comply with the rest of the market.
This could be a factor that will motivate them to not stay
behind the competitors.

I1

Table 4.4.: Qualitative Data Analysis Table, Abridged

4.3. The Taxonomy

The meta-characteristic is the most comprehensive characteristic that will serve as the basis
for the choice of characteristics in the taxonomy. Each characteristic should be a logical
consequence of the meta-characteristic. [77]

The systematic literature review was used to determine the meta-characteristic that serves
as the main foundation for our taxonomy development. Thus, we discovered the overall
theme for our taxonomy before de�ning the characteristics (later referred to as sub-/categories),
as recommended by the applied method [77]. Based on the similarity between the moral,
relational, and instrumental reasons for engaging in CSR [47] and our qualitative study's
�ndings, we decided to use corporate social responsibility as the overall theme of our
taxonomy.

As proposed by Nickerson et al. [77], the taxonomy's aim should be based on its intended
usage, and its design process could include its target users. Following this, our intended
audience, managers and decision-makers involved in their organization's privacy or security
domain decision-making process, was involved in the taxonomy development through the
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semi-structured interviews. As previously discussed, our taxonomy's purpose is to motivate
them to invest in privacy-enhancing technologies. Accordingly, the �nal taxonomy represents
a classi�cation of all factors that in�uence managerial decisions to adopt PETs as technical
measures for privacy protection in their companies.

For its creation, we employed the taxonomy development method by Nickerson et al. [77]
in three iterations:

Iteration 1:

We decided to use the empirical-to-conceptual approach �rst because we identi�ed several
incentives during the systematic literature review. In this �rst iteration, we started envisioning
the taxonomy's dimensions based on our choice of meta-characteristic. Each dimension of
the taxonomy that was derived here contains characteristics that are logical consequences
of the moral, relational, and instrumental reasons for engaging in CSR. For this iteration,
the identi�ed subcategories were 'subjective values' for the moral, 'trust building with
stakeholders' for the relational, and 'corporate reputation,' 'privacy breach consequences,'
and 'competitive advantage' for the instrumental categories. They also represent the a
priori themes mentioned in step 3 of the thematic content analysis. Subsequently, the SLR's
motivational factors for privacy protection were classi�ed according to these subcategories.

Iteration 2:

In the second iteration, we once again applied the empirical-to-conceptual approach. Here,
the interview �ndings were examined to assess if the present subcategories are suf�cient
to characterize them or if additional ones are required. As described in step 3 of the
thematic analysis, new subcategories (themes) were necessary. With the completion of the
TA, we identi�ed the dimensions of categories and subcategories illustrated in Table 4.5 on
the following page. 'Index' denotes the unique code assigned to each dimension for easy
referencing and tracing of the individual factors' line of descent according to the taxonomy.

Iteration 3:

In the third and last iteration, we decided to use the conceptual-to-empirical approach to gain
a different perspective on the taxonomy [77]. The survey �ndings con�rm the applicability
of the motivational factors for privacy protection as incentives for the adoption of privacy-
enhancing technologies. Hence, the taxonomy's categories and subcategories from Iteration 2
(cf. Table 4.5) hold their validity, as no new incentives are identi�ed. In general, the survey
results indicate that the vast majority of motivational factors (93%) were endorsed by the
majority of the survey respondents, who either strongly agreed or agreed with the presented
statements. Moreover, none of the incentives included in the survey failed to elicit a response
of 'Strongly Agree' or 'Agree' from any of the participants. This goes to show that all of them
are relevant, and none should be excluded from the �nal taxonomy. The survey �ndings
will be discussed in more detail in Chapter 7. The purpose of the brief discussion here is
only to demonstrate that the survey results are concise, extendible, robust, and explanatory,
thus satisfying the development method's ending conditions [77]. With that said, no further
iteration is needed.
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Index Category

1 Moral

2 Relational

3 Instrumental

Index Subcategory

I1.1 Subjective values

I1.2 Feeling of social responsibility

I2.1 Trust building with stakeholders

I2.2 Provision of a good product or service

I3.1 Legal and regulatory compliance

I3.2 Competitive advantage

I3.3 Reputation and brand image

I3.4 Risk mitigation

I3.5 Long-term success

I3.6 Business ef�ciency and maturity

I3.7 Cost savings

I3.8 Future readiness

Table 4.5.: Categories and Subcategories of the Final Taxonomy

4.4. The Surveys

Finally, the quantitative part of our research approach is discussed here. It is important
to note that, consistent with the sequential mixed method approach, surveys were carried
out only after the qualitative data analysis was �nished and the resulting taxonomy was
created. To increase the generalisation of and con�dence in our �ndings, the surveys were
administered to a sample from the "population of interest," as proposed by Johnson and
Onwuegbuzie [78]. It is important to note that the surveys' target population is the same
as for the interviews, i.e., managers and decision-makers in the �eld of privacy or security.
This is because we want to validate the taxonomy's motivational factors according to the
audience they are intended for. We anticipated that the surveys would attract a substantial
number of participants [78] due to the relatively small time commitment (10-15 minutes) and
effort required. Accordingly, we aimed for the number of survey respondents to surpass
the number of interviewees as we wanted to con�rm our results across a larger sample of
the target group than in the interviews. The perceived survey limitations are addressed in
Chapter 8, section 8.2.2. Next, the survey questionnaire is discussed.

4.4.1. The Survey Questionnaire

The survey was opened on 23.02.23 and closed on 17.04.23. A link to the closed survey, as
well as the complete survey questionnaire, are included in Appendix A.
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The survey questions are divided into three sections that aim to provide us with information
about each participant's:

1. relevant background, such as profession, experience, organization's size, organization's
industry, A.2.1;

2. agreement with each individual motivational factor from the moral, relational, and
instrumental categories, A.2.2.-A.2.13;

3. opinion about the novelty of the incentives and their implications for the motivation
to adopt privacy-enhancing technologies as technical measures for privacy protection,
A.2.14.

The Likert scale was developed to measure attitude in a scienti�cally accepted and veri�ed
manner [79]. The original Likert scale is a collection of statements provided for a studied real
or hypothetical situation, for which the participants are asked to indicate their agreement
level with the statements [80].

We employed a 5-point symmetric Likert scale for all survey questions in the above-
mentioned sections 2 and 3. Thus, our survey participants were given the options of {Strongly
Agree, Agree, Neutral, Disagree, Strongly Disagree} to express their attitude toward each
statement.

This format allows us to combine the scores of all individual motivational factors to produce
a composite score for each (sub-) category(moral, relational, instrumental)for the quantitative
analysis. The latter aims to provide an initial assessment of each incentive's and each (sub-)
category's relative accuracy and prevalence. For example, if a speci�c survey statement
receives a majority of 'Neutral,' `Disagree' and `Strongly Disagree' responses, one can deduce
that the incentive behind it re�ects a rather uncommon or unpopular opinion of a speci�c
interviewee, which in reality might not represent the target population's views at large. There
are only four such factors, and they will be explicitly outlined in the results' discussion in
Chapter 7. Finally, the quantitative analysis is described in more detail in the next section.

4.4.2. The Survey Analysis

The survey questions from the background section were designed to better understand
the demographics of the survey sample and ensure that the participants re�ect our target
audience. This is discussed in section 5.2.2,Survey Participant Demographics, of the next
chapter.

As already alluded to, each statement of the survey's second section re�ects a motivational
factor for the adoption of PETs. The main objective of the quantitative analysis is to determine
the overall level of agreement with each of them. In order to achieve this, it is important to
consider the following approach.

For the quantitative analysis on a subcategory and category level, we draw conclusions
based on the number of responses (and not number of participants). In particular, for the
analysis of the subcategories, we aggregate the responses received for each individual factor
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in the corresponding survey statement/s. Following this, for the analysis of the categories,
we sum the submitted replies for each subcategory. Hence, as we are working with the
total number of received responses rather than the number of participants, we cannot make
statements about majorities but instead about the highest and lowest number of received
replies. Resulting from this, we differentiate between the next two attitudes:

• Agreement : 'Strongly Agree' and 'Agree' replies grouped together.

• Disagreement : 'Strongly Disagree' and 'Disagree' answers grouped together.

Furthermore, to analyze each individual factor, we examine the collected answers for the
respective survey statement. When a motivational factor is represented by a single survey
question, the replies to this question will be analyzed. However, if an incentive is included in
multiple questions, the responses obtained from one of them will be evaluated and presented.
This is done not only for the sake of brevity but also because the different survey statements
for a single incentive are interchangeable and merely serve as slightly nuanced alternatives to
each other.

Thus, when it comes to the agreement with the individual factors, we base our conclusions
on the number of participants in relation to the total number of participants and distinguish
between the subsequent categories:

• Validated : The majority of survey respondents (more than 50%) responded with
'Strongly Agree' or 'Agree.'

• Unpopular Opinion : The majority of survey participants (more than 50%) replied with
'Neutral', 'Disagree' or 'Strongly Disagree.'

It is essential to note that there is no 'Disproved' category since there is not a single
individual factor for which the majority of survey respondents responded with 'Disagree'
or 'Strongly Disagree.' Thus, no factors were disproved, and all were included in the �nal
taxonomy. Before delving into the survey results, Chapter 5 examines the study demographics,
and Chapter 6 elaborates on the qualitative study's �ndings.
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This chapter serves a dual purpose: (1) to provide a thorough description of the process of
procuring interview and survey participants and (2) to present their most relevant demo-
graphics through visualization. The primary objective of these proceedings is to demonstrate
that for both studies, a representative and diverse sample of managers and decision-makers
in the �eld of privacy or security was acquired.

5.1. The Interview

5.1.1. Procuring Interview Participants

As previously mentioned, our research concerns people with managerial and decision-making
roles in the �eld of privacy or security. Due to a lack of personal or pre-saved contacts, our
main source of contacts was the social media platform LinkedIn 1. We used terms such as
"privacy director," "privacy compliance director," and "chief privacy of�cer" for our LinkedIn
search. Due to limitations on how many people from one's non-contacts one can message on
LinkedIn, we �ltered the search results based on a detailed examination of people's pro�le
information. For example, people who speci�cally mention PETs in their pro�le were added
to the potential contacts list. Once we compiled the list of potential interview partners, several
actions were performed to make the interviews possible. The following is a brief overview of
the contact procedure:

1. Informally ask for an interview via a direct message on LinkedIn, outlining the research
purpose and interview format;

2. If the potential participant agrees to an interview, ask for their availability and propose
suitable interview time slots accordingly;

3. Send a formal email invitation containing the agreed-upon interview details;

4. Before the actual interview, provide the interview questionnaire so that the interviewees
can consider their responses in advance.

The �nal step was essential due to the semi-structured format of the interviews. As the
questions were given to the interviewees before the interview, they would already have an
idea of the interview's overall structure, which would facilitate ad-lib follow-up questions
and a more in-depth discussion. Figure 5.1 illustrates the results of the contact procedure.

1https://www.linkedin.com/
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Figure 5.1.: Visualizing the Contact Process

As expected, the number of actual interview participants is signi�cantly smaller than the
number of contacted potential interviewees. It is important to note that most of our interview
participants became apparent shortly after step 1 was conducted because those who answered
in the af�rmative did so quickly. From this, one may conclude that the people agreeing to an
interview are eminently interested in the research topic, realize its importance, and are eager
to assist in driving academic research forward.

In Figure 5.1, 'Contacted' denotes all people who were approached via a direct message on
LinkedIn (step 1). 'No response,' in turn, indicates the people from whom no response was
received, which was the majority of the contacted people (65%). 'Accepted' and 'Rejected'
are self-explanatory. Still, it is worth noting that the collaboration readiness (23%) of our
previously unacquainted LinkedIn contacts exceeded our expectations. Unfortunately, despite
receiving referrals from our interview partners, none of them proved useful for facilitating
further interviews. Nevertheless, given how busy managers and decision-makers are, we
originally had planned to conduct 3-5 interviews, so having six interviews in the end, is quite
satisfactory.

5.1.2. Interviewee Demographics

This section aims to give the reader a comprehensive understanding of the makeup of the
interviewee pool. The primary objective is to demonstrate that the sample is reasonably
diverse and representative, while also displaying some relevant visual data. The information
provided in this section is kept anonymous and presented in a general manner, while still
maintaining its signi�cance and meaning.
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The Interviewees, an Overview

Table 5.1 contains a coded and anonymized list of the interview participants, along with their
relevant information. The unique interviewee code assigned to each participant is of utmost
importance as it will be referenced in the remaining sections of this work to cite speci�c
statements or express the corresponding interviewee's opinions.

Code Date Role Organization Industry Domain
Experience
[yrs]

Duration
[min]

I1 Dec 2022
Director of engineering,
security and privacy

Large-sized
International
telehealth provider

16 (3) 75

I2 Dec 2022 Technical co-founder Micro-sized Munich-based startup 4 82

I3 Jan 2023
Cybersecurity and privacy
executive

Large-sized American service company 15 58

I4 Jan 2023
Director of privacy
and data protection

Large-sized
American cryptocurrency
company

7 52

I5 Jan 2023
Global head of privacy, data
protection and data compliance

Large-sized
Multinational supply chain
and logistics company

13 64

I6 Feb 2023
Director of security and
privacy

Large-sized Online marketplace company 10+ 59

Table 5.1.: Overview of the Interviewees

As shown under the 'Date' column, the table follows the order of the conducted interviews,
which took place over a two-month period from December 2022 to February 2023 (the last
interview was conducted on 01.02.2023, to be precise). The 'Role' listed in the table is the one
provided by the interviewee during the initial part of the interview. The organization size is
classi�ed according to the European Commission's de�nition [81] that considers its employee
number, whereas the author created the generalized descriptions of each organization's
industry domain to provide meaningful information regarding its originating region and
main purposes. 'Experience' indicates the interviewee's experience in the area of privacy or
security in years. Here, interviewee I1 is an outlier. I1 has 16 years of relevant experience in
the technical �eld, while the number in the parentheses indicates that he has spent 3 of those
years working speci�cally in the �eld of privacy and security. 'Duration' denotes the duration
of the respective interview in minutes, which is useful for verifying uniformity across all
interviews. Overall, the interviews lasted approximately 7 hours. As a �rst step, they were
transcribed using the Descript tool 2. The following stage involved manual editing of each
automatically-generated transcription until the transcript was adequately cleaned up. Lastly,
the �nal version of the transcripts was exported to PDF format, resulting in 130 pages of
cleaned transcripts.

What follows is a brief discussion of some relevant interviewee demographics, such as their
role, organization size, and experience in the �eld of privacy or security.

2https://www.descript.com/
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Role

Table 5.1 con�rms that we have successfully engaged our target audience, comprising decision
makers and managers involved in their organization's privacy or security domain decision-
making process. It is important to note that even though I2's role stands out from the others
by being the only one not containing the word "privacy," I2 has suf�cient privacy expertise
and provided valuable insights into his startup's decision-making in this domain.

Experience

Next, Figure 5.2 presents a visual representation of how the interviewee's years of experience
are distributed. It is noteworthy that none of the interview participants are new to the �eld
(0-3 years of experience), while half of them have a substantial amount of experience (10+
years). Given the importance of experience in shaping one's opinions and perspectives, this
information is relevant when analyzing the statements of the individual interviewees. In total,
the interviewees who took part in this thesis research have a combined industry experience
of over 52 years solely in the �eld of privacy and security.

Figure 5.2.: Interviewees' Years of Experience in Privacy or Security

Organization Size

As already alluded to, the demographic organization sizeis classi�ed according to the European
Commission's de�nition [81] that considers the number of employees:

• Micro-sized: < 10 employees.

• Small-sized: 10 to 50 employees.

• Medium-sized: 50 to 250 employees.
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• Large-sized: 250 or more employees.

The interviewees' organization size is illustrated in the following Figure 5.3. The �gure
depicts a clear bias toward large-sized organizations, whereas small- and medium-sized
companies do not make an appearance. This can be attributed to the fact that employees
from larger organizations constitute a greater proportion of the potential interview partners.
Nonetheless, this skew in the numbers should be taken into account when examining the
interview �ndings.

Figure 5.3.: Interviewees' Organization Size

Now that we have covered the interviewees' demographics, it is time to discuss the process
of �nding survey participants and their demographics.

5.2. The Survey

5.2.1. Procuring Survey Participants

The task of �nding quali�ed and willing respondents for the survey beyond our interviewees
was de�nitely not an easy one. We approached it by �rst sharing a post with the following
LinkedIn groups of privacy professionals:

• International Association of Privacy Professionals (IAPP).

• IAPP Cybersecurity Professionals in Privacy.

• Best Practices for Privacy and Data Protection - ISO Standards and Privacy by Design,
GDPR, CCPA & NIST.

• Master Data Mgmt Pros: AI/ML Privacy, Data Gov, Data Quality & HL7 FHIR TEFCA
eMPI Entity Resolution.
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• Privacy and Data Security.

• Education Privacy and Data Security.

The listed groups jointly have over 90,000members, more than 3,000of whom viewed the
survey post. Additionally, we placed our survey on the research platform SurveyCircle 3 that
helps people �nd participants for their online surveys and experiments outside their personal
contacts. While we were aware that our target audience is relatively rare and a niche group,
we did not anticipate how demanding it would be to obtain survey responses from them.
Hence, contrary to our expectations, neither of these efforts was successful in increasing
survey participation.

As a result, the author decided to personally invite members of the target audience to
participate in the survey via a direct LinkedIn message. Following this, several of the
contacted people agreed to take part in the survey. Furthermore, a couple of them even
shared a post about this thesis research and survey with their LinkedIn network, which raised
awareness within our target group of participants.

It is worth noting that many of the respondents to our direct message are also members
of the aforementioned LinkedIn groups of privacy professionals. This indicates that, while
our survey post was presumably visible to them in the group, they only participated in the
survey after receiving a personal message. Thus, based on our experience, we would like
to conclude that personally approaching people yielded more survey submissions than the
attempt to reach a large audience through group posts.

5.2.2. Survey Participant Demographics

The purpose of this section is to provide the reader with a comprehensive understanding of
the makeup of the survey sample. The main goal is to show that the sample is representative
of our target audience and reasonably diverse while also providing some relevant visual data.
Despite the fact that the information presented in this section is anonymous, it is nonetheless
signi�cant.

The Survey Participants, an Overview

The survey received responses from 13 participants. Although this number may not be
optimal, it is considered suf�cient, as it surpasses the amount of conducted interviews. Table
5.2 presents an overview of the survey respondents' relevant background information by
summarizing the answers obtained in the survey's background section (A.2.1).

3https://www.surveycircle.com/en/
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Resp. Role
Experience
[years]

Organization Size
[employees]

Industry Domain

1 Business Information Security Of�cer 10+ 250 or more Retail and Wholesale Trade

2 Director of Privacy 10+ 250 or more Transportation and Warehousing

3 Founder & Management Consultant 5-10 <10 Management Consulting

4 Data Protection Of�cer 10+ 250 or more Electric Power

5 Senior Manager Data Privacy 10+ 250 or more Medtech

6
Associate Director Global Compliance
& Privacy

10+ 50 to 250 Biotech/Pharma

7 Senior Specialist Data Protection 0-3 250 or more Semiconductors

8 Head of Legal 3-5 50 to 250 Software as a Service

9 IT Privacy Manager 0-3 250 or more Pharma/Life Sciences

10
Senior Vice President, Global Head of
Security & Privacy

10+ 250 or more
HR, Payroll, Employer of Record,
Agent of Record

11 Director of Privacy and Data Protection 5-10 250 or more Finance and Insurance

12 Data Protection Of�cer 5-10 50 to 250 Finance and Insurance

13 Chief Technology Of�cer 3-5 <10 Tech

Table 5.2.: Overview of the Survey Respondents

Role

As illustrated in Table 5.2, the survey has certainly managed to attract the target audience of
managers and decision-makers in the �eld of privacy. Notably, one of the survey respondents
has the position 'Head of Legal,' suggesting that their expertise lies more in the legal than the
technical �eld. This demonstrates that legal professionals are also signi�cant stakeholders in
the privacy compliance structure of organizations, as indicated by previous research [82].

Experience

Similar to the interviewees, the largest proportion (46%) of survey respondents possess
considerable experience of over ten years in the privacy or security �eld. The second-largest
group (23%) has experience ranging from 5 to 10 years, followed by 15% of participants
having between 3 and 5 years and less than 3 years of experience, respectively. Given the
participants' managerial positions, these numbers are not surprising.

Figure 5.4 provides a visual representation of the distribution of years of experience among
the survey respondents, categorized into buckets. In general, the distribution resembles the
one in Figure 5.2. The main distinction is that, compared to the interviewees, the survey
participants display a slightly lower level of experience on the 10+ end and a notably higher
in the 0-3 range.
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Figure 5.4.: Survey Participants' Years of Experience in Privacy or Security

Organization Size

The survey respondents' organization size is determined in the same manner as for the
interviewees, hence, according to the number of employees as proposed by the European
Commission [81].

The survey results yield the distribution depicted in Figure 5.5. The �gure indicates a
noticeable bias towards large-sized organizations, whereas small-sized companies are not
represented. As was done for the interviewees, this can be attributed to the fact that employees
from larger organizations constitute a greater proportion of the survey's target audience.
Thus, the survey �ndings should be regarded with this bias in mind.

Figure 5.5.: Survey Participants' Organization Size

Now that we have covered the interview and survey participants' relevant demographics,
we can move on to the qualitative study's �ndings and explore them in detail.
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The main goal and the investigative work for this thesis research are to identify the factors
that in�uence the adoption of privacy-enhancing technologies in organizations. However, this
cannot be achieved without �rst looking into the motivational factors for privacy protection
in general. Our goal in this chapter is to present the results from our qualitative study in
a structured way, according to their classi�cation in the taxonomy, as discussed in Chapter
4, section 4.3. Some of the incentives introduced in the subsequent sections arise from the
thematic analysis of the interview transcripts and are grounded in the systematic literature
review's �ndings, while others are derived entirely from the literature.

Additionally, the introductions provided for every single incentive are not intended as a
comprehensive overview of the incentive but rather a concise summary for further analysis
and research. Each motivational factor is supported by quotes from the literature or the
interviews and, when available, from both. Naturally, when a research publication or
interviewee speci�cally addresses drivers for the adoption of PETs, these are also examined
here. In this regard, it should be noted that most interviewees explicitly stated that the
incentives they discuss for privacy protection are also meant as incentives for adopting
privacy-enhancing technologies. We do not include all accessible quotes in the discussion of
the motivational factors to retain the text's readability and avoid overwhelming the reader
with too many quotes. For this reason, an overview of all sources from the qualitative study
that support the factors identi�ed during this thesis research is provided in Appendix B,
Table B.2.

As already alluded to, we discovered a link between privacy and corporate social responsi-
bility during the systematic literature review. As a result, the incentives can be broken down
into three major categories, relating to moral motivations impelled by managers' morality-
driven values, relational motivations driven by the company's concern about stakeholder
relationships, and instrumental motivations driven by corporate self-interest [43, 47].

In summary, the purpose of this chapter is to present and describe the factors identi�ed
from the qualitative study without discussing their relevance or general acceptance among
managers. This will be the task of Chapter 7, which involves the quantitative analysis and
answers RQ2. In general, all motivational factors presented here apply to privacy protection,
and some of them are already outlined as incentives for the adoption of PETs. With that said,
this chapter answers RQ1 and paves the way for RQ2.
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6.1. Moral Factors

Moral factors, a concept taken from corporate social responsibility [47], serve as important
incentives for privacy protection in organizations. They are centered around the notion of
companies having a duty to respect and protect the privacy rights of individuals and to act in
an ethical and responsible manner when handling personal information.

According to CSR, moral factors are enacted particularly by "individuals with organizational
decision-making power who have strong morality-based values" [43]. First, it is interesting to
mention that our interviewees are managers who display a strong moral compass when it
comes to privacy protection. In that sense, when asked about their opinion on incentives for
privacy protection and the adoption of PETs, they provided us with moral reasons, although
not explicitly de�ning them as such.

Second, it is important to note the connection between the moral reasons for engaging in
corporate social responsibility activities and the Upper Echelons Theory. The latter proposes
that the characteristics of top managers, such as their values, experiences, cognitive frames,
and demographics, play a signi�cant role in shaping their company's strategic direction
and outcomes [83]. It suggests that by understanding managers' characteristics, one can
better predict their organizations' strategic choices and decision-making processes. Hence,
there might be a point to be made in the �eld of privacy and security. We would like to
mention that it is possible for managers and decision-makers in a company who have "strong
morality-based values" [43] regarding privacy and security to be more inclined to consider
the adoption of PETs as technical measures for privacy protection. While we do not have
empirical data to support this claim, as it falls outside the scope of this thesis, it is still worth
highlighting for readers who may �nd it interesting as a potential avenue for future research.

6.1.1. Category Overview

The �rst category of moral factors for privacy protection is broken into two subcategories:
I1.1 Subjective valuesand I1.2 Feeling of social responsibility, each containing four incentives.
Table 6.1 depicts all eight individual motivational factors prior to our concise summary of
each of them.

6.1.2. Subjective Values

I1.1 Subjective valuesis a subcategory of the moral factors category that concerns managers'
subjective or personal values. They are unique to each person due to being shaped by the
person's individual beliefs. Although the factors in this subcategory do not necessarily apply
to all decision-makers in the �eld of privacy, we would like to argue that they are applicable
to some managers who regard them as motives for prioritizing privacy protection in their
organizations. Previous research supports this assertion, as it has shown that "subjective
norms are expected to relate to intentions to protect information privacy" [84]. A person's
subjective values may change over time with the person gaining more experience, which is
why we believe that people with more experience in the �eld of privacy could have developed
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Category Index Subcategory Description

1 I1.1 Subjective values

1 I1.2 Feeling of social responsibility

Subcategory Index Incentive Description

I1.1 I1.1.1 Personal belief that people have a right to privacy

I1.1 I1.1.2 Concern for justice and doing the right thing

I1.1 I1.1.3 Personal interest in privacy

I1.1 I1.1.4 View of privacy as a personal matter

I1.2 I1.2.1 Responsibility to avoid harm to customers

I1.2 I1.2.2 Responsibility to avoid making customers vulnerable

I1.2 I1.2.3 Responsibility to respect human rights

I1.2 I1.2.4
Responsibility to act with concern for the impact on
community and society

Table 6.1.: Incentive Category 1, Moral Incentives

stronger moral incentives for privacy protection. This can also be observed in our interviewees
because the interviewee with the least experience (and also the smallest company size, a
startup) is the only one who does not explicitly mention this type of incentive when talking
about privacy and the adoption of PETs. Without further ado, it is time to present the factors
from this subcategory.

I1.1.1 Personal belief that people have a right to privacy

I treat privacy not only as a compliance matter, but as a human right. (I6)

Personal belief that people have a right to privacyis the �rst of the subjective values concerning
privacy protection in organizations that we would like to discuss, even though it is quite
straightforward. When asked about how important his company considers privacy protection
to be, I6 states that they "take into consideration different aspects of social responsibility, and
one of these aspects is privacy." I6 further elaborates: "When I say privacy, we identify it not
only as a data protection area but as well as a human right." That goes to show that some
managers and companies recognize the importance of treating privacy as a fundamental
human right and are committed to doing what is morally right.

At this point, it is appropriate to revisit what we mentioned in Chapter 2: privacy is a
fundamental human right in Europe, as enshrined in the United Nations Universal Declaration
of Human Rights (1948), and later on in the European Convention on Human Rights and
national constitutions [7]. Furthermore, Pollach outlines that "companies acknowledge that
people have a right to privacy" as a moral motive to engage in privacy protection in her
examination of different organizations' CSR disclosures [43]. Moreover, Steele views data
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protection breaches as violations of "the right to privacy," for which organizations should be
held responsible [46].

I1.1.2 Concern for justice and doing the right thing

[Companies think about privacy as] do[ing] the right thing by the customers (I4)

The factor Concern for justice and doing the right thingis related to the sense of fairness and
morality that guides the managers' decision-making with regard to the privacy of others, an
example of which is demonstrated in the introductory quote. Furthermore, it is important to
mention that managers are aware of the fact that not all customers or end users are familiar
with the possible risks associated with privacy: "When you do the right thing from a privacy
perspective, you are also doing the right thing by people who may not always be able to make
informed decisions" (I3). Thus, they realize the responsibility behind and importance of them
acting with concern for justice when it comes to making decisions about privacy.

As discussed, the I1.1.2 re�ects the belief that it is morally right to respect the privacy of
those whose data is being processed. In addition, to explore its relevance as a driver for
the adoption of privacy-enhancing technologies, the following statement by I5 should be
considered: "For PETs [...], we need to convince people to do the right thing for the right
reasons. . . . The right thing meaning that the company should comply to the laws and
respect the rights of people." Hence, managers that adopt privacy-enhancing technologies in
light of this incentive do it as a matter of personal belief that "organizations should do more
than what is required by regulations" (I4), instead of just acting in response to the external
pressure from regulators.

Overall, a Concern for justice and doing the right thingcan be a driver for organizations to
adopt PETs as a means to protect the privacy of their data subjects. Additionally, we argue
that the factor examined here can help companies demonstrate a commitment to ethical
behavior (I2.1.1) and corporate social responsibility (I3.3.3) when viewing the latter as "doing
the right thing by the community and by the customers in a way that may not always stem
from a speci�c disclosure or a policy" (I3). Finally, I1.1.2 is also re�ected in the literature.
Culnan and Williams outline that there is an ethical argument for organizations to protect
their customers through their privacy behaviors "because it is what a �rm ought to do" [10].
Furthermore, they state that companies can gain moral legitimacy, a term used in relation to
the external judgment about whether a certain activity is "the right thing to do" regarding
social welfare [85], through their privacy practices. Moreover, when Senarath and Archchilage
discuss organizational approaches towards end-user privacy, "organizations that implement
privacy because they think it is the right thing to do" stand at the core of the identi�ed
voluntarily induced education-based approach [6].

I1.1.3 Personal interest in privacy

I have a personal interest in privacy. As a citizen, as a person, I care extremely about the
concept of privacy and all the relevant aspects and debates around it. (I5)
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The third factor from the Subjective valuessubcategory Personal interest in privacyis quite
straightforward. It was derived from the above-mentioned statement by I5 and is supported
solely by the interview �ndings.

We would like to argue that managers who are personally interested in privacy might
be more likely to emphasize the importance of privacy protection in their organizations, as
they see the value in protecting sensitive data. Furthermore, other company employees who
have a personal interest in privacy may also be more inclined to take responsibility for how
they handle privacy and security matters in the company, which is re�ected in the following
statement by I2:

For other co-workers, [...] the IT guys, as they come from university, most of the
time for them [privacy] is a bigger thing [than only legal compliance]. . . . I have
the sense that they care too much, and they're overthinking [the privacy aspects of
the product] a bit, like how we are hashing the passwords and all that stuff. (I2)

To conclude, a Personal interest in privacyamong managers involved in their organization's
privacy or security domain decision-making process can be a signi�cant factor in�uencing
the company's privacy protection practices.

I1.1.4 View of privacy as a personal matter

I care about the privacy of my data out there on the internet. (I4)

Another motivational factor for privacy protection is managers' View of privacy as a personal
matter, derived from the introductory quote by I4. Thus, managers who consider the personal
implications of privacy protection might be more inclined towards prioritizing privacy in
their organizations. Moreover, the existing literature also examines privacy matters as
inherently personal [86, 87]. Notably, according to Culnan and Williams, managers should
regard customer information as if it were their own and thereby avoid decoupling their
organization's processes from the deeply personal nature of privacy issues [10], as outlined
here:

This new way of thinking would mean managers asking, when confronting a
privacy quandary: How would I feel if my information was handled in this way?
[10]

Additionally, I1.1.4 is implied in the following statement by our second interviewee when
considering the motives for privacy protection in companies:

Of course, it's important that privacy is protected by law. It's just that some
companies are just doing it for legal compliance because the impact is not so big
for their customers. But if you're having medical records or DNA data of people,
which could even affect generations after you, right? If you're having something
which you're passing to your children and your data is leaked, then people might
know the diseases of your children. These are, of course, fair, big incentives to not
let that happen. (I2)
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It is important to outline that I2 speaks speci�cally about the healthcare industry even
though his company is not operating in this domain. This goes to show that privacy protection
motivations are industry-independent and leads to the conclusion that I2 also regards the
matter of privacy protection as highly personal.

6.1.3. Feeling of Social Responsibility

I1.2 Feeling of social responsibilityfor ethical business practices is the second moral subcategory
of motivational factors for privacy protection in organizations. These incentives are different
from I1.1 Subjective valuesin that they are motivated by a sense of responsibility or even
obligation to protect the privacy of end users and customers.

Social responsibility is concerned with the broader impact of one's actions on society as
a whole, while moral responsibility is concerned with the individual's actions and their
impact on others. Thus, in the case of privacy protection in organizations, they are related
because the actions and decisions of managers regarding the company's privacy protection
can have an impact on various stakeholders. In addition, Culnan and Williams argue that in
terms of privacy protection, "the stronger the sense of moral responsibility, as evidenced by
the organization's leadership and infused throughout the corporate culture, the more likely
the organization will be to have implemented sound technical, structural, and procedural
improvements" [10]. The individual factors from this subcategory are now discussed.

I1.2.1 Responsibility to avoid harm to customers

Organizations are thinking on behalf of the customer. They want to protect the customer.
It is a customer obligation that they're addressing. (I4)

The factor Responsibility to avoid harm to customerswas initially derived from literature and
subsequently supported by our interviewees' opinions. It generally addresses the idea that
managers are morally obligated not to harm customers in handling sensitive data [88, 89, 90].
A manager can balance con�icting consumer privacy needs and commercial objectives by
recognizing and adhering to this notion of not causing harm to individuals while using the
personal data gathered by their organization [10]. The moral responsibility of executives to
"do no harm" [10] is also re�ected in this section's opening statement.

Furthermore, according to I3, privacy helps businesses "protect [...] customers from any
kind of harm." When elaborating on the matter, I3 poses the question, "How are we going to
change the [privacy] �eld in a way that meaningfully protects the customer?" as a central point
in the discussion about privacy. Information mismanagement can lead to social, �nancial, and
physical harms [34], which are addressed by this motivational factor. From the perspective of
a company in the healthcare industry, I1 also recognizes the importance of I1.2.1 for privacy
protection in his statement: "We know that if there are data leaks or a data breach, having
those [PHI] data can be easily sold on the deep web, or they can be used to threaten [our
customers]."
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I1.2.2 Responsibility to avoid making customers vulnerable

It's almost like I have to think of privacy not as a cause, but as a product, so I can motivate
people who pay my salary to build better privacy products and privacy into their products
to protect the customers who otherwise have no way of protecting themselves. (I3)

Vulnerability exists in situations "where one party in a relationship is at a disadvantage with
regard to the other" [10]. Thus, the factor Responsibility to avoid making customers vulnerableis
grounded in the idea proposed by literature about the balance in the relationship between
data controllers and data subjects. Companies' data collection practices provide an advantage
to data controllers over data subjects and thus leave the latter in a position of vulnerability,
where they cannot control what happens to their sensitive data [10]. Culnan and Williams
provide an ethical argument for protecting customers due to their vulnerability [10].

Moreover, other researchers argue that the gaps in legal and regulatory protection, combined
with technological advances, leave individuals vulnerable to privacy violations in practice
[91]. Thus, the factor discussed here re�ects managers' understanding of this and their
obligation to respect customers' vulnerability. This motivational factor is certainly related to
I1.2.1 "because the de�cits of information and control make the consumer vulnerable, and
this vulnerability can result in harm to the consumer if the information is misused" [10]. As
its name suggests, I1.2.2 refers to theResponsibility to avoid making customers vulnerable, while
I1.2.1 addresses the obligation to avoid harm to customers.

I1.2.3 Responsibility to respect human (privacy) rights

Companies hold that they have a responsibility to protect the data they gather from Internet
users. [43]

This incentive is closely connected to I1.1.1,Personal belief that people have a right to privacy.
However, while the latter expresses a subjective opinion, I1.2.3 re�ects managers' responsibility
for �rms' ethical behavior toward privacy rights in terms of safeguarding their customers'
data. I6 elaborates on this responsibility by asserting that privacy protection is a priority of
his company's top-level management and senior management stakeholders. In addition, the
interviewee states:

Companies are investing in trying to show how they respect the environment,
the social aspects, for example, human rights and governance. For example,
governing privacy or information security. My company cares extremely about it
in all different levels. (I6)

Hence, this motivational factor is based on the notion that internet users have privacy rights
that organizations wish to respect, as well as the understanding that corporations have a
duty to safeguard the data they collect from users [43]. Furthermore, the factor Responsibility
to respect human (privacy) rightsre�ects the GDPR's "right to be forgotten," which allows
individuals to demand that their personal data be deleted from searches on the internet and
elsewhere [41].
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I1.2.4 Responsibility to act with concern for impact on community and society

A company can bene�t, directly or indirectly, from implementing PETs . . . by [gaining]
acceptance in society. (I2)

Essentially, this motivational factor is related to social responsibility [92] and, in the case
of privacy protection, re�ects the company's Responsibility to act with concern for impact on
community and societywhen it comes to handling sensitive personal data. For example,
considering the negative consequences that a data breach or unauthorized access could have
on individuals, such as identity theft and fraud [10]. As a result, "acceptance in society"
as expressed by I2, can be gained by companies that act in a socially responsible manner
regarding their customers' privacy.

6.2. Relational Factors

Corporate social responsibility enables the establishment and strengthening of social rela-
tionships, as well as the alleviation of negative feelings associated with an unsatisfactory
relationship between an organization and its community [93]. Accordingly, relational incen-
tives stem from the company's desire to maintain positive relationships with its stakeholders
by promoting and balancing their interests, thereby increasing trust, stakeholder wealth, or
acquiring social legitimacy [47]. In light of RQ1's objective to investigate the motivational
factors for privacy protection, the relational factors explored here are based on stakeholders'
data privacy needs and interests.

Social legitimacy is synonymous with moral legitimacy, "a positive normative evaluation of
the organization and its activities" [85]. According to Chan and Greenaway, organizations
seeking to achieve social legitimacy are more likely to appeal to perceived norms about
information privacy by responding to customer concerns about trust [13]. Furthermore,
Peloza et al. [94] suggest that incorporating privacy into the CSR agenda can improve
the understanding of how relationship-enhancing activities can generate value for both the
customer and the �rm. Moreover, according to Allen and Peloza [45], protecting customer
privacy, when viewed through a corporate social responsibility perspective, is an important
means for companies to improve their reputation and relationships with stakeholders. In
terms of establishing trust, the latter will be addressed in the �rst relational subcategory I2.1
Trust building with stakeholders.

The second relational subcategory I2.2 Provision of a good product or serviceis concerned
with strengthening relationships with key stakeholders by providing high-quality products
or services that offer enhanced privacy protection. It is based on the opportunity of CSR
activities to create value through integrating responsible (privacy) practices into goods and
services [94].

6.2.1. Category Overview

The second category of relational factors comprises two subcategories and a total of 12
individual motivational factors for privacy protection and the adoption of PETs. In this
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regard, Table 6.2 presents an overview of all relational factors.

Category Index Subcategory Description

2 I2.1 Trust building with stakeholders

2 I2.2 Provision of a good product or service

Subcategory Index Incentive Description

I2.1 I2.1.1 Assurance of accountability for actions

I2.1 I2.1.2 Transparency about privacy protection

I2.1 I2.1.3 Signal that the business cares for stakeholders' well-being

I2.1 I2.1.4 Gain of primary stakeholders' trust

I2.1 I2.1.5 Gain of primary stakeholders' loyalty

I2.1 I2.1.6 Gain of primary stakeholders' satisfaction

I2.1 I2.1.7 Securing continuous cooperation with secondary stakeholders

I2.1 I2.1.8 Gain of social legitimacy through perception as trustworthy

I2.2 I2.2.1 Prioritization of customers' privacy needs and requirements

I2.2 I2.2.2 Creating a view of privacy as a product/service differentiator

I2.2 I2.2.3 Goal of providing a safe product/service

I2.2 I2.2.4 View of privacy as a feature/product by itself

Table 6.2.: Incentive Category 2, Relational Incentives

6.2.2. Trust Building with Stakeholders

As the name implies, the �rst subcategory of relational factors I2.1 Trust building with stake-
holdersis concerned with strengthening relationships with key stakeholders through trust
establishment. Freeman de�nes a stakeholder as "any group or individual who can affect or is
affected by the achievement of an organization's purpose" [95]. It is essential to explain how
we differentiate between primary and secondary stakeholders for this subcategory. Accord-
ing to Ansoff, primary stakeholders have a direct economic impact on the company's core
business, while secondary stakeholders do not directly in�uence the latter [96]. Considering
the stakeholder groups identi�ed from our interview transcripts and by Pollach [43], we
regard customers, employees, and investors as members of the primary stakeholder group,
addressed in I2.1.4 - I2.1.6, whereas vendors, suppliers, data protection authorities, and the
government as members of the second, discussed in I2.1.7. This is re�ected in the survey
questions presented in Chapter 7. We recognize that these are not all possible primary and
secondary stakeholders, but they represent the subset relevant to this thesis.

That being said, it is time to discuss the factors related to trust building that support
the company's wish to maintain favorable relationships with its (existing) stakeholders by
prioritizing their privacy protection.

44



6. Motivational Factors for Privacy Protection

I2.1.1 Assurance of accountability for actions

The need for organizational accountability remains constant - . . . what is changing
are the means by which accountability may be demonstrated, whether to individuals,
regulators or to business partners. Beyond policy statements, what is needed now are
more innovative and more robust methods for assuring that personal data is, in fact, being
managed responsibly. There are many paths to enhanced accountability and assurance,
typically involving a mix of technology, policies and practices, and of law and regulation.
[34]

In addressing the debate over online privacy, Weitzner et al. argue that accountability should
become a "primary means by which society addresses issues of appropriate information usage"
[97]. Accountability is a governance model based on organizations accepting responsibility for
appropriately protecting privacy and information security and protecting individuals from the
negative consequences of privacy protection failures [34]. Cavoukian et al. further elaborate
that there is a strong need for organizational accountability and that its demonstration to
key stakeholders can happen through a mixture of (privacy-enhancing) technology, policies,
practices, laws, and regulations, as expressed in the introductory quote. Thus, we derived this
motivational factor from the existing literature. We argue that providing stakeholders with
Assurance of accountability for actionsin regard to privacy protection can serve as an incentive
to invest in privacy-enhancing technologies.

I2.1.2 Transparency about privacy protection

By promoting privacy-enhancing technology, a company is signaling that it has nothing
to hide. [98]

As outlined in the introductory quote, when Jaatun et al. discuss the market opportunities
for using PETs, they mention that a company can demonstrate transparency to their customers
through privacy-enhancing technologies, which can gain customers' trust faster than positive
customer experience [98]. This argument is also supported by the subsequent statement:
"On the basis of privacy-enhancing technology being used behind the scenes, companies
are able to hold their hand on their heart and say here's what we do, here's how we do it"
(I4). Naturally, customers are more likely to trust and interact with organizations that are
transparent about how they collect, store, and use their personal data and that take measures
to protect that data, such as investing in PETs. The aforementioned connection between
transparency and achieving trust is implicitly re�ected in the following:

There are [companies] that think of [privacy] as a trust measure, where you
can think about it from a trust standpoint, right? I don't want to surprise my
customers. Even though what I might do is legal, I don't want to surprise them. I
want to make sure I bring them along the journey. (I4)

Hence, we propose I2.1.2Transparency about privacy protectionas an incentive for companies
to adopt privacy-enhancing technologies.
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I2.1.3 Signal that the business cares for stakeholders' well-being

Convincing current users that their privacy is taken well care of may pay off, as it shows
customers that the business cares about their well-being. [98]

As part of the Trust building with stakeholderssubcategory, the factor expressed in the opening
statement addresses that companies' efforts to take care of privacy protection "well" can be an
indicator for customers that they are doing so with concern for their best interests. Jaatun et
al. go on to say that this could indirectly in�uence customers' decisions when considering
getting services from competitors [98]. Therefore, as I2.1.3 Signal that the business cares for
stakeholders' well-beinghas the potential to enhance relationships with stakeholders, we regard
it as a motivational factor for companies to prioritize their privacy protection practices.

I2.1.4 - I2.1.6 Gain of primary stakeholders' trust, loyalty and satisfaction

Privacy, in and of itself, is a customer expectation from a trust perspective. (I3)

Privacy is important, because privacy is an important pillar of customer trust. (I4)

Trust plays a critical role in strengthening the relationship with stakeholders. This section
discusses it jointly with loyalty and satisfaction because they are closely connected and often
mentioned together during the interviews. Jaatun et al. argue that there is an expectation for
companies to demonstrate corporate responsibility in a variety of areas, including privacy
[98], which is also re�ected in this section's �rst introductory quote. Furthermore, among the
relational motives identi�ed by Pollach is the assumption that privacy protection will help
the organization acquire customers' as well as employees' trust [43]. This is supported by the
second opening quote, as well as by the following statement by I5:

We see that we bene�t [from security and privacy] even from a customer point of
view. At the same time, of course, it's always very good to enable trust in this way.
When an average colleague feels and knows that we protect her or his personal
data. Of course, this contributes, along with other aspects, to their satisfaction, in
her or him trusting the company. (I5)

According to Aguilera, employees want to work for, remain in, and be associated with
companies whose organizational strategies resonate with their moral or ethical frameworks
[47]. Thus, an employee with a strong moral compass when it comes to privacy would be
pleased that the company takes the extra measure of implementing PETs to ensure the privacy
protection of his/hers and the customers' sensitive data, as re�ected in the aforementioned
quote by I5. Moreover, when asked if privacy is a core value of his company's stakeholders,
I6 explicitly mentions the company's investors along with the customers and employees:

Another important stakeholder is our management board, our investors. They are
deeply interested into the privacy area as well, both from compliance and privacy
as a competitive advantage perspective. (I6)
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In the literature, Jaatun et al. propose that if customers are satis�ed with how their privacy
is treated, they might reconsider getting services from a competitor, hinting at the potential
gain of customer loyalty [98]. A connection can be made to I4's discussion of how some
companies "think about privacy as a minor compliance measure," while "other companies
think about [privacy] as trust, where they really think about that customers' long-term trust
that they want to retain." In our understanding, loyalty is dependent on "long-term trust,"
which means that I4 implicitly addresses the possibility of gaining customer loyalty. Thus, we
have shown how well theory and practice align when it comes to viewing the gain of trust
and loyalty as an incentive for privacy protection. With that being said, we should turn to
I2.1.6Gain of primary stakeholders' satisfaction. In addition to the above-mentioned statement by
I5 that alludes to employee satisfaction, I1 expresses his thoughts on customer satisfaction
when discussing how privacy protection affects the business value:

[Customer satisfaction] is extremely important. . . . I mean, if the people that
use our application are not satis�ed, what's the point of having a company that
provides services? There's no point. (I1)

Accordingly, both customer satisfaction and loyalty ("preference for us") are outlined in the
next quote by I5 when he elaborates on contract renewals with existing customers:

We have many big customers, other big companies, we have seen it repeatedly
that when they know that we are secure in terms of cyber-security, information
security, but also in terms of privacy and data protection, this contributes a lot to
their satisfaction and preference for us. (I5)

Hence, besides trust and loyalty, increasing stakeholders' satisfaction with the company's
management of personal data can be viewed as an important motivational factor for privacy
protection in companies. On a related note, the loss of trust will be examined in section I3.4.3
when discussing the harmful consequences of privacy breaches.

Lastly, the following quote by I4: "It [about the usage of PETs] de�nitely improves the
privacy and the customer trust narrative" deserves mentioning. It indicates that I2.1.4 Gain
of primary stakeholders' trustcan also serve as an incentive for adopting privacy-enhancing
technologies.

I2.1.7 Securing continuous cooperation with secondary stakeholders

The company [...] has jurisdictional compliance, privacy, security regulations we have to
abide by. . . . It's compliance brought upon us by third-party vendors we worked with,
third-party partners we deal with, customer expectations, vendors, other stakeholders. (I6)

This motivational factor for privacy protection was initially derived from the literature.
When Pollach discusses different stakeholder relationships, she addresses that companies are
interested in Securing continuous cooperation with secondary stakeholderssuch as industry partners
and advocacy groups, among others [43]. In addition, as expressed in the aforementioned
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opening statement, I3 acknowledges the collaboration with secondary stakeholders and its
dependence on privacy.

In general, this factor is connected to I3.5.4 Privacy compliance as a must in order to operate in
the marketbecause continuous cooperation with important stakeholders in�uences the success
of the company in the long term.

I2.1.8 Gain of social legitimacy through perception as trustworthy

We want to reach the goal where if you meet somebody who knows our product and you ask
them: "From all the marketplaces that you know, who do you believe is the mosttrustful
one?", the answer would be our product, our marketplace. (I6)

When I6 discusses how his company aims to "become the leader in the market, from a
privacy and security perspective," the above-mentioned statement emerges. It re�ects the
bene�t that companies can gain from prioritizing privacy, in that they are perceived as more
"trustful" and thus earn the approval of their customers.

This is also supported by previous research. Chan and Greenaway argue that organiza-
tions choose the type of legitimacy they seek to obtain through their privacy practices [13].
Furthermore, �rms that acknowledge their moral responsibilities are more likely to earn
legitimacy, "a generalized perception or assumption that the actions of an entity are desirable,
proper or appropriate within some socially constructed system of norms, values, beliefs, and
de�nitions" [85], among key internal stakeholders [10]. Moreover, organizations that are
viewed as legitimate are better able to obtain the necessary resources for the organization's
survival and are more likely to be perceived as trustworthy [85, 99].

Hence, aGain of social legitimacy through perception as trustworthyby various stakeholders,
which in turn can inadvertently result in a competitive advantage [13], is an incentive for
organizations to prioritize privacy protection.

6.2.3. Provision of a Good Product or Service

As stated earlier, the I2.2 subcategory of relational factors is concerned with strengthening
relationships with key stakeholders through Provision of a good product or servicein terms of
privacy protection. This is re�ected in the following interview statement by I1: "We believe
it's fundamental . . . to provide a good service to our customers," as well as in previous
research. Existing literature integrating privacy and corporate social responsibility addresses
this when discussing CSR opportunities related to privacy protection, in particular, that
�rms "use con�dential data in the provision of privacy-related goods and services" and "can
implement privacy into their products" [45].

The individual factors from this relational subcategory are now presented.

I2.2.1 Prioritization of customers' privacy needs and requirements

[Privacy protection] is about . . . making our customers happy, because we see that more
and more big corporate customers are setting very strict requirements [for us] if we want
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to have business with them. . . . They set very strict requirements for security and data
protection in the services we are offering to them. (I5)

According to Allen and Peloza, research shows that consumers and employees appreciate
social responsibility efforts that prioritize their needs [45], which, we argue, can be expanded
to include privacy needs. Jaatun et al. suggest that businesses should "keep their customers
happy" [98] by handling their sensitive data responsibly and adopting privacy-enhancing
technologies. This is also re�ected in the section's introductory quote, in which I5 elaborates
on customers having strict privacy and security requirements for his company's services.
Moreover, privacy as a customer expectation is outlined by I6 in the following statement: "I
think [...] that regulatory compliance is not some ambition, but that it actually represents
what customers are expecting." Finally, when discussing privacy, both I1 and I6 emphasize
the importance of understanding customers' needs and requirements and offering products
and services that meet them in two very similar statements:

One of the values that we have in our company is to serve our user. We want
to serve them. So, there is this very big focus on the user needs and user-�rst
approach. (I1)

We want to have direct contact with our customers to understand their perspec-
tive. Therefore, we are constantly serving them, catching up on various matters,
feedback, A/B tests, et cetera. (I6)

What stands out is that both interviewees talk about serving their customers . This concept
promotes putting the customers' needs �rst and doing everything possible to ensure their
satisfaction with the provided goods and services to build strong customer relationships.

In summary, the Prioritization of customers' privacy needs and requirementscan serve as an
incentive for both privacy protection and the adoption of PETs in companies.

I2.2.2 Creating a view of privacy as a product/service differentiator

There are some companies that [...] introduce privacy as product differentiation, where
they think about privacy ground-up, and they build their product centered around privacy.
. . . So, on that spectrum, if you really think about it, organizations are thinking on behalf
of the customer. It's a differentiation in the product that they're creating. (I4)

As expressed in the introductory statement, this motivational factor for privacy protection
is about companies that realize privacy's value for their customers and use it as a product
or service differentiator. According to I4, these companies are deliberately building their
products with privacy in mind from the very beginning rather than treating it as an af-
terthought. I4 further suggests that this approach to privacy protection is customer-centric
because companies are thinking about their customers' privacy needs, which in turn can lead
to enhanced customer relationships. Overall, I4 implies that I2.2.2 Creating a view of privacy
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as a product/service differentiatorcan be a strong incentive for companies to prioritize privacy
protection.

On a similar note, this factor is clearly connected to I3.2.1 Strategic differentiation from
competitors. However, while I3.2.1 focuses on companies trying to strategically differentiate
themselves from competitors, I2.2.2 is about creating a differentiation in the product or service
to better meet the needs of customers.

I2.2.3 Goal of providing a safe product/service

We want to give [the customers] the max[imum] that we can by also providing the safest
service that we can. (I1)

The factor Goal of providing a safe product/servicewas derived from our interview data.
It is highlighted in the introductory quote by I1 and further supported by the following
statement: "Privacy, in and of itself, is a customer expectation from a trust perspective,
safety perspective , and also a regulatory requirement" (I3). Essentially, I2.2.3 proposes that
providing customers with a good product or service from a safety perspective can meet
their privacy expectations. As a result, because the Goal of providing a safe product/servicehas
potential to enhance companies' relationships with customers, we regard it as an incentive for
organizations to prioritize their privacy protection practices.

I2.2.4 View of privacy as a feature/product by itself

If the goal is to protect the customer and behave ethically, you have to think of privacy as a
product and a feature rather than just a cause. (I3)

As part of the second relational subcategory, the motivational factor expressed in the intro-
ductory quote implies that privacy should be viewed as a feature or product by itself for
companies to provide a good product or service in terms of privacy protection. I3 further
elaborates on the matter by mentioning the potential bene�ts behind this factor: "Privacy
not just reduces business risk and reduces the risk of �nes, but it also makes sure that the
data you collect is meaningful, contextually sensitive, and proper, and in a way that gives
your business proper value for money." Moreover, in order to explore I2.2.4 as a driver for the
adoption of privacy-enhancing technologies the following statement by I4: "[Using PETs] has
a positive impact on the improvement of data protection overall" should be considered.

Nevertheless, one should take into account that this factor for prioritizing privacy protection
might not yet apply to companies of different sizes or industry domains. For example, the
next statement by I2 questions the validity of I2.2.4: "The problem with privacy is it doesn't
generate value by default. Privacy is like on top of what generates value" because, for startups,
privacy may not have inherent value on its own. Additionally, I1 mentions that "A lot of
companies see security and privacy as a chore," an observation that also challenges theView
of privacy as a feature/product by itself.

In conclusion, while the interview data presents both supportive and opposing arguments
regarding this incentive, the survey results ultimately con�rm its validity. Even so, it should
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be noted that the perspectives of managers from organizations of various sizes and business
domains might differ, a limitation that can be addressed by future work.

6.3. Instrumental Factors

According to research on corporate social responsibility [43, 47], �rms engage in CSR activities
for instrumental reasons that serve their corporate self-interest. Thus, companies can use
corporate social responsibility initiatives as a means to achieve speci�c goals or objectives,
such as gaining a competitive advantage, enhancing their reputation, or avoiding costly �nes
and penalties, among others.

In this regard, certain conditions must be met for CSR to bring strategic advantages to a
�rm, including the corporate social responsibility issue being (1) at the core of the company's
mission, (2) embraced voluntarily, (3) bene�cial to both the �rm and the wider public, (4)
addressed proactively, and (5) visible to external stakeholders [43, 100]. With that said, there
is a case for both privacy [43, 45, 46] and the adoption of privacy-enhancing technologies
(cf. Chapter 3, section 3.4) to be regarded as CSR initiatives, as the law is insuf�cient for
governing corporate decision-making in all aspects of data management. As a result, this
thesis research has identi�ed the following instrumental subcategories from both theory and
practice: I3.1 Legal and regulatory compliance, I3.2 Competitive advantage, I3.3 Reputation and
brand image, I3.4 Risk mitigation, I3.5 Long-term success, I3.6 Business ef�ciency and maturity, I3.7
Cost savings, and I3.8 Future readiness. As their names suggest, each subcategory focuses on an
incentive for decision-makers to prioritize privacy protection or adopt PETs which ultimately
leads to a gain of self-serving bene�ts for their companies.

6.3.1. Category Overview

As mentioned above, the instrumental category comprises eight subcategories and a total of
34 individual motivational factors. They are illustrated in Table 6.3.

Category Index Subcategory Description

3 I3.1 Legal and regulatory compliance

3 I3.2 Competitive advantage

3 I3.3 Reputation and brand image

3 I3.4 Risk mitigation

3 I3.5 Long-term success

3 I3.6 Business ef�ciency and maturity

3 I3.7 Cost savings

3 I3.8 Future readiness

Subcategory Index Incentive Description

I3.1 I3.1.1 Addressing legal compliance requirements
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I3.1 I3.1.2 Addressing regulatory compliance requirements

I3.1 I3.1.3 Ensuring organizational survival

I3.1 I3.1.4 Desire to avoid penalties, lawsuits and publicly known privacy breaches

I3.2 I3.2.1 Strategic differentiation from competitors

I3.2 I3.2.2 Herd/Mimicry behavior

I3.2 I3.2.3 First-mover advantage

I3.2 I3.2.4 Privacy/PETs as unique selling points

I3.3 I3.3.1 Perception of being a privacy leader

I3.3 I3.3.2 Strengthening of reputation

I3.3 I3.3.3 Demonstration of corporate social responsibility

I3.4 I3.4.1 De-risking the business by becoming a better information custodian

I3.4 I3.4.2 Mitigation of the impact of a privacy breach

I3.4 I3.4.3 Avoidance of �nancial harm

I3.4 I3.4.4 Prevention of reputational damage

I3.4 I3.4.5 Avoidance of business loss

I3.4 I3.4.6 Mitigation of spillover effects

I3.5 I3.5.1 New talent attraction and retention

I3.5 I3.5.2 New customer attraction and retention

I3.5 I3.5.3 Organizational sustainability through privacy protection

I3.5 I3.5.4 Privacy compliance as a must in order to operate in the market

I3.6 I3.6.1 Productivity gain through resource optimization

I3.6 I3.6.2 Holistic privacy management

I3.6 I3.6.3 Contribution to sustainability

I3.6 I3.6.4 Long-term ef�ciency gain

I3.7 I3.7.1 Potential for reduced data storage

I3.7 I3.7.2 Storage costs reduction

I3.7 I3.7.3 Encryption costs reduction

I3.7 I3.7.4 Reduction of the total cost of technology and compliance ownership

I3.8 I3.8.1 Easier adaptation to changing privacy requirements

I3.8 I3.8.2 Company vision establishment

I3.8 I3.8.3 Encouraging proactive behavior

I3.8 I3.8.4 Belief that the future will impose the use of PETs

I3.8 I3.8.5 Preparation for more privacy-aware future users

Table 6.3.: Incentive Category 3, Instrumental Incentives
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6.3.2. Legal and Regulatory Compliance

I3.1.1 and I3.1.2 Addressing legal and regulatory compliance requirements

Today, privacy regimes are springing up like mushrooms across the world, right? In the
US every state is coming up with some sort of privacy regulation. (I4)

I think right now, PETs are like a wave. They're coming and they're super important
because [of] this GDPR and those privacy protection laws, which are popping up like
mushrooms on the whole globe. They're really transforming the way we are thinking about
data and using data in companies. (I2)

While legal compliance requirements refer to regional and national laws and regulations
that dictate how personal data should be handled, such as the GDPR, CCPA, and LGPD,
regulatory compliance requirements are imposed by regulatory bodies (e.g., the government)
to implement, enforce or provide additional guidance about these laws. Because of their
interrelatedness, we discuss them together.

With that said, the factors Addressing legal(I3.1.1)and regulatory(I3.1.2)compliance require-
mentsare self-explanatory. Still, it is essential to highlight the signi�cance of the statements
by I4 and I2 presented at the beginning of the section. In the introductory quotes, both
interviewees emphasize the role of privacy laws and regimes in shaping the global regulatory
landscape, while I2 also outlines that privacy-enhancing technologies are gaining importance
due to the rise in "GDPR and [...] privacy protection laws."

In this regard, we would like to shortly mention the role of I3.1.1 and I3.1.2 as motivational
factors for privacy protection and incentives for the adoption of PETs. On the one hand, when
asked why privacy protection is important for his company, I1 states: "Of course, one reason is
the fact that we have to comply, right? It's by the law. So, it's not like we have much choice up
to a level." It is important to note that this opinion is shared by all interviewees and supported
by a multitude of previous research publications. Thus, we present an example from a study
conducted by Culnan and Williams, who argue that �rms can elevate their privacy programs
toward achieving more than "merely complying with laws and other regulations" [10].

On the other hand, some of our interviewees and the existing literature also explicitly
outline Addressing legal and regulatory compliance requirementsas reasons for companies to invest
in privacy-enhancing technologies. To substantiate this, illustrative examples are provided
next. First, Borking suggests that PETs can help companies achieve "a clear privacy protection,
which, when properly applied, is in line with legal requirements" [4]. In addition, the Study
on the economic bene�ts of privacy-enhancing technologieslists the "ability to provide services
that would be in accordance with DP legislation" among the potential bene�ts of a PETs
investment for data controllers [53]. Finally, this argument is supported by the following
interview quote:

I would say the decision [to adopt PETs] is a combination of people like myself on
the engineering and the security side, people on the legal side, and then people
who represent the business and �nance because you need to make sure that the
tool [...] helps you meet some compliance goals . (I3)
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Hence, the concluding statement by I3 highlights that privacy-enhancing technologies can
be used by companies as technical measures to achieve compliance with data privacy laws
and regulations. To conclude, we have provided evidence that both theory and practice
outline I3.1.1 and I3.1.2 as incentives for privacy protection and the adoption of PETs in
companies.

I3.1.3 Ensuring organizational survival

Legal compliance [...] can be aneck breaker for us. If we wouldn't be compliant, we
would be sued or something, then we'd have a problem. (I2)

Privacy is [] a means to achieve larger goals and not just protect your customers, but also
protect you as a company. (I3)

Achieving legal and regulatory compliance is not only necessary but can also represent a
signi�cant obstacle to a startup, as expressed in the �rst introductory quote. Furthermore,
by using the phrase "neck breaker," I2 implies that the potential legal repercussions of non-
compliance could pose a threat to the survival of his startup. Additionally, the statement by I3
asserts that by prioritizing privacy protection, managers can ensure that their companies are
compliant with privacy laws and regulations, and thus shield them from any non-compliance
rami�cations. Moreover, by stating that "Privacy can be existential to a business, or it could
have signi�cant impacts," I4 indicates that the "existential" implications of privacy go beyond
startups. Finally, an excerpt from previous research supporting this claim:

ChoicePoint went beyond compliance and implemented both procedural and
structural changes. . . . [It] may be attributed to the fact . . . [that] it operates in a
highly regulated industry and responsible information practices are essential to
its survival. [10]

In summary, we propose that the motivational factor Ensuring organizational survivalcould
provide decision-makers with a reason to pay close attention to their companies' privacy
protection practices.

I3.1.4 Desire to avoid penalties, lawsuits and publicly known privacy breaches

[About privacy] It's, of course, about protecting our reputation, about reducing the
[chance] of bad things happening. For example, data breaches, reducing potential �nes, or
enforcement actions. (I5)

The last factor from the Legal and regulatory compliancesubcategory is I3.1.4Desire to avoid
penalties, lawsuits and publicly known privacy breaches. As its name suggests, this motivational
factor is quite straightforward. In addition to the opening statement by I5, we present some
evidence of its role as an incentive for companies to prioritize privacy protection from the
existing literature. Chua et al. describe the compliance scores of the organizations they
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examined as unacceptably low and recommend that they be corrected in order to "avoid [...]
legal punishment and penalty" [33]. Furthermore, there is a case for I3.1.4 to also be regarded
as an incentive for a PETs investment. This is outlined by the Study on the economic bene�ts of
privacy-enhancing technologies, which indicates the "reduced risk of liability/sanctions" as one
of the bene�ts for data controllers that the adoption of privacy-enhancing technologies can
bring.

6.3.3. Competitive Advantage

I3.2.1 Strategic differentiation from competitors

The strategy of differentiating from other companies could be more protective of the privacy
of customers. (I2)

The introductory quote by I2 is consistent with the resource-based view on organizational
privacy behaviors, which proposes that certain companies seek to gain a competitive advan-
tage through strategic differentiation [13]. Moreover, the aforementioned study by Chan and
Greenaway suggests that businesses can pursue this differentiation by building customer
trust. According to the researchers, companies can establish superior trust by paying greater
attention to their data collection and usage practices, how they communicate these actions
with customers, as well as the extent to which they cultivate privacy practices to protect their
customers' interests.

In support of this argument, one �nal example from the existing literature should be
considered:

Companies could [...] try to differentiate themselves from other competitors
through the adoption of privacy practices. [4]

In addition, Borking argues that privacy as a market differentiator could result from
companies embracing privacy as a corporate social responsibility [4]. He explains that
organizations adopting this strategy can use privacy-enhancing technologies to further certify
their privacy-protective approach.

To summarize, we have presented evidence from both theory and practice for the role of
Strategic differentiation from competitorsas an incentive for organizations to prioritize privacy
protection and adopt PETs.

I3.2.2 Herd/Mimicry behavior

One thing that can motivate people [about the adoption of PETs] for sure is, [...] when
everybody does it, then lots of companies will start to follow, not because necessarily they
believe in it, but because they need to comply with the rest of the market. This could be a
factor that will motivate them to not stay behind the competitors. (I1)

At the core of the aforementioned statement is the idea that companies could be motivated
to adopt privacy-enhancing technologies due to a Herd/Mimicry behavior, where they follow
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the lead of their competitors who have already adopted them. Hence, I1 asserts that the
adoption of PETs can stem from a desire to stay competitive within the market by keeping up
with competitors. The interviewee expounds on the matter by stating: "[Balancing] what type
of security and privacy features we provide and the [platform] features and services we can
provide [the users with] depends on [the] competitor as well."

In support of this argument, evidence from the existing literature of the role of I3.2.2 as an
incentive for the adoption of privacy-enhancing technologies follows. When Fairchild and
Ribbers discuss the intangible bene�ts of investing in PETs, they outline the "competitive
advantage, resulting from an ability to respond more effectively to competition" [51]. Lastly,
since this work regards privacy as a corporate social responsibility initiative, it is important
to note that according to Aguilera et al. [47] companies are motivated to participate in CSR to
imitate their peers with the objective of preserving their social legitimacy.

In conclusion, I3.2.2 Herd/Mimicry behaviorcan be regarded as a factor in�uencing the
adoption of technical measures for privacy protection, such as PETs, in companies.

I3.2.3 First-mover advantage

We are measuring competitive advantage, we are analyzing our competitor's actions in
the privacy and security area, because our vision is to become theleader in the market, to
achieve that from a privacy and security perspective. (I6)

The idea expressed by I6 in the introductory quote is that by being the �rst mover, a
company can achieve market dominance and gain a competitive advantage. Thus, when
considering the motivation behind investing in PETs, I6 suggests that a desire to gain a
First-mover advantagecould be a driving factor. This is also supported by the Study on the
economic bene�ts of privacy-enhancing technologies[53] which outlines the "potential competitive
advantage for �rst mover" as an incentive for companies to adopt PETs. Moreover, Pollach
[43] asserts that corporate social responsibility initiatives can bring sustainable competitive
advantages such as the "�rst-mover advantage" when discussing the view of privacy as a
CSR.

Following these �ndings, I3.2.3 re�ects that by being among the �rst to adopt PETs,
companies can obtain a leadership position in the market in terms of privacy. With that said,
we argue that decision-makers can be motivated to invest in PETs as technical measures for
privacy protection as a result of the pursuit of a First-mover advantage.

I3.2.4 Privacy/PETs as unique selling points

I guess they [about PETs] could be selling points for sales, especially in our sector [about
healthcare], right? (I1)

Finally, the last instrumental factor from the Competitive advantagesubcategory, Privacy/PETs
as unique selling points, is self-explanatory. When asked about factors that in�uenced the
decision to use PETs in his company, I1 states that privacy-enhancing technologies "could be
selling points for sales." This is also supported by previous research, which argues that good
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privacy protection can ultimately lead to improved revenues [51], as well as that the adoption
of PETs can result in increased sales [53]. The last subject will be discussed further in I3.5.3
Organizational sustainability through privacy protection.

6.3.4. Reputation and Brand Image

I3.3.1 Perception of being a privacy leader

Since PETs are not normally supported by today's businesses, those that choose to support
PETs have a better chance of being perceived as someone who is leading the way when it
comes to privacy. [98]

The �rst factor from the Reputation and brand imagesubcategory is certainly connected to
I3.2.3First-mover advantage, or, more speci�cally, I3.3.1 is a consequence of I3.2.3. In light of
this, we propose that among the bene�ts of being a �rst mover is an enhanced reputation and
the company appearing as "someone who is leading the way when it comes to privacy" [98]
in the eyes of important stakeholders. Hence, the organization can be perceived as a leader
in terms of privacy and an early adopter of privacy-enhancing technologies, especially "in a
society where data privacy is a high value or an important value" (I2). Following this, we
regard I3.3.1 Perception of being a privacy leaderas an incentive that can motivate companies to
both prioritize privacy and invest in privacy-enhancing technologies as technical measures
for privacy protection.

I3.3.2 Strengthening of reputation

You have the strength of the branding, [...] about the level of security that you provide.
(I1)

The factor I3.3.2Strengthening of reputation, is quite straightforward. It was derived from
the above-mentioned statement by I1 and the systematic literature review �ndings [43, 45,
51, 98]. When discussing the intangible bene�ts of a PETs investment, Fairchild and Ribbers
assert that one of them is the "brand advantage, which re�ects the change in brand awareness
and reputation to be expected from the investment" [51]. Research conducted by Pollach,
which examines different organizations' CSR disclosures, also outlines that certain companies
expect "to gain a reputational advantage from privacy protection" [43].

Finally, additional evidence is provided in the following quote:

When viewed through a CSR lens, the protection of customer privacy is a major
means by which �rms can enhance their reputation. [45]

To summarize, I3.3.2 is regarded as a factor in�uencing managerial decisions to adopt
privacy-enhancing technologies by both literature and interviewee I1. How the Prevention of
reputational damagecan be a driver for the adoption of PETs will be discussed in the section
covering the Risk mitigationsubcategory.
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I3.3.3 Demonstration of corporate social responsibility

Businesses are expected toshow corporate responsibility in a number of areas, including
privacy. [98]

Essentially, the last factor from this instrumental subcategory is related to the display
of corporate social responsibility. It was derived solely from the existing literature, as no
interviewee explicitly expressed this opinion. As re�ected in the opening statement, Jaatun et
al. assert that aDemonstration of corporate social responsibilitycan be an argument in support of
investing in privacy-enhancing technologies. Furthermore, they elaborate that "If businesses
are to succeed in using privacy to build trust and reputation, they must expect to make
investments both to improve their privacy (e.g., invest in PETs) but also to get the message
through." Additionally, when Borking discusses companies that embrace privacy as corporate
social responsibility, he argues that "organizations take leadership roles even though there
may not be immediate �nancial compensation, because of the value of the organization's
reputation" [4]. In conclusion, we have presented evidence from previous research outlining
I3.3.3 as an incentive for decision-makers to consider prioritizing privacy, as well as the
adoption of PETs in their companies.

6.3.5. Risk Mitigation

I3.4.1 De-risking the business by becoming a better information custodian

They [about PETs]minimize the risks of them [about companies]being impacted by
a data breach, because if there is a data breach and you have kept less data as opposed to
more data, everything that you don't need, then you have reduced risk. (I5)

The �rst factor from the Risk mitigationsubcategory is De-risking the business by becoming a
better information custodian. It was derived from the existing literature and afterward con�rmed
by the interview �ndings. The core idea behind I3.4.1 is expressed in the aforementioned
statement by interviewee I5 about the potential bene�ts of the adoption of privacy-enhancing
technologies. Essentially, I5 speci�es that companies can implement certain PETs as a
proactive measure to decrease the likelihood of "being impacted by a data breach." In support
of this argument, I3 outlines that one of the primary motivations for privacy protection is
"making the business a better custodian of information."

Furthermore, considering that privacy-enhancing technologies can contribute to anonymiza-
tion [101], I5 asserts that for his company, a primary motivation to adopt a PET is that "it
makes our life easier, makes us more compliant, more secure, less at risk." Finally, evidence
from previous research is presented to substantiate the role of I3.4.1 as a motivational factor
for privacy protection and the adoption of PETs. Jaatun et al. propose that the increase in data
collection corresponds to an increase in the risk of privacy breaches unless companies take
measures, such as investing in privacy-enhancing technologies, in order to protect privacy
[98]. Moreover, depending on the type of processed data, Fairchild and Ribbers argue that
when the risk of legal action related to privacy breaches is elevated, there is a greater incentive
for companies to implement PETs [51].
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To conclude, based on the illustrative examples from both theory and practice, we propose
I3.4.1 as a motivational factor for companies to prioritize privacy and adopt privacy-enhancing
technologies.

I3.4.2 Mitigation of the impact of a privacy breach

The bene�ts [of using PETs] are a lot: for security, for privacy, for minimizing the impacts
when something bad happens. (I5)

As re�ected in the aforementioned statement, I3.4.2 is about the Mitigation of the impact of
a privacy breach. While the previous section I5 elaborated on "mitigat[ing] risks before they
take place," the factor discussed here is about "minimizing the impacts when something bad
happens." Following our qualitative study's �ndings, we suggest that I3.4.2 can incentivize
companies to prioritize privacy and adopt privacy-enhancing technologies. However, there
can be many harmful consequences that can affect an organization when a privacy breach
occurs. As a result, we have summarized them in the following motivational factors for
privacy protection: I3.4.3 Avoidance of �nancial harm, I3.4.4Prevention of reputational damage,
I3.4.5Avoidance of business loss, and I3.4.6Mitigation of spillover effects.

I3.4.3 Avoidance of �nancial harm

Their [about PETs] usefulness instead depends on the ways in which they help the
production of goods and services,their effectiveness in averting economic damage,
and the competitive advantage they impart. [53]

The preceding excerpt from the Study on the economic bene�ts of privacy-enhancing technologies
highlights the role of PETs in preventing �nancial harm to the organizations that adopt them.
Hence, we propose that the Avoidance of �nancial harmcan serve as an incentive for companies
to prioritize privacy protection and invest in the adoption of privacy-enhancing technologies.
In this regard, the following examples from previous research substantiate our claim.

To begin with, Parks et al. state that the negative exposure to a privacy breach impacts the
market share of the affected organization [102]. Additionally, Bestman et al. argue that privacy
incidents can lead to "reduced patronage, �nancial loss," among other things [103]. Finally,
Fairchild and Ribbers assert that companies should consider the possibility of mitigating
"revenue losses, legal claims, productivity losses because of privacy breaches, repair costs
and lost business" when evaluating the potential bene�ts of a PETs investment [51].

I3.4.4 Prevention of reputational damage

There's this aspect of reputational damage that nobody wants to have. (I6)

When asked about how managers can be motivated to invest in privacy-enhancing tech-
nologies, I6 provided the aforementioned statement. The role of I3.4.4 as a motivational factor
for prioritizing privacy and adopting PETs as technical measures for privacy protection is
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supported by a multitude of previous research publications, as well as our interview �ndings.
In summary, the existing literature suggests that both the disclosure of privacy-invasive
practices [45, 98, 103] and privacy breaches [4, 10, 39, 53, 102] can lead to reputational damage
for companies. Finally, in support of this argument, the next statement by I5 is given:

We have seen in the media many different cases that companies had problems
and huge reputational impacts, enforcement impacts, et cetera. (I5)

I3.4.5 Avoidance of business loss

What can motivate them [about companies] is that the user doesn't use their services or
their application in case they don't have those kinds of [privacy] standards. (I1)

As expressed by I1 in the introductory quote, the risk of losing customers can incentivize
companies to pay close attention to their privacy practices. Following this, we regard the
Avoidance of business lossas a factor that can encourage decision-makers in companies to
prioritize privacy protection.

Furthermore, factor I3.4.5 is also supported by our systematic literature review �ndings.
According to previous research [4, 10, 39, 51], companies can face business losses as a result of
their insuf�cient privacy practices. Notably, the aforementioned loss of business encompasses
the loss of customers [4, 10] or sensitive corporate information, such as trade secrets and
intellectual property [10].

I3.4.6 Mitigation of spillover effects

There is the potential that breaches may also lead to spillover effects for other �rms in the
same industry when they serve as a catalyst for new government regulation. [10]

Culnan and Williams argue that privacy incidents encountered by a single organization
can lead to spillover effects for the entire industry, as re�ected in the preceding excerpt
from their research publication. Essentially, spillover effects can take the form of new
regulations, which "can cause other �rms in the same industry to incur substantial new costs
even though they were uninvolved in the original crisis" [10]. That being said, factor I3.4.6
was initially derived from previous research and subsequently supported by the following
interview statement: "When [a privacy breach] happens to another company, when another
company gets affected, that's another motivation [to invest in PETs]" (I3). As a result, we
propose that the Mitigation of spillover effectscan serve as an incentive for companies to adopt
privacy-enhancing technologies to prepare for possible spillover effects that may impact their
respective industry.

6.3.6. Long-Term Success

I3.5.1 New talent attraction and retention

In a society where data privacy is a high value or an important value, a company that is
seeking employees from society will run better if they do this extra step [of adopting PETs].
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. . . They are more attractive to employees, which helps them to sustain long-term because
they get the better talents. (I2)

The idea expressed by I2 in the introductory quote is that New talent attraction and retention
can be an instrumental reason for companies to adopt PETs in order to demonstrate to
potential employees that privacy protection is among their core values. I2 further proposes
that this gain of "the better talents" is important for organizational sustainability, thus
supporting the placement of this factor in the Long-term successsubcategory. Furthermore, the
next statement by I6: "All employees participated in that survey and they kind of agreed that
privacy is a key priority for us," should be considered. Following this, we imply that through
prioritizing privacy and investing in privacy-enhancing technologies, companies can not only
attract new employees but also retain them in the long run, by acting in accordance with
their privacy needs and wishes. That being said, we outline I3.5.1 as a motivational factor for
privacy protection and adopting PETs.

I3.5.2 New customer attraction and retention

The approach an organization takes towards providing end user privacy was driven by
either their inherent knowledge andbusiness needs to attract customers, or as a risk
management strategy to ensure compliance with regulations. [6]

Senarath and Archchilage describe the two main motivations that drive organizational
approaches toward end-user privacy as either voluntary- or risk-driven. In this regard, they
argue that certain companies take a proactive, user-centered approach toward privacy that
goes beyond "merely complying with government regulations on data breach prevention and
disclosure" [6]. As highlighted in the introductory quote, the proposed Voluntarily Induced
User Focus Approach is driven by "business needs to attract customers." In support of
this, other research works also assert that some organizations approach privacy for "business
reasons", such as attracting a niche area of customers [104], and acquiring "necessary resources
such as new contracts, loyal customers, or a license to operate" [10] through demonstrating a
strong privacy commitment in their privacy practices.

With that said, I3.5.2 New customer attraction and retentionwas derived from the existing
literature and outlined as a motivational factor for privacy protection.

I3.5.3 Organizational sustainability through privacy protection

The strategic use of information privacy is a necessity for organizational sustainability as
it can affect the ultimate success of the organizations. [103]

Bestman et al. de�ne organizational sustainability as "the ability of organizations to be
consistent in their mode of operation in order to survive over a long period of time" [103].
Their study �ndings reveal that the strategic use of information privacy can be vital for
the long-term success of companies, as expressed in the introductory quote. The factor
Organizational sustainability through privacy protectionwas initially derived from the existing
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literature and subsequently supported by the interview �ndings. That being said, the provided
examples emphasize the role of I3.5.3 as a motivational factor for privacy protection and the
adoption of privacy-enhancing technologies.

At this point, it should be mentioned that businesses cannot continue to exist "without
making a pro�t" [10], as "the main idea of [a] company is to generate welfare" (I2). In this
line of thinking, Allen and Peloza outline privacy-related activities as a means by which a
company can "enhance �rm value" [45]. Additionally, Fairchild and Ribbers suggest that
organizations can bene�t from "improved revenues" by demonstrating good privacy practices
to their customers [51].

Finally, the following statement by I2 should be considered:

No matter how rich or how much welfare is collected in the company, they still
need to sustain long-term. It's the main goal to sustain still. And of course,
adopting PETs can have positive impacts on sustaining the company. (I2)

In essence, I2 proposes that the adoption of PETs can help companies maintain organiza-
tional sustainability in the long term. Moreover, the assertion by I6 that "privacy and security
are the main kind of drivers for growing [our] business," indicates that privacy protection can
also contribute to the business growth of certain types of businesses.

To summarize, we argue that I3.5.3 is an incentive for companies to prioritize privacy and
invest in privacy-enhancing technologies to ensure their Long-term success.

I3.5.4 Privacy compliance as a must in order to operate in the market

I think in the long term if we don't provide a level of security that satis�es our user needs,
then it will not be possible for us to really operate in this market. So, it's [about privacy]
very tied and interconnected with our business model. (I1)

The last instrumental factor from the Long-term successsubcategory I3.5.4Privacy compliance
as a must in order to operate in the marketis quite straightforward. When elaborating on how
privacy �ts into his company's business model, I1 provides the aforementioned statement. As
re�ected in the quote, the interviewee asserts that for his company, privacy is not solely a
matter of complying with legal regulations, but rather closely linked to the business model.
Hence, according to I1, privacy can assume the role of a factor that in�uences the company's
success in the long term.

Additionally, this argument is supported by I2, who states that one of the main incentives
for prioritizing privacy in his startup is the fact that "you can't sell if you are not compliant."
The role of I3.5.4 as a motivational factor for privacy protection is further highlighted in the
next quote:

You have to demonstrate in the buying process that you are compliant to the legal
frameworks, which are protecting privacy. A company can't sustain if it's not
selling. (I2)
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Finally, it is noteworthy that the opinions of I1 and I2 are in line with the view of privacy
as a competitive necessity for explaining organizational privacy behaviors, proposed by Chan
and Greenaway [13]. In conclusion, we have provided evidence from both theory and practice
about the relevance of Privacy compliance as a must in order to operate in the marketas an incentive
for companies to prioritize privacy protection.

6.3.7. Business Ef�ciency and Maturity

I3.6.1 Productivity gain through resource optimization

The productivity gain comes from the fact that if your privacy-enhancing technologies do
the right things, you are freeing up your average engineer from obligations to building
privacy tech to then being able to focus on building product and business tech, right? So, I
think that leads to a huge productivity gain overall for the organization. (I4)

The role of Productivity gain through resource optimizationas a motivational factor for privacy
protection and the adoption of PETs is quite straightforward. While discussing how the usage
of privacy-enhancing technologies can impact companies, the aforementioned statement by
I4 was provided. As indicated by its name and the opening statement, I3.6.1 is about the
potential productivity gain that companies can achieve by implementing PETs.

The interviewee goes on to say that "More often than not, PETs are retro�tted back into
the tech stacks and that retro�tting takes a lot of effort" (I4). Essentially, I4 suggests that
companies can save signi�cant amounts of resources, including time, money, and manpower,
by investing in privacy-enhancing technologies at an early stage. In this regard, it is worth
noting that according to I3, a primary incentive for privacy protection is "making the business
more ef�cient . . . and therefore using �nite resources more wisely." Lastly, previous
research conducted by Fairchild and Ribbers also outlines the "savings of labor and other
costs, productivity improvements" among the potential tangible bene�ts for businesses that
invest in PETs [51].

To conclude, we have presented evidence from both theory and practice outlining I3.6.1
Productivity gain through resource optimizationas an incentive for decision-makers to prioritize
privacy, as well as the adoption of privacy-enhancing technologies in their companies.

I3.6.2 Holistic privacy management

It [about the usage of PETs] gives you concrete visibility into business inef�ciencies and
imbalances for the �rst time. And it gives you a sense of what the risk could be of holding
so much data. It gives you, for the �rst time a balance sheet of data. (I3)

I3.6.2Holistic privacy management, the second factor from the Business ef�ciency and maturity
subcategory, was initially derived from the existing literature and subsequently supported by
the interview �ndings. The idea expressed by I3 in the introductory quote is that by adopting
privacy-enhancing technologies, companies can obtain "visibility into business inef�ciencies
and imbalances." To further substantiate this, the interviewee goes on to compare good
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privacy protection practices with "getting an MRI of [the] business" due to the opportunity to
gain a better understanding of risks and inef�ciencies. That being said, previous research
by Jaatun et al. asserts that the adoption of PETs "brings with it an opportunity to handle
privacy more holistically" [98]. One �nal excerpt from the literature �ndings highlights the
implications of I3.6.2 for both companies and their customers:

PETs that provide enhanced transparency about the way data is used (including
by whom and for what) . . . can empower consumers vis-à-vis data controllers
without diminishing the utility of personal data. [53]

In summary, we suggest that I3.6.2 Holistic privacy managementis a motivational factor that
can in�uence companies to adopt privacy-enhancing technologies as technical measures for
privacy protection.

I3.6.3 Contribution to sustainability

We consider ourselves a sustainable business, which means for us that we take into
consideration different aspects of social responsibility. And one of these aspects is privacy.
(I6)

When companies make privacy a central part of their business models, it becomes "a key
focus area for [the] business and for [its] stakeholders" (I6). Additionally, in the case where
organizations also highly value sustainability, a connection between privacy protection and
sustainability emerges, as outlined by I6 in the introductory quote. As a result, the factor
Contribution to sustainabilitywas derived from the section's opening statement.

At this point, it is essential to mention the opinion of interviewee I5 about the role of
privacy for Environmental, Social, and Governance (ESG), a concept derived from and used
interchangeably with corporate social responsibility [105, 106]. Furthermore, it is noteworthy
that ESG is an "investment concept for evaluating the sustainable development of enterprises"
[106].

In this light, I5 asserts that the Environmental, Social, and Governance framework has
become the focus of companies nowadays, which are "investing in trying to show how they
respect the environment, the social aspects, for example, human rights and governance [like]
governing privacy or information security." That being said, interviewee I5 also emphasizes
the link between privacy and sustainability and the importance of demonstrating strong
ESG/CSR practices for his company.

Following this, we propose that I3.6.3 Contribution to sustainabilitycan serve as a motivational
factor for privacy protection and the adoption of privacy-enhancing technologies. In order to
substantiate this claim, one �nal statement by I5 should be considered:

I can give you an extreme example [about how PETs can positively affect the
business model]. When we have a big IT system, and you host tons of data. By
enabling automated retention rules [and] deleting data which you don't use, you
even contribute to the environment because you use less electricity in the clouds.
(I5)
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In closing, this section extends the link between privacy and corporate social responsibility
discovered from the existing literature by providing evidence from practice about the con-
nection between privacy protection and sustainability. Lastly, it is worth acknowledging that
I3.6.3 could be of minor relevance to companies that do not regard privacy as part of their
ESG/CSR initiatives.

I3.6.4 Long-term ef�ciency gain

I would say the real motivation is showing business ef�ciency. . . . If you can make the
argument that big strategic changes can be made more easily, more visibly, more tangibly,
more meaningfully, I think that is a motivation [to invest in PETs]. (I3)

The last factor from the Business ef�ciency and maturitysubcategory, Long-term ef�ciency gain,
was derived from the above-mentioned statement by I3. When elaborating on how managers
can be motivated to invest in privacy-enhancing technologies in the future, I3 asserts that
while "the fear of the law" is currently a strong incentive for engineers, when it comes to
executives and managers, "the real motivation is showing business ef�ciency." That being
said, we should note that the motivational factor I3.6.4 for privacy protection and investing in
PETs comprises two essential aspects.

The �rst one is the Enhanced data collection and processing. On the one hand, it re�ects the
idea that improved privacy might "increase users' willingness to share information," which
would enable organizations to collect more comprehensive data [98]. On the other hand,
as the multitude of privacy laws and regulations across the globe make "data processing
very complex" [18], companies can apply speci�c privacy-enhancing technologies to not only
simplify the data processing tasks of data scientists [18] but also automate them [30]. In
addition, this claim is also supported by the Study on the economic bene�ts of privacy-enhancing
technologies, which states that certain PETs can bring the potential bene�t of "increased
ef�ciency in data processing" [53].

The second aspect of I3.8.4 is theImproved data quality and insights. It is highlighted by
the following interview statement: "It [about the usage of PETs] improves data quality, and
therefore the insights produced by AI models, for example" (I3). To further substantiate this,
the interviewee points out that good privacy protection practices can help companies ensure
that their data collection is "meaningful, contextually sensitive, and proper, and in a way
that gives your business proper value for money." The last part of the quote is re�ected in
previous research, which asserts that while a PETs investment could be costly at �rst and its
bene�ts might be dif�cult to predict, in the long term, they can prove pro�table through the
"possible economic impacts to the data quality of the business process" [51].

Finally, I3 provided a �tting statement to conclude the discussion of I3.6.4 Long-term ef�ciency
gain as a motivational factor for privacy protection and the adoption of privacy-enhancing
technologies:

I think it is extremely critical that a company at least starts making investments
and making changes in its culture and its tools and processes to at least move
in that direction. Because the more you do in this domain, the more you realize
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that you are not just improving privacy, but you are improving your maturity as a
business, your ef�ciency as a business. (I3)

6.3.8. Cost Savings

I3.7.1 Potential for reduced data storage

By implementing some of these technologies [about PETs], you have more controls in place.
You have a smaller footprint where personal data is managed. You have lesser personal
data being used than if they [about PETs] were not in use. These are some of the outcomes
of using PETs. And I think that reduces the surface area of risk, which in turn hasa huge
impact on the cost base of funding a security team, a privacy team . . . . So,there's
de�nitely a cost perspective [in] why businesses should consider PETs . (I4)

As re�ected in the opening statement by I4, privacy-enhancing technologies allow compa-
nies to store less data, resulting in a smaller area where personal data is managed. Following
that is a decrease in the risk surface area, which can signi�cantly impact the cost of funding
a privacy or a security team. In this line of thinking, I4 outlines that "there's de�nitely a
cost perspective [in] why businesses should consider PETs." With that said, I3.7.1 Potential for
reduced data storagewas derived from our interview �ndings and assigned to the Cost savings
subcategory of instrumental factors. In addition to I4, I3 also discusses the cost implications
of organizations storing an unnecessary amount of data: "That's what happened to a lot of
companies, . . . they collected a ton of data. Data quality suffered, engineering throughput
suffered, and storage costs went up." Moreover, previous research conducted by Fairchild
and Ribbers argues that "Privacy protection may cause some costs and avoid other costs" [51].

To summarize, businesses that implement effective privacy practices can ensure the appro-
priate level of data collection and storage needed for their objectives, which in turn leads
to cost savings. While we acknowledge that the cost implications for companies might not
always be clear, we propose that I3.7.1 can be regarded as an incentive to prioritize privacy
protection and invest in PETs.

In closing, one �nal statement that metaphorically illustrates the big picture:

Investing in privacy is a bit like going through your boxes in the garage before
you move from home one to home two, because otherwise what'll happen is you
keep growing stuff and people end up buying bigger homes to store stuff they
don't need, rather than reducing the stuff they have to �t into the home they can
afford. Privacy is about right-sizing your business. (I3)

I3.7.2 and I3.7.3 Storage and Encryption costs reduction

I've seen very closely in many cases where when companies delete data from a privacy
perspective, they end up reducing storage costs. They end up reducing encryption costs.
(I3)
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Both I3.7.2 Storageand I3.7.3 Encryption costs reductionwere derived from the section's
introductory quote and represent a logical continuation of I3.7.1 Potential for reduced data
storage.

To properly address these instrumental factors, it is crucial to understand the context
in which the statement was made. When asked about how privacy �ts into a company's
business model, I3 suggests that when companies "disposition it [about data] when it's no
longer required," they can potentially reduce the costs associated with storing and encrypting
data, as re�ected in the opening statement. This is because the fewer data a company stores,
the less storage space and resources it needs to safeguard and encrypt them. Hence, one
must consider the potential economic bene�ts of PETs for data minimization [53] and the
importance of privacy in reducing the overall business costs (I3, I4). With that said, we argue
that I3.7.2 and I3.7.3 can serve as motivational factors for the adoption of privacy-enhancing
technologies.

I3.7.4 Reduction of the total cost of technology and compliance ownership

Introducing PETs is going to reduce the total cost of ownership of technology solutions
and the total cost of ownership when it comes to compliance. (I4)

The idea at the core of the above-mentioned statement by I4 is that by introducing privacy-
enhancing technologies, companies can ensure the security of their technology solutions,
which can lead to a Reduction of the total cost of technology and compliance ownership. As this
factor is rather complex, it is necessary to provide clari�cation on its two key aspects. First,

The burden of running compliance programs on an ongoing basis can be a huge
investment for organizations. Investing in PETs [...] can build privacy into the
framework in a manner that you can achieve some of those compliance outcomes
at a much lower cost base incrementally over a period of time, rather than having
to make a heavy lift each time. (I4)

This statement re�ects that PETs can reduce the need for expensive compliance measures,
such as auditing and reporting [51], by ensuring that data is handled in accordance with
data protection regulations. Following this, I4 proposes that implementing privacy-enhancing
technologies can help reduce the �nancial burden of achieving and maintaining compliance
over time .

At this point, it is important to revisit our discussion of I3.1.4 and I3.4.2, about how PETs
can reduce the risk of data breaches, as well as lessen the consequences of a data breach
that has already occurred. In this regard, we argue that the second aspect of I3.7.4 is the
potential cost savings for companies, resulting from a prioritization of privacy protection.
This is re�ected in the following two excerpts from the interview transcripts and the existing
literature:

It [privacy protection] is valued very much. If you look at the numbers you
[would] realize how much cost, we [about the people working for data protection
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and privacy] bring to the company. It's a very big cost. But at the same time,
[...] we de�nitely balance this cost out and we probably bring bene�t into it by
eliminating the chances that there are problems. If you would calculate the cost of
a data breach, potentially if we would let it happen, or other problems then, of
course, it would be probably much more than paying the maintenance [of] data
protection [in the] organization. (I5)

Security achieved through the use of PETs was identi�ed as a bene�t to �rms
insofar as any costs incurred through data breaches would now be reduced
(for example, compliance costs associated with data protection laws would be
avoided ). [53]

In summary, we have provided evidence from both theory and practice about the role
of I3.7.4 Reduction of the total cost of technology and compliance ownershipas an incentive for
companies to prioritize privacy and invest in privacy-enhancing technologies as technical
measures for privacy protection. To conclude this section, another profound quote is left
below:

They [about PETs] may be costly in the short term because you're investing time in
adopting them. But, in the long term, they pay off a lot of debt and make privacy
and data protection cheaper in the long term. (I4)

6.3.9. Future Readiness

I3.8.1 Easier adaptation to changing privacy requirements

It's still a pretty new topic, GDPR. And the more time evolves, the more questions will be
answered with more security. . . . There will be new laws, different laws, and stuff. There
will always be this tension between data privacy and the interests of the different parties
[about the government, society, and companies]. (I2)

Interviewee I2 provided the above-mentioned statement when asked about how the role of
privacy managers would change or evolve in the future. The idea re�ected in the introductory
quote is central to the �rst motivational factor from the Future readinesssubcategory.

That being said, we propose that an Easier adaptation to changing privacy requirementsin
the future can serve as an incentive for companies to pay close attention to their privacy
protection practices and adopt privacy-enhancing technologies now. Because I3.1.8 may not
be very straightforward, there is a need for elaboration.

On the one hand, it should be noted that "The regulatory landscape is constantly evolving"
(I4), a claim that is also expressed by I2 in the section's opening quote. As a result, companies
will always need to ensure that they comply with new legal and regulatory requirements. We
argue that this is currently the case with the General Data Protection Regulation, as there is a
lack of clarity regarding what constitutes appropriate organizational and technical measures
for achieving compliance [2].
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On the other hand, we propose that the adoption of PETs as technical measures for
privacy protection can be a potential solution to the aforementioned compliance challenge for
companies. This is supported by I2, who states that open questions arising from the GDPR
"will be answered with more security" in time. Finally, to substantiate this claim and conclude
the section, the following illustrative statement by I3 is given:

I think the effectiveness of privacy regulations and their re�ection in PETs and the
effectiveness of the PETs themselves is a very good debate to have. I just think
that the time is not right just yet because the whole discipline is pretty new. (I3)

I3.8.2 Company vision establishment

[About wanting to do more than what is required by regulations] That's a decision that
we took a few years back. Four years ago, I think, before I joined. And it's kind of, I don't
want to sayvisionary , but for sure it was a decision with a long-term vision of
what was going to happen in the healthcare [industry] . (I1)

The factor Company vision establishmentwas derived from the aforementioned statement by
I1 and is quite straightforward. Essentially, it re�ects the notion that companies can bene�t
from prioritizing privacy while planning their vision for the future. In discussing the role of
privacy as a "proactive function," I4 asserts that companies "need to start thinking about what
is going to lie ahead" by taking action to respond to the constantly changing global regulatory
landscape. Furthermore, I6 outlines privacy as a "huge mega-trend" that his company is
considering while "preparing for the future." Resulting from this, we propose that I3.8.2
Company vision establishmentcan serve as an incentive for companies to prioritize privacy
protection and invest in privacy-enhancing technologies.

I3.8.3 Encouraging proactive behavior

If the future brings an increasing awareness of privacy issues, businesses will bene�t from
being ready when the shift occurs. [98]

Another instrumental factor from the Future readinesssubcategory is I3.8.3Encouraging
proactive behavior. It was initially derived from the existing literature and subsequently
supported by the interview �ndings. I3.8.3 addresses the idea that "privacy concerns can
vary dramatically for the same individual, and for societies, over time " [17] and companies
can bene�t "from being ready when the shift occurs" [98]. In support of this argument, the
following statement should be taken into account:

We are trying to make it [about privacy protection] better, we try to educate our
customers about this, that they have the possibility [of data deletion] and it's their
human right to do that [to require it]. (I6)

Hence, I6 emphasizes that his company values privacy protection and seeks to raise its
customers' awareness of their privacy rights and the importance of proper management of
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their personal information. To summarize, we have provided evidence from both theory and
practice about the role of Encouraging proactive behavioras an incentive for companies to invest
in privacy-enhancing technologies in anticipation of the future.

I3.8.4 Belief that the future will impose the use of PETs

Over the last three to �ve years since the GDPR has come in I can see that . . .privacy is
starting to become mainstream in conversations not just in the boardrooms, but also
amongst other IT teams. (I4)

They're [about privacy protection laws and regulations] reallytransforming the way
we are thinking about data and we're using data in companies . Now this could
be a differentiator at current times, butI think in the future this [about the usage of
PETs] will just be the standard. (I2)

The factor Belief that the future will impose the use of PETswas derived from the collected
interview statements and is self-explanatory. The �rst of the introductory quotes re�ects the
belief that since the GDPR became effective in 2018, the importance of privacy for companies
is on the rise. Additionally, in the second statement, interviewee I2 argues that as a result
of privacy protection laws and regulations the usage of privacy-enhancing technologies
could also become a "standard" that companies are expected to provide. To substantiate
this assertion, the following observation by I5: "I believe technology will play a big role in
this itself. We will be kind of forced and our IT teams will be forced to use these kinds of
tools [about PETs]" should be considered. Following this, we propose I3.8.4 as an incentive
for organizations to prioritize privacy protection and the adoption of privacy-enhancing
technologies in order to improve their future preparedness.

I3.8.5 Preparation for more privacy-aware future users

And although today's users' behavior related to privacy is best described by the privacy
paradox, this may not be the case for future users. . . . As users become more aware of
the potential privacy problems of sharing their information with a variety of services, they
may raise their demands for privacy. [98]

The preceding excerpt is from a 2012 research publication by Jaatun et al. According to
the authors, while "today's users' privacy behavior is best described by the privacy paradox,"
their privacy expectations for companies could increase as they gain a better understanding
of the risks associated with sharing personal information. In this regard, it is essential to
mention that a study conducted in 2020 provided evidence that consumers indeed have a
fundamental concern for their privacy and frequently take action to safeguard it [14]. What
is more, Acquisti et al. conclude their research publication Secrets and Likes: The Drive for
Privacy and the Dif�culty of Achieving It in the Digital Ageby asserting that "people's quest for
privacy will not dissipate" [14]. In summary, the last motivational factor Preparation for more
privacy-aware future usersfrom the Future readinesssubcategory was derived from the existing
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literature and afterward supported by the interviewees' opinions. We argue that it can serve
as a driver for companies to prioritize privacy protection and invest in PETs. To bring our
discussion of I3.8.5 and this chapter to a close, a profound quote from interviewee I6 is left
below:

I think it [the adoption of PETs] will come with education and awareness in society.
We can still see that the business can be totally breached out, data leaked, et cetera,
and people will still be using it. But we are seeing less and less of that. People are
aware, people already have those expectations for socially responsible businesses.
(I6)
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7. Factors In�uencing Managerial Decisions to
Adopt PETs

The purpose of this chapter is two-fold: (1) to present the results of the quantitative study in
a structured way, following the category, subcategory, and individual factors level, and (2) to
reveal the �nal taxonomy. As a result, this chapter answers RQ2 by con�rming the relevance
and general acceptance of the factors re�ected in the survey's statements as incentives for
managers to adopt PETs. Ultimately, the subsequent discussion of managerial implications
and the emerging taxonomy provides an answer to RQ3: "How can managers be motivated
to invest in privacy-enhancing technologies?".

The Survey Composition

As mentioned in Chapter 4, we employed a 5-point symmetric Likert scale for the survey
statements outlined here. This was done to assess survey respondents' level of agreement
with the presented factors as incentives for the adoption of privacy-enhancing technologies.
Following our sequential mixed method approach, the creation of survey questions occurred
after the qualitative study's analysis, i.e., once the motives (and their corresponding categories)
were identi�ed from and grounded in qualitative data.

The complete set of survey questions can be found in Appendix A, while the whole set
of survey results is presented in Appendix B. Here, Table 7.1 depicts the incentive-survey
mapping to illustrate the relationship between the motivational factors for privacy protection
from Chapter 6 and the survey statements from Appendix A. As shown in the table, 'Index'
represents the unique index key of each incentive, while 'Reference' denotes its matching
survey question's section header from Appendix A. On a related note, the questions from
the survey's background section were addressed in Chapter 5 Study Demographics, where
section 5.2.2 provides an overview of the survey participants and discusses their relevant
demographics.

Index Survey Reference Survey Text

As a manager/decision-maker, I am motivated to adopt PETs as technical measures
for privacy protection because...

I1.1.1 A2.2.1 I believe that all people have a right to privacy.

I1.1.1 A2.2.2 I view privacy protection as protecting the rights and freedoms of people.

I1.1.2 A2.2.3
I believe that by doing the right thing from a privacy perspective,
I am doing the right thing by the customers.
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I1.1.3 A2.2.4 I have a personal interest in privacy and all relevant aspects related to it.

I1.1.4 A2.2.5
I think it is important for managers/decision makers to ask themselves:
"How would I feel if my information was handled in this way?";
I view privacy matters as inherently personal.

I1.2.1 A2.3.1 I feel a responsibility to avoid causing harm to customers.

I1.2.2 A2.3.2
I believe managers/decision makers have a moral responsibility to do
no harm in their company's treatment of data, especially when their
treatment would make customers vulnerable.

I1.2.3 A2.3.3 I feel a responsibility to respect privacy as a human right.

I1.2.4 A2.3.4
I feel an obligation to act with concern for impact on community
and society.

As a manager/decision-maker, I believe that the motivation to adopt PETs as technical measures
for privacy protection can be in�uenced by...

I2.1.1 A2.4.1 assuring stakeholders of the company's actions accountability.

I2.1.2 A2.4.2
signaling to the stakeholders that the company has nothing to hide/
demonstrating transparency of the company's privacy protection
management.

I2.1.3 A2.4.3 signaling that the business cares for the stakeholders' well-being.

I2.1.4 A2.4.4 gaining customers'/employees'/investors' trust.

I2.1.5 A2.4.5 gaining customers'/employees'/investors' loyalty.

I2.1.6 A2.4.6
ensuring customers'/employees'/investors' satisfaction with the
company's handling of privacy protection.

I2.1.7 A2.4.7
securing the continuous cooperation with vendors/suppliers/
data protection authorities/the government.

I2.1.8 A2.4.8 gaining social legitimacy through perception as trustworthy.

I2.2.1 A2.5.1
showing customers that the company prioritizes their privacy needs/
requirements for the product/service.

I2.2.2 A2.5.2
building the company's product/service centered around privacy
and thus creating a differentiation in the eyes of the customers.

I2.2.3 A2.5.3 providing customers with a safe product/service.

I2.2.4 A2.5.4
meeting the customers' privacy expectations, when privacy is
viewed as a feature/product by itself.

I3.1.1 A2.6.1 meeting the mandatory legal obligation for compliance.

I3.1.2 A2.6.2 addressing the regulatory requirements.

I3.1.3 A2.6.3 reducing the risk to organizational survival.

I3.1.4 A2.6.4
the company's desire to avoid regulatory and legal penalties/
lawsuits/publicly known privacy breaches.

I3.2.1 A2.7.2
achieving a strategic differentiation from competitors through
better privacy protection.
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I3.2.2 A2.7.3
adjusting to the market by keeping up with competitors that have
already adopted PETs.

I3.2.3 A2.7.4
achieving a �rst-mover advantage by being the �rst company
to integrate PETs into its product/service.

I3.2.4 A2.7.5
product/service sales and thus the increase of pro�t, when
marketing/employing PETs as (unique) selling points for sales.

I3.3.1 A2.8.1 the company's wish to be perceived as a privacy leader.

I3.3.2 A2.8.2 strengthening the company's reputation.

I3.3.3 A2.8.3 demonstrating corporate social responsibility.

I3.4.1 A2.9.1 de-risking the business.

I3.4.1 A2.9.2 the business becoming a better custodian of information.

I3.4.2 A2.9.3 reducing the risk of harmful privacy breach consequences.

I3.4.3 A2.9.4
avoiding �nancial harm to the organization, such as
regulatory �nes/loss of investment/revenue/market share.

I3.4.4 A2.9.5 preventing reputational damage to the organization.

I3.4.5 A2.9.6
avoiding damage to business, such as loss of customers/
trade secrets/intellectual property.

I3.4.6 A2.9.7
preparing for possible spillover effects caused by a data
breach of another company.

I3.5.1 A2.10.1 attracting and retaining new (privacy-aware) employees.

I3.5.2 A2.10.2 attracting and retaining new (privacy-aware) customers.

I3.5.3 A2.10.3
sustaining the business long-term when privacy/PETs are
an important part of thebusiness model.

I3.5.4 A2.10.4
addressing the market needs when privacy compliance is
a must in order to operate inthe market.

I3.6.1 A2.11.1 optimizing the usage of the company's �nite resources.

I3.6.1 A2.11.2
obtaining a productivity gain by allowing the company's
employees to focus on building the product, after the initial
investment in PETs had been made in the beginning.

I3.6.2 A2.11.3 achieving a more holistic management of privacy.

I3.6.2 A2.11.4
enabling better privacy protection, thus eliminating redundancies
and identifying inef�ciencies in the organization.

I3.6.3 A2.11.5 contributing to sustainability.

I3.6.4 A2.11.6 gaining long-term ef�ciency.

I3.6.4 A2.11.7
making data collection and processing easier when the
company grows, if PETs have been embedded from the start.

I3.6.4 A2.11.8
enhancing data collection in a way that improves the data
quality and insights.

I3.7.1 A2.12.1 enabling the company to store less sensitive data.
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I3.7.2 A2.12.2 reducing the storage costs, due to storing less data.

I3.7.3 A2.12.3 reducing the encryption costs, due to storing less data.

I3.7.4 A2.12.4 reducing the total cost of compliance ownership*.

I3.8.1 A2.13.2 PETs enabling easier adaptation to changing privacy requirements.

I3.8.2 A2.13.3 following the company's mission and vision.

I3.8.3 A2.13.4 wanting to encourage proactive behavior in the company.

I3.8.3 A2.13.5 the company's wish to become a catalyst for change.

I3.8.4 A2.13.6 the belief that the future will impose the use of PETs.

I3.8.4 A2.13.7 the company anticipating future trends.

I3.8.5 A2.13.8 preparing for more privacy-aware future users.

Table 7.1.: Incentive-Survey Mapping

7.1. Factor Evaluation

As previously mentioned, the second research question: "From a managerial perspective, what
are the incentives for the adoption of privacy-enhancing technologies in organizations?" is the
focus of the quantitative study in this thesis. Altogether, the survey elicited 619 af�rmative
responses, 124 neutral, and 63 negative, as shown at the bottom of Table B.3. Consequently,
one can say that the factors presented in the survey statements are clearly agreed upon
more often than not, indicating that managers view them as incentives for the adoption of
privacy-enhancing technologies. With that being said, the quantitative study successfully
addresses and answers the second research question. Without further ado, the next sections
present a summary and interpretation of the concrete survey �ndings.

7.1.1. Agreement at the Category Level

Here we would like to shortly discuss the survey participants' level of agreement with the
three identi�ed categories of motivational factors: moral, relational, and instrumental. Figure
7.1 illustrates the agreement's distribution among them.

As depicted in the �gure, the moral category obtained the highest number of 'Strongly
Agree' responses (60%), which is almost double the amount received by the instrumental
category (34%). Furthermore, one can derive that the moral category has the highest level
of agreement (84%), closely followed by the relational (82%) and, �nally, the instrumental
category (73%). It is interesting to note that the latter has an almost equal distribution of
'Strongly Agree' and 'Agree' responses. Although the level of disagreement is not strongly
re�ected in the responses, it is noteworthy that the instrumental category received the highest
number of 'Disagree' responses.

From these �ndings, one can conclude that the participating managers are more strongly
driven by moral reasons than instrumental reasons to adopt privacy-enhancing technologies.
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Figure 7.1.: Agreement with the Categories

It appears that, when it comes to privacy protection, they are perhaps more concerned with
the ethical implications rather than solely serving the company's self-interest. This mindset
can be viewed positively, as it demonstrates a commitment to responsible business practices
and a willingness to safeguard privacy based on moral considerations. Overall, it can be
inferred that managers who prioritize moral values related to privacy are strongly motivated
to invest in privacy-enhancing technologies as technical measures for privacy protection.

In general, the survey results strongly validate all three main categories of drivers for the
adoption of PETs.

7.1.2. Agreement at the Subcategory Level

In this section, we would like to address the survey participants' level of agreement with the
subcategories of incentives. For the moral category, the subcategoriesSubjective valuesand
Feeling of social responsibilityare compared with each other. The same is done for the relational
subcategoriesTrust building with stakeholdersand Provision of a good product or service. For the
instrumental category, an overview of the survey participants' level of agreement with all
eight subcategories is provided, followed by a brief discussion of the �ndings' implications.

Moral Subcategories

As illustrated in Figure 7.2, both moral subcategories received a high level of agreement,
with 82% for I1.1, the Subjective valuessubcategory, and 87% for I1.2, theFeeling of social
responsibilitysubcategory. It is interesting to note that while the �rst subcategory obtained
a low level of disagreement (4%), the second did not receive any negative responses. I1.2
differs from I1.1 in that its incentives are driven by a sense of responsibility or even obligation
towards privacy protection. The observed results imply that while the survey participants
consider their strong personal and subjective values as important incentives for the adoption
of PETs, the feeling of obligation and (social) responsibility might be an even more compelling
driver for the latter.
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Figure 7.2.: Agreement with the Moral Subcategories

Relational Subcategories

Figure 7.3 depicts that both relational subcategories of incentives were met with a high level
of agreement. The �rst relational subcategory I2.1 Trust building with stakeholdersgained 80%
positive responses, and the second, I2.2Provision of a good product or service, 88%. Moreover,
both subcategories received 2% 'Strongly Disagree' replies, whereas I2.1 additionally acquired
4% 'Disagree' responses. As previously discussed, both relational subcategories contain
factors for strengthening the company's relationships with key stakeholders through the
adoption of privacy-enhancing technologies. However, providing a good product or service
in terms of privacy is perceived among managers as a stronger incentive for adopting PETs
than trust-building, which is interesting given that I2.1 comprises one of the few individual
factors met with unanimous agreement by all survey participants.

Figure 7.3.: Agreement with the Relational Subcategories
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Instrumental Subcategories

Figure 7.4 illustrates the distribution of the survey participants' level of agreement with
the instrumental subcategories. In summary, all subcategories concerning the company's
self-serving interests achieved an agreement level higher than 51%. This indicates that while
there are variations in the agreement with the individual instrumental factors, managers
certainly acknowledge the signi�cance of all subcategories.

Figure 7.4.: Agreement with the Instrumental Subcategories

As shown in the �gure, I3.1, Legal and regulatory compliance, received the highest number
of 'Strongly Agree' responses (54%), while I3.5, Long-term success, the most 'Agree' replies
(58%). In terms of the level of agreement, I3.4, Risk mitigation, achieved the highest score
(91%), closely followed by I3.1 (90%). This emphasizes the importance of achieving legal and
regulatory compliance and risk mitigation as incentives for the adoption of PETs. Furthermore,
it is noteworthy that both subcategories are related to the view of privacy as a risk rather
than an opportunity, which might be strongly represented among the survey participants.

Moreover, Figure 7.4 depicts that among the subcategories, I3.7, Cost savings, received
the highest level of disagreement (25%), having acquired 19% 'Disagree' and 6% 'Strongly
Disagree' answers. Hence, according to the survey respondents, reducing costs is perhaps not
as strong incentive for the adoption of privacy-enhancing technologies, as the other factors
presented in the survey. This comes as no surprise, bearing in mind the initial investment
that PETs require and the mentions in the existing literature of how dif�cult it is to give an
economic justi�cation for and quantify the bene�ts of a PETs investment [4]. Finally, it is
important to note that even though 7% of the individual factors from these subcategories did
not receive positive responses from the majority of respondents, they are only considered
unpopular opinions, as they were met with agreement by some survey participants.
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7.1.3. Agreement with the Individual Factors

In this section, we would like to address the survey participants' level of agreement with
the individual motivational factors. For each subcategory, an overview of the agreement's
distribution is presented. Additionally, the most relevant �ndings at the individual factors
level are brie�y examined. By 'relevant,' we refer to either the most strongly validated factors,
the unpopular opinions, or the ones that make an impression compared to the others in their
subcategory. Lastly, it should be noted that the majority of managers gave 'Strongly Agree'
and 'Agree' responses to all individual factors from the moral and relational categories, thus
con�rming their validity and general acceptance as incentives for the adoption of PETs. Only
in the case of two instrumental subcategories, a total of four factors are considered unpopular
opinions. They will be discussed in more detail in the next pages.

Individual Factors from I1.1 Subjective Values

Figure 7.5 provides an overview of the survey participants' agreement with the individual
factors from the Subjective valuessubcategory.

Figure 7.5.: Agreement with the Factors from I1.1 Subjective Values

As can be derived from the �gure, 85% of all managers either strongly agreed or agreed
with the factors I1.1.1 Personal belief that people have a right to privacyand I1.1.2 Concern for
justice and doing the right thingas incentives for the adoption of PETs. Furthermore, from all
individual factors, most participants replied with both 'Strongly Agree' (77%) and 'Disagree'
(15%) to I1.1.4View of privacy as a personal matter. Hence, this survey �nding indicates that
while some managers are certainly aware of the personal implications of privacy protection
and view this factor as an incentive for adopting PETs, others may not be fully aware of the
importance of viewing privacy as a personal matter.
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Individual Factors from I1.2 Feeling of social responsibility

Figure 7.6 illustrates the survey respondents' agreement with the individual factors from the
I1.2 Feeling of social responsibilitysubcategory. It is noteworthy that all individual factors from
the second moral subcategory were agreed upon by the majority of survey participants and
thus validated. Furthermore, as depicted in Figure 7.6, no manager replied with 'Disagree'
or 'Strongly Disagree' to any of these factors, indicating that they are universally considered
important ethical incentives for the adoption of privacy-enhancing technologies.

Figure 7.6.: Agreement with the Factors from I1.2 Feeling of Social Responsibility

Notably, the vast majority of respondents (92%) either agreed or strongly agreed with the
survey question for I1.2.2 Responsibility to avoid making customers vulnerable. These results are
very similar to but slightly stronger validated than, the ones obtained by I1.2.1 Responsibility
to avoid harm to customers, which indicates that managers are even more inclined to adopt
privacy-enhancing technologies as technical measures for privacy protection when considering
the customers' position of vulnerability that comes with the collection of their sensitive data.
Finally, I1.2.3 Responsibility to respect human rightsand I1.2.4 Responsibility to act with concern
for impact on community and societyreceived the same responses from all survey participants,
obtaining 85% af�rmative replies each. This suggests that managers consider ful�lling their
responsibility to respect human rights and their obligation to act with concern for the impact
on the community and society equally important reasons to adopt PETs.

In summary, our quantitative data �ndings con�rm the general acceptance of all factors from
both moral subcategories as incentives for the adoption of privacy-enhancing technologies.
This emphasizes the relevance of ethical considerations in company decision-making about
privacy protection measures.
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Individual Factors from I2.1 Trust building with stakeholders

All individual factors from the Trust building with stakeholderssubcategory were met with
agreement by the majority of survey participants and thus validated. Figure 7.7 provides
an overview of the survey participants' agreement with each individual factor from the �rst
relational subcategory.

Figure 7.7.: Agreement with the Factors from I2.1 Trust Building with Stakeholders

As shown in the �gure, all survey respondents unanimously agreed with I2.1.4 Gain of
primary stakeholders' trust. This comes as no surprise, considering that 83% of our interviewees
and various literature sources emphasized the importance of trust for privacy protection
in Chapter 6. Nevertheless, this survey �nding serves as further proof of the signi�cance
of trust as a motivational factor driving managerial decisions to adopt privacy-enhancing
technologies.

Furthermore, I2.1.1 Assurance of accountability for actionsand I2.1.3 Signal that the business
cares for stakeholders' well-beingwere strongly endorsed by managers as drivers for the adoption
of privacy-enhancing technologies. The fact that 85% of survey participants agreed with these
factors implies that managers place signi�cant importance on companies being accountable
for their actions and demonstrating care for stakeholders' well-being in relation to privacy
protection. This highlights the role of relational factors in the adoption of PETs and suggests
that managers are aware of the potential impact of privacy breaches on stakeholders and are
committed to taking measures to protect their privacy.

The results show that 69% of participants responded positively to factor I2.1.5 Gain of
primary stakeholders' loyaltyand 77% to factor I2.1.6Gain of primary stakeholders' satisfaction
with the company's handling of privacy protection. It comes as a surprise that these factors
achieve signi�cantly lower rates of agreement than I2.1.4, considering how closely connected
loyalty and satisfaction are to trust. Moreover, it is important to note that 23% of participants
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responded with 'Disagree' or 'Strongly Disagree' to I2.1.6, indicating that some managers may
not view the gain of primary stakeholders' satisfaction as an incentive for adopting privacy-
enhancing technologies. This reveals a lack of awareness about the importance of satisfaction
in maintaining strong relationships with key stakeholders or failure to acknowledge its
connection to trust.

Individual Factors from I2.2 Provision of a good product or service

It also applies to the individual factors from the Provision of a good product or servicesubcategory
that the majority of survey participants responded with 'Strongly Agree' and 'Agree.' Hence,
these individual relational factors are validated, and none are considered unpopular opinions.
Figure 7.8 illustrates the distribution of survey participants' agreement with each individual
factor from the second relational subcategory.

Figure 7.8.: Agreement with the Factors from I2.2 Provision of a Good Product or Service

While both I2.2.3 Goal of providing a safe product/serviceand I2.2.4 View of privacy as a
feature/product by itselfwere met with agreement from 92% of all survey respondents, I2.2.4
obtained 'Strongly Agree' replies from the highest number of participants (84%). This
indicates that meeting customers' privacy expectations, when privacy is viewed as a product
or feature by itself, is a major incentive for managerial decisions to adopt PETs. Hence,
we argue that organizations that strive to provide good products or services from a safety
perspective and in terms of satisfying customers' privacy expectations are more inclined to
invest in privacy-enhancing technologies to achieve that goal.

In summary, our quantitative data �ndings con�rm the general acceptance of all incentives
from both relational subcategories as factors in�uencing the adoption of privacy-enhancing
technologies. This highlights the role of stakeholder relationships in company decision-
making regarding privacy protection measures and how strengthening these relationships
through the adoption of privacy-enhancing technologies can lead to increased value for both
customers and the �rm.
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Individual Factors from I3.1 Legal and regulatory compliance

Figure 7.9 illustrates the survey participants' agreement with the individual factors from the
�rst instrumental subcategory Legal and regulatory compliance. It is essential to note that all
individual factors from I3.1 were agreed upon by the majority of survey participants and thus
validated.

Figure 7.9.: Agreement with the Factors from I3.1 Legal and Regulatory Compliance

Both I3.1.2Addressing regulatory compliance requirementsand I3.1.4 Desire to avoid penalties,
lawsuits and publicly known privacy breacheswere met with unanimous approval from all
surveyed managers as incentives for the adoption of privacy-enhancing technologies. It is
noteworthy that I3.1.1 Addressing legal compliance requirementsis not far behind them (85%), the
only difference in the agreement level being two 'Neutral' responses. Finally, I3.1.3 Ensuring
organizational survival through legitimacyis also validated as a factor in�uencing managerial
decisions to adopt PETs, but it received a visibly lower level of agreement compared to
the other factors from this subcategory. This could be explained by the fact that the vast
majority of surveyed managers (85%) are from medium- and large-sized organizations (cf.
Chapter 5, section 5.2.2). As can be derived from this factor's description in Chapter 6, legal
and regulatory compliance potentially pose a bigger threat to the survival of micro- and
small-sized companies, which are only vaguely represented in the participant sample. Thus,
the two 'Disagree' responses to the survey statement for I3.1.3 could be attributed to the
distribution of the demographic organization sizeamong the survey respondents.

In addition, we argue that the overall �ndings for the Legal and regulatory compliance
subcategory demonstrate that managers regard privacy-enhancing technologies as appropriate
technical measures for achieving compliance with legal and regulatory requirements.
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Individual Factors from I3.2 Competitive advantage

Figure 7.10 provides an overview of the survey participants' agreement with each individual
factor from the second instrumental subcategory. It is noteworthy that it is in the Competitive
advantagesubcategory that the �rst unpopular opinion is observed.

Figure 7.10.: Agreement with the Factors from I3.2 Competitive Advantage

As can be derived from the �gure, both I3.2.1 Strategic differentiation from competitors
and I3.2.4 Privacy/PETs as unique selling pointsreceived 77% of `Strongly Agree' and `Agree'
responses. While I3.2.2Herd/Mimicry behaviorwas also met with agreement by the majority
of survey respondents (9 out of 13), it comes as a surprise that I3.1.3First-mover advantage
represents the �rst individual factor to not achieve agreement by the majority of survey
participants.

However, �ve of the surveyed managers responded with `Neutral' to the survey statement
for I3.1.3. This implies that they might simply not be aware of the competitive advantages
a �rst mover or, in this case, an early adopter of PETs could obtain or not be convinced
of the importance of a First-mover advantageas an incentive to invest in privacy-enhancing
technologies. Due to receiving only two negative and six af�rmative replies, this factor is still
considered a relevant research �nding and is thus included in the �nal taxonomy.
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Individual Factors from I3.3 Reputation and brand image

All individual factors from the third instrumental subcategory were met with agreement
by the majority of survey participants and thus validated. Figure 7.11 illustrates the survey
participants' agreement with the factors from the Reputation and brand imagesubcategory.

Figure 7.11.: Agreement with the Factors from I3.3 Reputation and Brand Image

There is not much left for interpretation from the survey data collected for this subcategory,
as all factors were generally well-received. As shown in the �gure, all three factors I3.3.1
Perception of being a privacy leader, I3.3.2 Strengthening of reputation, I3.3.3 Demonstration of
corporate social responsibilitywere met with an equal agreement level (77%) by the respondents.
In addition, these factors received only a small amount of `Disagree' and `Strongly Disagree'
replies.

Based on these survey �ndings, we propose that all factors from the Reputation and brand
imagesubcategory should be regarded by decision-makers as possible ways to achieve a more
positive corporate reputation through the adoption of PETs.

Individual Factors from I3.4 Risk mitigation

It also applies to the individual factors from the Risk mitigationsubcategory that the majority
of survey participants responded with 'Strongly Agree' and 'Agree.' Thus, these instrumental
factors are validated, and none are considered unpopular opinions. Figure 7.12 illustrates the
distribution of the survey participants' agreement with each individual factor from the fourth
instrumental subcategory.

As indicated in Figure 7.12, the survey participants unanimously agreed with I3.4.1 De-
risking the business by becoming a better information custodianas a driver of the adoption of
PETs. Moreover, all other factors apart from I3.4.5 Avoidance of business lossobtained 92% of
`Strongly Agree' and `Agree' responses, the essential difference being that I3.4.5 received two
`Neutral' responses. This goes to show that the surveyed managers were slightly more hesitant
to see the Avoidance of business lossas an incentive for the adoption of privacy-enhancing
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Figure 7.12.: Agreement with the Factors from I3.4 Risk Mitigation

technologies in their companies. Regardless, considering the distribution of the overall level
of agreement, it comes as no surprise that the Risk mitigationsubcategory achieved the highest
score (91%) from all subcategories of motivational factors.

Individual Factors from I3.5 Long-term success

Figure 7.13 demonstrates the survey participants' responses to the individual factors from
the �fth instrumental subcategory Long-term success. It is essential to note that all individual
factors from I3.5 were agreed upon by the majority of survey participants and thus validated.

Figure 7.13.: Agreement with the Factors from I3.5 Long-Term Success
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As can be derived from the �gure, I3.5.4 Privacy compliance as a must in order to operate in
the marketreceived 'Strongly Agree' and 'Agree' responses from all survey respondents. It
should also be acknowledged that I3.5.3 Organizational sustainability through privacy protection
follows closely behind, the only difference being two 'Neutral' replies. On the other hand,
the distribution of the participants' level of agreement looks similar for I3.5.1 New talent
attraction and retentionand I3.5.2 New customer attraction and retention. Hence, the survey
�ndings demonstrate that, for the surveyed managers, ensuring organizational sustainability
and addressing the market needs for privacy compliance are stronger incentives to achieve
Long-term successthan the potential gain of new employees and customers.

Individual Factors from I3.6 Business ef�ciency and maturity

It also applies to the individual factors from the Business ef�ciency and maturitysubcategory that
the majority of survey participants responded with either 'Strongly Agree' or 'Agree.' Figure
7.14 illustrates the distribution of the survey participants' responses with each individual
factor from this instrumental subcategory.

Figure 7.14.: Agreement with the Factors from I3.6 Business Ef�ciency and Maturity

As can be derived from the �gure, I3.6.1 Productivity gain through resource optimization
received an overall level of agreement of 62%, followed by I3.6.2 Holistic privacy management
and I3.6.4 Long-term ef�ciency gain, which each obtained af�rmative responses from 54% of
the survey participants. Additionally, I3.6.3 Contribution to sustainabilitystands out as an
unpopular opinion due to only having 46% of 'Strongly Agree' and 'Agree' replies.

Following these �ndings, the Business ef�ciency and maturitysubcategory appears as being
less strongly agreed upon compared to the previously discussed subcategories of motivational
factors. However, this is not very surprising, considering that expert knowledge is often
required in order to fully understand that the adoption of privacy-enhancing technologies can
lead to an overall ef�ciency and maturity gain for the company. Additionally, as alluded to in
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Chapter 6, a PETs investment should be considered for its long-term bene�ts. We propose
that this could be the reason why the factors from this subcategory are less strongly validated
as incentives for the adoptionof PETs. Finally, we attribute the survey �nding for I3.6.3 to
the fact that the companies our surveyed managers work for might not regard privacy as a
part of their corporate social responsibility initiatives or might not prioritize Environmental,
Social, and Governance in general.

Individual Factors from I3.7 Cost savings

Figure 7.15 displays how the survey participants' responses for the penultimate instrumental
subcategory, I3.7Cost savings, are distributed. As shown in the �gure, the overall agreement
level with this subcategory is relatively low, highlighted by the presence of two unpopular
opinions.

Figure 7.15.: Agreement with the Factors from I3.7 Cost Savings

As previously earlier in this chapter, I3.7 Cost savingsreceived the highest level of disagree-
ment (25%), as well as the lowest overall level of agreement (52%) from all subcategories.
While I3.7.2 Storage costs reductionand I3.7.3 Encryption costs reductiondid not obtain 'Strongly
Agree' and 'Agree' responses from the majority of participants (46%), the factors I3.7.1 Po-
tential for reduced data storageand I3.7.4 Reduction of the total cost of technology and compliance
ownershipdid not get as strongly validated as other factors from the other survey subcate-
gories. However, this is not entirely surprising, as the systematic literature review �ndings
also outlined the adoption of privacy-enhancing technologies as especially problematic due to
the required substantial initial costs of and the dif�culty to provide an economic justi�cation
for the return on a PETs investment.
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