sebis TUT

Z

Investigating the Factors Influencing Managerial Decisions to
Adopt Privacy-Enhancing Technologies

Iva Lilova, 28.11.2022, Master’s Thesis Kick-Off Presentation

T — i e, e ] b— B

Chair of Software Engineering for Business Information Systems (sebis)
Faculty of Informatics

Technische Universitat Minchen

wwwmatthes.in.tum.de




Agenda

Introduction
« Background
 Motivation

Research Approach
 Research Questions
« Research Methodology

Initial Results
« Systematic Literature Review

Next Steps

 Semi-Structured Interviews
« Time Schedule

Investigating the Factors Influencing Managerial Decisions to Adopt Privacy-Enhancing Technologies

© sebis



Introduction

Background TI'ITI

“If this is the age of information, then privacy is the issue of our times. [...] Two key approaches to privacy
protection are regulation and privacy-enhancing technologies” A. Acquisti et al. [1]

Privacy-enhancing technologies (PETS)
@ « are technical measures that support privacy protection by eliminating or reducing personal data

or by preventing their unnecessary and/or undesired processing [2]
« Challenges: lack of awareness, lack of incentive to invest in them [3]

.0;, Privacy compliance challenge:

I!.?‘ « GDPR’s lack of guidance about “appropriate organizational and technical measures”

r{\;o\bz, Management as a key stakeholder:
GCZ)GBOD * managers are the decision makers regarding the adoption of PETs in their organization [3]

= Privacy protection in organizations:
@ « What factors influence companies to care about privacy protection?
« What factors motivate managers to adopt privacy-enhancing technologies?
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Introduction
Motivation: Reasons for Privacy Protection

,Our study shows that information systems professionals
intentions to protect personal information privacy are
influenced by their attitudes, subjective norms,
perceived deindividuation, and organization-based self-
esteem”

(Hsu & Kuo, 2003)

»1he potential impact that these breaches have on the strategic
positioning of the organization should make them a concern of
senior management. The question is how to evaluate PETs?
How should a senior executive decide to invest in PETs?”
(Borking, 2009)

,More than half of [the companies in the sample] voice moral or
relational motives for addressing online privacy”
(Pollach, 2011)
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,JReasons for the employment of a range of information privacy
strategies include] whether the company views privacy as a risk or an
opportunity, its culture, its size, its perceptions of the importance of
privacy to its customers and consumers in general, and whether it
sees benefit in applying privacy practices”

(Pelteret & Ophoff, 2017)

,Despite scholars confirming that the decision to use PETs can be
influenced by both subjective and social motives, research to date
has rarely taken these sources of influence into account”

(Mangio et al, 2020)

.[.-.] the literature to date reports studies focusing on users’ privacy
concerns as a reason for adopting PETS”
(Mangio et al, 2020)
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Research Approach
“ Tm

Research Questions

Research Title: Investigating the Factors Influencing Managerial Decisions to Adopt Privacy-Enhancing Technologies

Goal: Investigate the motivational factors influencing the adoption of privacy-enhancing technologies in order to
encourage managers to invest in PETs

What are the motivational factors for
privacy protection in organizations?

From a managerial perspective, what are the
incentives for the adoption of privacy-enhancing
technologies (PETSs) in their organization(s)?

How can managers be motivated to invest
in Privacy-Enhancing Technologies?
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Research Approach
Research Methodology

What are the motivational factors for
privacy protection in organizations?

From a managerial perspective, what are
the incentives for the adoption of privacy-
enhancing technologies (PETs) in their
organization(s)?

How can managers be motivated to invest
in Privacy-Enhancing Technologies?
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¥

¥

¥

Systematic Literature Review [4].
« Status-quo of motivational factors
for privacy protection

Semi-Structured Interviews:

 Determine the incentives for the
adoption of PETs from managers’
points of view

Taxonomy

« Create a final summary of all
factors influencing the adoption of
PETs in organizations

» Validate taxonomy (Surveys)
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Initial Results
TUT

Systematic Literature Review

What are the motivational factors for privacy protection in organizations?

S1: factors OR motive OR motivator OR demotivator
OR incentive OR barrier OR driver OR “influencing

Base Literature: « Inclusion & Exclusion faCtorS"_ _
«  Privacy Compliance (4) —> Criteria S2: privacy OR “privacy protection” OR “data
* PETs (6) *  Quality Assessment protection” OR “data privacy” OR “privacy compliance”
S3: organization OR company OR firm OR corporat*
21 OR enterprise
Complex Query: S1 AND S2 AND S3
Simple  Query: “organizational privacy” OR
S1: Organizational Motives * Inclusion & Exclusion “organizational motives”
S2: Privacy Protection 79 1 Criteria
S3: Organizational Privacy «  Quality Assessment » Selected papers’ distribution per year:
6
29 . N

N

[any

Google Schol I «  Structure and
Povie SEOE Consolidate Output H H H H
0

2005 2009 2010 2011 2013 2014 2015 2017 2018 2020 2021 2022
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Initial Results TUT
Systematic Literature Review

What are the motivational factors for privacy protection in organizations?

How can we classify the organizational reasons for privacy protection?

(®ﬁ®) Background: Social Importance of Privacy [17]
@—® < Privacy is a common / public / collective value

“2_[51 Privacy Compliance Laws are insufficient to govern corporate decision making in all areas of data
L—s%? handling
— data privacy can be categorized as CSR [6, 7, 8]

« can be defined as the firm’s responses to issues beyond its narrow economic, technical, and legal
requirements in order to achieve social benefits in addition to the traditional economic gains that it
seeks [5]

if-‘% Corporate Social Responsibility (CSR):

&%, There are three different (categories of) reasons to accept responsibility for privacy protection [5, 6, 7]:
£ | £1) Moral reasons determined by morality-driven values
2) Relational reasons driven by the company’s concern about stakeholder relationships
3) Instrumental reasons driven by corporate self-interest
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Initial Results
Systematic Literature Review

Moral Factors

~are enacted by individuals with organizational decision-
making power who have strong morality-based values”

[6]

* Subjective Values

- Belief that people have a right to privacy [6, 8]

- Managerial responsibility for firm’s ethical
behavior [9]

* Moral Responsibility

- Responsibility to protect data gathered from
customers [6, 10]

- Perception of customers as vulnerable [9]
Avoiding harm to customers

- Moral commitment (CEO) [9]

- Social responsibility: Act of concern for impact
on community and society [11]

Relational Factors

.are grounded in a company's desire to promote and
balance stakeholder interests, by building trust, maximizing
stakeholder wealth, and gaining social legitimacy” [6]

* Trust

- Customers’ wish for privacy must be met
[6, 12, 13]

- Ensuring customers of firm’'s actions
accountability [14, 15]

- Signal that the business cares for customers’
well-being [15]

- Protection of fiduciary relationship with
stakeholders [6, 9, 10, 14]

* Legitimacy

- Ensuring perception as trustworthy by
stakeholders [9, 11]

- Meeting legislative requirements [12, 15]
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What are the motivational factors for privacy protection in organizations?

Instrumental Factors

,are self-interest driven, seeking to achieve greater

competitiveness and protecting the corporate reputation” [6]

Corporate Reputation

Reputational advantage from privacy measures [6,
16]

Demonstration of corporate responsibility [12, 15]
Perception as an early adopter of privacy [12, 15]

Privacy Breach Consequences

Prevention of damage to corporate image [8, 10, 12]
Avoidance of regulatory fines [8, 10, 12]

Prevention of profit loss [8, 10, 15]

Avoidance of trade secrets loss [9]

Competitive Advantage

Knowledge about customers [11]

More information sharing by customers [15]
Avoidance of spillover effects [9]

Strategic differentiation from competitors [11, 12, 14]
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Next Steps TUT

From a managerial perspective, what are the
incentives for the adoption of privacy-enhancing

How can managers be motivated to invest in

. : el
technologies (PETs) in their organization(s)? Privacy-Enhancing Technologies:

Semi-Structured Interviews Online Surveys
Inclusion Criteria oQo Participants:
E * Experience with Privacy Compliance in organizations @ « Same inclusion criteria as for the interviews
o * Managerial Position » Bigger number of participants
Contact process
000 1. Find contacts from existing contact lists, LinkedIn, etc. @ @ Format
= 2. Informally ask for interview ﬂ » Likert scale type questions
é

3. Follow-up with formal email invite
4. Schedule interview

 Evaluate relevance of factors from literature and
practice
« Taxonomy creation

Prepare Interview Guide
+ Target Time: ~1 hour

o

Q Goal: supplement interview findings

[ A
60000 d

Goal:
@ * Identify factors for PETs adoption in practice
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Next Steps
Time Schedule

Next Task \ Month

November

December

January

February

March

Research Model Development

Describe Literature Review Results in Thesis Draft

Prepare Interview Guide

Data Collection

Find & Contact Interviewees

Conduct Interviews

Perform Online Surveys

Data Analysis

Transcribing, Coding, Thematization

Deliverables

Taxonomy Creation

Taxonomy Evaluation

Writing Thesis

Final Presentation Preparation
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Today

¢

Submission
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Thank you!
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Systematic Literature Review
Selection Criteria

Attribute Inclusion Criterion Exclusion Criterion

Publication Area

Publication Focus

Publication
Channel Type

Publication Year
Language

Duplicates

Full-Text Access

Computer science and technology

Privacy protection incentives/barriers
for organizations or interaction with
people in managerial positions to
study motivation to adopt PETs

Conference or journal

Publication between 1990 and 2022
English

Publications are new to the selection
process

Access granted through TUM
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Any other subject area

Any other focus

Others
(books, presentations,
opinion pieces, viewpoints)

Any other publication time

Any other language

Publication has already
been included

Access not granted

1.Specify RQ

2. Develop Protocol

3. Validate Protocol /

4. ldentify research <

5. Select studies <=

6. Assess quality =

7. Extract data -

8. Synthesize -

|—>’Outcomes
v

_‘J

9. Document -

Source: [4]
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Systematic Literature Review
T

Quality Assessment
1.Specify RQ \ |
Systematic

2. Develop Protocolf—— protocol

- Quality Criterion

1. Is the paper based on research (or is it merely a “lessons learned” | p
report based on expert opinion)? 3. Validate Protocol
2. Isthere a clear statement of the aims of the research? 7
o ) ) 4. Identify research <
3. Isthere an adequate description of the context in which the
research was carried out? 5. Select studies =
4.  Was the research design appropriate to address the aims of the | 6. Assess quality <I
research?
7. Extract data -
5. Was the data collected in a way that addressed the research issue? 2 Syiweis |
6. Was the data analysis sufficiently rigorous? ‘ ﬂ
Outcomes
7. Isthere a clear statement of findings? l '
8. Is the study of value for research or practice? $
9. Document -

Source: [4]
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Inspiration TUT

= What motivates employees to pay attention to secure software development?

financial rewards[Mé]
experiencing breach[Mz20]
relevant breach[M19]
career growth[Ms]

Promotion of secure software business loss(A3
development assimilation: .
stimulating individual motivation external audits(M1]

mandatory sec. practices[M7]

. i . i i publicized breaches[M21]
Motivations and Amotivations for Software Security colleagues’ sec. attitudes(M10]
enjoying sec. learning[M16]

personal responsibility[M15]

perceived benefits[Ms]

3 - - - -
Think secure from the beginning”: A Survey with losing customers{Mz]
self challenging[M18]
S Oftw are Deve I o pe rs caring abt. co. reputation[M11]
caring abt. users[M12]
shared responsibility[M14]

You Are Not Your Developer, Either: A Research enjoying sec. tasks(M17)

understanding implications[M9]

Agenda for Usable Security and Privacy Research 0 2 w0 &
Beyond End Users % of participants

oo
(=)
—_
(=1
[—)

B strongly disagree disagree neither agree nor disagree
agree I strongly agree
Software security motivators
New guestions:
= What motivates companies to care about privacy protection?
= What factors influence managers to adopt privacy-enhancing technologies?
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Motivation — Quotes from the past that have foreshadowed the future

TUTI

Past Quote Present Outcome

“Privacy suffers because it is seen as a compliance issue and
insufficiently as a good social practice. In discussions with experts on
this matter, they felt that there was much room for growth in this
domain, particularly if privacy management is eventually seen as
part of an organization’s general attitude.”

(Borking, 2009)

“Privacy is mostly seen as a negative driver (avoidance of breaches)
in the business case, and not so much as positive driver (giving a
market advantage).”

(Borking, 2009)

‘Compliance is not taken particularly seriously, since there are so
few investigations and even fewer penalties.”

(Fairchild & Ribbers, 2008)

‘Research and experience show conflicting results on whether
organizations actually experience damages to their reputations
from data breaches. Amongst experts there is a high level of
skepticism that data breach reporting actually hurts companies
through aloss of customers.”

(Borking, 2009)

,The potential impact that these breaches have on the strategic
positioning of the organization should make them a concern of senior
management. The question is how to evaluate PETs? How should a
senior executive decide to invest in PETs?”

(Borking, 2009)

Investigating the Motivational Factors Influencing the Adoption of Privacy-Enhancing Technologies in Practice

A survey of over 2,600 adult respondents in 12 of the world’s largest
economies conducted by CISCO found that 75% of all participants
believe that how their data is treated reflects the way they will be
treated as a customer.

(Cisco, 2019)

“The fact is, building trust with consumers by ensuring their
privacy may just be [companies’] next greatest competitive
advantage.”

(Cavey, 2021)

“For especially severe violations, listed in Art. 83(5) GDPR, the fine
framework can be up to 20 million euros, or in the case of an
undertaking, up to 4 % of their total global turnover of the preceding
fiscal year, whichever is higher.”

(Art. 83 GDPR, 2018)

“‘GDPR fines, and the bad PR that follows them, can impact brand
value and demand hefty resources from a company. They affect how
existing and potential new customers view the brand and may be
incredibly hard to recover from.”

(Ringel, 2021)

My Master’s thesis, RQ3:
How can managers be motivated to invest in Privacy-Enhancing
Technologies?
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