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Motivation: Monitoring the security level in the development process with TUTI
team security maturity model

With Team Security Maturity, it is possible to capture the capability of an agile development team to develop
secure and security-compliant software [1-3]

Within the Team Security Maturity Model (TSMM) [1], the maturity is measured in four maturity levels:

No Partly Largely Fully
Documentation X
Build & Deployment X
Culture X

The maturity level of the team gives insight for different stakeholders at different organizational levels:
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Goal: Support the maturity calculation with the automated collection of TUT
security metrics

Self-Assessments are used for the information collection, which can have some limitations:

They are time-consuming - They only give a periodic
o} Potential /\j and not a continuous
to execute (8] misjudgment [9] analysis [6]

@ Goal of the thesis:

We establish the continuous, automated tracking of Secure Software Engineering Metrics (Security Metrics):

# of omitted security

e.g. ' Mean Time to resolve an issue .
g Unit Test Coverage requirements

Together with the self-assessments we can improve the security maturity calculation of a team:

Self-Assessment Team Product 1 Security Metrics
O~ O Security  Product 2 Security Metrics
%0 Metrics

N
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Research Questions TUTI

Which Secure Software Engineering Metrics exist?
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RQ1: Towards a structured catalogue of security metrics TUT

Security Metrics are quantifiable measurements used for assessing introduced security related product
iImperfections and the teams' security efforts during the software development process [4, 10, 11].

They can have different levels of quality and relevancy. The minimum baseline to be included in the catalogue is
the fulfillment of the security metrics criteria according to Jaquith [4].

Additionally, many security metrics require supporting, general software metrics:

e.g. Product size (e.g. LOC) Development Time spent Number of Requirements

To collect the security metrics, a structured literature review is performed within five literature databases such
as |IEEE or ACM:

10 Team (5) |Product (22) -
5 > .
. . . 3
As of now 52 pieces of literature (incl. gray 2 N . 2 I I -
literature) were analyzed. The analysis resulted in o = =
. . . . X
27 qualified metrics: S H/FE & & &
) € S &
® ¥ N A
‘JT N 06 >
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RQL: Example Description of a Product Security Metric TUT

[Nam e

Percentage of proposed Architecture Components subject to architectural risk analysis \

Description

Life Cycle Phase
Evaluation
Automatization
Tool Category
Data Type

Metric Score [14]

Sources

-

This metric measures the ratio of architectural components that have undergone architectural risk analysis
to the total number of components in the system. (Architectural risk assessment is a risk management
process that identifies flaws in a software architecture and determines risks to business information assets
that result from those flaws.)

» »
Theoretical Survey-based Tool supported
O-Manual © Semi automated @-Automated

Project Management
Percentage

85.4%: infant Evyebiang Mature

(1) N. R. Mead and C. C. Woody, Cyber security engineering: a practical approach for systems and
software assurance. Addison-Wesley, 2017.

(2) N. Bartol and B. A. Hamilton, “Practical Measurement Framework for Software Assurance and
Information Security,” Practical Software and Systems Measurement, 2008.
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RQ1: Measuring security metrics in a secure build pipeline TUT

Automated and semi-automated product security metrics can be measured using a variety of tools in a
DevSecOps Pipeline [12, 13].

Implement . Relzilljjnest . Build

rojec P
MaEagJen:ent SAST!? SCA? DAST? IAST* Tes?i?lg B(B)tljl‘glty

Application Vulnerability Correlation [15, 16]

1 SAST: Static Application Security Testing scans the source code for vulnerabilities
2 SCA: Software Composition Analysis identifies the open-source components in a code-base
3 DAST: Dynamic Application Security Testing examines products for vulnerabilities in a deployed

environment
4]AST: Interactive Application Security Testing tests the product with static and dynamic test cases

To validate the selection of security metrics, we will measure the security metrics with tools of a build pipeline on
example open-source projects, e.g. Mozilla Firefox or OWASP WebGoat.

RQ1: Which Secure Software Engineering Metrics exist?

Methodology: Literature Review
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Research Questions TUTI

N\

Which Secure Software Engineering Metrics exist?

How can Secure Software Engineering Metrics be used to
assess the Security Maturity of an Agile Development Team?

How can a Team's Security Maturity be calculated, represented
and visualized in a Self-Assessment Tool?

/
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RQ2: Security Metrics have various levels of suitability for the calculation of
team security maturity

The process of answering the research question is split into two parts:

1. Selecting a subset of security metrics, which are suitable for the calculation of team security maturity
2. Introducing the suitable security metrics to the team security maturity model

a) Security metrics need to have a Security Metrics Maturity Score of 85% or higher (level “mature”) [14]:

20 19
Of the 27 security metrics analyzed so far, 19
reach this threshold. o 2 6
0 — 1]
Infant Evolving Mature

b) Security metrics that relate a measured cardinal number to product size, number of requirements, etc. are
preferred:

Vulnerabilities

Vulnerabilities Product Size

The interpretation of relative metrics needs less context and may be applied product-independently [4, 7, 14].
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RQ2: Security Metrics as the third pillar of the team security maturity model

The process of answering the research question needs to be split into two parts:
1. Selecting a subset of security metrics, which are suitable for the calculation of team security maturity
2. Introducing the suitable security metrics to the team security maturity model

\

1. Self Assessments || 2. External

3. Security Metrics No Partly  Largely Fully
Assessments
2
= Knowledge
o 1o
L i
% = Security Remediation Effort [17] <5% [5,15%) [15,25%] >25%
2L
Self-K-4: We know i
and are aware of why /
security is an essential
requirement for our
product. " @
ik :
= Desiq Perpentage of proposed.Archltectl.Jre Components <70% [70,80%) [80,90%] ~90%
5} subject to architectural risk analysis
¥
Self-D-1: We create =
security documentation & §
for system architecture ' % Iy
components -
.§ Defect Density [4] >3 [2,3] [1,2) <1
o L 2
L v

Timo Zandonella — Master Thesis: Kickoff Presentation

10



Research Questions TUTI

How can a Team's Security Maturity be calculated, represented
and visualized in a Self-Assessment Tool?
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RQ3: Calculating the Security Maturity in practice

In the self-assessment tool Prince, two of the three pillars for calculating security maturity are already
available: Self-Assessments and External-Assessments

< Test App | @ APPLIKATION LGSCHEN | | # APPLIKATION BEARBEITEN |

Uberblick  Architektur ®  UX/UI Design ®  IT Sicherheit ®*  Betrieb *

@ Dudarfst hier ein Assessment durchfiihren!

+ Assessment starten

) ) ) . Fortschritt : 0 /2 (0 %) Punkte:0/2 (0 %)
IT Sicherheit Guidelines
1. TSMM
v  Ip Titel Antwort
v 5C-1.1 We are aware of lacking security knowledge and have a plan to address it. ‘ v | B
v SC-1.1 We create security documentation for system/application architecture and components. ‘ 4 | B

The goal is to additionally introduce the third pillar of the team security maturity model - security metrics.
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RQ3: Convert Prince from a self assessment tool to a team security maturity

tool

Enhancing Prince to include a calculation and visualization of the team’s security maturity enhances the

meaning of the results of the self-assessments
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Sicherheit Reifegrad Dashboard

Aktueller Sicherheits Sicherheits Reifegrad Sicherheits Reifegrad
Reifegrad Bestandteile Entwicklung
T6% -
/
Maintenanc.. - Egcc):\:rlw’?gl%?a(... T4% — /
Deployment -Activit 725 ; ;__,-
[ /
' Implementa... Build & D T0% I."l\""---._,_.f'x
0% 100% /
Design Organizati.. 68% |
76% - . .
nalysis- J:\EIE:E 6% |‘I
. No . Largely o |
Partly . FU”)‘ Thu 21 Sat 23 Mon 25
Sicherheits Reifegrad Bestandteile
Automatische Metriken Ergebnisse des Self-Assessments
Name Applikation Wert Name Wert
1 Coverage @ Test 2 60% Self- We maintain our backups for our

Partl
BD-01 components. Y

TUTI
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RQ3: Convert Prince from a self assessment tool to a team security maturity

tool
Sicherheits Reifegrad Bestandteile

Automatische Metriken

Ergebnisse des Self-Assessments

Name Applikation Wert
1 Coverage @ Test 2 60%
2 Unit test success density @ Test App 93%
3 Line Coverage @ Test App 89%
4 Condition coverage @ Test App 52%
5 Line Coverage @ Test 2 74%

Name Wert

Self-
BD-01

Self-D-

Self-
TO-5

We maintain our backups for our

Partly
components.
We peer review our security documentation. No
We have a way to handle and communicate

Partly

conflicting security requirements.

Alle anzeigen

Ergebnisse des externen

Assessments
Name Wert
Extern-A- The qluallty gates of the team are Largely
1 sufficient.

Alle anzeigen

TUTI

Finally, we want to introduce the maturity visualization in Prince to software engineers at Allianz and DATEV

trough expert interviews and usability studies.
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Research Questions TUTI

N\

Which Secure Software Engineering Metrics exist?

How can Secure Software Engineering Metrics be used to
assess the Security Maturity of an Agile Development Team?

How can a Team's Security Maturity be calculated, represented
and visualized in a Self-Assessment Tool?

=0
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Timeline T|.|T|

Evaluation with Allianz & DATEV

s
=)
=
=
@

Registration 15.06. 2022 Kickoff 08.08.2022 Deadline 15.12. 2022

Timo Zandonella — Master Thesis: Kickoff Presentation 16



Thank you for your attention
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