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Finding reports:

▪ Contain natural language descriptive texts
▪ Result from tools with overlapping use cases 

and hence contain duplicates
▪ Contain multiple and different fields to analyze 

text from
▪ Have very domain-specific knowledge

ZAP

Arachni
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Finding reports:

▪ Contain natural language descriptive texts
▪ Result from tools with overlapping use cases 

and hence contain duplicates
▪ Contain multiple and different fields to analyze 

text from
▪ Have very domain-specific knowledge

ZAP
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We intend to solve this problem using 
Natural Language Processing
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▪ The task of determining how similar a set of terms or documents are, in terms of 
what they mean.

▪ Scores the relationship between texts or documents using a defined metric
▪ Multiple approaches exist
▪ Knowledge-based, corpus-based, deep neural network-based, hybrid

“Semantic Similarity”
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Corpus formation

Adapting input data from multiple 
streams to common interpretable 
format.

1

Semantic clustering

Applying semantic similarity 
methods to cluster similar findings.

2

Semantic deduplication

Use semantic similarity methods to 
deduplicate findings data from 
clusters.

3
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How can we use Semantic Similarity methods to deduplicate Security Findings in reports from DevOps Security 
Tools?

1. What semantic similarity methods that have been proposed in literature?
2. How do we construct a suitable corpus from security tool reports?
3. What methods are applicable to find semantic clusters in security tool reports?
4. How can we find semantic duplicates from clusters of security tool reports?
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RQ1: What semantic similarity methods that have been proposed in literature?

Raharjana, I. K., Siahaan, D., & Fatichah, C. (2021). User stories and natural language processing: A systematic literature review. IEEE Access, 9, 53811-53826.

Query
(“nlp” OR “natural language 
processing”) AND (“semantic 
similarity” OR “semantic text 
similarity”)

Filters
Years: 2017-2022

Initial results
1005

Topic/abstract relevance
78

Search source
ACM
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RQ3: What methods are applicable to find semantic clusters in security tool reports?

Fig 1, Chandrasekaran, D., & Mago, V. (2021). Evolution of Semantic Similarity—A Survey. ACM Computing Surveys (CSUR), 54(2), 1-37.
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RQ2: How do we construct a suitable corpus from security tool reports?

RQ3: What methods are applicable to find semantic clusters in security tool reports?

Label new datasets

Apply semantic similarity methods to accurately determine semantic clusters



Timeline
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Report and 
wrap-up

Write thesis report and 
present results.

Jun

Semantic 
deduplication

Achieve max accuracy 
for semantic 
deduplication of 
findings in clusters.

May

Preliminary 
results

Understand and try out 
basic semantic 
similarity techniques on 
cybersecurity findings.

Feb

Corpus creation

Choose right features 
over multiple datasets 
to fine-tune accuracy 
for. 

Mar

Literature analysis

Collect and analyze 
possible literature 
relevant to our problem. 

Jan

Semantic 
clustering

Achieve max accuracy 
for semantic clustering 
over different datasets.

Apr
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