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Abstract

Technical Debt is a metaphor from financial debt to describe systems still performing
its core functions but slowly coming to be strategically unwanted and/or not compatible.
“Architectural debt” is a type of technical debt that has been caused due to intentional or
unintentional software architectural decisions. While architectural decisions are the most
important and commonly encountered source of technical debt, currently, there is a lack of
tools to successfully measure and manage architectural debt.

The objective of this thesis is to provide guidance on measuring, reducing and
governing architectural debt, and to provide transparency of architectural debt management.
Specifically, the thesis has three steps to achieve the goal: definition of architectural debt,
quantification of architectural debt and building the governance framework of architectural
debt management.

Through research, expert interviews and expert surveys, architectural debt is defined
as well as its’ indicators which are: gap with compliance, resistance to change, maintenance
effort, complexity and strategic importance. Using the indicators defined, quantification
model with multi-dimensional data is developed and applied by a case study from Allianz, an
international insurance company. The case study is conducted both quantitatively and
qualitatively to verify and refine the model. Governance framework of architectural debt is
suggested in line with information risk management for large corporates to manage
architectural debt.

The findings from the case study have limitations due to missing and not complete
data leading to possibly a less comprehensive result. However, using the model, framework,
and results of the case study as a foundation, an automated and comprehensive process of

identifying, quantifying and governing the architectural debt can be achieved.
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1. Introduction

1. Introduction

In this chapter, the motivation and necessity for conducting this research and thesis
are presented in 1.1. In 1.2. Task and Goal, the goal of the thesis and research questions are

defined and described.

1.1. Motivation

Architectural debt, a type of technical debt is inevitable to be derived in a system as a
part of software development despite its toll in long term. Application landscape, a set of
interconnected applications within an enterprise, therefore, contains a complex combination
of architectural debt of its applications, systems and complexity of them together. However, it
is vital to detect technical debt and architectural debt, where they are, and what their cause
and effects are. Due to its costly interest, planning, design and management, architectural
debt must be researched and investigated further. This chapter introduces the importance and
impact of architectural debt and the gap in current industry to locate where further research is
needed.

Architectural inadequacy is revealed to be the most encountered cause of technical
debt in a study by Holvitie et al. (Holvitie 2014) Architectural aspect of technical debt is
important since it has such leverage within the overall development lifecycle and its strategic
management. Architectural debt concerns the cost of long-term maintenance and evolution of
a software system instead of the visible short-term value. It only shows when system
significantly reveals shortcomings or complications in the maintenance or operation
(Kruchten 2012). While most of the literature about technical debt deals with implementation

level or source-code-related technical debt, practice shows that the under-investigated high-
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level technical debt, such as architectural debt, often has much more severe negative impacts
on software systems as it is more difficult to fix or refactor. (Storrle 2019)

However, there is a lack of quantitative measure and tools for architectural debt
because quality attributes are the strongest indicators of them. Most of the tools for technical
debt detection are code focused and not reliable as they do not provide indexes that are
directly useful (Rosser 2021). A mapping study from 2015 by Storrle shows that 78% of
articles focus on technical debt at lower technological level and only 2% of them examine
higher-level design issues. (Storrle 2019)

Application landscape, the entirety of business applications at an organization, is a
complex web of interdependencies that require demanding maintenance operation. Enterprise
architecture is the representation of the structure and behavior of an enterprise’s IT landscape
in relation to the business environment. (Lankes 2007)

As architectural debt on application landscape has crucial impact and is under-
investigated, this thesis aims to further research and contribute to developing tools and
governance framework to automatically identify and govern architectural debt in large

enterprises.
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1.2. Research Questions

This chapter presents the goal of the thesis and research questions to be answered.

This master thesis aims to provide guidance on how to measure, reduce and govern
architectural debt on enterprise level. Transparency is the most important aspect of an IT
governance process at enterprise architecture management. By doing this research and setting
up a framework/model, transparency of architectural debt can be achieved by having a clear
definition, actively tracking and governing architectural debt throughout an enterprise.

The thesis should answer the following research questions to reach this goal:

1. What is architectural debt?

This question tries to map and clearly define the term architectural debt by
discovering different characteristics, cause, and impact of architectural debt in practice to
successfully capture architectural debt and enable its management. Through previous
research and studies to identify architectural debt, the definition and indicators are first
reviewed. The indicators are also further verified with expert opinions to capture the practical
aspects of indicators representing architectural debt exhaustively.

2. How should architectural debt be quantified?

After the definition of architectural debt and its characteristics that can indicate its
amount, the specific process, metrics, and methods to quantify it must be determined. The
final goal of the quantification is to build an automated tool that quantifies architectural debt
in monetary value using different data metrics available at an enterprise. This thesis aims to
build the first groundwork by creating a quantification model that uses existing data to
suggest the architectural debt of an application landscape in levels of 1 to 5 (1: very low — 5:
very high). Using the indicators from the first research questions, the KPI of architectural

debt is to be set by clarifying data metrics that are relevant to indicators and putting it a level
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1. Introduction

that demonstrates its architectural debt level. The model is to be applied and verified in a case
study by quantitative and qualitative assessments to ensure its viability.
3. How should business build the governance framework on handling architectural
debt?

In order to successfully integrate architectural debt management, it is essential to
build a governance framework that an enterprise can adopt and execute continuously. This
question answers and suggests a governance framework that benchmarks existing
architectural debt management process, information risk management framework and risk
management from 1SO 31000. The framework enables documentation, communication, and
compliance of architectural debt management. It should include and define objective, objects
at risk, risk owner, roles and responsibilities, and the operational setup. Operational setup
includes the call for action of scoping, identification, assessment, response, monitor and

report.




2. Methodology

2. Methodology

This chapter provides an overview of the research methodology for the thesis. First,
the general overview of the methodologies used in the thesis and research approach for each
research question is described in 2.1. Research Questions and Methodology. The main
research methodologies of this thesis, literature review, expert interview/survey, and case

study are described in detail in the following chapters.

2.1. Research Questions and Methodology

The thesis goes through multiple steps of research methods to answer the research
questions. Illustration below, figure 1, models and summarizes the methodologies for each

research questions and relationships between the research questions.

Figure 1. Methodology

RQ 1: Definition

Definition of architectural debt and its’ indicators

RQ 2: Quantification

. Quantification model development

1. Literature Review . Model application through quantitative assessment

based on

2. Expert Interviews (EA, CIO, CTO, Group IT) . Model application through qualitative assessment

3. Survey (ClOs of 36 companies) . Evaluation and refinement of model

provides information for applies

Case Study at Allianz

Quantitative Analysis

- Multi-dimensional data metrics definition and data
collection

RQ 3: Governance Framework

Guideline of architectural debt management in a o ) e .
framework of information risk management. LGECEEIICWEICIICES - Score indicators to calculate architectural debt

Qualitative Analysis
- Expert Interview (EA at chosen business units)
- Score indicators to calculate architectural debt.

- Objects at risk, Risk Owner, Operational Setup

(scoping, identification, assessment, response,
monitor and report), Roles and Responsibilities.

Research question 1 is answered through literature review, expert interviews and
surveys. Expert interviews are conducted to find related work and grasp better overview on

theoretical base and industry practices. As architectural debt identification heavily depends
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on the definition of what architectural debt is and how it affects an application landscape, the
most important indicators and characteristics should also be defined at this stage. A survey
with experts, Cl1Os and CTOs of 36 companies are carried out to finalize the answer to the
first research question and create the baseline to answer the other research questions. On
chapter 2.3. specific methodologies of the expert interview and survey are demonstrated in
detail.

Research question 2 should suggest a model to quantify architectural debt for large
enterprises and define a guide to specify KPIs to use for indicating architectural debt and
calculating it. An automated system to detect and measure architectural debt of an application
landscape is necessary for continuous development and advancing to a higher maturity of
architectural debt management especially at a large enterprise. As the first step, this thesis
aims to provide a foundation model to quantify architectural debt using certain data and
categorizing them into indicators and further suggest future development possibilities of the
model. The model should calculate a score of architectural debt level of an application
landscape at a business unit.

The quantification phase of the research is in the following 4 stages.

1. Quantification model development

2. Quantification model application through quantitative assessment (case study)
3. Quantification model verification through qualitative assessment (case study)
4. Evaluation and refinement of model

Quantification model is developed using the results of first research stage of literature
review, interviews, survey and consultations with case study partners. Specifically, using the

indicator and metric definitions from the survey and interviews with enterprise architects and
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CIOs, the quantification model is developed. The model is then applied through a case study,
which will be deep dived in chapter 2.5. Case study.

Results from the case study and quantification model built create a solid foundation to
build a governance framework for large enterprises. Governance framework creates a
standard to communicate clear understanding and overview of objectives, requirements, and
responsibility throughout an enterprise. As architectural debt is an information risk, it
benchmarks the structure from information risk management at large enterprises. Following
the risk management of 1SO 31000, the governance framework defines objectives, objects at
risk, risk owner, operational setup (scoping, identification, assessment, response, monitor and

report), and roles and responsibilities.

2.2. Literature Review

The first step to explore related work about research questions is the literature review.
Following the guidance from “Writing a Structured Literature Review” of Webster and
Watson, the approach of the literature exploration is structured. First, string and search term
are defined according to general topic exploration and research questions. For each of the
research questions and objective of the search, different strings will be combined together

with the string 1.

=

“technical debt” AND “architec*”

N

“definition” OR “define” OR “desri*”

3. “guantif*” OR “comput” OR “measur*” OR “valu*”

4. “governance” OR “manage*” OR “handI*”

IEEE Xplore (https://ieeexplore.ieee.org/), Scopus (https://www.scopus.com/), and

ACM (https://dl.acm.org/) are systematically searched with the defined strings in abstract and
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title. To ensure the quality and track the data, quality check is done, which includes reading
the abstract and summarizing it to rate the relevance. Quality check also includes inclusion

and exclusion criteria of the found literature, which is presented below.

Table 1. Inclusion and Exclusion Criteria

Assessment Criteria

Publications should define or discuss architectural issues in the context of

DE technical debt.

Publications published in journals, reports, in conference proceedings,

Inclusion book chapters, and workshop proceedings.

Inclusion  Only publications written in English are included.

Exclusion Publication's full text is not available or no access is granted.

After the first quality check, back and forward snowballing method is applied in
search of further relevant literature. The additional publications are checked again of its
quality by reading and summarizing the abstract and applying inclusion and exclusion

criteria. As a result, 68 literatures are identified in total.

2.3. Expert Interview & Survey

Expert Interview

The results from the literature review give the theoretical basis of existing research on
the topic, and based on this, further information from experts in the area is collected. Expert
interviews provide exclusive insights into expert knowledge and contexts of the interviewee’s
insider knowledge. There are two separate expert interviews with different objectives
conducted in this thesis, one in the first research stage and the other one in the case study.

The methodology of the interview introduced in this chapter is the first interview conducted.
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While both interviews are constructed based on the same research method, the specific
methodology of the second expert interviews are introduced in 2.4. case study.

An expert interview that was developed by Witzel, “problem-centered interview”, is a
widespread qualitative research method in which the research question or the problem is
refined jointly in a dialogue between the interviewer and interviewee (Witzel 2012). This
approach combines the two sources of knowledge, interviewer’s theoretical knowledge and
the individual and professional experiences of the interviewee. In problem-centered
interview, interviewer should start with an open-ended question to stimulate a narration
structured by concern and move on to general and specific explorations as well as ad-hoc
questions. General exploration is with aim to enquire details of potential research interest.
Specific explorations refer directly to the interviewee’s account to gain further insights into
interviewee’s opinions. Strategies of specific exploration include mirroring, which strives for
cognitive structuring and validation, comprehensive questions, aiming to clarify meanings,
interrelations, and confrontations, addressing specification of contradictory statements by
interviewees. Ad-hoc questions should comprise keywords and additional aspects to ensure
comparability of interviews. (Doringer 2021)

With the goal to define architectural debt and specify and prioritize indicators, expert
interviews broaden information gathered from literature review and gain expert knowledge in
industry. From the indicators researched in literature review, interviewees answer what
indicator can successfully define architectural debt in a large enterprise and realistic to collect
and calculate in the next stage. The respondents must be experts in the area of IT
management, risk management or governance. The expert interviews are semi structured with
the average duration of 1 hour following the structure of problem-centric interview and the

following general questions are prepared:
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“How do you define architectural debt and how is it used in the industry?”

“What are the indicators that can be used to generate architetural debt in value?*

“What are the barriers/challenges to architectural debt management?*

“What are the benefits to a successful architectural debt management?”

For each expert, specific questions of their own specialty/expertise should be asked
additionally in the form of specific exploration. The interview guide is also provided in

Appendix 9.2.

Expert Survey

The expanded ideas and choices from the literature review and expert interviews are
verified in the last step through a survey. The thesis integrates the survey with both
qualitative and quantitative methods to explore further expert opinions on areas of
architectural debt management and gain objective statistics of organizations’ management
methods, maturity level and identification methods.

The survey is sent out by a research board to the CIOs of multi-national corporations,
government agencies, technology companies and investment firms around the globe. The
survey is sent internally to a responsible person depending on the topic from CIO to fill out.
The research board that cooperated for the survey is a technological research and consulting
firm that conducts research on technology and shares the results with its clients. Quantitative

analysis through a survey is done with the following steps on the table 2 below.

10
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Table 2. Expert Survey Plan

N T

Initial agreement on content and plan conductor, research board

First draft of questionnaire conductor

Review and final draft conductor, editor from research board
Broadcast survey research board

Respond to survey — 3 weeks respondents

Collection of responses conductor, research board

Analysis and conclusion conductor

The goal of the survey is to confirm existing foundations and ideas from previous
work and to grasp an overview of how other companies identify, quantify and manage
architectural debt. Structure of the survey should start with an overall assessment, then
proceeding to more specific answers to research question. The questionnaires are drafted in 3
parts:

a. Maturity of architectural debt management
b. Identification & Quantification of architectural debt
c. Governance of architectural debt.

Survey begins with a general maturity level question to first identify how well
architectural debt management is adopted in the participant’s organization. The levels of
matruity level of the organization are described as follows: Not applicable (we do not identify
nor manage our architectrual debt for the application landscape.), Level 1: Initial — practices
are emerging, informal, and/or undocumented., Level 2: Managed — practices are planned and
tracked., Level 3: Defined — processes are well-defined and standardized., Level 4:
Quantitatively managed — practices are controlled through quantitative objectives., Level 5:

Optimizing — focus is on continuous improvement. This descriptive classifying provides more

11



2. Methodology

context and guidance, enabling the participants to objectively judge and choose the level of
their organization.

The questionnaire then proceeds to definition and quantification metrics of
architectural debt with multiple choices. Governance questions ask responsibility, strategy,
funding and communications of architectural debt management. The specific questions and

structure of the survey are attached in the Appendix 9.1.

2.4. Case Study

This thesis investigates the theoretical basis of architectural debt quantification and
management for further practical implementation. The quantification model built is therefore
applied, verified and refined through a case study with a multinational financial services
company. Allianz Group is a world’s leading insurer and asset manager with 126 million
private and corporate customers in more than 70 countries. The quantification model is
applied with application and performance data collected from Allianz. The process is
undertaken through consultations with experts at Allianz to evaluate and refine the model to
be more feasible at a large enterprise.

Following the guidance from “Case Study Research Design and Methods” by Robert
K. Yin (Yin 2002), the case study is designed. The components of a case study research
design that Yin suggests are: study question, study proposition, unit of analysis, linking data
to propositions, and criteria for interpreting the findings.

In this case study, study question is the research question 2, “How should
architectural debt be quantified?”. The study proposition of the case study is to find if the
developed guantification model fits in the industry using the application landscape data and

expert opinions, which are the units of analysis. The data is linked to proposition by applying

12



2. Methodology

the quantification model in quantitative and qualitative analysis. The criteria for interpreting
the findings are also refined in the later stage (5.2.4.) for future simplification of the
quantification model usage.

As mentioned in 2.1. Research questions and methodologies, developing and defining
a solid quantification model involves the steps of: 1. Quantification model development 2.
Quantification model application through quantitative assessment 3. Quantification model
verification through qualitative assessment 4. Evaluation and refinement of model. The case
study uses the developed quantification model and goes through both 2" and 3" steps. The
4" step is conducted on behalf of the results of the case study.

The case study is conducted with a partner, Allianz Group with data of 65 business
units and first filters out the business units that are in the same location (country) and with
too little application landscape size. Collecting data from different operations at Allianz
included going through several tools like an unified reporting tool of KPI governance and an
enterprise architecture tool. With the data collected, architectural debt of application
landscape at business units is calculated as defined in the quantification model created.

In order to gain a comprehensive result and a feedback for the quantification model,
quantification model is then verified by qualitative assessment (3™ step). Business units with
a separate enterprise architecture team, good data quality and maintenance on tools used for
quantification, and medium — large application landscape size are selected to further analyze
its result and subject to qualitative assessment. Through interviews with experts of enterprise
architecture teams at the selected business units, the assessment of application landscape per

indicators defined is conducted.

13
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The interviews are structured as follows:

4.

5.

Collection of title and job responsibility

Introduction to the thesis topic (research questions, goal, and methodologies)
Deep dive on quantification model including indicators and data defined
Assessment of indicators in their business unit

Comparison and discussion on the first quantification result

The specific questions and structure are demonstrated in Appendix 9.2. Interview

guide. The result can verify the results of quantitative assessment and remarks from the

experts are collected to refine and improve the quantification model (4" step). The refinement

also includes developing the criteria for interpreting the data that simplifies the quantitative

assessment step.

Through quantitative and qualitative measurement in the case study, the limitations

and future implications of research are investigated.
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3. Foundation

3. Foundation

This chapter builds the foundation of the thesis by introducing the most important
concept and terminologies. The concept on enterprise architecture management, technical
debt, architectural debt, and enterprise architecture debt are introduced. Terminologies

around technical debt and its management are also defined in 3.3.

3.1. Enterprise Architecture Management (EAM)

Due to drastically changing complexity, regulatory, economic, and technical
environment at organizations, mechanisms to manage business and IT aspects in an
integrated manner were in need. Zachman Framework (Zachman 1987) and the strategic
alignment model became the forerunner of enterprise architecture management that subjects
the enterprise as a whole. (Buckl and Schweda 2011)

With IT as a motor of digital transformation of business models, Enterprise
Architecture Management (EAM) ensures the alignment of business and IT intensity of an
organization. The baseline of EAM is to establish and provide a holistic view by considering
information technology, business processes, business goals and strategies of a company
(Matthes 2008). EAM specifically maintains and establishes a coherent set of guidelines,
architecture principles and governance that provide direction and practical help in the design
and development of an enterprise’s architecture to achieve its vision and strategy (Buckl und
Schweda 2011).

Organizations operate hundreds and even thousands of business applications in order
to support their business processes. Application landscape, the entirety of the employed

business applications, is an important asset for large enterprises, that requires demanding
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3. Foundation

maintenance operations. Application landscape provides critical support to processes of the
respective organization and is in turn evolved and operated by this organization, creating a
complex web of interdependencies itself. The interdependencies exert a strong influence on
critical success factors like the ability to adapt to new requirements in the application
landscape (Lankes 2007). Management of application landscape is undertaken in the context
of enterprise architecture management (EAM) (S. Buckl 2009). Enterprise architecture is the
representation of the structure and behavior of an enterprise’s IT landscape in relation to its
business environment. It reflects the current and future use of IT in the enterprise and

provides a roadmap to reach a future state (Bente 2012).

3.2. Technical debt, architectural debt and enterprise architecture

debt

Ward Cunningham published a report with a substantial keyword — Technical Debt,
as “Shipping first time code is like going into debt. A little debt speeds development so long
as it is paid back promptly with a rewrite... The danger occurs when the debt is not repaid.
Every minute spent on not-quite-right code counts as interest on that debt” (Cunningham
1992). He communicated software development issues with non-technical stakeholders who
are more familiar with the financial word, debt. Technical debt is often the result of
compromises made between the technical quality of software and business goals (Curtis
2012). However, technical debt, like the financial termed debt, can be beneficial in certain
situations like reducing time to market. It is not possible to always avoid and is natural to
have technical debt as a part of software development (Schmid 2013). Technical debt must be

distinguished from defects or failures, as they may never cause test or operational failures but
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3. Foundation

instead make an application less efficient, less scalable, more difficult to enhance, or more
penetrable by hackers (Curtis 2012).

There are multiple methods to divide and categorize technical debt. Martin Fowler
categorizes technical debt in quadrant by dividing “reckless / prudent” and “deliberate /
inadvertent” dimensions (Fowler 2009). This method looks at technical debt in perspective of
the cause, which showed that most of the technical debt in practice falls in “prudent &
inadvertent debt” which is noticed later that the past decisions were not optimal and led to
technical debt (Ernst 2015). Alves et al have identified and organized technical debt due to its
indicators. By defining a common ontology, 13 types of technical debt are identified and
categorized. This enables mapping of typical characteristics of debt and supporting further
identification or management activities. The 13 types of technical debt defined are:
architectural debt, build debt, code debt, defect debt, design debt, documentation debt,
infrastructure debt, people debt, process debt, requirement debt, service debt, test automation
debt, and test debt (Alves 2014). The types of technical debt overlap one another and are not
independent from another.

Architectural debt (or also known as architecture technical debt) is a subset of
technical debt, when software practitioners make wrong or sub-optimal decisions related to
the architecture of the software (Macit 2020). There are several definitions available that are
covered more in depth on this thesis in chapter 4. Related work and chapter 5.1. Definition of
architectural debt.

While most of the definitions given on architectural debt have the focus on a single
system, this thesis focuses on the scope of architectural debt of the whole application
landscape. Schiitz and Gomez write that a single failing system can affect all interdependent

systems and there is a need for a broader cross-system perspective on technical debt. Due to
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the increased complexity and interfaces of application landscape, the holistic view of
enterprise architecture management should include the architectural debt of every single
system and the co-dependent relations between them (Schiitz 2020). Therefore, Hacks et al.
introduce a term Enterprise Architecture Debt that covers both technical debt as well as
business aspects (Hacks 2019). Enterprise Architecture Debt is defined as “a metric that
depicts the deviation of the currently present state of an enterprise from a hypothetical ideal
state” (Hacks 2019). EA debt and its concept are important that it raises the technical debt in

an organization-wide perspective like the objective of this thesis.

3.3. Terminologies around technical debt

To introduce the background concepts around architectural debt, terms of debt,
interest, principal, risk, and opportunity costs are defined and explained.

Debt refers to the amount owed by one party to another in financial terms. From a
software development perspective, debt describes the gap between the existing state of a
software and some hypothesized ideal state in which the system is optimally successful.
Interest is defined as additional effort that is needed to be spent on maintaining the software,
because of its decayed design-time quality (Ampatzoglou 2015). Interest is the negative
effect due to accumulated amount of debt in the system and it is crucial to monitor the
architectural debt regularly to prevent interest building up. Principal is the original amount
of money borrowed in financial terms. In software development perspective, it describes the
effort required to address the difference between the current and the optimal level of design-
time quality, in an immature software artifact or the complete system (Ampatzoglou 2015).
Analysis of principal allows the management to decide if, when and how to refactor the debt

(Besker 2018). Risk is the potential liability to the business if a must-fix problem was to
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cause a liability-inducing event. Risk is referred to as the potential liability to the business
rather than the IT costs under interest. Opportunity costs are the benefits that could have
been achieved had resources been committed to developing new capability rather than being
assigned to retire debt. Like the financial term, it represents the tradeoff that application
managers and executives must weigh when deciding how much effort to devote to when

refactoring architectural debt. (Curtis 2012)

19



4. Related Work

4. Related Work

This chapter reviews the prevalent literature on architectural debt, its identification
and management. In 4.1., related work on architectural debt is presented about definitions,
categories, causes and effects of architectural debt. Existing studies on quantification
methods for technical debt and architectural debt are reviewed in 4.2. Models and
frameworks of architectural debt management are presented followed by limitations and

research gap of current research.
4.1. Related work on architectural debt

Most of the existing literature about technical debt reports on low level debts like
code debt and implementation debt, while less regards the higher-level debts like
architectural or domain-oriented debt. As mentioned in introduction, there is no unified one
definition used on architectural debt. Categorizing technical debt by capturing the ontology
concepts, Alves et al call architectural debt as “architecture debt” and defines it: “the
problems encountered in project architecture, for example, violation of modularity, which can
affect architectural requirements (performance, robustness, among others).” Normally this
type of debt cannot be paid with simple interventions in the code, implying in more extensive
development activities. The indicators that can be used to identify debt are also presented:
“ACN/PWDR, Betweenness Centrality, Issues in software architecture, Structural Analysis,
Structural Dependencies, Violation of Modularity”. (Alves 2014)

Another study defines architectural debt as entirety of the technical debt incurred at
the architectural level in a software-intensive system. Technical debt here is defined as “a
collection of design or implementation constructs that are expedient in the short term, but set

up a technical context that can make future changes more costly or impossible.” (Verdecchia
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2021) Verdecchia further emphasizes on ATD (architectural technical debt) item, the
instances of architectural debt residing in a software-intensive system. Core categories of the
architectural debt theory and their relations are summarized and illustrated below. This model

explains the overall concept of architectural debt and relationships of categories. (Verdecchia

Figure 2. Architectural Debt Model (Verdecchia 2021)
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Verdecchia’s model introduces important concepts and grounds to understand
architectural debt. Identification of the architectural debt items are dependent to numerous
relationships between the categories illustrated. ATD items can lead to one or more
consequences like a cause generating one or more ATD items. Verdecchia explains the main
causes of ATD item as time pressure and business drive. The consequences display
symptoms of one, more or none. Observing the symptoms displayed by consequence makes
the identification of architectural debt item possible, although it can point to one or more
ATD items and several symptoms could be raised from a single ATD item. ATD items affect
artifacts like software components, test suites, software development tools or documentation.
(Verdecchia 2021)

Verdecchia et al further analyze architectural debt items and categorizes them into 3

mutually exclusive types: framework ATD, process ATD, and implementation ATD.
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Framework ATD items regard to adopting software frameworks in projects. Process ATD
occurs in process of architecting and managing software-systems. Implementation ATD items
focus on lower-level implementation details. The specific cases of each type of architectural

debt items are also illustrated below. (Verdecchia 2021)

Figure 3. Types of Architectural Debt (Verdecchia 2021)
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Architectural debt is also categorized by different architectural choices: Architectural
dependencies, non-uniformity of patterns and policies, code-related issues, non-uniform
management of integration with subsystems and resources, and lack of implementation or test
of quality attributes or non-functional requirements according to Martini and Bosch. (Martini
2015)

Currently, analysis and research about architectural debt have been heavily focused on
a single system or application, but this thesis broadens the scope on the whole application

landscape and suggest a framework of architectural debt management from an enterprise
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group’s perspective. The importance of the shift of scope is also raised by Schitz and Gomez.
They differentiate technical debt in constituent systems and system of systems. Constituent
systems can be part of one or more system of systems and each of them is a useful system by
itself. System of systems (SoS) is a set of systems or system elements that interact to provide
a unique capability that none of the CS can accomplish on its own. Schiitz and Gomez write
that a single failing system is able to affect all interdependent systems and there is a need for
a broader cross-system perspective on technical debt. Due to the aforementioned increased
complexity and interfaces of application landscape, the holistic view of enterprise
architecture management should include the architectural debt of every single system and the
co-dependent relations between them. (Schutz 2020)

Enterprise Architecture Debt as mentioned in foundation is a type of debt that covers
and concerns the subject of whole enterprise rather than one system. Enterprise architecture
debt covers all layers of enterprise architecture of business, data, application and technical-
architecture, while traditional architectural debt covers only the application and technical

layer. (Hacks 2019)
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4.2. Quantification methods of architectural debt

In order to research how architectural debt is quantified, software quality metrics and
negative effects / symptoms of architectural debt are studied. Then the existing quantification

models for technical debt, architectural debt are organized.

Software quality
The approaches to maintain quality of software products delivered and effectiveness
of the processes are organized in ISO (ISO/IEC 25010: Software engineering-System and
software Quality Requirements and Evaluation (SQuaRE) - System 2011), a product quality
model composed of eight characteristics. The model is applicable to both computer systems
and software, and the metrics provides terminology for specifying, measuring, and evaluating
system and software product quality. The quality model includes the following
characteristics:
e Functionality (suitability, accuracy, interoperability, security, functionality
compliance)
e Reliability (maturity, fault tolerance, recoverability, reliability compliance)
e Usability (understandability, learnability, operability, attractiveness, usability
compliance)
e Efficiency (time behavior, resource utilization, efficiency compliance)
e Maintainability (analyzability, changeability, stability, testability, maintainability
compliance)
e Portability (adaptability, installability, co-existence, replaceability, portability

compliance)
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Software quality model creates a founding standard of quality metrics to measure the

software’s quality and can be benchmarked in the later steps of quantification modelling.

Negative effects / Symptoms of architectural debt

“Not being able to detect or address architectural decay in time incurs architecture
debt that may result in a higher penalty in terms of quality and maintainability over time”
(Mo 2013). A system with high architectural debt will eventually develop some decay
instances that negatively impact the system’s lifecycle properties like understandability,
testability, extensionability, and reusability according to Mo et al. Martini et al. identifies a
relationship between architectural shortcuts and potentially higher evolution and maintenance
costs. (Martini 2015)

Verdecchia uses the term consequences of ATD items of three types: business-,
functionality-, and product development-related. The consequences may take a long time
before they become tangible and incrementally getting worse until visible. In figure 4, the
mentioned consequences are illustrated (Verdecchia 2021). Carrying cost refers to interests
that had incrementally added on. Reduced development velocity, that is associated to
additional time required to understand the architecture, modify multiple components when
carrying out small changes, and fixing bugs. Opportunities to follow new business avenues
are also lost because of the effort for refactoring. A potential consequence, risk exposure such
as a higher probability that consequences may occur. Functionality-related consequences all
describe towards resistance to change. The author highlights architectural debt making
implementation of new functionalities challenging, impossible and hindering the process.
Architectural debt also makes parallel work difficult and expected behaviors are not carried

out due to unstable system. (Verdecchia 2021)
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Consequences presented are shown visible with symptoms such as high number of
defects, security breaches, growing maintenance activities, growing resources needed for

operation, and complexity. (Verdecchia 2021)

Figure 4. Consequences of Architectural Debt (Verdecchia 2021)
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Technical debt quantification

There is no exact measure of technical debt, as calculation is based on the structural
flaws and debt that might not be detected due to having no symptoms.

Technical debt incurred by IT systems has 2 compounds: Principal and Interest.
Principal is the body of technical debt and the work to remove the debt, and interest is the
loss of productivity and negative effects that is paid. Either part can be bigger than the other
depending on the situation. Estimation of principal is based on visible debt item found, time
required to fix and cost for fixing the problem. Therefore, in order to quantify the
architectural debt and its principal, the first step is to identify debt item, further analyze time

and cost for identified problems (Curtis 2012). Time to fix the problem includes the time to
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analyze problems, time to understand the code and determine a strategy of correction and
evaluate potential side-effects, and the time to implement and release correction. The cost
variable is the average burdened rate for the developers assigned to fix the problem according
to an organization’s labor rates. Interest can be measured by comparing the effort of
maintaining and using the current system versus refactored system. Estimating the interest
probability is also very difficult and needs to be paid attention to, but can be used to prioritize
and discuss debt items with heavier weight. (Curtis 2012)

The gap in this quantification method is that the time and cost to fix an architectural

debt item of an application landscape are far too complex and difficult to estimate.

Existing quantification methods

Initially, the quantification method of software quality and general technical debt and
software quality assessment are explored.

SQALE method measures and manages the quality of source code in a generic way to
be applicable for any language. SQALE method uses quality models based on 1SO 9126
standard with characteristics: testability, changeability, and reliability. Remediation indices
count the effort to resolve non-conformities from quality characteristics. This effort is
translated then into financial value to calculate the amount of technical debt in a system
(Letouzey 2010). SIG / TUVIT method provides standardized evaluation and certification of
the technical quality and maintainability of the source code of software products. Evaluation
defines 5 quality levels for maintainability. (Visser 2019)

Practices for identifying technical debt in higher level are still at the beginning stage
and yet to be developed, but researchers note that information from architects and developers

has significant value in identifying technical debt. There are tools that automatically generate
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technical debt dashboard that uses automation and human input to estimate the amount of
debt by calculating the estimated effort for refactoring. However, the technical debt
quantification based on the effort is rarely meaningful by itself, and technical debt ratio is
therefore introduced. It is the ratio of the estimated debt divided by the time since project
started. Smaller the technical debt ratio, smaller the expected debt (Rosser 2021). Dashboard
tools make technical debt and its management more accessible for the responsible actors to
resolve and maintain debt.

Due to quality attributes of the system being a strong indicator of debt, it is difficult to
create an automated tool to identify and measure architectural debt. Characteristics checklists
include qualitative areas like evolvability, maintainability, understandability, reliability,
testability, changeability, efficiency, security, portability, and usability (Rosser 2021). A spot
evaluation, a bottom-up enumeration of technical debt enables a quantitative assessment of
technical debt by sampling system elements, assessing them and generalizing across the
whole system. (Rosser 2021)

Mo studied the methods to correctly define and identify architectural debt items. First,
they proposed a categorization of architectural debt items such as component envy, connector
envy, and scattered functionality. Based on the perspective that architecture of a software
system is the set of principal design decisions, they transform architectural models and
related concepts into an augmented constraint network (ACN) to identify architectural debt
items. ACN uniformly models the constraints among both design decisions and
environmental conditions using a constraint network. (Mo 2013)

In another study by Xiao, under the consideration that most error-prone files in a
project are architecturally connected through flawed relations, architectural debt is defined as

a group of architecturally connected files, and the maintenance cost growth for such files
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(Xiao 2016). To automatically detect architectural debt, a history coupling probability (HCP)
matrix is applied to check the probability of a file changing when another is changed. The file
groups are indexed with 4 architectural patterns: hub, anchor-submissive, anchor-dominant
and modularity violation. The maintenance costs spent on the files are quantified and growth
trend is modeled with the file groups to rank it. The result revealed that 51-85% of the
maintenance effort is consumed for interest on debts, and 20-61% of the maintenance effort is
consumed by just 5 architectural debt items out of 204 instances of architectural debt. Half of
the architectural debt fit linear regression model which indicates the steady increase in
interest. (Xiao 2016)

Enterprise architecture debt, as a very new concept developed, is under investigated
also for its quantification. Detection of enterprise architecture debt is possible with alignment
domains: business strategy, business structure, IT strategy and IT structure. An artifact-based
framework for business-I1T misalignment symptom detection checks the misalignment of
prioritized qualities of EA (Enterprise Architecture). High quality EA conforms to the agreed
and fully understood business requirements and fits for purpose, and satisfies the key
stakeholder groups’ expectations in a cost-effective way understanding both their current
needs and future requirements. (Hacks 2019)

The principles of validity, relevance, clarity, economic efficiency, systematic model
construction can also be assessed to check the quality of EA models. Each of the principles is
augmented with quality attributes that can be assessed in order to determine the quality
addressing the EA model’s purpose, a specific view of it and the overall EA model.

(Alexander 2020)
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4.3. Architectural debt management

Architectural debt management requires 5 activities defined by Li et al (Li 2014) :
identification, measurement, prioritization, repayment, and monitoring. Initially, architectural
debt items within the software system need to be identified, and this step builds a good
foundation for next steps of the management process. Measurement examines and estimates
the cost and benefits, as mentioned in the previous chapter 4.2. Quantification methods of
architectural debt. Output from measurement stage is now prioritized, in order to balance the
short-term value delivery and the long-term responsiveness (Martini 2015). Repayment
activities involve refactoring and can either be partially or fully resolved to reduce or mitigate
the negative effects of architectural debt. After the quantification of principal and interest, the
items with high interest rate and low principal have the most substantial impact and should be
refactored (Ampatzoglou 2015). Monitoring means to track architectural debt changes
explicitly and consequently keeping all architectural debt items under control (Li 2018).

As architectural debt is an information risk and the scope of the architectural debt
management on this thesis is for a large enterprise, we utilize an international standard, 1SO
31000 that provides principles and guidelines for effective risk management (1SO 31000:
Risk Management 2018). It provides foundations for risk management and building
governance framework for risk. Risk is defined as “a combination of the probability and
scope of the consequences.” or “the effect of uncertainty on an organization’s ability to meet
its objectives.” The risk management process (figure 5) from ISO 31000 is as following:
Establishing the context, Risk identification, Risk analysis, Risk evaluation, Risk treatment,

Monitor & Review.
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Figure 5. Risk Management Framework (ISO 31000: Risk Management 2018)

Risk Assessment
R
Risk
Identification
V
Risk
Analysis
V
Risk
Evaluation

MONITORING & REVIEW

g
=
g
s
4
g
5
z
g
=
2

Establishing the context means to define the scope, objectives, and risk evaluation
criteria. The risk identification, risk analysis and risk evaluation are steps to assess risks by
understanding the sources & causes of the risks and quantifying them to evaluate if they are
tolerable. Monitoring and review step periodically reviews the process and the effectiveness
of the framework. The process must be communicated and consulted with stakeholders to
check that the risk management process is focused on the right elements. The framework
should also specify risk architecture (roles and responsibilities), strategy and protocols. Risk
management creates and protects value by iterative and transparent process for organizations

regardless of its size, activity, or sector. (ISO 31000: Risk Management 2018)
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4.4, Limitations of related work

Architectural debt, especially its quantification method and tools are under-
investigated unlike the low-level technical debt that has many automated quantification tools
available. The existing quantification methods and tools suggested are mostly tailored for a
single system or application rather than application landscape as a whole. Moreover, metrics
that are commonly used in software engineering are also prevalent for use on a single system
/ software as presented, while they should be generalized to be applicable for the entire
enterprise and its application landscape. The existing quantification methods and its metrics
are far too complex to be applied for application landscape, as estimating figures for group of
applications are much harder that doing so for a single system.

Therefore, the metaphor of enterprise architecture debt is introduced, but it is also too
broad and contains too many layers of EA to precisely detect the debt and create a

governance framework in an enterprise.

32



5. Result

5. Result

In this chapter, research questions are answered, and results are presented. In 5.1.,
definition of architectural debt and its indicators are presented following interview and survey
results. Quantification model and the case study results are presented in 5.2. The case study
includes quantitative and qualitative assessment using the model developed and model
refinement. In 5.3., an enterprise-wide governance framework of architectural debt

management is suggested.

5.1. Definition of architectural debt

Definition of architectural debt as can be found in chapter 4. Related Work does not
have one popular definition that is used widely. This thesis defines the architectural debt
according to prevalent research and to specify the broader perspective of architectural debt.
Therefore, we define architectural debt as “the gap between the desired target application
landscape and the current as-is state of the application landscape due to intentional or
unintentional software architectural decisions.”

As architectural debt identification depends heavily on the definition of what
architectural debt is and how it affects an application landscape, the most important indicators
and characteristics should also be included in the definition of architectural debt. With expert
opinions from interviews and survey, the indicators that can realistically be collected and
represent architectural debt with least bias are identified and defined.

5.1.1. Interview Result
The expert interviews are conducted with 6 participants for 1 hour each and the

interviewees’ snapshot are shown below in the table 3.
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Table 3. Interview Respondent Snapshot

m Title of Respondent

1. Group CTO atAllianz SE

2. Group CIO atAllianz SE

3. Head of IT Strategy and IT Management at Allianz SE

4. CIO at Allianz Technology SE

5. Enterprise Architect at Allianz SE

6. Consultant at Mckinsey, who runs a technical debt management project

The semi-structured interviews had the goals to learn an overall situation at industry
of architectural debt management including challenges, future value and previous efforts.
Main result and findings of the interviews were:

“Architectural debt is used as a common terminology along technical debt without a
clear distinction. Therefore, the definition in the industry tends to be broader than in
literature and theoretical research.”

“Using indicators such as IT incidents and Change request will have indications of
other factors like efficiency of IT team or individual ability and will not represent
architectural debt solely. It will be very difficult to find the correlation using only these two
data metrics. Hence, there is a need to use multi-dimensional quantification in order to
calculate a correct architectural debt value.”

“It is important that we are not only focusing on the technical aspect of the
architectural debt, but rather the business value as well. The focus of IT topics is trending to
shift from functionality / availability measures but to value added in business.”

The remarks of the interview verify, refine, and open the methodology and focus area
of further thesis work. Moreover, the results confirmed the under-developed architectural
debt management process in practice and the need of this work. The inputs from the interview

are drafted in the expert survey to verify from larger sample in industry.
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5.1.2. Survey Result

With this expanded idea and choices, the survey was conducted with the help of a
research board broadcasting the survey to respondents. In 3 weeks of survey broadcast, there
were 32 responses in total. The respondents are organizations with a wide variety of industry,
region, revenue and sizes. On table below, the snapshot of respondents and their organization
is presented. The objective of the survey is to gather inputs from global C1Os about their
experience in managing architectural debt in the application landscape. It examines
participants’ maturity levels, components for identifying architectural debt, and the metrics
for quantifying debt. It also focuses on the key challenges and benefits associated with

managing architectural debt.

Table 4. Survey Respondent Snapshot

e

Healthcare, insurance, automotive, tobacco, food, financial services,

el pharmaceuticals, retail, chemicals, beverages, government
Region Americas, Asia and Europe
Revenues < 10 billion dollar - +100 billion dollar

group chief architect

director enterprise architecture governance
enterprise architect

IT director

head of enterprise architecture

senior systems manager

regional chief architect

strategic consultant to CIO

lead solutions architect

VP business applications

VP architecture

head of strategy

principal enterprise architect

head of mergers, acquisitions & diversities

Title of Respondent

The main result of the survey is as follows with figures or graphs attached:
e Architectural debt management maturity level: Most respondents (25 out of 32, or
78%) identify or manage architectural debt in their application landscape. Overall,

nearly one-third of the respondents (34%) are at the “defined” maturity level, meaning
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processes are well defined and standardized, whereas one-fourth (25%) are at Level 2,
managed. And none answered that they had reached level 5, the highest level, where
the maturity level is optimizing, and focus is now on continuous improvement. The
respondents at level 3 and 4 explain the rationale that “debt for each organization is
measured by application but limited to operating system, database, and middleware
for measured compliance, so there are extensions to technical debt that are neither
included nor explicitly managed.” Another respondent at level 3 explains that some of
the processes are well-defined and formally measure KPI and report on it. The
respondents at the first two stages are in plan to hold architectural debt discussions in

coming years or in process of rolling out a central architectural management tool.

Figure 6. Survey Result - Existence and Maturity Level of Architectural Debt Management

Existence of architectural debt management
(n=32)

Respondents’ Maturity Level (n=25)

Level 1 Level 2 Level 3 Level 4

Indicators for definition: To define architectural debt, respondents use indicators /
characteristics such as “complexity of application landscape” (20 of 25, or 80%), “gap
with compliance” (76%), “high maintenance effort” (72%), and “age of applications”
(60%). The “other” components that respondents identify include vendor support,
security deficiencies, divergence from strategically endorsed technologies, and

operational excellence.
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Metrics for quantification: To quantify architectural debt, respondents use 5 metrics
on average. The most popular metrics include “strategic importance of business
applications” (68%), “IT incidents” (64%), “run cost” (56%), “investment needs”
(56%), “degree of standardization” (52%), “‘complexity of the application landscape”

(52%) among others.

Figure 7. Survey Result - Indicator for Definition and Metrics for Quantification

Indicator for Definition (n=25) Metrics for Quantification (n=25)
_ Project duration  [[F}
Data maintenance
Change budget |JE2ENY
Resistance to change Number of change requests m
Expected fetime of business 48%
applications il
Age of applications Complexity of the application 52.00%
landscape (i.e., # of interfaces) intnlla
. i Degree of standardization 52,00%
High maintenance effort
Investment needs 56,00%
Gap with compliance run cost [ IEE
I incidents
Complexity of application
landscape Strategic importance of business 68.00%
applications e

Cause: Respondents specify investment or cost-related issues (7 of 18, or 39%), lack
of support from the business (33%), and complexities in upgrading the application
ecosystem (28%) as the leading causes of architectural debt. Respondents highlighted
the struggle to manage quality, time, and cost at the same time. Many specify that
there is no holistic business strategy to tackle architectural debt and there is resistance
to change when it comes to prioritizing application upgrades. Having legacy systems
and lacking resources for upgrading such systems contribute to complexity issues that
are causing architectural debt.

Challenges: Funding issues (8 of 21, or 38%) and lack of prioritization of

architectural debt (24%) are the most common challenges with managing architectural
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debt. A respondent explains that years of under-funding in managing technical debt
have now created a “snowball effect” on the costs. Lack of consensus at the executive
level to prioritize technical debt is usually due to business’ focus on projects that drive
“immediate business needs”. Allocating resources in enterprise architecture against
time-to-market is also challenging for several respondents.

Benefits: Through a systematic approach to architectural debt management,
respondents realize cost benefits (10 of 20, or 50%) and have a simpler application
landscape (30%). Cost benefits include budget optimization in the long term,
controlling costs, developing a better understanding of the IT cost, and realizing a
reduction in support cost. Simpler application landscape leads to faster delivery of
business value and less complexity in designs, operations, and support for respondents
who chose “simpler application landscape”. The respondents who chose higher agility
explained that agility led to a higher ability to pivot to the evolving technology
landscape. Other answers included efficient collaboration between domains leading to
enterprise-wide consistency in strategy, governance, and operational excellence. Also
measuring compliance enabled teams to stay educated on the latest architectural

direction.
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Figure 8. Survey Result - Challenges and Benefits of Architectural Debt Management

Key Challenges (n=21) Key Benefits (n= 20)

Funding and Budget
constraints

Low priority of Simpler application
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Limited business
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Lack of awareness and
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debt
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debt

Improved risk

19% management
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Communication to business: More than 40% of the respondents inform the business
about the costs of architectural debt and nearly equal number of respondents highlight
the impact of architectural debt on the business. Respondents primarily communicate
with the business about architectural debt through meetings and board presentations
(11 of 20, or 55%). Some of the respondents (6 respondents) communicate to
architectural committee or a task force made to govern and communicate information
on architecture.

Responsibility of tracking architectural debt: For the majority of respondents,
“enterprise architects” or “IT architects” are responsible for quantifying and tracking
architectural debt in the organization. Other answers included business architects,
portfolio owners or planners, enterprise risk teams, solution delivery teams, operation
specialists and software engineers, architecture governance team, and subject matter
experts.

Strategy to architectural debt management: Majority of respondents (16 of 18, or

89%) have implemented or are in the process of implementing a strategy. Half of the
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respondents cite developing goals and standards as key components of the strategy.
Furthermore, one-fourth of the respondents suggest building measurement criteria or
KPIs to track architectural debt successfully. Two respondents find establishing
platforms or programs to tackle debt and conducting business reviews important.

e Funding measures: Most respondents (57%) use funds that are “part of another
budget” to support their efforts on reducing architectural debt. 3 respondents use
dedicated funds from a project or product budget and other three ensure that the
business plans of various lines of business include such an allocation. Meanwhile,

one-third of the respondents have a specific budget for reducing debt.

The survey provides a deep insight on overall architectural debt management process
at different organizations and can be used as an input for definition of architectural debt,
quantification and governance framework in this thesis. After the process of research through
literature review, interviews and surveys, indicators that define architectural debt are
finalized as following: gap with compliance, resistance to change, maintenance effort,

complexity, and strategic importance.
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5.2. Quantification of architectural debt

Quantification stage defines and suggests the steps and methods of quantifying
architectural debt and defining a measurement criterion in a model, for large enterprises like
Allianz to apply and use to govern. This stage of the research goes through 4 stages of
quantification model development, its application through a case study at Allianz of

quantitative and qualitative assessment and its evaluation and refinement.

5.2.1. Quantification model development

In chapter 4.2, existing quantification tools and methods were introduced, and these
methods are benchmarked and integrated in the model that is developed. Technical dashboard
that uses automation and human input to estimate the amount of debt allow the management
more accessible for the actors and enable governance at the group level. Therefore, the model
should entail details on the intermediate results to enable further analysis and communication
of information. Establishing the data metrics to be used and building the KPI measurement
criteria are the most important tasks to realize the automated tool.

Like in the characteristics checklist which evaluates the qualitative areas of a system,
the base set of indicators and monitoring how the indicators change over a period of time
provide insight in trend of architectural debt. Therefore, the quantification model use
indicators and characteristics to identify and measure debt, and provide a dashboard that
displays the overall information. In order to make the process automatic, data metrics that can
represent the indicators should be identified and calculate the indicator performance.

Due to limited knowledge and insight in deciding the performance measurement
standard, the ranking system that compares the values with other business units is integrated.

At large enterprises, there are many business units of different location and business lines,
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and we will measure performance measurement by sorting the collected data, comparing with
other application landscapes and scoring in levels. For ranking quantification to be effective
and minimum-of-bias, the sample should be as big as possible and at least of 5 objects (as
final architectural debt risk score is in 5 levels).

Quantification model defines a guide to specify indicators, metrics and collect data
and quantify architectural debt. With the final goal to build an automated system to detect and
measure architectural debt of an application landscape, the model is developed as shown in

figure 9.

Figure 9. Quantification Model

‘ 1. Define indicators | 4. Rank data (1: good - 3: bad) |
indicator 1 | Indlcator 2 | [ [ostat1 | Datat2 | Data2t | Data22
BU 1 1 2 2 1
BU 2 2 3 1 3
[ 2. Multi-dimensional data metrics | 5. Combine data score to rank per indicator |
Indicator 1 m _ Indicator 1 | Indicator 2
Data 1.1 Data 2.1 BU 1 1.5 1.5
Data 1.2 Data 2.2 BU 2 25 2
‘ 3. Data collection | 6. Calculate architectural debt risk score (1: very low - 5:
very high)
BU 1 X Xx Xx Xx BU 1 1.5 X
BU 2 X XX XX xx BU 2 2.25 X

The model is composed of 6 steps: First step is to define the indicators, which can be
found in the previous chapter. The indicators represent the characteristics of architectural
debt and can be specified into what specific data metrics represent them at the second step.
This multi-dimensional data metrics are to be drafted with consultations of what data is
available at an organization that can represent each indicator. The data is then collected for all
business units from appropriate tools available. As the model uses the ranking system for its

scoring, the sample size should be as big as possible and minimum of 5 so that it can be
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ranked of 5 levels of architectural debt at the end. When the data is collected, initial
quantification step starts with data metrics. For each data category, business units are
compared and ranked into 3 levels (1: good — 3: bad). 1/3 best data are ranked 1: good, the
next 1/3 ranks 2, and the last 1/3 are ranked 3. At step 5, indicators receive a score by
calculating the average of data metrics’ rank result. Architectural debt is finally calculated
with the overall average in comparison with other business units into 5 levels (1: good — 5:
bad). As this thesis has its purpose to build a definition, quantification and governance model
for a large enterprise, the levels can and should be ranked into a more specific level of 5.
Putting both values of each indicators’ score and the general architectural debt scores
on the architectural debt dashboard is important for further result analysis and interpretation.

The steps are applied and demonstrated in detail in the case study in the following chapter.

5.2.2. Quantification model application (Case Study)
The model created is now applied to a real business in order to refine and evaluate the
model and demonstrate the process. The case study is therefore conducted at Allianz Group
and the quantification model is applied with its data. Case study follows the steps of

quantification model with consultations from enterprise architecture of Allianz SE.

1. Define Indicators
The model uses the indicators identified in first step of the thesis and
multidimensional data metrics of all data that can represent each indicator at Allianz are

defined and presented below in the table.

43



5. Result

Table 5. Multi-dimensional Data Metrics

Resistance to Maintenance Strategic

change Effort Importance

Complexity

Gap with
Compliance

# of Applications in

Availability:

Change Request IT Incidents Major Outage Landscape Stability, Breaches
Reassignments of Business Value of # of Interfaces / Compliance with Group
Budget, Run Cost incidents Business Application Dependencies Solutions
Architecture Exceptions
Project Duration Expected Lifetime Request

Problem Management

The data metrics are decided based on the interviews and survey (ch. 5.1 & 5.2), and

consultations with enterprise architects at group IT function at Allianz SE to explore what

data is available and can represent the indicators. The shaded data metrics are the data that is

currently available and accessible for the case study.

2. Multi-dimensional data metrics

From the above data metrics, data available and accessible at Allianz are extracted

and defined to perform the case study. Data collected are presented below in a table with

description of its calculation and meaning.
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Table 6. Definition of Metrics used in Case Study

Number of Applications

Number of Interfaces

Number of Relationship
per application

Incident Resolution Time

Incident Response Time

Major Outage within SLA

Overall SLA Stability

Breaches

Compliance

Total number of business applications in an application landscape

Total number of interfaces in an application landscape

(# flows to + # flows from) / total number of applications
Flows to: nr of business applications to which the flow of an application is going
Flows from: nr of business applications from which the flow of an application is coming

Number of incidents resolved in target time / total number of incidents resolved

Number of assignments owned in target time / total number of incidents assigned

Number of major outages with time to repair within KPI target of 4 hours / total

number of major outages
Maijor outage: Priority 1 incidents that classify as having a critical impact
SLA: Service Level Agreement

Number of services/measures with availability KPI met / total number of availability
measures

Count of instances not fulfilling the stability SLA

Number of non-compliant applications / total number of business applications

Number of applications, number of interfaces and number of relationships per

application all together represent the measure of ‘complexity’. Number of applications are

first collected and calculated for each business unit from an enterprise architecture tool as it is

the base value for some metrics. Number of relationships are calculated manually by first

collecting the total number of “flows to” and “flows from”. The total number is then divided

by the total number of applications to calculate number of relationships per application. This

figure represents the percentage of business applications flowing to/from another in an

application landscape.

For ‘maintenance effort’, IT incidents’ resolution and response times are employed as

they provide a comprehensive overview on incidents’ performance measure. Other metrics
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that could represent the incident values are total incidents created, age of open incidents or
average number of reassignments. The resolution and response time are utilized this time, as
the values are in percentage and can be directly compared with other samples.

Major outages are the priority 1 incidents that classify as having a critical impact.
Percentage of major outages with time to repair within the KPI represents the indicator
‘strategic importance’. Although business value of business applications for target application
landscape are also accessible and important, it is omitted in this case study due to the
difficulty of scoring by ranking.

Availability measures if the application landscape’s functionality is in compliance
stably, and therefore they are included in the indicator of ‘gap with compliance’. The used
measures are overall SLA stability, count of breaches and compliance. Although a bigger
application landscape will have a higher chance of more breaches, definitive number / count
of breaches is used for rating because it is important to keep breaches as low as possible for
any sized application landscape. Compliance measures the percentage of non-compliant
applications to group solutions in an application landscape.

‘Resistance to change’ is not represented in this case study due to inaccessibility to

change request, budget, and project duration.

3. Data collection
Data, as mentioned, is collected from 2 tools provided at Allianz. ADOIT, an
enterprise architecture management tool, implements the ArchiMate framework and provides
an overview of application landscape with objects’ attributes of Allianz Group IT standard.
Another main tool, GLOREA (Global Operations Reporting & Analytics) is a unified

reporting tool for comprehensive KPI governance.
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Out of 65 business units at Allianz group, those at the same location are deducted and
combined. Data is collected for each of the metrics presented from stage 2 for all 55 business
units of regional and global lines. Upon collection, the business units with no information on
enterprise architecture tool or business units with the smallest number of applications are
omitted for fair ranking result. After the filtering the samples, the smallest business unit has
17 business applications, and the filtering improves the quantification result as smaller
business units often have insufficient or no KPI values (ex. Overall SLA stability or
breaches) due to its external operation. Therefore, for the analysis of data, there are 44
business units with landscape size of 17 to 896 business applications, and are categorized to
small, medium, and big for its size.

For demonstration in this case study, the process and result of 3 business units’
architectural debt calculation will be shown. The 3 business units are chosen with
consideration of medium to big size, good data maintenance on used tools and existence of its
own enterprise architecture team. The scope, size and data collected for each metrics on the 3

business units are shown below.
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Table 7. Data Collected_Case Study

BU 1 BU 2 BU 3

Scope Regional Regional Global

Size 617 705 353
# of interfaces 103 17 738
Flows to 430 1177 25
Flows from 403 1173 26
Flows to + Flows from 833 2350 5
# Relation per app 1,350081037  3,333333333  0,144475921
Incident Resolution Time 0,82 0,92 0,93
Incident Response Time 0,82 0,74 0,76
Major Outage within SLA 0,86 0,61 0,71
Overall SLA Stability 0,9989 0,9952 0,9998
Breaches 39 69 ]
Compliance 0,3987 0,2624 0,3938

4. Rank data

The collected data now should be sorted and ranked in 3 levels (1: good — 3: bad).
Number of applications are first ranked in 3 levels, but from small to big, as size is not ranked
and combined in the final score of architectural debt. To demonstrate the ranking process: 14
business units with 17-72 applications are marked “small”, 15 business units with 73 — 186
applications are marked “medium”, and the rest 15 business units with 197 — 896 applications
are marked “big”. The rest of the metrics all are ranked, and the data and its rank of 3 chosen
business units are demonstrated below.

At this case study, data from all business units must be extracted and compared as
there has been no scoring standard established before. Such a data performance standard is
established at the end of this work, and it (provided in chapter 5.2.4.) can be used in future

quantification at Allianz as a reference to quickly score the data.
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Table 8. Data Ranked_Case Study

BU 1 BU 2 BU 3
Size of application 617 T05 353
Level 1 big big big
# of interfaces 103 117 738
Level 2 bad bad bad
Flows to 430 1177 25
Flows from 403 1173 26
Flows to + Flows from 833 2350 5
# Relation per app 1,350081037  3,333333333  0,144475921
Level 3 bad bad good
Incident Resolution Time 82,00% 92,00% 93,00%
Level 4 bad medium medium
Incident Response Time 82,00% 74,00% T76,00%
Level 5 good medium good
Major Outage within SLA 86,00% 61,00% 71,00%
Level 6 good bad medium
Overall SLA Stability 99,89% 99,52% 99,98%
Level 7 medium medium good
Breaches 39 69 5
Level 8 bad bad medium
Compliance 39.87% 26,24% 39,38%
Level © bad bad bad

5. Combine data score to rank per indicator
The data levels are translated now to numeric value of 1 to 3 from good to bad. Then,
indicator score is calculated with the average of data metric rank result like shown below

(table 9).
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Table 9. Indicator Score_Case Study

BU 1 BU 2 BU 3

Size of application big

=
=]

=
LS

# of interfaces

# Relation per app

Ll L

Incident Resolution Time

Incident Response Time

Major Qutage within SLA
Overall SLA Stability
Breaches

Compliance

Complexity

—
U R I ST U Gy N O LY

Maintenance

Ld M) Ld | LD L R Ld R R LD

- Mg L | L L PR =

Strategic importance
Gap with Compliance 2,667 2,667

6. Calculate architectural debt
Taking the average of indicator scores gives the overall average rank that an
application landscape has, and this can be translated into a 5-level rank compared with the

other application landscapes (1: excellent, 2: very good, 3: good, 4: fair, 5: poor).

Table 10. Quantitative Assessment Result

Average 2,1667 2,667 1,875

3 5 3

Overall Architectural Debt
The result shows that business units 1 and 3 are at the level 3, good, while business
unit 2 is at level 5: poor. Out of all business units tested at Allianz group, business unit 2 had

the lowest score.

50



5. Result

5.2.3. Quantification model verification (Case Study)

In order to verify if the quantification through quantitative assessment gives an
accurate architectural debt value, qualitative assessment from experts of their own application
landscape is essential to have a complete and comprehensive result. Qualitative assessments
are conducted through expert interviews with the enterprise architecture team of the
respective business units (BU1, BU2, BU3). Interviews were conducted with 4 experts (2
interviews from BU3). All interviews were under the same structure: collection of title and
expertise, introduction to the thesis research, deep dive on quantification model (indicators,
data metrics, method), assessment of indicators at their application landscape, comparison
and discussion on quantitative analysis.

The title, result and remarks of the interviews are presented below with comparison to

quantitative assessments in the order of interview conducted.

Table 11. Qualitative Assessment Result BU 1

[BU 1] Quantitative Assessment [BU 1] Interview 1.
Result

Title of Architecture guild lead

Interviewee

Assessment Resistance to Change --------------- x  Resistance to Change -----------—--- 3

(1:excellent 5 Maintenance Effort -------------—----— 3 Maintenance Effort -------------------- 2

poor) Strategic Importance ----------------- 1  Strategic Importance --------=--=----- 1
Complexity 5 Complexity 5
Gap with Compliance ------------—--- 4  Gap with Compliance ---------------- 5

Remarks \ Strategic importance: most invested

For business unit 1, interview was conducted with an architecture guild lead.
Although the interviewee could give an approximate assessment score and rationale, he
expressed uncertainty in putting a score for each indicator with his expertise only at his own
business unit. The result still had good correspondence to quantitative assessment result, and
explanations to low and high scores were: “We put the most investments for the major

outages’ operation and stability therefore it scores 1. Due to the complexity and age of the
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application landscape, complexity and gap with compliance are at a poor score.” He

answered that the missing value of resistance to change should be 3.

Table 12. Qualitative Assessment Result BU 3

- [BU 3] Quantitative Assessment [BU 3] Interview 2 [BU 3] Interview 3
Result

Title of Executive Enterprise Architect Application Governance Architect

Interviewee

Assessment Resistance to Change --------------- x  Resistance to Change -----------—---- 4 Resistance to Change --------------- 4

(1:excellent 5: Maintenance Effort -----------==-----—- 2 Maintenance Effort -------------------- 2 Maintenance Effort -------------------- 4

poor) Strategic Importance 3 Strategic Importance ----------------- 3 Strategic Importance ----------------- 1
Complexity 3 Complexity 4 Complexity 5

Gap with Compliance -------------—- 3 Gap with Compliance -----—------—-—-3 Gap with Compliance -----------——- 3

Remarks Clustering of global / local operation  Major outage cannot represent
strategic importance alone. (gap
with target landscape)

Two separate interviews were conducted from business unit 3, one with an executive
enterprise architect that had also previously worked in the group IT and group Enterprise
Architecture team, and another one with application governance architect who is responsible
for data quality in enterprise architecture management tool. Hence, both interviewees were
able to give good assessment in different perspectives as they had good overview of their
business unit’s architectural debt indicators’ status in a broad view with the group’s position
and good overview of the application profile and data.

The assessments from the interviews correspond well to the results from the
quantitative assessment result. Both interviewees answered the missing value of resistance to
change should be 4. Overall, the explanations on data mention that the business unit being a
global line with long and complex history, there are lots of legacy systems that were created
before the group standards existed. These factors make business unit 3 score low on
resistance to change, complexity and gap with compliance. The interviewee 2, executive
enterprise architect, mentions the current score of resistance to change is 4, but they plan to

work on improving the score up to 2.
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The high number of interfaces in complexity at BU 3 are explained by interviewee 3
that it is due to supplier’s detailed reports automatically being included on the EA tool. With
improved data consistency throughout the enterprise, # of interfaces has the opportunity for a
different score. Moreover, interviewees made a remark on the model that clustering on global
and local operation will improve the interpretation of the results. Additionally, as strategic
importance is on the target application landscape aspect rather than the current significance of
applications to operate the business, major outage alone does not correctly represent the

indicator according to the interviewees.

Table 13. Qualitative Assessment Result BU 2

[BU 2] Quantitative Assessment [BU 2] Interview 4.
Result

Title of Head of IT Strategy and

Interviewee Governance in CIO Team

Assessment Resistance to Change ----—-—--—----—- x Resistance to Change --—--—-—-----—- 2

(1:excellent 5: Maintenance Effort —------------------- 3 Maintenance Effort ----------ee---ee-e- 3

poar) Strategic Importance ---------—--—----- 5 Strategic Importance --------—--—--- 1
Complexity 5 Complexity 2
Gap with Compliance ---------------—- 4  Gap with Compliance ----------—------ 3

Remarks \

Interviews with business unit 2 also had its difficulties in the interviewee not being
able to give the assessment score on the spot, due to his seniority. Therefore, the assessment
was sent later after internal discussions with the head of Enterprise Architecture team at the
business unit.

The resistance to change, the indicator that was not assessed at the quantitative
assessment, scored 2 from the interviewee. Overall, the scores were higher than the
quantitative assessment result or compared to other business units’ expert assessments. With
this tendency of overall generous score in consideration, indicators had corresponded quite
well except strategic importance. Strategic importance is only represented by major outage in

the quantitative assessment, and this is not sufficient as mentioned in the interviews with
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business unit 3. Therefore, the gap of the score of strategic importance is explained

accordingly.

5.2.4. Evaluation and refinement of model
The results from the case study give the indication to refine the quantification model.
From quantitative assessment, the ranking system was used to give the level/score and
measure the indicator performance. The 4th step of the quantification model “Rank data (1:
good — 3: bad)” can now be done without collecting all other business units’ data, but by the
performance measurement standard below. Standards are defined by collecting the data of all
business units during the case study and taking percentiles of 33 and 66 of the general data to

divide it in 3 levels. However, the standard should be revisited to ensure its validity.

Table 14. Data Metrics Performance Standard

Performance Standard

good medium bad
17 72 190 896

Data metrics

Number of Applications

good medium bad
13 40 63 738

Number of Interfaces

Number of Relationship per good medium bad
application 05 1,2 8,06

Incident Resolution Time bad medium good
0,85 0,93 1

e
S

bad medium good
0,46 0,65 0,75 1

Incident Response Time

bad medium good
0,5 0,7 0,8 1

Major Outage within SLA

bad medium good

Overall SLA Stability 0.9 0,995 0,999 1

ood i bad
Breaches ) medium a

good medium bad
0,1 0,22 0,61

Compliance
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Qualitative assessment results also suggest the possible refinements of the model.
There are characteristics of an application landscape like size, age, or global/local operation,
that impact the results of the rankings considerably. Clustering such characteristics and
calculating the indicator’s performance and architectural debt can enhance the interpretation
of the result.

Furthermore, the case study’s quantification does not sufficiently represent all aspects
of architectural debt, as not all data metrics were included in the assessment. Especially,
strategic importance indicator was not represented correctly as the missing data, business
value of applications, is very important. Another important metric, change request was not

available to access but is very important to represent indicator, resistance to change.
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5.3. Governance framework of architectural debt

In order to integrate management of architectural debt using the definitions and
quantification model built, governance framework that defines a standard to the process,
requirements, objectives and responsibility is essential. Especially at a large corporate like
Allianz, the governance framework enables the communication and implementation across
business units. This thesis suggests a governance framework that can be possibly modified
and implemented at a large enterprise, like the case study partner, Allianz Group.

The governance framework is developed based on the following sources: ISO 31000,
architectural debt management (Z. Li 2014), and information risk management framework at
Allianz Group.

Architectural debt is a type of information risk, which is defined as “any potential
event that could lead to a loss of competitive advantage, compliance and liability issues,
operational disruptions, reputational harm or financial losses” (Ji 2009). Governance
Framework defines the following: Objectives, Objects at Risk, Risk Ownership, Operational
Setup (Scoping, Identification, Assessment, Response, Monitoring & Reporting) and Roles
and Responsibilities.

Objectives

The objective of the Governance Framework of Architectural Debt Management is to
provide an integrated method, process, and the supporting tool throughout an enterprise. This
method ensures that architectural debt is consistently documented and managed across

business units.
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Objects at Risk

An object at risk is “any component used to store, transmit or process information,
and the organizational and operational set-up of Information Technology and Information
Security pertaining to the information domain and its components” (Ji 2009). The objects at
risk are distinguished between primary objects at risk creating a direct operational impact,
and secondary objects at risk, whose control environment is the basis for the control
environment of another object at risk. The architectural debt’s primary object at risk is
application landscape and secondary objects at risk are business applications in the
application landscape.

Risk Ownership

Ownership of information risk remains with the information risk owners at all times.

The risk owners for corresponding objects at risk are shown below.

Table 15. Object at Risk and Risk Owner

Information Risk Owner Object at Risk

Business Owner Application Landscape [Primary]

Business Owner Business Applications [Secondary]

Business applications and the landscape are based on the demands of the business
owners, and therefore the risk owner lies primarily with the business owners. Within general
capacity, the business units’ IT and IS functions also support the risk owners to
systematically identify, assess, monitor and steer architectural debt. Architectural debt
management also integrates the organizational setup of information risk management (further
demonstrated under roles and responsibilities). Under the general responsibility of the risk
owners, business units’ IT and IS functions are involved as 1st line of defense subject matter

experts, and business units’ risk function has the overview as 2nd line of defense.
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Operational Setup of Architectural Debt Management

The operational setup of architectural debt management encompasses five domains:
Scoping provides a prioritization of the objects at risk in line with the principle of
proportionality to ensure that objects with a high and very high level of inherent risk
are subjected to regular testing of controls. The risk owners assess the inherent risk
minimum once per year.

Identification provides a continuous process to identify architectural debt. The
indicators to identify architectural debt are: Gap with Compliance, Resistance to
Change, Maintenance Effort, Complexity, Strategic Importance. These indicators can

be calculated using multi-dimensional data model below.
Table 16. Multi-dimensional Data

Resistance to Maintenance Strategic Gap with

S Compliance

change Effort Importance

# of Applications in Availability:

Change Request IT Incidents Major Outage Landscape Stability, Breaches
Reassignments of Business Value of # of Interfaces / Compliance with Group
Budget, Run Cost incidents Business Application Dependencies Solutions

Architecture Exceptions
Project Duration Expected Lifetime Request

Problem Management

The data metrics are defined during the case study, and therefore are tailored at
Allianz and their data models and tools. Other enterprises can follow the multi-
dimensional data metrics defined and alter it to fit at their organization. At Allianz,
most of the data can be extracted from ADOIT (# of applications in landscape, # of
interfaces / dependencies, compliance, business value, expected lifetime) and
GLOREA (IT incidents, major outage, problem management, availability, change

request).
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3. Assessment provides the calculation of the identified architectural debt impact and
qualitative assessment of indicators by qualified assessors from business units’ IT
function. As suggested in the quantification model from chapter 5.2., identified
architectural debt indicators are ranked in 3 levels each according to the data metrics
performance standard (table 17), and this should be combined and calculated into one
architectural debt risk score (1: very low — 5: very high). Additionally, the qualified
assessors can judge and verify the landscape’s architectural debt by judging and
scoring each indicator given above (1: very low — 5: very high) and calculating the
architectural debt risk score. The table 18 illustrates the assessment step with

examples from case study.

Table 17. Indicator Performance Standard

Performance Standard

Data metrics

Number of Applications good medium bad
17 72 190 896
ood di bad
Numberofintertaces %
13 40 (=] 738
Number of Relationship per good medium bad
application [] [ 1,2 8,06
Incident Resolution Time sl Ll good
0,44 0,85 0,93 1
Incident Response Time pad medium good
0,46 0,65 0,75 1
Major Outage within SLA b AT B2
0,5 0,7 [X:] 1
bad di d
Overall SLA Stability medum 900
[X:] 0,995 0,999 1
ood i bad
: —
. good medium bad
Compliance 0 0.1 022 0,61
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Table 18. Architectural Debt Assessment

©Overall SLA Stability

Assessment Steps Rating Example

1. Collection of data and level per  (1: good, 3: bad) Bui _Buz BU3
. . Size of application big big big
metrics according to the K otimerraces 3 9 3
performance standard #Relation perapp 3 & 1
Incident Resolution Time 3 2 2
Incident Response Time 1 2 1
Major Outage within SLA 1 3 2
2 2 1
3 3 2
3 3 3

2. Combination of levels for each
indicator

3. Architectural debt risk score

4. Verify score by judging
indicators and calculating the
score in qualitative assessment

(1: good, 3: bad)

(1: very low, 5: very
high)
(1: very low, 5: very
high)

Breaches
Compliance:

BU 1 BU2 BU3
Com plexity 3 3
Maintenance 2 2
Strategic im portance 1 3
Gapwith Compliance 2,667 2,667
Average 2,1667 2,667

BU1 BU2 BU3
Overall Architectural Debt 3 5

Resistance to Change -------------
Maintenance Effort -----m-mm--mmmm-
Strategic Importance ---------------

Complexity

Gap with Compliance --------------
Architectural Debt Score

The assessment result should be documented and communicated containing the

following information in table 19 below. As mentioned in Related Work, 4.2.

Quantification methods, technical debt dashboard make technical debt and its

management more accessible for the responsible actors to resolve and maintain debt

(Rosser 2021). The architectural debt template should summarize and include object

at risk, responsible qualified assessor, architectural debt risk score from both

quantitative and qualitative assessments, and data privacy impact.
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Table 19. Architectural Debt Template

[Fiold  |Tpe _|Desorpton |

Object at risk Reference Primary objects at risk

Qualified Person Person, who assesses the risk

assessor

Quantitative Enum Rating of architectural debt risk score acc. to quantitative
Assessment assessment (1: very low — 5: very high)

Score

Qualitative Enum Rating of architectural debt risk score acc. to judgment of
Assessment qualified assessor (1: very low — 5: very high)

Score

Data privacy Bool Indicator showing whether a data privacy impactis
impact associated with risk or not (TRUE — FALSE)

Architectural debt is an information risk, including not only the information
technology aspects but also security, and quantification model includes the metrics of
security measures like availability, breaches, and stability. According to this data, data
privacy impact should be documented as a Boolean. Template for the architectural
debt template is attached in Appendix 9.3. Templates.

4. Response provides a decision how to react to the architectural debt under
consideration in line with the respective risk owner’s risk appetite. The risk owner
timely decides on how to respond to the architectural debt level by approving one of
the following options:

a. Highly migrate (replace) to a new application landscape as a forward
planning.
b. Mitigate the risk by implementing / improving controls for the object at risk.
c. Accept the risk to become part of the business unit’s risk profile.
Following the approval of the 3 options, the migration, mitigation or acceptance must
be documented like in the tables below. Templates that can be used are also provided

in Appendix 9.3. Templates.
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Table 20. Replace / High Migration Plan

Information risk reference Assessed Information Risk that is to be highly
migrated

Confirmation person Stakeholders that confirms the migration/replace
plan

Start date date Date at which the forward planning is started

End date date Date at which the forward planning is planned to be
finished

Progress enum Monthly confirmations for the progress of the plan

(on track — delayed)

Table 21. Risk Mitigation Plan

Risk Mitigation Plan

Information risk reference Assessed Information Risk that is to be mitigated

Confirmation person Stakeholders that confirms the mitigation plan

Start date date Date at which the mitigation actions are started

End date date Date at which the mitigation actions are planned to
be finished

Progress enum Monthly confirmations for the progress of the plan

(on track — delayed)

Table 22. Risk Acceptance Information

Risk Acceptance

Information risk reference Assessed Information Risk that is accepted

Confirmation person Stakeholders that confirms the risk acceptance

Expiration date date Date at which the risk acceptance is due to re-
validation

Monitoring & Reporting provides tracking of the implementation of the mitigation
actions and reporting to all relevant stakeholders. The re-validation of architectural
debt is triggered out of this domain. The risk owner ensures that the implementation
progress of actions decided from the response stage is monitored. Frequency of re-
validation of architectural debt is decided based on the architectural debt level.

a. Very high architectural debt (score 5) items are re-validated quarterly.
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b. High architectural debt (score 4) items are re-validated semi-annually.
c. Medium, low and very low architectural debt (score 1-3) items are re-validated
annually.
Business unit’s IT and IS function ensure that the risk owners are regularly made
aware of the status of their architectural debt. Risk owner ensures that architectural

debt level and its monitor plan are reported quarterly to the group IT and IS function.

Roles and Responsibilities

Relevant stakeholders and their responsibilities for successful architectural debt
management across the enterprise are defined. The below figure illustrates and models
overall stakeholders and their relationships. It has been benchmarked from Allianz and their

organizational setup but can be modified for other enterprises.

Figure 10. Organizational Setup

Group Level Business Unit Level
Board of management
Information risk
GI'OUP IT Function GTOUP IS Function |Haias. Implementation setup

A.D.M. Framework
Control Objectives

BU IT Function BU IS Function

. Qualified Assessor Qualified Assessor
- ontrol ssurance
Global IT Service Owner

Assessment of risk

Business Function
Business Owner

Group IT and IS function have the overall responsibility for architectural debt

Group Level

management. Responsibilities in particular are to: define and maintain the architectural debt

management framework and tool support, monitor the implementation of framework in

63



5. Result

business units, ensure appropriate and adjusted reporting of architectural debt combined with
information risk to internal and external stakeholders.

Global IT service owner is responsible for assessing the inherent risk associated to
their mandatory shared IT service and ensuring mitigations to achieve an acceptable level of
residual risk.

Business Unit Level

Board of management is responsible for implementation of a sound organizational
and operational setup and procedures to ensure compliance to the governance framework.
They should also ensure that qualified assessors are designated within the business units’ IT
and IS functions.

Designated qualified assessors are staff members from the relevant business unit IT or
IS function who possess a level of technical knowledge, seniority and experience that enables
them to contribute towards the assessment of the information risks within their areas of
responsibility.

Business owners are the risk owners of architectural debt, whom every business
application shall have. They must assess the risk associated to their business applications and

ensure mitigations to achieve acceptable level of residual risk.
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6. Conclusion & Outlook

This chapter summarizes the main findings in the research in the first subchapter 6.1.
Limitations of the work is presented in 6.2. Limitation and the possible future work to be

done on the topic is suggested in 6.3. Outlook.
6.1. Summary and Conclusion

The thesis has the goal to provide guidance for large enterprise on measuring,
reducing and governing architectural debt and provide transparency to architectural debt
management. The first two research questions build the backbone to this goal by concretely
developing the essential tool for the governance of architectural debt, the third research
question.

By doing literature review, the definitions of architectural debt in previous research
are found. Architectural debt is defined as the gap between the desired target application
landscape and the current as-is state of the application landscape due to intentional or
unintentional software architectural decisions. This thesis aims to build a more concrete
definition by exploring its indicators. Through interviews and surveys with experts, the
characteristics that indicate architectural debt are identified as: gap with compliance,
resistance to change, maintenance effort, complexity, and strategic importance.

The indicators and definition of architectural debt give the foundation to build a way
to identify and quantify architectural debt on an application landscape. The quantification
model is first developed with the steps of: define indicators, build multi-dimensional data
metrics, collect data, rank data, and combine and calculate architectural debt. The

quantification model developed is applied in a case study with an industrial partner, Allianz
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Group. Both quantitative and qualitative analysis are conducted to compare the results and
verify the model built.

14 data metrics that can represent indicators are identified in a multi-dimensional data
metrics. Due to limited time frame and access, 7 KPIs and its data are chosen to be extracted
for analysis in the case study. Quantitative assessment is conducted with 55 business units of
Allianz and the quantification process of 3 chosen business units through model developed is
demonstrated in chapter 5.2.

The interviews with experts from enterprise architecture of the 3 chosen business
units are conducted to qualitatively assess architectural debt to verify the first assessment
result. The results were shown convincing that the quantification model depicts the reality of
architectural debt and the indicators value at application landscapes. Explanation of data and
quantification result by the experts also suggests further analysis possibilities and refinement
of the model such as clustering due to size and scope of business. At refinement stage, the
performance measurement standard is defined, which allows scoring data metrics directly
without ranking the data with other samples.

To sum up the work and provide transparency of architectural debt management, a
governance framework is developed, which standardizes the process, objectives, and
responsibilities of architectural debt management. As architectural debt is an information
risk, the framework is based on the information risk management at a large corporate like
Allianz Group. The governance framework defines objectives, objects at risk, risk ownership,
operational setup, and roles and responsibilities. Objects at risks are application landscape
and business applications in it, and business owners hold the general responsibility of

architectural debt and its management. At operational setup, 5 domains to scope, identify,
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assess, respond, and monitor and report are presented. The details of governance framework

are found in chapter 5.3.

6.2.

Limitation

This thesis contains the following limitations mainly due to lack of time and access

for data and tools during the case study:

Although initial goal of the thesis was to build an automated quantification system of
architectural debt, data at this point must be extracted manually due to limited data
access and multiple data sources present. Furthermore, during the case study, not all
data metrics could be collected and quantified for the same reason. As a solution to
this, experts of the chosen application landscapes are interviewed to qualitatively
assess architectural debt in addition.

The approach of quantification is based on the negative impact of architectural debt,
rather than the cause of it. Incidents and change requests, the initial 2 data metrics
chosen to calculate architectural debt, have great chance to be influenced by multiple
factors other than architectural debt. This extends to other indicators and KPIs defined
in quantification metrics. As a solution for the problem, the multi-dimensional metrics
were created based on expert opinion and data available. The KPI metrics can and
should be verified and refined continuously as there is a tremendous amount of data
and tools available at an enterprise.

Despite the ranking system to quantify, the samples in the case study did not have the
same data quality. Although business units with too few applications were filtered out,
smaller business units had better KPI ranking results due to missing data or external

operation and data maintenance. Furthermore, the standards of data completeness
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6.3.

defer from business units and data is maintained by them. These may lead to biased
results.

Filtering in KPIs’ data was not possible for certain tools due to limited access. For
example, incidents in the case study are caused by both application and infrastructure
layers, but with the given access, it was not possible to filter the incident data caused
by infrastructure layer out.

Although the verification of quantification model by conducting the qualitative
assessment adds value and is vital for answering the research questions, there are
limitations. The interviewed experts are from enterprise architecture teams of each
business units, and therefore had different expertise and seniority level and knowledge

on other application landscapes which may include bias in their assessment.

Outlook

This thesis demonstrates a promising framework for architectural debt identification,

measurement, and management. As mentioned in previous chapter 6.2. limitation, limitations

can be improved in future research using this work as foundation.

Automated quantification of architectural debt can be realized if data from multiple
tools is transferred automatically. This allows increased transparency and less manual
work to collect, rank and calculate the architectural debt.

Metrics chosen for the indicators are exemplary and can be expanded in the future
work. The metrics chosen are based on expert opinions to conduct the case study and
therefore can be challenged and improved to further develop and improve the metrics

set.
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e Due to different characteristics of samples like global vs. local operation, and age or
size of the samples, clustering of the results can be further analyzed to gain a more
comprehensive result.

e As mentioned in related work, 4.2. quantification of architectural debt should
comprise visible debt item found, time required to fix and cost for fixing the problem.
On this thesis, the item and its consequences are put into consideration while
quantifying architectural debt. In the future research, time, and cost for identified
problems should be further analyzed. Time to fix architectural debt can include the
time to analyze the items, determine a strategy of refactoring, evaluate potential side-
effects, and implement refactoring.

e Especially, the translation of architectural debt in monetary value has significant
value. Like demonstrated in results of the survey, cost of architectural debt and impact
on business are communicated and informed the most to business about architectural
debt. After estimation, financial approaches like net present value, cost/benefit, lost
value to customer, required burden rate for workers to refactoring can be used to

measure and determine the cost and interest of items.
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9.1. Survey

The following presents the expert survey and its questionnaires.

Architectural debt is a term used to explain the gap between the desired target application
landscape and the current as-is state of the application landscape. They are particularly
interested in the architectural debt of the whole application landscape, instead of a single
system/application. With this background in mind, we would appreciate your input on the

following questions:

QUESTION: What is your organization's maturity in identifying, quantifying, tracking, and
governing architectural debt of the application landscape?
___ Not applicable: We do not identify nor manage our architectural debt for the
application landscape.
__ Level 1 — Initial: Practices are emerging, informal, and/or undocumented.
__ Level 2— Managed: Practices are planned and tracked.
__ Level 3— Defined: Processes are well-defined and standardized.
_ Level 4 — Quantitatively managed: Practices are controlled through
quantitative objectives.

Level 5— Optimizing: Focus is on continuous improvement.

- If you selected "Not applicable” above, you have completed the survey.
- If you selected levels 1-5, what is your rationale for the maturity level you have

selected? Then, please complete the remainder of the survey.

1. Identification and quantification of architectural debt:
a. Which of the following components are included in how your organization defines
architectural debt? Please select all that apply.
____ Complexity of application landscape
____ Resistance to change

High maintenance effort
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__ Gap with compliance
__ Age of applications
___ Data maintenance
______ Other (Please describe)

b. What metrics do you use to measure or quantify your architectural debt? Please select
all that apply.
__Number of change requests
______ Project duration
___ Change budget
______ITincidents
____ Runcost
__ Expected lifetime of business applications
______Investment needs
____ Strategic importance of business applications
___ Degree of standardization
____ Complexity of the application landscape (i.e., # of interfaces)
_____ Other (please describe)

c. Have you identified any specific root causes for your architectural debt? If yes, what

causes have you identified?

2. Who is responsible for quantifying and tracking the architectural debt at your organization?
Please select all that apply.

_____Enterprise architects

____Business architects

__IT architects

Other (please describe)

3. Reducing architectural debt:
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Have you established a strategy to reduce your organization's architectural debt? If
yes, what are its key characteristics, components, and/or success criteria? Please
describe briefly.
How do you fund your efforts to reduce architectural debt?

a. ___ We have a specific budget for refactoring.

b. _ Efforts to reduce architectural debt are funded as part of another

budget. If selected, which one(s)?

C. ____ Other (please describe)

Do you have dedicated projects or measures to reduce architectural debt? If so, please

describe.

4. Architectural debt management:

a.

What do you believe are the top barriers or challenges to architectural debt
management?
What do you believe are the top benefits of a systematic approach to architectural debt

management?

5. Communicating with the business about architectural debt:

a.

What information about architectural debt do you communicate with the business

(e.g., amount, impact of architectural debt on the business, etc.)?

b. What venues, modes of communication, and/or formats do you use to communicate

with the business about architectural debt (e.g., board presentations, strategic

dialogues, supervisory board meetings, architecture committees, etc.)?

6. Third-party providers and consultants:

a. Have you worked with any third-party providers or consultants to analyze and address

b.

your organization's architectural debt?
Yes
No

If yes, which suppliers have you used, and what is your level of satisfaction?
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7. Would you or someone from your organization be willing to speak further about your
response? If yes, please provide the following information:

Your name:

Your title:

Your contact information:
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9.2. Interview Guide

There are 2 interview phases during the thesis: one in the beginning of the thesis to
investigate and broaden knowledge on the topic and insights on the research and its
methodology, the other to verify the quantification model during the case study. During the
interview, the below presented interview guide was used along the aid of presentation slides
with illustrations and explanations.

The following presents the questions used during the first semi-structured
interviews.

e Interviewer: Min Jeong Yu
e Interviewee title:
e Date and time:

e Duration: 1 hour

Goal: Broaden information with theoretical bases with expert knowledge and insights

in the industry. Investigate the status quo of architectural debt management.

Introduction: The master thesis has the goal to provide guidance on how to measure,
reduce and govern architectural debt on enterprise level. By clearly defining the architectural
debt, building a quantification model and developing a governance framework, we aim to

achieve the transparency in architectural debt management.
Questions:

e How do you define the architectural debt and how is it used in the industry?

e What are the indicators that can be used to generate architectural debt in value?
e What are the barriers/challenges to architectural debt management?

e What are the benefits to a successful architectural debt management?

e Specific exploration according to the interviewee’s expertise.

e May | contact you again for additional questions or feedback?
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The following presents the questions used during the second semi-structured
interviews during the case study (qualitative assessment).

e Interviewer: Min Jeong Yu
e Interviewee title and business unit:
e Date and time:

e Duration: 30 minutes

Goal: With the first result of the quantitative assessment, architectural debt is once
again quantified using expert opinions on indicators chosen. The assessment result is
compared and discussed to gain a comprehensive result and feedback for the quantification

model.

Introduction: The master thesis has the goal to provide guidance on how to measure,
reduce and govern architectural debt on enterprise level. By clearly defining the architectural
debt, building a quantification model and developing a governance framework, we aim to

achieve the transparency in architectural debt management.

Quantification model description: Quantification model is developed to provide
guidance and steps to select data and calculate architectural debt. The indicators and data
metrics selected in the case study to calculate architectural debt are: number of applications,
number of interfaces, number of relationship per application, incident resolution time,
incident response time, major outage within SLA, overall SLA stability, breaches, and

compliance.

Assessment: Assess your business unit’s architectural debt in the application
landscape for each indicator: Resistance to change, Maintenance effort, Strategic importance,
Complexity, and Gap with compliance. The levels are shown below.

Level 1: Optimized
Level 2: Good
Level 3: Fair

Level 4: Poor

Level 5: Non-existent
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Discussion on the quantification result: Your business unit has scored X in the case

study with indicator y1 and y2 scoring especially low. (example)

e Could you agree with the result? Why / why not?

e s there any feedback on the quantification model, indicators and data metrics
chosen?

e What are the limitations in this quantification model and the data management at

Allianz?
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9.3. Templates _Governance Framework

The information that must be documented and communicated from the governance
framework is provided as a blank / template below.

Architectural Debt Template

Field _____Type |

Object at risk Reference
Qualified assessor Person

Quantitative Enum

Assessment Score (1: very low — 5: very high)
Qualitative Enum

Assessment Score (1: very low — 5: very high)
Data privacy Bool

impact

Replace / High Migration Plan

Risk MigrationPlan [Type |

Information risk reference
Confirmation person
Start date date

End date date
Progress Enum

(on track — delayed)

Risk Mitigation Plan

Risk MitigationPlan [Type

Information risk reference
Confirmation person
Start date date

End date date
Progress Enum

(on track — delayed)
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Risk Acceptance Information

RiskAcceptance _[Type |

Information risk reference
Confirmation person
Expiration date date
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