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Abstract

The advancements in modern technologies have led to the creation of large amounts of
data on an unprecedented level. This has resulted in challenges of different scales for
most industries. The evolution of business models to make the most from such large
data sets is one of them.

Automotive Industry, like most other industries, is also faced with similar challenges
and opportunities. Modern automobiles consist of a network of sensors that gather a
multitude of data. One of the biggest side effects of adapting business models from the
perspective of the Automotive Industry is the concern regarding privacy and security.
Data is continually gathered at a very granular level from users, and in many cases, the
nature of the data is highly sensitive. Therefore, there is a need to ensure the privacy of
users from whom the data is gathered, and data anonymization is one such way.

The primary focus of this thesis was the implementation of an approach to achieve
data anonymization in the context of big data for the Automotive Industry. Prior
to the implementation, an analysis of anonymization techniques such as Mondrian,
Incognito, and Datafly was conducted. Discussions with research partners were held to
understand the use case and requirements. The knowledge gained from the literature
research combined with the list of requirements gathered from the discussions set the
basis for the implementation. The initial period of the implementation phase involved
the generation of multiple data sets based on the snapshot of a car data set from a
European OEM (Original Equipment Manufacturer). To anonymize the large data sets
in an efficient manner, data partitioning became a prerequisite that was met through the
use of Apache Spark. Following this, each partitioned data set was then anonymized
using ARX APIL To maximize throughput, anonymization of the data chunks was
executed asynchronously using Java Executor Service. The final step involved merging
the anonymized data sets into a single one which could then be used for different
business requirements.

Lastly, the distributed approach to data anonymization through partitioning was
validated by benchmarking the prototype against data sets containing up to 15 million
records. The performance of the prototype was observed to have improved through the
distributed approach, wherein the results were generated in less time compared to the
centralized approach.
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1 Introduction

1.1 Motivation

The advancement in technology has opened a wide window of opportunities to develop
unique business ideas. However, this also presents different challenges. One such
challenge is the generation of a large amount of data requiring powerful analytics in
order to efficiently utilize the resultant data to evolve existing business models. As
Stan Lee says, "with great power, there must also come great responsibility," and along
these lines, industries that own such big data have a huge responsibility to ensure the
privacy and security of their consumers. To achieve this, there is an increasing demand
and focus on privacy-preserving techniques to enable industries to make the most of
such big data while also ensuring user anonymity.

There are various privacy-enhancing methodologies available for preserving the sen-
sitivity of the information. Data de-identification is one such methodology involving
the separation of personally identifiable data to protect the underlying entity from
detection. Common strategies to achieve this range from masking and generalization of
sensitive information, removal of outliers, data swapping and truncation, the addition
of noise, among many others.

There are numerous theoretical solutions for applying de-identification techniques
available in the form of concepts proposed in research papers [1]. In the context
of software engineering, a sound, proven approach of any of the de-identification
techniques which cater to the textual, numerical, and geographical form of data that
could potentially work in the big data context is largely missing. This gap in the
knowledge base can lead to re-identification attacks [2]. Netflix and AOL are the two
examples of companies that released personal data intended to be anonymous but were
prone to re-identification of individual users [3]. With the shortage of de-identification
experts in the current market, the potential for a third party to re-identify individual
data sources from generalized connected data indicates the need for increased privacy
protection and safeguard the database containing such information. Moreover, the third
parties cannot be generally assumed to be trustworthy, and the transfer of the data to
the third parties poses a further risk. As a repercussion, there needs to be a substantial
trade-off between individuals” data privacy and data utility [4].
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From this perspective, we propose a proof-of-concept for de-identification that could
potentially act as a solution in the context of big data for the automotive industry. The
aim is to ensure that businesses which make use of the data generated from automobile
users for their products and services are compliant with users’ privacy requirements.

1.2 Problem Statement

In the current automotive sector, cars generate data about how they are used, where
they are, and who is behind the wheel. With the greater proliferation of shared mobility,
progress in connectivity within the vehicle itself has resulted in the amount of data from
these vehicles growing exponentially [5]. According to a recent survey, these connected
cars generate up to 25GB of data per hour [6]. Such collected data include driver and
passenger data, driving behavior, bio-metric, health, location, and communication data.
Analytical functions can be performed on such collected behavioral car data sets to
provide an improved, personalized driving experience and also to achieve general
product improvements as well. However, in contrast, this data can potentially reveal
information about the car location or the passengers, and intern can allow remote
manipulation of core car functions which can have hazardous outcomes [7].

Hence, we propose the use of k-anonymity [8] as the de-identification method for
transforming the data sets with the objective of reducing the extent to which information
can be associated with individual data principles. This allows data to be used without
the possibility of sensitive data being identified. It also provides minimal to no
information loss such that analytical functions performed on the data set return valid
outcomes.

We will be exploring the existing techniques available for k-anonymity. Alongside,
in a big data context, we propose to develop a distributed approach for k-anonymity
implementation for the use case of the Automotive industry.

1.3 Research Questions

To achieve the objectives and address these problems, we aim to answer the research
questions stated in this section. On a high level, the goal of the thesis is to implement
k-anonymity in the context of big data for the use case of the Automotive industry.

RQ1: What are the properties of current k-anonymity implementations/algorithms?
As part of this research question, we aim to analyze the existing implementations of
k-anonymity. Alongside, we identify the pros and cons of using these implementations
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and list their properties like the technique used, complexity, and the scenario for
choosing any of the algorithms.

RQ2: What are the requirements for k-anonymity implementations in big data con-
text? This research question aims to identify the additional infrastructure and strategy
to be used for extending the implementation of k-anonymity chosen as part of the
research question in the context of big data. Here we explore technologies (like Apache
Spark) available to handle big data and explore more on techniques like data partition-
ing. We also conduct discussions with research partners to understand the use case
and their requirements.

RQ3: How can a k-anonymity implementation in the context of big data look like?
As part of this research question, we will design the system architecture for the imple-
mentation of k-anonymity for big data set the context, proceed with the implementation
and test the prototype developed with the evaluation metrics designed.

1.4 Thesis Outline

This section provides an overview of the thesis structure through its chapters to provide
an easier and more structured understanding for the reader.

Chapter 1: Introduction provides motivation, introduces the problem statement and
the goal of the thesis. Alongside, we can define and explain the research questions,
their objectives as well the outcome expected from each one of the research questions.

Chapter 2: Research approach states the approach that is used as part of this thesis.
The research framework chosen as a basis explains the journey from requirement
gathering to evaluation, primarily focusing on the four pillars of the thesis: literature
research, design, implementation, and evaluation.

Chapter 3: Theoretical foundations introduces the basis of de-identification methods.
We then further explore the concept of k-anonymity specifically. Finally, we realize the
need to accommodate big data abstraction into privacy concerns of metadata.

Chapter 4: Related Work introduces related literature which focuses on similar topics
and objectives aimed to be achieved as part of this thesis.

Chapter 5: Literature research explores the existing techniques of applying k-anonymity
and their implementations. As a result, we aim to list down the properties of all the
algorithms available for applying k-anonymity and provide a comparison. Further-
more, we explore the ARX tool and its pros and cons. Lastly, we explore the big data
architecture in the current market.
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Chapter 6: Use case of Automotive industry describes the general use case with
respect to privacy in the Automotive industry. We identify the privacy threats. Moreover,
we specifically investigate the two use cases which we are going to realize as part of
the thesis. Finally, we perform a threat analysis of the use case.

Chapter 7: Designed Preparation phase inspects the attributes of data sets in the
automotive industry. We also explore the concept of synthetic data sets and their
properties. Finally, we enlist the requirement for the car data set. Here we define the
scripts and strategy used in creating the car data set.

Chapter 8: Designed Implementation explains the system architecture designed for
the use case of car tracing data. Alongside, data partitioning performed by Spark is
expounded in detail. Lastly, we describe the data anonymization strategy adopted
using ARX.

Chapter 9: Designed Evaluation phase captures the results of applying data anonymiza-
tion techniques against various parameters and illustrates the performance analysis of
the prototype.

Chapter 10: Conclusion and Future work summarizes the work done during research
through answers to research questions. We also address the limitations that were faced
and lastly proposed future work.
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This section gives a brief overview of the research approach opted as part of the thesis
to answer the proposed research questions. The design science research(DSR) approach
proposed by Hevner et al. [9] and Peffer et al. [10] is used to define the research
framework adopted. The DSR proposes the use of a learning model by building
artifacts along the design process. The three primary cycles presented in the design
research framework [9] is utilized. First, the theoretical foundation explaining the
preliminary research conducted to familiarize with the key concepts and the extensive
literature research sets the foundation for a research rigor. In this step, discussions
with the companies and research partners are done to define the problem statement
and its relevance. By combining the knowledge base thus acquired along with the list
of requirements elicited, design and implementation of the prototype are done, and
finally, the performance of the prototype is evaluated. Figure 2.1 provides an overview
of the research approach using DSR.

2.1 Literature Research

Chapter 3, 4 and 5 explain the extensive literature review done to get an outline of the
knowledge base relevant to the thesis. The below databases were used to perform the
literature review:

¢ IEEE Xplore Digital Library.
¢ ACM Digital Library.
¢ SpringerLink.

The main topics covered as part of the literature review include setting up the theoretical
foundation for anonymization, exploring the existing techniques for k-anonymity, and
finally stating the related research work available. The knowledge base thus formed is
utilized in the design and implementation in accordance with the DSR approach. The
outcome of this part is the guideline for the usage of existing k-anonymity techniques
as presented in Chapter 5 thus answering the RQ1.
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2.2 Discussions with Research Partners

Chapter 6 presents the outcome of the discussions with the research partners. Meet-
ing with two companies - a European OEM(Original Equipment Manufacturer) and
European electronic manufacturing companies were held to understand the use case
as described in Chapter 6. Further discussions were held to get a better overview of
the target system architecture and the potential technology stack which could be used
for the prototype. The resulting artifact generated is the list of requirements that were
iterated through multiple meetings to perfect the relevance of the needs of the research
partner and, in turn, answering RQ2.

2.3 Design and Implementation

The knowledge gained from the literature research combined with the list of require-
ments gathered from the discussions set the basis for the design and implementation
phase as explained in Chapters 7 and 8. This part of the work is divided into the
Preparation, Design, Implementation phase. In the preparation phase, the properties of
the data set in the automotive industry are explored. This is followed by studying the
properties of the synthetic data set and finally designing a system to create synthetic
data set relevant for the use case chosen. The next phase involves designing the system
architecture to perform k-anonymity to the data set created in the preparation phase.
The final phase involves the implementation of the prototype in accordance with the
system architecture designed. The artifacts thus generated as an outcome are the
software architecture diagram and the prototype developed. Hereby, RQ3, which asks
for proof-of-concept of the implementation, is answered.

2.4 Evaluation

Chapter 9 explains the experiments conducted in order to evaluate the prototype. An
assessment of the prototype is done by performing experiments against varied input
parameters. The data set containing up to records to 15 million records are considered
for the performance analysis. The results thus gained are evaluated. Any indication of
minor improvement possibility on the prototype is performed using the "Access-Refine’
approach as defined in the DSR framework [9]. Further refinements which could be
performed on the prototype are also described in Chapter 10.
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3 Theoretical Foundation

This chapter provides the theoretical foundations of the topics covered in the research
and aims to give a basic understanding of specific terminologies. The most important
definitions in the areas of de-identification, privacy models, and big data context that
are relevant for later references are covered.

3.1 De-identification

De-identification is a strategy incorporated to prevent the personal identity of an entity
from being exposed. A common example to understand this would be the use case
of clinical trials wherein the data produced during the human interaction research
needs to be de-identified to protect the privacy of the participating entities [11]. With
digitization, there are many possible sources of data in the world. Hence, the main
goal of the de-identification technique is to ultimately anonymize data such that one
cannot figure out a point where in some identified data set and the de-identified data
align, which would result in re-identification of the data set [7].

3.2 De-identification Laws

The most appropriate definition of any de-identification law is the scope of the infor-
mation that is considered to be covered by that law. There should be a clear bifurcation
between what can be considered personal and non-personal data. This clear separation
is important to understand the brackets of data that can be captured without risking
any entity’s privacy [12]. De-identification is the process adopted to prevent an entity’s
identity from being connected with other related information extracted from the source
data. However, there is no legitimate standard for the de-identification of data from all
domains. There have been numerous instances wherein the claimed to be anonymous
data was easily re-identified [12].

* New York City officials [13], accidentally revealed the whereabouts of individual
taxi drivers by releasing poorly de-identified data to the public. However, only a
handful of random location data points [14] could be uniquely identifiable 95%
of the time. The geo-location data has always proven to be difficult to de-identify.
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* Medical records have also proven to be difficult to de-identify. In 2016, the
Australian government released an anonymized data set of medical billing records,
including prescriptions and surgeries. Additional data sets were cross-referenced
to re-identify [15] entities.

Hence, there is a need for bonafide standard de-identification laws. In the next
subsection, we will have a look at the Health Insurance Portability and Accountability
Act (HIPAA), as it is a very practical and often cited regulation from the US and Bill 64
unanimously approved by the Quebec National Assembly.

3.2.1 HIPAA Privacy Rule

The HIPAA Privacy Rule gives a provision for utilizing health data and providing
vital statistics on the data in a responsible manner without the need of acquiring
the patients” consent. This is made possible with the help of two primary HIPAA
de-identification standards — Safe Harbor and the Expert Determination Method. The
mechanism followed by Safe Harbor aims to remove specific patient identifiers like
name and phone number. The second standard - Expert Determination Method takes
advantage of the universally accepted statistical and scientific principles to make the
information not identifiable individually [1].

Safe Harbor

The safe harbor [16] method uses a list approach for de-identification and has two
requirements:

1. The removal or generalization of 18 elements from the data [16].

2. The external providers with whom the data is shared do not have the complete
knowledge of the information individually or in combination, which could po-
tentially map back to an individual. Safe Harbor dictates the exact rules against
which de-identification can be performed. While using this approach, for example,
the rule for transforming dates is that all dates need to be generalized to year.
Similarly, all the zip codes need to be masked to three-digit numbers. [16]. This
strategy is used irrespective of the use case.

Expert Determination

Expert Determination [17] attempts to determine the probability of an individual’s
identity being revealed from their personal health information catalog by conducting ex-
tensive research on current trends and best-practices of performing the de-identification
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process on such data. As a result of this approach, a detailed view and practical
experience in topics related to scientific and statistical paradigms are required as a
pre-requisite for an individual to perform this task. The results of this process are as
follows:

1. The final risk of an individual’s identity being revealed from the final information
alone, or when combined with other available information by the recipient of the
information must be low [16].

2. A documentation of the methods and results of the analysis that justify such a
determination chosen must be made available [17].

3.2.2 Bill 64

The Quebec National Assembly on June 12, 2020, approved unanimously Bill 64. Bill 64
is an Act to modernize legislative provisions such that personal information is protected
under all circumstances. If enacted, this bill increases the protection of data collected by
public sectors and any business in the province of Quebec [18]. The primary motivation
behind Bill 64 is to introduce personal information protection law, which states that
predefined and approved technologies will be allowed to transform the personal data
sets with the intention of reducing the risk of any individual being identified [19]. Bill
64 introduces de-identification as a primary method to reduce the "identifiable" character
of personal information:

"de-identification," which is any method that ensures that personal information "no longer
allows the person concerned to be directly identified" [19];

3.3 Definitions related to Data

Throughout this thesis, various terms related to data are used. This subsection aims to
provide appropriate definitions. The Table 3.1 representing data set example will be
taken as an example to provide the definitions.

¢ Data set / data table: "[...] a collection of records, where each record is comprised
of a set of attributes." [20]. The table above represents data table.

e Attribute: "Each column is called an attribute and denotes a field or semantic
category of information that is a set of possible values [...]." [21] In the table, A, B
and C are the attributes.

10
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A B C

Al Bl C1
A2 B2 C2
A3 B3 C3

Table 3.1: An example data set.

e Attribute value: Each cell of a table is referred to as an attribute value. In the
table, A1-A3, B1-B3 and C1-C3 are attribute values.

* Record: "Each record is related to one data subject and is composed of a set of
values]...] for each attribute [...]." [22] In the above table, Al, Bl and C1 represent
a record.

* Numerical data: a value expressed by a number.
¢ Non-numerical data: a value expressed by characters rather than numbers.

¢ Categorical data: non-numerical data can take a limited number of values (cate-
gories).

3.4 De-identification Techniques

In this section we will have a look at the two primary identifiers and explore two
commonly used strategies of de-identification.

Personal Identifiers (PID) [23] are a subset of personally identifiable information (PII)
data elements, which can uniquely identify an entity and thus expose the entities
identity without their knowledge or consent. [24]

car_id car_model mileage fuel_percentage

85a0e584-12f1-47e0-8a5b-08e19c235a12 5 Series 62240 60
85a0e584-12f1-47e0-8a5b-08e19c235a12 4 Series 12020 95

Table 3.2: An example car data set with PID.

In the Table 3.2 car_id is Primary Identifier as the car_id uniquely identifies each car
in the car data set table.

11
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Quasi Identifiers (QID) [25] are pieces of information that are not of themselves unique
identifiers, but are sufficiently well correlated with an entity that they can be combined
with other quasi-identifiers to create a unique identifier. [26]

car_model charging status mileage fuel timestamp lat long

4 Series CHARGING_ACTIVE 6000 90.0 024(?;2:_;)62._01 (;l g 32461 55700
5 Series CHARGING_INACTIVE 16345 80.0 0260;2-5())62-01(;1 9 3.2501 5.5743
4 Series CHARGING_ACTIVE 26354  40.0 028(22:262“01:9 3.2511 5.5763
5 Series CHARGING_INACTIVE 12908 30.0 029051)2-;)62-01;9 3.2529 5.5772
4 Series CHARGING_INACTIVE 7897 50.0 1200(1)593_;)62_01(;1 9 5.2450 11.5712

Table 3.3: An example car data set with QIDs.

In the Table 3.3, charging_status, fuel, timestamp, lat and long are the quasi-
identifiers. The combination of these attributes will reveal the identity aspect of
the car. For example, from the first record in the table, we can see that a car is getting
charged with a fuel percentage of 70% and the remaining charging time as 20 minutes.
From this data, we can conclude that a 5 series BMW car can be found in the GPS lati-
tude and longitude mentioned, thus revealing the identity of the car. Most customary
strategies used for de-identification are concealing the personal identifiers and gener-
alizing quasi-identifiers [27]. Pseudonymization is the commonly used technique for
masking. One of the main techniques adopted for the generalization of quasi-identifiers
is k-anonymity. In the following subsection, we will get a general overview of both of
these techniques.

3.4.1 Pseudonymization

Pseudonymization [28] is a technique of replacing primary identifiers with pseudonyms
to hide the identity of an entity. This is achieved by either deleting or masking the
personal identifiers to make the entity unidentifiable. Let us take the example of a car
maintenance workshop company that wants to analyze the fuel consumption of cars
and find a pattern over the car types to decide which cars fuel efficiency reduces over
the usage time. In the Table 3.4, the car_id is a personal identifier which uniquely

12



3 Theoretical Foundation

identifies each of the car. The analysts at the car maintenance need not know the details
of this sensitive data to perform their analysis and potentially expose the provider
which unnecessary risks and compliance by sharing this information.

Table 3.5 depicts an example of the same data set that has been de-identified using
pseudo anonymization. The attribute values of the field car_id have been pseudonymized
to a string of 5 masking characters so that the original values are no longer visible. This
will allow the analysts to find the pattern of fuel efficiency, which is how fast the car
runs out of charge as the mileage (implies more usage) increases.

Based on the scenario outlined above, we can see how personally identifiable infor-
mation within the customer data set has been de-identified through a process of
pseudonymization.

3.4.2 K-Anonymization

K-anonymization defines attributes that indirectly point to the individuals” identity
as quasi-identifiers (QIDs) and deal with data by making at least k individuals have
the same combination of QID values [29]. QI values are handled following specific
standards. The next section gives a brief overview of K-anonymity and the methods
used in K-anonymity.

3.5 K-Anonymity

The concept of K-anonymity as a privacy model was developed by P. Samarati in her
paper [30]. For K-anonymity to be achieved in a data set, there need to be at least
k-records that share the set of attributes that might reveal the identity of the entity
whose properties are represented in the data set [31]. In other words, a data set is said
to be k-anonymous if every combination of values of the quasi-identifiers in the data
set appears at least in k different records. For example, the data set in the Table 3.6 is
2-anonymous.

In the above example the charging_status, fuel, timestamp and the lat and long are
the quasi-identifiers as explained in the section on quasi-identifiers. Every combination
of the values for these attributes appears at least 2 times in the resultant data set. Thus,
the resultant data set is said to be 2-anonymous. The main intuition behind making
any data set k-anonymous is that with an adequate value of k, the re-identification
attack would not be possible. Even if a secondary data set is used to figure out the
identity of the entity, it would be impossible to do so. Since each combination of these
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car_model charging_status mileage fuel timestamp lat long

. . [3.245- [5.570-
4 Series CHARGING_* 6000 very full morning 3250] 5575]
5 Series CHARGING_* 16345 very full morning [332254 (?]- [55557750]-
4 Series CHARGING_x* 26354 normal  morning [5225561]_ [55558716]_
5 Series CHARGING_* 12908 normal  morning [3.251-[5.576-

3.256] 5.581]

Table 3.6: An example 2-anonymous data set.

records is linked with at least k different identical records, the re-identification will fail.
In the next section, we will have a look at how the data set is anonymized to render a
2-anonymous data set.

3.6 Methods of K-Anonymization

The two main strategies used to transform the data set to a k-anonymous data set
are generalization and suppression. The next two subsections will describe these two
methods in detail.

3.6.1 Generalization

Generalization [31] is the technique of reducing the precision of value of quasi-identifiers
such that the records are modified to records which share same values. Consider the
records in the Table 3.7

car_model charging _method mileage fuel_percentage

4 Series CHARGING_ACTIVE 6000 90.0
5 Series CHARGING_INACTIVE 16345 80.0
4 Series CHARGING_ACTIVE 26354 40.0
5 Series CHARGING_INACTIVE 12908 30.0
4 Series CHARGING_INACTIVE 7897 10.0

Table 3.7: An example car data set for methods of k-anonymization.
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The attribute values of fuel_percentage can be mapped to numerical ranges, and
each numerical range can be further transformed into a string that represents the
numerical range. In the example, fuel percentage ranges are from 90.0 to 30.0. The
numerical range can be [100.0 — 80.0], which can be further transformed to "very full’,
[60.0 — 30.0] is another numerical range that can be further transformed to 'normal’.
Generalizing a numerical value into a range is one of the most widely used techniques.
Other ways include removing a value entirely, which is showcased for the attribute
charging_method. The two values applicable for this attribute - CHARGING_ACTIVE and
CHARGING_INACTIVE are transformed to CHARGING_* as shown the Table 3.8.

car_model charging _method mileage fuel_percentage

4 Series CHARGING_* 6000 very full
5 Series CHARGING_* 16345 very full
4 Series CHARGING_* 26354 normal
5 Series CHARGING_* 12908 normal
4 Series CHARGING_* 7897 low

Table 3.8: An example car data set post generalization.

There are two ways of applying generalization technique on a data set. Using the data
set showcased in the below table as example, the two strategies — global and local
generalization can be explored. Consider the data set shown in Table 3.9 on which the
two generalization technique will be applied.

car_model fuel_percentage

4 Series 90.0
5 Series 80.0
4 Series 85.0
5 Series 88.0

Table 3.9: An example car data set to demonstrate two methods of generalization.

In global generalization, a given value of an attribute will always be generalized the
same way throughout the data set. The fuel percentage of 90.0 is will always be mapped
to the numerical range [100.0 — 80.0]. Using global generalization, the data set in Table
3.9 can be transformed to the anonymized data set as shown below.
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car_model fuel_percentage

4 Series [100.0 - 80.0]

5 Series [100.0 - 80.0]
4 Series [100.0 - 80.0]
5 Series [100.0 - 80.0]

Table 3.10: An car data set post applying global generalization.

However, in local generalization [32], the constraint of applying the same generaliza-
tion for all the values which satisfy the constraint defined is not present. This gives
the liberty to choose a different generalization for each record. In the table, a value of
90.0 for fuel percentage can remain as is for one record and generalized for the other.
Using local generalization, the above example table chosen can be transformed to the
below-anonymized Table 3.11.

car_model fuel_percentage

4 Series 90.0
5 Series [100.0 - 80.0]
4 Series 90.0
5 Series [100.0 - 80.0]

Table 3.11: An car data set post applying local generalization.

3.6.2 Supression

In the previous section, the records in the table had relatively close values. Hence
achieving a 2-anonymous data set was quite easily achievable and the resultant data
set is quite accurate as well. Consider the records in the Table 3.12.

In the Table 3.12, the first four records can be grouped into two pairs, each pair
consisting of two records each. The fuel percentage range for this example will be
[100.0 — 80.0] and [60.0 — 30.0], which take care of the first and the third record
and second and fourth record, respectively. However, the last record is an out-liner.
Grouping the last record with any of the other records in the data set would mean
having large numerical ranges, which are fuel percentages between 60.0 to 10.0. This
would be significantly reducing the utility of the resulting data set. So, a simple answer
would be to simply remove them from the data. Hence, using both generalization and
suppression on this example table will give the below 2-anonymous Table 3.13.
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car_model fuel_percentage

4 Series 90.0
5 Series 60.0
4 Series 85.0
5 Series 55.0
4 Series 10.0

Table 3.12: An example car data set to demonstrate suppression

car_model fuel_percentage

4 Series [100.0 - 80.0]

5 Series [60.0 - 40.0]
4 Series [100.0 - 80.0]
5 Series [60.0 - 40.0]

Table 3.13: An car data set post applying suppression

3.7 Big Data Context

Big data began to gain popularity initially back in the 1990s, and its popularity and
sheer importance have only increased exponentially over the period time. The term
Big Data is used for amounts of data that cannot be processed by traditional database
management systems [33]. This large amount of data can be structured or unstructured
that overwhelms companies every day. The most important aspect of big data is what
can be done with such large volumes of data. Analysis of such data to gain more
insights and use them as a basis to make decisions and form strategies is a common idea
which a company aims to do [34]. However, specific characteristics of big data can prove
to be both an advantage as well as a challenge for exploring the full capability of such
data. These characteristics, issues, and challenges of Big data are usually described
in three Vs. which depict the dimensions and characters of Big Data that make it
different from traditional data. Figure 3.1 gives an overview of the characteristics of
Big Data, depicted in the 10 Vs. This approach was first proposed in the book [35]. The
description provided in this book is taken as a reference to briefly explain the 10 Vs.

* Volume refers to the enormous amount of data sets generated by activities
performed on a day-to-day basis using the components of all business ventures
across the world. Storing and processing such large volumes of data is of primary
importance. [36].
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Value refers to the practical usage of the captured data. The insights thus gained
from the data play a vital role in determining the direction of any business [35].

Velocity refers to the speed at which data is generated, captured, and further
processed [35].

Veracity refers to the reliability of the data captured and determining the accuracy
of the data at the same time.

Viscosity refers to the ease with which the captured data can be used for further
processing. The data captured can be structured or unstructured data.

Variability refers to inconsistencies mapped to the data. These outliers present in
the data affect the analytics performed on the data set [37].

Volatility refers to the lifespan of the captured data. This directly maps to the
storage time of the data and the validity of the data over a period of time [38].

Viability refers to the capability of the data set to available for usage as and when
it is required.

Validity refers to the captured data itself being valid post numerous manipulation
done on the data.

Variety refers to the ability to handle any form of data from structure, semi-
structured, to unstructured data.
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Big Data Characteristics, Issues & Challenges

—* | Volume »| Data Scale
—*| Value |—»| Data Usefulness in decision making
—* | Velocity »| Data Processing: Batch and Stream

»| Veracity

v

Data Quality and Accuracy

——»| Viscosity

Data Complexity

—* | Variability

v

Data Flow Inconsistency

—* | Volatility #| Data Durability

—* | Viability »| Data Activeness

——» | Validity » Data Properly Understandable

———»| Variety Data Heterogeneity: Structured, Semi-Structured, Un-Structured

Figure 3.1: 10 Vs. of Big Data as described in the Book [35].

From the characteristics pointed out, big data today can be seen as an opportunity that
can provide significant upgrades to every activity performed on a day-to-day basis,
including leisure, health, environment, and so on. Hence, this data can be considered as
the new fuel of the digital era or new oil of the 21st century [39]. However, irrespective
of these characteristics of big data mentioned, one of the main concerns still remains
to be security and privacy related to data itself [40]. Hence, it is important to take
advantage of the distributed systems, and parallel processing approaches currently
available to handle big data sets [40].
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4 Related Work

This chapter introduces related literature that focuses on similar topics and objectives
to achieve as part of this thesis.

Two-Phase Top-Down Specialization(TDS): Top-Down approach [41] for data anonymiza-
tion is an iterative process that traverses through the taxonomy tree of the attributes
from the topmost root node. At each iteration, it finds the most generalized values and
specializes the value till the k-anonymity is violated. However, the main challenge with
this approach is scalability for the use case of relatively large data sets. The research
work by Xuyun Zhang et al. [42] proposes a scalable solution called the two-phase
top-down specialization approach for the anonymization of large data sets using the
MapReduce framework. A two-step process is adopted to achieve optimal anonymiza-
tion. In the first step, the original data set is partitioned into smaller data sets. These
smaller data sets are anonymized, thus producing intermediate results. In the second
phase, the intermediate results are further generalized to obtain the final anonymized
data set.

Parallel Bottom-up Generalization(BUG): Bottom-Up approach [43] for data anonymiza-
tion is again an iterative process of generalizing the information. This involves travers-
ing through the taxonomy tree of attributes from the bottom upwards. However, the
challenge for existing anonymization techniques is to achieve privacy preservation for
large-scale data sets. The research work by K.R.Pandi Lakshmi et al. [44] proposes
the use of MapReduce jobs performing the data anonymization to accomplish gener-
alization in a scalable manner. The research paper further proposes the approach -
Advanced Bottom-Up Generalization where generalization is performed on different
partitioned data set and thus formed intermediate anonymized result sets are merged
to form the final anonymized data set.

A scalable hybrid approach of using TDS and BUG: The research work by Xuyun
Zhang et al. [45] aims to combine the best features provided by TDS and BUG for
efficient sub-tree anonymization for large-scale data sets. This approach tries to ex-
ploit the computation capability provided by MapReduce jobs to accomplish data
anonymization of big data sets [46]. The results of this approach prove that the hybrid
approach significantly improves scalability and efficiency when compared with TDS or
BUG approaches taken into consideration individually.
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5 Existing Implementation of
K-Anonymity

As part of the literature research to figure out the existing approaches available towards
k-anonymity, three primary k-anonymization algorithms were chosen to be investigated.
The reason for choosing these specific algorithms is based on the following reasons: (1)
these algorithms are popular in terms of the number of citations each of the algorithms
received in the research papers related to k-anonymity. (2) these algorithms take into
consideration the two main techniques — generalization and suppression of k-anonymity.
(3) these algorithms have a valid implementation that could be used for verification. (4)
the comparison of these algorithms in combination has been cited in research papers as
well [47].

As a next step, each of these three algorithms can be applied in a top-down or bottom-
up approach which will be explored in the second subsection. Since we are finding a
solution that should work for big data context as well, the process of applying these
algorithms to any data set in a centralized and distributed way is explained in detail.

5.1 Properties of K-Anonymity Algorithms

This section describes the various approaches to applying generalization and sup-
pression techniques of k-anonymity. As an illustrative example to demonstrate the
anonymization technique using Mondrian, Incognito, and Datafly anonymization, the
below table of car records will be used. The attribute car_id is a personal identifier
as it can uniquely identify each car. The combination of attributes charging_method,
fuel_percentage and zip_code serve as the quasi-identifiers as the attributes together
can potentially identify the location of the car. The attribute mileage is considered an
insensitive attribute.

5.1.1 Mondrian

The paper [48] introduces the Mondrian Multidimensional k-anonymity. The basic
algorithm is a two-step process. In the first step, a greedy partition algorithm is used to
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Personal Identifier Quasi Identifiers Insen.smve
Attribute
car_id charging_method fuel =zip_code mileage
85a0e584 CHARGING_INACTIVE 80.0 80801 60000
fbf84eld CHARGING_INACTIVE 60.0 80812 16345
5aa3dé6ee CHARGING_ACTIVE 30.0 80804 286354
12920f4b CHARGING_ACTIVE 40.0 80815 12908
b64£7911 CHARGING_INACTIVE b55.0 80819 7897
f099e7de CHARGING_ACTIVE 20.0 80802 234231

Table 5.1: An example car data set to demonstrate k-anonymization techniques.

partition the complete data set. All the attribute values which are available in the data
set are partitioned into smaller subsets of the original data set. These subsets with all the
attributes from the original data set are referred to as regions. The partition algorithm
is recursively called till each region consisting of k records is formed. The partitioning
starts with the attribute identified as a quasi-identifier in the data set chosen which has
the least number of distinct values. To choose the attribute against which the partition
needs to be done, Mondrian adopts the strategy of median partitioning [49]. Usually,
the attribute with the largest range of values is selected. If two attributes have the same
number of distinct attribute values, then the attribute which enables k-anonymity to be
not violated once the partition is formed is selected. However, in the use case where the
attribute has only two values (CHARGING_ACTIVE, CHARGING_INACTIVE), the partition is
performed in such a way that each partition will have only one of the two values. In the
second step, mapping of domain values of Quasi-identifiers to generalized or altered
values is constructed using rules defined for each of the attributes in each region. The
run time of the greedy partitioning algorithm is O(nlog(n)).

The result of applying the Mondrian k-anonymization technique on the car data set
is displayed in Table 5.2 provided below. The input metric for the anonymization is
as follows: k=2 and Quasi Identifers=charging_method, fuel_percentage. To provide
a valid spatial representation of the data, the k value is chosen as 2. According to
the Mondrian algorithm, the first partition starts by choosing the attribute with the
least number of distinct values. In the example data set, the attribute charging_method
has 2 distinct values, and hence the first partition is done on the attribute. Next, the
attribute against which the partition needs to be done is chosen. For this, the attribute
with the largest range of values is selected. In the example chosen, the attribute
fuel_percentage is chosen, and partition is done using the median partitioning.
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Figure 5.1: Graphical Representation of the Mondrian Partitions.

charging method mileage fuel zip_code
CHARGING_ACTIVE, CHARGING_INACTIVE 60000 (40.0-80.0] 80801
CHARGING_ACTIVE, CHARGING_INACTIVE 16345 (40.0-80.0] 80812
CHARGING_ACTIVE, CHARGING_INACTIVE 286354 [20.0-40.0] 80804
CHARGING_ACTIVE, CHARGING_INACTIVE 12908 [20.0-40.0] 80815
CHARGING_ACTIVE, CHARGING_INACTIVE 7897 (40.0-80.0] 80819
CHARGING_ACTIVE, CHARGING_INACTIVE 234231 [20.0-40.0] 80802

Table 5.2: Anonymized car data set using Mondrian.

5.1.2 Incognito

Incognito [50] is a full-domain generalization algorithm that uses the approach of dy-
namic programming with the help of subset property. According to the subset property,
a relation T onset of attributes is said to be k-anonymous with respect to a chosen set of
attributes if all the subsets of the set of attributes are k-anonymous. This is achieved in
three steps. In the first step, the domain and value generalization hierarchy is defined

25



5 Existing Implementation of K-Anonymity

for all the quasi-identifiers. Figure 5.2, 5.3, 5.4 show the possible domain generalization
for the attributes charging_status, fuel_percentage and zip_code. If each of the
quasi-identifiers has distinct domains, the domain generalization hierarchy formed
in step one can be combined to form a multi-attribute generalization lattice. Figure
5.5 shows the generalization lattice created for the quasi-identifiers. Each node in the
lattice represents a generalization solution. In the lattice shown in Figure 5.5, the node
<C0, F1, Z1> is a direct generalization of <C0, F1, Z0> and is an implied generalization
of <C0, FO, Z0>. The third step is to perform the anonymization of data. Using a
breadth-first search algorithm, the lattice is traversed. While traversing the lattice, each
node is checked to if k-anonymity is satisfied. If a node satisfies k-anonymity then all
its direct generalizations are removed as it is guaranteed that the subsets also satisfy
k-anonymity. The overall complexity of the Incognito algorithm is exponential to the
number of quasi-identifiers. The results of applying the Incognito k-anonymization
technique on the car data set displayed in Table 5.3 are provided below. The input
metric for the anonymization is as follows: k=3 and Quasi Identifiers=charging_status,
fuel_percentage, zip_code. The result and the anonymized data set are displayed
below.

Z1 = {808**} 808**
Z0 = {80801, 80812, 80804, 80815, 80819, 80802} 80801 80812 80804 80815 80819 80802

Figure 5.2: Incognito: Domain Generalization of the attribute Zip Code.

F1 = {[20.0-50.0), [50.0, 80.0)} [20.0-50.0) [50.0-80.0)

40.0 55.0

Figure 5.3: Incognito: Domain Generalization of the attribute Fuel Percentage.

FO0 = {80.0, 60.0, 30.0, 40.0, 55.0, 20.0} 20.0 30.0 60.0 80.0
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C1={CHARGING_*}

CHARGING_*
€0 = {CHARGING_ACTIVE, CHARGING_INACTIVE} CHARGING_ACTIVE CHARGING_INACTIVE

Figure 5.4: Incognito: Domain generalization of the attribute Charging Status.

charging_method mileage fuel_percentage =zip_code
CHARGING_x* 60000 [50.0-80.0) 808**
CHARGING_=* 16345 [50.0-80.0) 808**
CHARGING_x* 286354 [20.0-50.0) 808**
CHARGING_x* 12908 [20.0-50.0) 808**
CHARGING_x* 7897 [50.0-80.0) 808**
CHARGING_x* 234231 [20.0-50.0) 808**

Table 5.3: Anonymized car data set using Incognito.
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<C1, F1, Z1>

<C1, F1, Z0> <CO0, F1, Z1> <C1, FO, Z1>

<C1, FO, Z0> <CO, F1, Z0> <CO, FO, Z1>

<CO, FO, Z0>

Figure 5.5: Generalization Lattice of the Domain Values of the QIDs.

5.1.3 Datafly

The main Datafly algorithm to achieve generalization and suppression of records uses
a three-step process. In the first step, a frequency list is created which holds the unique
combinations of the quasi identifier set created in the second step of the Datafly-prior
process. Each entry in the frequency list corresponds to one or more records in the
original data set. In the second step, using domain generalization defined for each of
the quasi-identifiers, the generalization is done. The attribute with the most distinct
values is generalized first. This step is run recursively till k or fewer records are
having a unique combination of values. In the third step, all records with unique
sequences which have a frequency less than k are suppressed. The complexity of the
Datafly algorithm is O(N log N). For applying the Datafly algorithm on the example
Table 5.1, the generalization hierarchy for the chosen quasi-identifiers are displayed
in the Figure 5.6, 5.7. The input metric for the anonymization is as follows: k=3 and
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Quasi Identifiers= fuel_percentage, zip_code. The result after each iteration and the
anonymized data set is displayed below.

71 ={808**} 808**
Z0 = {80801, 80812, 80804, 80815, 80819, 80802} 80801 80812 80804 80815 80819 80802

Figure 5.6: Datafly: Domain Generalization of the attribute Zip Code.

F1 = {[20.0-50.0), [50.0, 80.0)} [20.0-40.0] (40.0-80.0]

\

FO = {80.0, 60.0, 30.0, 40.0, 55.0, 20.0} 20.0 30.0 5.0 60.0 80.0

Figure 5.7: Datafly: Domain Generalization of the attribute Fuel Percentage.

charging_status fuel_percentage =zip_code frequency
CHARGING_INACTIVE 80.0 80801 1
CHARGING_INACTIVE 60.0 80812 1
CHARGING_ACTIVE 30.0 80804 1
CHARGING_ACTIVE 40.0 80815 1
CHARGING_INACTIVE 55.0 80819 1
CHARGING_ACTIVE 20.0 80802 1

Table 5.4: Iteration 1: Anonymization using Datafly.
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charging_status fuel_percentage =zip_code frequency
CHARGING_INACTIVE 80.0 808** 1
CHARGING_INACTIVE 60.0 808** 1
CHARGING_ACTIVE 30.0 808** 1
CHARGING_ACTIVE 40.0 808** 1
CHARGING_INACTIVE 55.0 808** 1
CHARGING_ACTIVE 20.0 808** 1

Table 5.5: Iteration 2: Anonymization using Datafly.

charging_status fuel_percentage =zip_code frequency
CHARGING_INACTIVE (40.0-80.0] 808** 3
CHARGING_ACTIVE [20.0-40.0] 808** 3

Table 5.6: Iteration 3: Anonymization using Datafly.

charging_method mileage  fuel_percentage zip_code
CHARGING_INACTIVE 60000 (40.0-80.0] 808**
CHARGING_INACTIVE 16345 (40.0-80.0] 808**
CHARGING_ACTIVE 286354 [20.0-40.0] 808**
CHARGING_ACTIVE 12908 [20.0-40.0] 808**
CHARGING_INACTIVE 7897 (40.0-80.0] 808**
CHARGING_ACTIVE 234231 [20.0-40.0] 808**

Table 5.7: Anonymized car data set using Datafly.

5.2 Comparisons

5.2.1 Mondrian vs Incognito vs Datafly

The main reason for choosing to explore the three algorithms - Mondrian, Incognito and
Datafly is that these three techniques were the most popular and most cited techniques
in the 18 research papers studied on k-anonymity. The next main question is which
of these techniques provide the best anonymization. This will mainly depend on the
source data set and the system which taps into the properties of these techniques
to anonymize the source data set. However, it is difficult to pin point which one
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performs the best as there are scenarios where algorithms tend to perform better in
some applications and not give the desired results in other scenarios [51].

Rooted from the analysis of the anonymization approach followed by Mondrian,
Incognito, and Datafly algorithms, a summary of the findings can be drawn which can
be used as a reference in choosing the appropriate algorithm for the requirements. In
order to determine the performance of the algorithms with increase in data set size and
data utility, the experiment trails done as part of the research paper [47] is referred.

¢ The run time complexity of Mondrian is O(nlog(n)) since it uses a greedy partition
algorithm. The run time complexity of Datafly is also O(N log N). Hence, we can
infer that the execution time taken for anonymization by these two algorithms is
comparable.

¢ The run time complexity of the Incognito algorithm is exponential to the number
of quasi-identifiers. Hence, the execution time for anonymization increases
exponentially as the number of quasi-identifiers increases. Hence, the Incognito
works better when the number of quasi-identifiers is small.

* Both Incognito and Datafly algorithm have a prior step that needs to be performed
before anonymization. This prior step involves defining the domain generalization
for all the quasi-identifiers. Since the generalization hierarchy is set well in
advance, the anonymized data set will be compliant with the constraints defined
in generalization hierarchies. This interpretation is also provided in the paper [47].

* Mondrian used the concept of median partitioning to perform generalization.
Hence, the generalized values of the quasi-identifiers are generated on the go
during the anonymization process. However, for categorical values, there is no
constraint defined for partitions that are formed. Hence, Mondrian works better
for data sets with only numerical values.

* Mondrian algorithm does not work well with quasi-identifiers which have exactly
two categorical values. This results in two partitions that have only one of the
given two values. Thus, if the number of records with one of the categorical values
is less and further partitions cannot be formed, this will result in information loss.

¢ Incognito and Datafly algorithm work optimal for both uniformly and not so
uniformly distributed data. However, due to the median partitioning approach
of Mondrian, when the data is not uniformly distributed, optimal partitioning
cannot be achieved which results in data loss and consequently, the data utility
also reduces.
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The execution time for Incognito and Datafly increases as the height of the
generalization hierarchy increases as this results in more search operations that
need to be performed. The Samarati algorithm [52] tries to overcome this blocker
by using binary search to obtain the solution in less time.

Both Datafly and Incognito algorithm require the domain generalizations to be
defined against all the quasi-identifiers. This implies that the user needs prior
knowledge of the domain to formulate the generalization definitions. On contrary,
the Mondrian algorithm takes advantage of the partitioning logic to perform
generalization.

Datafly and Mondrian are best-suited algorithms for data sets which large quasi-
identifiers.

Mondrian and Datafly provided promising outcomes with the increase in data
size according to the experimental trials conducted in the paper [47].

Since the Datafly algorithm guarantees to provide an anonymized data set as an
outcome, the algorithm skips many nodes resulting in a data set that is more
generalized than required resulting in data loss. Sometimes, suppression of all
values with the same frequency can happen which reduces the data utility of
the anonymized data set [53]. The Samarati algorithm [52] tries to overcome this
blocker by providing the constraint of optimal generalization.

From the experimental trials conducted in the paper [47], on comparing Datafly,
Incognito and Mondrian provide better performance in terms of information
loss and Mondrian provided better performance when the data was uniformly
distributed.

5.2.2 Top Down Specialization vs Bottom-Up Generalization

Top-Down Specialization [41] is an iterative process that traverses through the taxonomy
tree of the attributes from the topmost root node. At each iteration, it finds the most
generalized values and specializes the value till the k-anonymity is violated.

The Top-Down Specialization(TDS) approach begins with removing all the non-quasi
identifiers from the data set. Thus formed data set will contain only the sensitive
attributes and the quasi-identifiers. The next step is to define a generalization taxonomy
tree for all the quasi-identifiers. The root of this tree will have the most generalized
value like ANY and as we traverse down the taxonomy tree, the attribute values get
more specific. With each step down the taxonomy tree, the value of the parent node
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is specialized into specific values of its child node. This process is repeated till the
specialization results in the violation of the defined k-anonymity.

The Bottom-Up Generalization [43] is again an iterative process of generalizing the
information. This involves traversing through the taxonomy tree of attributes from the
bottom upwards.

The Bottom-Up Generalization(BUG) begins with constructing the taxonomy tree
containing the domain values of the quasi-identifiers with the root having the most
generalized value and the leaf nodes having the most specific values. As the tree
is traversed from the leaf nodes, the k-anonymity and the data loss parameter are
calculated at every iteration till the generalization results in the violation of k-anonymity.
In the basic BUG approach, the taxonomy tree needs to be defined explicitly for both
categorical and numerical attributes. The indexed approach of BUG as proposed by
Hoang [54] performs analysis on the data set and defines the taxonomy tree for both
numerical and categorical values. The figure 5.8 represents the taxonomy tree for the
data set in the Table 5.1 for the quasi-identifiers charging_method, fuel_percentage
and zip_code.

[1.0-100-0]
[1.0-40.0] (40.0-100.0]
20.0 300 400 55,0 60.0 80.0
ANY_ZIP_CODE
L
I \ ANY_CHARGING
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80801 80804 80802 80812 80815 80819

Figure 5.8: Taxonomy tree for the QIDs.
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One major aspect which both TDS and BUG do not accommodate is the handling of big
data. In order to apply one of these techniques to big data, the data processing needs
to be done in parallel. Along with the parallel processing of big data, the technique
should also cater to the needs of the constant growth of such large data. For this reason,
there is an urge to explore dynamic parallelization algorithms. One such approach
was proposed by Zhang [55]. This two-phase TDS approach uses the concept of
MapReduce jobs made to run in parallel in each iteration. In the first step, jobs are
initialized and data is iteratively specialized while calculating the information loss and
anonymity parameter defined. In the second step is intermediate anonymized data sets
formed are combined to form the final anonymized data set. On similar lines, Parallel
BUG [56] also takes advantage of the MapReduce job to perform the job and task-level
parallelization to overcome the shortcomings of basic BUG and indexed BUG approach.

Both TDS and BUG do not cater to the user-specified k-anonymity value. In fact, TDS
works better for larger values of k whereas, BUG works better for smaller values of k.
Consider the taxonomy tree for attribute fuel_percentage. Let the input k parameter
be 2 and the total number of records is 6 with 2 records having fuel percentage between
1-10, 2 records with fuel percentage 10-20, and 2 records with fuel percentage 40-80.
Using TDS, specialization needs to be done through the taxonomy tree to achieve a
2-anonymous data set. On the contrary, BUG will not perform any traversal as the data
set is already 2-anonymous. Hence, a hybrid approach of combining TDS and BUG
[57] is preferable which takes the advantages of the TDS and BUG approach.

5.2.3 Centralized vs Distributed Anonymization

A good anonymization solution is difficult to achieve for any data set as seen in
Section 5.2.1. Having said that, depending on the environmental constraints one of the
proposed solutions can be used according to the guidelines set in Section 5.2.1 and 5.2.2.
However, from the big data context set in Section 3.7, one of the main criteria which
needs to be considered is how to accommodate any of the anonymization solutions
chosen in the big data context.

In recent times big data is all about capturing the information and maximizing its
utilization. This can be considered as a boon as well as bane at the same time. With
advancements in technology, the effective usage of big data needs to be mapped to an
effective anonymization technique in order to acquire desired results. In this context, we
have two anonymization approaches. One is the traditional centralized anonymization
and the other one is the distributed anonymization. The next section gives a deeper
overview of both these approaches and their advantages and disadvantages.
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The Centralized anonymization technique can be viewed as a "integrate then generalize’
approach [58]. The main focus of this approach is the generalization of the original data
set in its entirety at once. This is a two-step process. In the first step, the data generated
in all the source systems are integrated into one single data set. Generalization
of the complete data set is done at once in the second step. Any write or update
operation on the data set triggers the anonymization step again on the whole data set.
One advantage of using this approach is that during the anonymization process, the
global view of the original data set is available. This is beneficial as results guarantee
anonymization according to the parameters set and the more important aspect is that
the data utility remains intact. However, one major downside of using this approach
emerges in the use case of big data wherein the anonymization process in itself can be
a heavy and expensive computational burden for a single system. The disadvantages
of using this approach have led to the exploration and design of local and collaborative
anonymization explained in Section 5.2.4.

In order to overcome the shortcomings of the centralized approach, a distributed
approach towards generalization needs to be explored. This approach can be seen
as a 'distribute, generalize and integrate” approach. This is a three-step process. In
the first step, the complete original data set is horizontally partitioned into multiple
smaller subsets of the original data. Each of these smaller chunks of data is fed into the
nodes of the chosen distributed system. In the next step, the generalization process is
instantiated at each of the nodes. The outcome of this step is the multiple anonymized
chunks of data. As the last step, these chunks of data are integrated to form the final
anonymized data set. One major advantage of this approach is that load on one single
system is now distributed among multiple subsystems. On the contrary, an initial
effort of setting up the distributed system is added. However, this approach comes
with two primary challenges. The first one is that the data utility of the anonymous
integrated data set is not guaranteed. The second challenge is that any data leak in the
final anonymous integrated data set needs to be prevented. These two challenges can
be overcome by setting up adequate sanity checks on the final data set as the last step
of anonymization.

Moreover the increased computational power available today can support decentralized
models through fast communication channels. Research is still needed to provide a
practical implementation of such techniques using the valid use cases. There is a need
for the research community to join hands with the big data analytics industry and
work together towards achieving a decentralized privacy preserving analytics models.
The policymakers need to encourage and promote such efforts, both at research and at
practical implementation levels.
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5.2.4 Local vs Collaborative Anonymization

Local anonymization tries to overcome the shortcomings of the centralized approach
by performing anonymization at the source systems. When the data is generated in
the source system, the source system performs basic anonymization and then hands
over the intermediate data set to the central system. The central system then integrates
the data set from the various source systems and performs generalizations on the
integrated data set. There are two main drawbacks to this approach. The first drawback
is that there is no common generalization technique that is agreed upon by all the
source systems. Hence, to have consistency in the generalized data set which comes
from the source systems, generalization performed in the central system will reduce
the data utility drastically of the final anonymized data set. The other drawback is that
anonymization done at the source system may sometimes negate the anonymization
done in the central system, thus revealing the original data. The perfect example for this
drawback is when randomized response [59] is used as the anonymization technique.

Collaborative anonymization aims to reduce the information loss from the previous
approach by utilizing a mutual consent principle [60]. One of the source systems is
chosen as the leader [58]. The job of the leader is to synchronize the anonymization
process at the source systems. This reduces the possibility of inconsistent generalization
of the data set and increases the data utility as well.

5.3 ARX Data Anonymization Tool

ARX [61] is a cross-platform anonymization tool for analyzing and reducing the
uniqueness of records in relationally structured data sets. ARX tool has been listed
as one of the standard tools to perform de-identification of data sets in the National
Institute of Standards and Technology(NIST) [62]. The Windows Report [63] lists
ARX as one of the best free data anonymization tools. A recent report formulated
in 2020 by Tech Direct stated ARX as one of the Top 6 data anonymization tools to
be used [64] based on its popularity and most wide usage. From the algorithms
discussed in Section 5.2.1 and 5.2.2, ARX uses a combination of Incognito, Mondrian,
and Top-Down-Specialization approach along with other optimized algorithms [65].

5.3.1 Design Specification of ARX

In the perspective of k-anonymity, ARX performs generalization and suppression by
utilizing a globally optimal search algorithm for performing full domain generalization
and record suppression of quasi-identifiers of the source data set. The values of the
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quasi-identifiers are generalized using domain generalization hierarchies defined for
each of the quasi-identifiers. As a pre-requisite step, the generalization hierarchy needs
to be defined for each quasi-identifiers. For the example data set defined in the Table
5.1, generalization hierarchy trees for quasi-identifiers charging_method and zip_code
is represented in Figure 5.9 and for quasi identifier fuel_percentage is represented in
Figure 5.10.
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Level 0 80801 80804 80802 80815 80819 80812 CHARGING_ACTIVE CHARGING_INACTIVE

Figure 5.9: ARX: Domain Generalization of the attributes Charging Method and Zip
Code.

In the ARX tool, the generalization hierarchies of the quasi-identifiers represented
in the Figure 5.9 and 5.10 can be custom defined by the user for each attribute, or
the hierarchy builder methods defined in the ARX library can be used to perform
dynamic categorization of the domain values. On similar lines with the Incognito
approach seen in the Section 5.1.2, ARX also generates a generalization lattice of all
attributes depending on their hierarchy heights as represented in Figure 5.11. Two
consequent nodes in the generalization lattice differ by exactly one generalization level.
The bottom-most node represents the original data set and the topmost node represents
the most anonymized data set. In order to convert the data set to a k-anonymous data
set, ARX performs three main steps. The first step is to apply a generalization scheme
at each node and check if the k value is satisfied. In step two, the outliers in the data
set are suppressed. In the final step, the utility of the anonymized data set is calculated.
Considering the example car data set represented in Table 5.1 as the original data
set to be anonymized using ARX, the chosen quasi-identifiers are charging_method,
zip_code and fuel_percentage. The input metric value for k is 3. The 3-anonymous
car data set is represented in Table 5.8. From the generalization lattice, the anonymized
data set is reached at the node <C1, F2, Z2>.
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Figure 5.10: ARX: Domain Generalization of the attributes Fuel Percentage.

charging_method mileage fuel_percentage =zip_code
CHARGING_x* 60000 (40.0-100.0] 808**
CHARGING_=* 16345 (40.0-100.0] 808**
CHARGING_x* 286354 [0.0-40.0] 808**
CHARGING_x* 12908 [0.0-40.0] 808**
CHARGING_x* 7897 (40.0-100.0] 808**
CHARGING_x* 234231 [0.0-40.0] 808**

Table 5.8: Anonymized car data set using ARX tool.
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Figure 5.11: ARX: Generalization Lattice for the QIDs.
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ARX uses a combination of algorithms to perform the generalization and suppression
operations [65]. ARX also uses its own implementation of two algorithms namely
Flash [66] and Lighting [67] which provide better performance as the number of
attributes in the data set increases. The main advantage of using the ARX tool is that
it a proven widely accepted solution for k-anonymization of data sets. Moreover, the
also provides support to other privacy models like k-anonymity, t-closeness, 1-diversity,
and é-Disclosure privacy. Two primary disadvantages of using the tool are the lack of
support to all kinds of data types(for example Geo location) and since the tool uses a
centralized approach of anonymization, issues mentioned in Section 5.2.3 exists.

5.3.2 Performance

Performance evaluation of the tool ARX as performed in the paper [61] is summarized in
this section. For the evaluation of the performance of multi-dimensional generalization,
the well-known Mondrian algorithm [48], as implemented by the open-source UTD
Anonymization Toolbox version 33 [68], is used.

Datasets

Six real-world datasets were used: (1) US Census, an excerpt from the 1994 census
database, (2) Competition, introduced in the KDD data mining competition in 1998,
(3) Crash Statistics, NHTSA crash statistics from their Fatality Analysis Reporting
System, (4) Time Use Survey, data from the American Time Use Survey, (5) Health
Interviews, results from the Integrated Health Interview Series, and (6) Community
Survey, responses to the American Community Survey. The sizes of the datasets on
disk range between 2.52MB(US Census) and 107.56MB(Health Interviews).

Evaluation

Figure 5.12 derived from the paper [61] shows the execution times measured when
performing multidimensional generalization. As described in the paper [61], ARX
provided better performance with increase in the distinguishable attributes in the data
set and the UTD Anonymization Toolbox provided a better performance with increase
in the input privacy parameters.

In conclusion, ARX provided better performance for multidimensional generalization
as the data set size increased, and UTD overall provided better data quality in the
anonymized data set.
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Figure 5.12: ARX: Performance Evaluation as shown in the Paper [61].
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This chapter aims to set the basis for the use case in the Automotive industry for
connected cars. In particular, two use cases relevant for the implementation part is
explored in detail. This is followed by identifying the privacy threats in the use cases
and investigating which can be solved by de-identification using k-anonymity.

6.1 General Idea of Data Analytics

With the technological advancements in the current world, the amount of data being
generated by any entity has increased exponentially [5]. Capturing such generated data
and maximizing its utility is the direction in which all companies are targeting to reach.
This abundance of information is power as well as a problem at the same time. One
such problem occurs when analytics performed on the data potentially reveal sensitive
information of the entity in interest, which is a huge hindrance to the privacy of the
entity [3]. Hence, in this new era of analytics, it is important to map the effectiveness of
any analytics performed to the secure access and processing of the information focused
by the analytics.

Analytics are already happening in our day-to-day activities. In hospitals, patients’
current health conditions are compared against the historical data to identify patterns
that could potentially provide information on early detection and mitigation of dis-
eases [1]. Mobile fitness apps collect data like walking and sleeping patterns along
with other relevant data, which can be combined with the data captured by the hos-
pitals to provide better robust health care programs to the user [69]. One interesting
example is the use case of Smart TVs where they record choices of the user can provide
suggestions accordingly [70]. Some of the social media apps as well display ads in
which the user could be potentially interested in captured data of their activities on
those apps [71]. From these examples, it is evident that a variety of collaborators are
involved in constructing this data value chain which includes the hardware, software,
operating system providers, service providers, and so on.

The data value chain of the data generated in the automotive industry will be explored
in detail in the next section. The analytics performed on the data generated in the cars
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will be explored, along with the roles of the stakeholders and their interactions in the
data value chain.

6.2 Automotive Industry and Car data Analytics

The Automotive industry focuses on the large-scale production of automobiles and
motor vehicles. The origin of this industry started with Carl Benz [72] on his invention
of the first practical automobile. From then on, the automotive industry has undergone
significant changes. The underlying technology has also experienced immense alterna-
tions with radical technology innovations. The current market is diversified with the
increasing popularity of all kinds of vehicles, from non-renewable fuelled vehicles to
tully electric vehicles along with hybrid options also available [73]. The data-gathering
tools within the car can be as simple as sensors and cameras to record the behavior of
the automobile system to sophisticated GPS and satellite-connected devices [74]. The
main focus of these collected data is to improve the customer experience along with
welfare and to increase the longevity of the automobile. The easy availability of the
internet everywhere has enabled automobiles to feed critical information to various
business models and has helped companies to better understand the demand-supply
of products and services [75]. Using these insights, a personalized experience can be
provided to the end-user. Thus, a full-fledged ecological community is built around the
generation, processing, and usage of data.

Among such automobile systems, the topic of interest is the connected car. A connected
car is an automobile with internet and Wi-Fi access, allowing bi-directional sharing of
data with all the devices within the car as well as to the outside world. It is estimated
that by 2022, around 700 million connected cars will be on the road [76]. According
to a recent survey [6], these connected cars generate up to 25GB of data per hour. For
entities within the car, information like the route to be taken, incoming traffic, weather
predictions, and other relevant information is forecast-ed. Similarly, for the outside
world, the maintenance workshop company, for example, will be provided with the
status of the embodied vehicle parts which need to be serviced to determine the car
service time [34]. All in all, the analytics performed on such data increases the longevity
and reliability of the car as well as increases the ease of use for the user.

Car data analytics can make way to a whole new area of opportunities of service
provision in varied aspects of activities taking place in the environment of the connected
car. Nevertheless, while such progress is encouraged and welcomed in many cases,
they often pose serious challenges to the privacy and protection of the personal data of
the participating entities.
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6.3 Use Case for Connected Cars

As described in Section 6.2, connected cars generate data. These data can be classified
into two categories. The first category is the usage-based data like mileage. This data
varies as the connected car is used over a period of time. The second category is
event-based data, where the data is captured based on an action performed on the car,
which triggers an event [77]. The charging status of the car is one such data where
the status is captured and altered depending on the action of whether the car is being
charged or not. Automobile companies capture such car data of every user of the car.
Having the consent of the user, this data can be made accessible to corporate third-party
service providers. Post interviews conducted at the European OEM, two primary use
cases that could potentially convert this captured car data into beneficial services to the
user were narrowed down. The third-party service providers who would be interested
in developing these use cases into potential business models are described in the next
two subsections.

6.3.1 Smart-Charging Stations

An Electric Vehicle(EV) charging station, commonly knows as an EV charging station,
is an appliance that supplies the required electric energy fuel for the plugged-in electric
connected cars. These charging stations can be categorized into three types [78]. The
tirst one is the residential charging stations where the user plugs into the charging
device in the vicinity of their home. No user authentication or payment is necessary in
these cases. The second category is the charging stations at the parking lots. These can
be free or paid services in collaboration with the owners of the parking lot. The third
category involves charging stations at the rest stops, which can be used regularly by the
commuters in those areas. The focus for the use case in discussion falls into the second
and the third category types of charging stations. Another important parameter that
needs to be considered for this use case is the charging plug types in the connected cars.
In Europe, there are two types of standard plug types - type 1 and type 2 [79]. The EVs
with a type 2 plug can be charged in any charging station which has a permanently
connected charging cable. However, an EV with a type 1 plug needs the right adaptor
for charging, and this is not commonly found in all charging stations [76].

The goal of this use case is to find out the locations where the users are most likely to
run out of the charge in the EV. From the captured car data, the users most traversed
locations are jotted down. From these locations, the location where most users have
run out of charge in their EVs is found. Such locations will be useful for the third-party
service providers looking into setting up charging stations to get an idea of the most
beneficial location of placing such stations. For this purpose, the car data generated by
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the car, which is captured by the European OEM, needs to be shared with the service
providers. However, prior to sharing the car data with the service providers, the data
needs to be anonymized, so that identity of the user or the location of the car is not
revealed in the shared dataset.

6.3.2 Smart-Billboard Advertisement

Billboard advertising [80] is a strategy of using large-scale prints to advertise a product
or service provided by a company. Sometimes, these are also used to spread aware-
ness among the general crowd. These billboards are typically placed on highways,
expressways, and primary avenues where one can expect more traffic such that it is
accessible to a large number of pedestrians and drivers [81]. The billboards being huge
and eye-catching forces people to look at the content. This results in an effective way of
advertising as it reaches many people and thus tends to have the highest number of
views and impressions when compared to other forms of marketing. According to a
survey [82], 71% of consumers often view and process the information displayed on
the billboards. Also, billboard marketing costs 80% less when compared to television
marketing [83]. Based on the revenue, the top four companies which continue to invest
in billboard marketing are Apple, Google, Amazon, and Netflix [84]. The location of
placing these billboards is an important factor that reflects its effectiveness. Taking
advantage of the environment where the billboard is placed like the primary features
of the area itself like sports team and nuance has proven to increase the outcome of the
advertisement strategy.

The goal of this use case is to achieve vehicle marketing using the car data collected
to strategically place billboards relevant to the users. This further helps in campaign
management, and relevant marketing tactics can be formulated as well [81]. From the
captured car data, the users most traversed locations are noted down. Along with this,
the features of the car driven by the user are also noted down. From the curated data
on the location, features of the car, and the driving patterns of the drivers, insights can
be extracted by the service providers. Such insights can be used to place billboards
with relevant content enabling them to boost sales. This is beneficial on the users” end,
as well as they will be exposed to personalized content. For this purpose, the car data
generated by the car, which is captured by the European OEM, needs to be shared with
the service providers. However, prior to sharing the car data with the service providers,
the data needs to be anonymized, so that identity of the user or the location of the car
is not revealed in the shared dataset.
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6.4 Identification of Privacy Threats

This section aims to identify the privacy threats for the use case of connected cars.
An analysis is provided whether the privacy threats can be mitigated by using k-
anonymization techniques. In order to elicit privacy threats and model a mitigation
plan for these privacy threats, the LINDDUN framework is used, which is explained in
the next section.

6.4.1 LINDDUN Framework

LINDDUN [85] is a privacy threat modeling framework that provides assistance for
systematic elicitation and mitigation of privacy threats in software systems. It serves
as a handbook to guide users to perform the threat modeling process in an organized
manner. The LINDDUN methodology has three primary steps. The first step is to
model the system where analysis of the system in focus is done, and a Data Flow
Diagram(DFD) is formulated. The second step is to elicit threats where the DFD
components are iterated recursively to identify the privacy threats. The final step is to
find solutions for the threats uncovered in the second step. The term LINDDUN is a
combination of the letters where each letter specifies the privacy threats [86]. Table 6.1
displays the privacy threats along with their definitions.

System Modelling

Post re-iterating the use cases described in Section 6.2, a graphical representation of
the use cases for connected cars in the form of DFD is formulated as shown in the
Figure 6.1. The DFD [85] is a composition of four primary building blocks: entities
(i.e. users or external service providers), processes (i.e. core functionality), data flows
(i.e. representing the flow of information through the system) and data store (i.e.
data storage modules). These are represented in the legend of the Figure 6.1. A brief
description of the elements of the DFD represented in the Figure 6.1 is as follows:

* User (entity): The user describes an individual using the connected car.

¢ Connected Car (entity): The connected car is a physical device capturing driving
patterns data. The car refers to the entity whose identity is aimed to be protected.

¢ Platform and Services (process): The platform and services represent the soft-
ware system where the captured connected car data is aggregated and analyzed.

¢ Database (data store): The database stores all the data captured by the car in a
relational or non-relational database.
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Privacy threats

Definitions

Linkability

Identifiability

Non-Repudiation

Detectability

Disclosure of Information

Unawareness

Non-Compliance

A combatant has the ability to link two entities of
interest without the knowledge of the identity of the
data subjects involved [87].

An adversary has the ability to identify an entity

set of entities using an item of interest [87].

An entity is unable to decline a claim [86]

A combatant has the ability to differentiate if the
item in focus of an entity exists or not irrespective

of the fact of being able to read the contents [87].

An adversary has the ability to read the contents of the
item in focus belonging to the entity [87].

An entity is unaware of the capturing, processing and
sharing of their personal data [86]

The process of capturing, processing and sharing of
personal data does not comply with the

regulations [85].

Trust Boundary
]

Smart charging
stations

Table 6.1: LINDDUN: Privacy threats
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Figure 6.1: LINDDUN: DFD for the Use Case of Connected Cars.
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¢ User data stream (data flow): This data flow represents the flow of data from the
user to the connected car(e.g. music preference of the user captured by the audio
system in the connected car).

¢ Connected car data stream (data flow): This data flow represents the flow of data
from the connected car to the platform where the user can view this data in the
dashboard provided to them.

¢ Database stream (data flow): This data flow represents the flow of data from the
platform to a database where raw and aggregated data is stored.

¢ Third party data stream (data flow): This data flow represents the flow of data
from the database to external service providers to enhance their business models.

* Service Providers (entity): The service providers describe the external third-party
vendors interested in data generated by connected cars.

Elicitation of threats

Once the use case is modeled in the form of DFD, the next step is to map the DFD
to threat categories. The Table 6.2 shows the mapping of the DFD components of the
connected car use case. The "X’ in the table highlights potential threat in the system.

Threat target LI N DD U N
Data Store Database X X X X X X
User data stream X X X X X X
Data Flow Connected car data stream X X X X X X
Database stream X X X X X X
Third party data stream X X X X X X
Process Platform and Services X X X X X X
User X X X
Entity Connected Car X X X
Service providers X X X

Table 6.2: Threat mapping for DFD elements.

Threat management

The final phase is to make a mitigation plan to tackle each of the privacy threats found.
The focus for the use case is to find out which of the threats mentioned in the Section
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6 Use Case of Automotive Industry

6.4.1 can be mitigated by the usage of k-anonymity as a de-identification method. Table
6.3 shows threats which can be directly or indirectly influenced by k-anonymization.
The threat targets which are marked X indicates that these threats can be mitigated
through k-anonymization. The threat targets which are marked X indicates that the
impact of these threats are reduced significantly with the usage of k-anonymization. "X’
represents mitigation is not possible using k-anonymization.

Threat target LI N D D U N
Data Store Database X X X X [IX X
User data stream X X X X [IX X
Data Flow Connected car data stream X X X X [ X X
Database stream X X X X X X
Third party data stream X X X X X X
Process Platform and Services X X X X X X
User X X X
Entity Connected Car X X X
Service providers X X X

Table 6.3: Threat mitigation using k-anonymization.
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This section defines the attributes of the data set generated by the connected cars at
the European OEM, where interviews were held to understand the properties of the
data set. This is followed by understanding the concept of synthetic data sets and their
properties. Finally, the strategy adopted to formulate the car data set is defined.

7.1 Properties of Car data Set

Post interviews conducted at the European OEM, data generated by a connected car
was analyzed. From the data generated, the following attributes were found to be
relevant for the use case described in the Section 6. The details of these attributes are
as follows:

Car Identifier is the unique identifier represented as a string of numbers of letters
that identifies each connected car uniquely in the car data set.

Car Model is the name used by the automobile company to market similar cars.
The categorization of cars based on models varies across different automobile
companies.

Charging Method of a connected electronic car can be two ways depending on
the standard plug types - type 1 and type 2.

Charging Status indicates whether the connected car is getting charging actively
or not.

Smart Charging Status indicates if the EV is renewable optimized to promote
clean transport and low-carbon trace. This status is set by the connected car
depending on the users’ preference and conditions of the power system.

Fuel Percentage shows the fuel percentage of the connected car.
Mileage displays the distance traveled by the connected car.

Time Stamp is the digital record of the time of occurrence when the rest of the
attributes in the data set was recorded.
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¢ Latitude notes down the latitude captured by the automotive navigation system
of the connected car using Global Positioning System(GPS) sensors.

¢ Longitude notes down the longitude captured by the automotive navigation
system of the connected car using GPS sensors.

¢ External Temperature indicates the temperature of the environment in which the
connected car is present.

7.2 Mapping Car Data Set with Use Cases

The two primary use cases: Smart charging stations and Smart advertisement billboard
placement focused as part of the thesis, are already described in the Section 6.3.1 and
Section 6.3.2. This section focuses on the mapping of the defined use cases with the
properties from the car data set. The subset of the properties of the car data set will
provide insights to the external service providers to understand the demand-supply of
products and services. Using these insights, a personalized experience can be provided
to the end-user. As described in Section 6.4, the privacy threats from sharing this
car data set to external entities need to be mitigated by applying the de-identification
technique: k-anonymization to preserve the identity of the user as well the connected
car. Table 7.2 describes the use case, the corresponding focus and threat related to the
use case, and lastly, the properties from the car data set relevant for the use case.

Smart Charging stations

Smart placement of charging stations based on users driving
Focus patterns like the most frequent places where the car is likely to
run out of charge.

The optimal location of the smart charging station is derived without

Threat . . . .
revealing the location or identity of the car or the user.

Car Identifier, Car model, Charging Method, Smart Charging

Attributes Status, Fuel Percentage, Time Stamp, Latitude and Longitude.

Table 7.1: Use case of smart placement of charging stations.
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Smart billboard advertisement

Smart placement of billboards based on users driving patterns

Focus . . .
like frequent traversed location and more stoppage time.

Threat The most traversed path is extracted from dataset without revealing
location or identity of car or the user.

Attributes Car Identifier, Car model, Fuel Percentage, Time Stamp,

Latitude and Longitude.

Table 7.2: Use case of smart billboard advertisement.

7.3 Formulation of Car Data Set

The synthetic data set is data that is usually artificially created rather than being
generated by actual events. There are two primary reasons for generating a synthetic
data set. The first reason is when the privacy requirements limit the data availability.
The second reason is when the data needed for testing a functionality either does not
exist or available for usage. As part of the thesis, synthetic car data set is generated
using the properties of the data set observed at the European OEM. The created data
set similar to the car data generated at the European OEM in the following lines listed
below.

e Size of the data set varies from 100,000 to 15 million records.
¢ Journeys of up to 10 to 30 cars are synthesized.

¢ Car identifiers(car_id) is generated using custom Universally Unique Identifier
(UUID) generator.

e Car Model(car_model) consists of all electric cars with model series from the
production year 2019 to present.

¢ Charging Method(charging_method) was chosen to be AC_TYPE1PLUG or AC_TYPE2PLUG
depending on the standard plug type used by the car model chosen.

¢ Charging Status(charging_status) can be CHARGING_ACTIVE or CHARGING_INACTIVE.
Once the fuel percentage of the car reaches 0, charging status is changed from
CHARGING_INACTIVE to CHARGING_ACTIVE.

¢ Smart Charging Status(smart_charging_status) can be RENEWABLE_OPTIMIZED or
RENEWABLE_UNOPTIMIZED. One of these values is assigned to the record based on
the car model selected.
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¢ Fuel Percentage(fuel_percentage) of every car starts with 100% when the car
journey is instantiated. This is logically reduced as the car journey progresses.

* Once the fuel percentage of the car reaches 0%, the car is assumed to be charged
completely till fuel percentage is 100% and remaining charging time is 0 minutes.

¢ Initial mileage(mileage) of the car is randomly generated and incremented peri-
odically.

¢ Initial timestamp(isc_timestamp) is the randomly generated and incremented
periodically.

¢ GPS Latitude(gps_lat) and GPS Longitude(gps_long) is captured every 5 miles.

¢ The temperature(temperature_external) ranges from -10 to 40 degree Celsius.

The data set structure for applying k-anonymity on the generated car data set is rep-
resented in Table 7.3. This structure shows the name of the attribute and the unit in
which the attribute is measured. Along with this, attributes are classified as Personal
Identifiers, Quasi Identifiers, and Insensitive attributes. Finally, an example attribute
value is laid out in the table, which gives an idea of the value generated by the gener-
ated data set.

The Java-based spring boot application is implemented for the car data set generation.
This car generator is exposed as a POST service that can be used for data set genera-
tion. The code corresponding to the data set generator is documented in the GitHub
repository [88].
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This chapter gives a detailed explanation of the system architecture chosen for the
anonymization of the connected car data set in the context of the big data set. Alongside,
the data processing approach for partitioning the data sets in Apache Spark is described
in detail. Lastly, the applying k-anonymity techniques to the connected car data sets
using ARX API is demonstrated.

8.1 System Architecture Overview

The connected car data set generated in the Preparation phase described in Section
7 needs to be anonymized before sharing it with the external service providers. For
applying the techniques of k-anonymity to the data set, the ARX tool is chosen from the
analysis done as part of the literature research conducted, which is described in detail
in Section 5. The ARX tool is not only a proven solution for anonymizing data sets but
also is listed as one of the top anonymization tools [64]. The ARX tool is exposed as a
Java library that can be plugged in as an external dependency to any Java-based project,
and the methods from the library can be used for performing required anonymization.

Since the solution should cater to the needs of big data sets as well, Apache Spark was
chosen for data processing. This framework performs the task of processing large data
sets and also can distribute the data processing across multiple core engines. Apache
Spark uses a master-slave architecture consisting of two primary daemons. The Master
daemon is the Driver program, and the Slave daemon is the worker node processes.
Resilient Distributed Data sets (RDD) which hold the collection of data items in Spark,
are used extensively to split the car data set into partitions and stored in-memory on
the worker nodes available in the Spark Cluster.

Spark Driver is the first point of entry in Apache Spark. This consists of the Driver
program, which runs the main() function of the application, which in turn instantiates
the Spark Context. The Executors or the also known as the worker nodes, are responsible
for the execution of the tasks. These executors perform data processing. The cluster
manager is responsible for allocating the available resources to spark job defined.
The Executor Service is used to perform anonymization of the partitioned data set
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asynchronously. The Rest APIs to generate data set and make the data set k-anonymous
are documented in the Github Repository [89]. Figure 8.1 represents the software
architecture diagram of the application.

Spring Spark Application

o= ol == E—o
ARX Library Wrapper E

O
a
Use T Spark Cluster
1

Executor Service
Driver Program E

{l [ Worker Node 1
Cluster Manager
dispatch Thread 1 Spark Context $:| ) 1 -
Task Queue :] N
dispatch ' [ Worker Node n
Thread n 1
— |_

— X
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Anonymized Partitioned Data set:
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Anonymized » « « « « Anonymized
...... Anonymized
Partitioned Partitioned Partitioned Pariitioned Data
Data set 1 Data setn Data set 1 Data setn

]

.
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Figure 8.1: Software Architecture Diagram for the Use Case of Connected Cars.

The detailed step by step process overview of the connected car data set anonymization
is as follows:

1. Data Generator Rest API is called to start the synthetic data set generation process.
2. Car data set this created data is stored in the Data Source.
3. Client makes a request to start the anonymization process.

4. The Driver program will implicitly convert the code containing the read function-
ality of the data set from the source database, the partition logic of the data set
into a logical directed acyclic graph(DAG).

5. Default optimizations are performed by the driver program, and then logical
DAG is converted to a physical execution plan with a set of stages.

6. From the execution plan, tasks are created. Data partition task is sent to the Spark
cluster.
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10.

11.

12.

13.

14.

15.

16

8.2

Driver program communicated to the cluster manager about the resources needed
for the tasks to be performed.

Cluster manager launches executors on the worker nodes.

Depending on the instructions in the task for data partition cluster manager reads
data from the source database and distributes the data in a specified number of
worker nodes.

Data set is partitioned into smaller chunks of data by each of the worker nodes.

This partitioned data set is stored in an intermediate partitioned data source for
anonymization.

The Executor service construct taps into the partitioned data set and maps each
partition to thread. In case the number of partitions is more than the number of
threads, a blocking queue is maintained by the Executor service in a FIFO(First In
First Out) manner.

The anonymization of the partitioned data set on each thread is performed
asynchronously in parallel using the functions provided by the ARX library.

Once the anonymization is complete on all threads; the executor service is
shutdown.

The Spark context is instantiated again to merge the anonymized partitioned data
set to a final anonymized data set.

Anonymized dataset is stored into the anonymized data source.

K-Anonymity Implementation Overview

As explained in Section 5.3, one of the pre-requisite steps before applying the k-
anonymization function of the data set using ARX is to set up the configurations
required to perform the functionality itself. The configuration definition is a three-step
process.

1.

The first step is to define the types of attributes. The attributes in the data set
need to be mapped to one of the following attribute types defined by the ARX
library:
¢ IDENTIFYING_ATTRIBUTE which indicates that the attribute is a Personal
Identifier(refer Section 3.4).
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e QUASI_IDENTIFYING_ATTRIBUTE which indicates that the attribute is a Quasi
Identifier.

¢ INSENSITIVE_ATTRIBUTE indicates that the attribute is not prone to any re-
identification techniques.

2. The second step is to define the generalization hierarchies to each of the attributes
marked as personal as well as quasi-identifiers. Once the generalization hierarchy
is defined, the definition needs to be mapped to the respective attributes.

3. The last step is to define the privacy model, which is k-anonymity, and set the
suppression limit. The suppression limit is defined in percentages of the complete
data set.

For the use case of connected cars, the Table 8.1 shows the attribute type definition
performed during implementation.

Attribute Attribute Type

car_id IDENTIFYING_ATTRIBUTE
car_model INSENSITIVE_ATTRIBUTE
charging_method INSENSITIVE_ATTRIBUTE
charging_status QUASI_IDENTIFYING_ATTRIBUTE

smart_charging_status INSENSITIVE_ATTRIBUTE
remaining_charging time QUASI_IDENTIFYING_ATTRIBUTE

fuel_percentage QUASI_IDENTIFYING_ATTRIBUTE
mileage INSENSITIVE_ATTRIBUTE
isc_timestamp QUASI_IDENTIFYING_ATTRIBUTE
gps_lat QUASI_IDENTIFYING_ATTRIBUTE
gps_long QUASI_IDENTIFYING_ATTRIBUTE
temperature_external INSENSITIVE_ATTRIBUTE

Table 8.1: ARX: Attribute Type Definition.

The generalization hierarchy for each of the quasi identifiers are defined as follows:

* charging_status attribute can have two possible values: CHARGING_ACTIVE or
CHARGING_INACTIVE which will be transformed to CHARGING_*. The Figure 8.2
displays the hierarchy defined for the attribute charging_status.

* fuel_percentage attribute will be transformed to ranged based values like very
low, low, normal, full, very full. The Figure 8.3 displays the hierarchy defined for
the attribute fuel_percentage.
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Level 2 *
Level 1 CHARGING_*
Level 0 CHARGING_ACTIVE CHARGING_INACTIVE

Figure 8.2: ARX: Generalization Hierarchy of the attribute Charging Status.

*

Rl

Level 1 very low normal full very full

AL

low
Level 0 0.0 20.0 20.0 350 35 100.0

Figure 8.3: ARX: Generalization Hierarchy of the attribute Fuel Percentage.
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* isc_timestamp attribute will be transformed to the following granular values:
hours-day-month-year, day-month-year and year of the captured timestamp. The
Figure 8.4 displays the hierarchy defined for the attribute isc_timestamp.

*
Level 4
2012
Level 3
Level 2 2012-05-12
Level 1 2012-05-12 01
Level 0 2012-05-12 01:36:38

Figure 8.4: ARX: Generalization Hierarchy of the attribute Timestamp.

* gps_lat and gps_long will be transformed to range of GPS latitude and longitude
values. The range of GPS latitude and longitude consists of all points which
fall within the 2.5 miles circumference from the captured point. The Figure 8.5
displays the hierarchy defined for the attribute gps_lat and gps_long.

The last step is to provide a k-value to generate k-anonymous data set and suppression
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Level 3 *
Level 2 [5.449-5.509], [7.181-7.241]
Level 1 5.479464697841067, 7.211614345173201

Figure 8.5: ARX: Generalization hierarchy of the attributes GPS Latitude and GPS
Longitude.

limit of the records, which could be suppressed as part of the anonymization algorithm
in percentage.
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This chapter captures the results of applying k-anonymization techniques against
various parameters and illustrates the performance analysis of the prototype.

9.1 Experimental Setup

A number of tests are performed by varying the k-values against the same data set and
also data sets with a varying number of records. The evaluation data set consists of
records up to 15 million records. All the experiments were performed using Java 11.0
with ARX library - libarx vl on Windows 10 Education edition with Intel Core i7-8550U
processor with 16GB of installed RAM.

9.2 Evaluation of K-Anonymity

In order to evaluate the performance of the prototype, six different variations in the
setup were made. This is explained in detail in the upcoming sections. The five primary
parameters which varied across the experiment variations are as follows:

1. Quasi Identifiers: K-anonymity is applied to data sets consisting of 1 to 5 quasi-
identifiers. The experiment is varied to check the performance based on types of
quasi-identifiers.

2. Number of Records: K-anonymity is applied to data sets consisting of records
up to 15 million records.

3. Number Partitions: K-anonymity is applied to data set with 1 million records,
and the number of partitions is varying from 1 to 50.

4. Generalization Height: K-anonymity is applied to the data set with the general-
ization height of quasi-identifiers varying from 1 to 6.
9.2.1 Evaluation based on varied Types of Quasi-Identifiers

The different types of quasi identifiers chosen for this evaluation are: charging_status,
fuel_percentage, isc_timestamp, gps_latand gps_long. These are represented as
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1, 2, 3, 4 and 5 respectively in the Figure 9.1. The execution time for the QID
charging_status and fuel_percentage are very close to each other as they share
the same generalization hierarchy height(1). The execution time of QID isc_timestamp
increases exponentially as the generalization hierarchy height is 4. The execution time
for QID gps_long and gps_lat is more as more computation needs to be performed to
generalize this values.

K-anonymization with varied types of Quasi Identifiers.

Em Records:1 Million,Partitions: 10

100 1

w80
=
c
[=]
o
w
i
£

w ]

£

(=
=
E=
=
o

& 40

20 1

0

charging_status fuel_percentage isc_timestamp gps_long agps_lat

Type of Quasi ldentifier

Figure 9.1: Evaluation based on varied Types of Quasi-Identifiers.

9.2.2 Evaluation based on varied Number of Quasi-Identifiers

The quasi-identifiers chosen for this evaluation are: charging_status, fuel_percentage,
isc_timestamp, gps_latand gps_long. The experiment is conducted by varying the
number of quasi-identifiers given as input parameters to the anonymization process.
The execution time is noted for the number of quasi-identifiers ranging from 1 to 5,
which is displayed in Figure 9.2. The execution time is substantially less when the
number of quasi-identifiers in the data set is 1 and 2 as the transformation which the
quasi-identifiers - charging_status, fuel_percentage can undergo is less. However,
there is an increase in the execution time when the number of quasi-identifiers is
increased to 3. The reason for this behavior is that the quasi identifier(isc_timestamp)
added has a larger generalization height, as a result of which more computation time is
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required. Finally, with the increase in the number of quasi-identifiers, a linear increase
in the execution time is observed.

K-anonymization with varied number of QIDs.

110 4 Records:1 Million,Partitions: 10
QID-1:charging_status
QIDs-2Z:charging_status,fuel_percentage

— QIDs-3:charging_status,fuel_percentage,isc_timestamp
QIDs-4-charging_status,fuel_percentage,isc_timestamp,gps_lat

100 1 QIDs-5:charging_status,fuel_percentage,isc_timestamp,gps_lat,gps_long

Execution time in seconds

1 2 3 4 5
Number of Quasi Identifiers

Figure 9.2: Evaluation based on varied Number of Quasi-Identifiers.

9.2.3 Evaluation based on varied Generalization Height

The quasi-identifiers chosen for this evaluation are: charging_status, fuel_percentage,
isc_timestamp, gps_latand gps_long. The number of quasi-identifiers is 5. The data
set chosen 1 million records. The number of partitions performed is 10. The quasi
identifier isc_timestamp is chosen as the attribute whose generalization hierarchy
height is changed. The experiment is conducted with an initial generalization height of
1; then, the height is increased up to 6. From the Figure 9.3 it can be observed that the
execution time consistently increases with the increase in the generalization height of
the QID.
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K-anonymization with varied number of generalization height.
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Figure 9.3: Evaluation based on varied Generalization Height.

9.2.4 Evaluation based on varied Number of Partitions.

The quasi-identifiers chosen for this evaluation are: charging_status, fuel_percentage,
isc_timestamp, gps_latand gps_long. The number of quasi-identifiers ranges from
3 to 5. The data set chosen 1 million records. The experiment is conducted with no
partitions, and then the number of partitions is increased up to 50. Each experiment is
re-run by varying the QIDs from 3 to 5. The execution time is when no partitioning
is done, i.e., when the data set as a whole is anonymized as shown in the Figure9.4 is
really high. Once the partitioning is done, the execution is less than half of the time
taken when the partitioning was not performed. However, the execution time remains
almost constant with an increase in the number of partitions due to three primary
reasons: (1) the bottleneck created by the IO operations performed by the Executor
service used to run the anonymization in parallel and apply ARX functions to blobs
of data in each partition. (2) the amount of time taken for partitioning and merging
the data set increases with the number of partitions. (3) if the number of partitions is
more than the threads allocated in Executor service, then the tasks of anonymization
get to queue in the Executor Service and are dispatched in a First-In-First-Out manner.
Figure 9.4 shows the execution time mapped against the number of partitions when the
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number of records is 1 million. Figure 9.5 shows the execution time against the number
of partitions when the number of records is 5 million. For this use case, anonymization
could be performed by the proposed approach. When the number of partition was 25,
an exponential increase in the execution time was observed. Further partitioning of the
data set where the number of partitions was less than 25 could not be performed due
to technical limitations.

K-anonymization with varied number of partitions.

250 4 —®— Records:1 Million,QID:3{charging_status,fuel_percentage.isc_timestamp,gps_lat,gps_long)
Records:1 Million,QID:4{charging_status,fuel_percentage.isc_timestamp,gps_lat)
—®— Records:1 Million,QID:3{charging_status,fuel_percentage,isc_timestamp)
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Execution time in seconds

125 A

100 A

o 10 20 30 40 50
Number of Partitions

Figure 9.4: Evaluation based on varied Number of Partitions-1 million records.
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K-anonymization with varied number of partitions.

—®— Records:5 Million,QID:5{charging_status.fuel_percentage.isc_timestamp,gps_lat,gps_lang)

25 1

Execution time in minutes

20 A

15 4

10 A

Number of Partitions

Figure 9.5: Evaluation based on varied Number of Partitions-5 million records.

9.2.5 Evaluation based on varied Number of Records.

The quasi-identifiers chosen for this evaluation are: charging_status, fuel_percentage,
isc_timestamp, gps_latand gps_long. The number of quasi-identifiers is 5. The num-
ber of partitions performed is 10. The size of the data set is varied from 1 million
records to 15 million records, and the execution time is noted against the number of
records. The execution time is linear throughout, as shown in Figure 9.6. Further
anonymization for larger data sets could not be performed due to technical limitations.
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K-anonymization with varied number of records.

Number of partitions:100,
—* QD 5(charging_status,fuel_percentage,isc_timestamp.gps_lat.ops_long)
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Figure 9.6: Evaluation based on varied Number of Partitions against Resultant K-Value.

9.2.6 Evaluation of Resultant K-Value for varied Number of Partitions

The quasi-identifiers chosen for this evaluation are: charging_status, fuel_percentage,
isc_timestamp, gps_lat and gps_long. The number of quasi-identifiers is 5. The num-
ber of partitions performed vary from 5 to 50. The size of the data set is 1 million.
Figure 9.7 represents the k value variation with a varied number of partitions. For
experimentation purposes, two versions of the data set were considered. In the first
version, the data set is used as-is and given as input for anonymization. In the second
version, the data set is sorted according to fuel_percentage since it is a numerical
value, and sorting operation on this attribute makes sense. The k value from each
partition is always equal to or more than 10(which is the k-value provided as input).
However, this value only increases when the partitions are merged. This is acceptable
with an increase in k-value; the privacy level increases as well. When the ordered data
set is anonymized, the partitions get anonymized with the resultant K-value equal or
more than 10, similar to the previous case. However, sorting fuel percentage increases
the possibility of similar values available in the same partition. Hence, when merged,
the resultant k-value is even though more, it is less compared to the K-value of merged
anonymized data set from the first case.
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Evaluation of K-Value for varied number of partitions on orginal and reordered data set.
585 595

GO0 4 MMM Original dataset - Anonymized Partitions

B Original dataset - Anonymized Merged dataset
BN Reordered dataset - Anonymized Partitions

B Reordered dataset - Anonymized Merged dataset

5 10 15 20 25 30 35 40 45 50
MNumber of partitions

Figure 9.7: Evaluation of Resultant K-value for Varied Number of Partitions.

9.2.7 Insights from the Anonymized Data set

In order to map the evaluation to the use cases, the anonymized data set was analyzed
for further interpretation. The use case of placement of smart charging stations 6.3.1
was chosen. In order to find the location where the user is most likely to run out of
charge in the vehicle, queries on the anonymized data set where fuel_percentage was
"very low” was chosen. The most common latitude and longitude range from the result
were chosen, and the location was mapped. The Figure shows the location where the
user is most likely to run out of charge, and the charging station could be potentially
placed in the location.
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Figure 9.8: Insights from the Anonymized Data set.
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10 Conclusion and Future Work

This final chapter summarizes the research outcomes of the thesis. Additionally,
limitations of the research as well as the potential future research work related to the
thesis are presented.

10.1 Summary

In this section, the research questions formulated as part of the thesis is presented
along with the answers and contribution this work provides.

RQ1: What are the properties of current k-anonymity implementations/algorithms?
From the extensive literature research conducted, three primary k-anonymization
techniques: Mondrian, Incognito, Datafly, were chosen post reviewing 18 research
papers as these three techniques were most popular as well as most cited. Each of these
algorithms was further analyzed systematically by reviewing the behavior individually
and applying the logic behind the algorithm to the example car data set chosen.
From these experiments, a better understanding of the pros and cons of using these
algorithms was noted down. Furthermore, a guideline was formulated which could be
used as a reference in choosing the appropriate algorithm according to the requirements.
Alongside, approaches: Top-Down Specialization and Bottom-Up Generalization for
applying generalization to any data set were explored. A recommendation on the
usage of these techniques based on scenarios was mapped out. Lastly, a new approach
of applying anonymization: Local and Collaborative anonymization technique was
investigated as well. ARX tool, which is listed as one of the standard tools to perform
de-identification of data sets, was investigated thoroughly, and the decision was made
to use the functions exposed by the tool in the implementation phase based on the
initial experiments conducted to understand the feasibility of the tool.

RQ2: What are the requirements for k-anonymity implementations in big data con-
text? From the detailed literature review conducted, the context of what big data
could mean for the anonymization of the data set was studied in detail. Furthermore,
the advantages and disadvantages of using the centralized and distributed approach
for the anonymization process were extensively researched. Post literature review, a
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decision of applying the k-anonymization technique in a distributed manner such that
the prototype would work in a big data context was made. On those lines, technologies
like Apache Spark and the data partitioning approach were explored by performing
experiments using those approaches, which proved to be beneficial in formulating
the system architecture. Interviews were conducted in parallel at European OEM and
European electronics manufacturer to formulate the use case and well as getting an
understanding of their requirement on k-anonymity implementation in the big data
context. As an outcome, the list of requirements in the form of use cases and properties
of connected car data set were drawn along with the use of Apache Spark to apply
k-anonymity using the ARX tool in the big data context.

RQ3: How can a k-anonymity implementation in the context of big data look like?
The system architecture was designed to take advantage of the ARX library as well
as provide data anonymization in a distributed manner with the help of Apache
Spark. The execution phase of the thesis was divided into three phases: Design,
Implementation, and Evaluation. In the design phase, using the properties of the
connected car data set studied at the European OEM, a data generator application was
developed, which provided the source data set similar to the one at the European OEM.
In the Implementation phase, the ARX library was integrated into the base application
and pre-requisites required to use the ARX library like data processing to match the
data types used by the source data set, and the steps to use the ARX library itself like
hierarchy definition and other steps as described in the Section 8 were performed. The
prototype was then developed, which takes the source data set as input, applies data
partitioning using Apache Spark, and the anonymization of the partitioned data set
was performed asynchronously using Executor Service and the functions exposed by
ARX. Lastly, the partitioned anonymized data set generated is merged using Apache
Spark to form the final anonymized data set. Lastly, as part of the evaluation phase,
the prototype was tested against various parameters as explained in Section 9. From
the results, it is proven that the prototype works well for larger data sets. Another
important finding was that the proposed distributed k-anonymization approach works
way better than the centralized approach as the execution time is almost halved by
performing anonymization for medium to large data sets, and for even larger data sets,
the anonymization could only be performed with the proposed solution.

10.2 Limitations

From the results derived from the work, the two limitations found will be explained in
this section.
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Firstly, the data set used for testing the prototype was generated synthetically using
the properties noted down in the interviews conducted at the European OEM. Though
the data set generator provided with data set that resembles the car data set at the
European OEM, few of the properties could not be replicated due to confidential
reasons. Moreover, the geographical validity of the GPS latitude and longitude with
respect to valid locations on a map is not taken into consideration. Also, the synthetic
data set itself contains limited outliers. Secondly, the experiments run as part of the
evaluation phase were run on the local machine, which reduces the computational
capacity provided to run the prototype.

10.3 Future Work

This work provides some topics which could be taken into consideration for further
investigations.

The current prototype performs k-anonymity for large data sets containing up to 15
million records. This solution can be further extended by deploying the application
in a high computing cloud environment, which would provide high computational
power to process even bigger data sets. The solution can also be extended to other
privacy models like 1-diversity, t-closeness, and differential privacy as ARX supports
these privacy models as well. From the inputs provided by Rohde and Schwarz, the
data generator part of the prototype can be extended as follows: A provision could
be added in the data generator, where it runs through the source data set, prepares
statistical models for each attribute in the data set and does data set generated from the
formed statistical models. This will provide a synthetic data set that is more in sync
with the source data.
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