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Motivation
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Efficient test process is 

necessary!

• Increase quality and 

stability

• Reduce test effort

• Reduce testing costs

• Improve error handling

Second Payment

Service Directive

(PSD2)

+

Investigation 

by British Competition 

Market Authority

• Third Party Providers get 

right to access user 

accounts

• Strong customer 

authentication

• Improved consumer data 

protection

• Foster competition and 

innovation

• Interface for Third Party 

Provider

[1,2,3,4,5,6]



Challenges and issues

• Deadlines, time pressure and high expenditure

 Shortening or omission of test procedures

• Software errors

 Damage company reputation and change product attitude of customer

• Banks responsible for their testing process

 Differences in test environment and test coverage

• Test process of PSD2-compliant APIs is time consuming, complicated and error-prone
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How can an efficient test process be performed using a 

data-driven and vendor-independent test tool?

[7,8,9,10]



Main actors of access to account (XS2A)
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Model of test tool
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Goal: Establishment of an efficient test process of PSD2-compliant APIs by using regression tests in a data-

driven and provider independent test tool

Overall goal and research questions
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Research 

Question 1

Research 

Question 2

Research 

Question 3

What are the requirements for a data-driven and 

vendor-independent regression testing tool for PSD2-

compliant APIs?

How could the design and implementation of a 
regression testing tool for PSD2-compliant APIs look 
like?

How easy could the test tool be extended to check 
the functionality and correctness of the entire banking 
API?

Analysis +

Interviews

Implemen

tation

Literature 

Review +

Interviews



Main steps to access a PSD2-compliant interface from a high-level perspective 
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Only done once

Registration Onboarding Authentication Workflow

Repeated for each request



Encountered problems and potential solutions (1)
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• Registration with national authority (e.g. in Germany  BaFin)

• Elaborate application procedure, which can take up to half a year

• Third Party Provider must disclose their business model

 If the national authority considers Third Party Provider to be trustworthy, an eIDAS-compliant certificate can 

be obtained

Problem:

• Only companies can register with the national authority, individuals cannot

• No certificate can be obtained without recognition by the national authority

Registration Onboarding Authentication Workflow

[10,11,12,13]



Encountered problems and potential solutions (2)
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Registration Onboarding Authentication Workflow

• Banks need Qualified Web Authentication Certificate (QWAC) for onboarding process of Third Party Provider

• Qualified certificates have to be issued by Qualified Trust Service Provider (QTSP)

• Certificate is for electronic identification and trust services for electronic transactions

Problem:

• Certificates are only issued to companies that are registered with a national authority

• Bank interfaces are not accessible without a certificate

Current solution:

• Use of a local sandbox 

[10,11,12,13]
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SCA Interface ASPSP

SCA Server

Redirect approach: 

Credential inserted using interface provided by Account 

Servicing Payment Service Provider

Decoupled approach: 

Secure Customer Authentication

using specialized App

Embedded approach: 

Credentials forwarded by 

Third Party Provider

Encountered problems and potential solutions (3)
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Registration Onboarding Authentication Workflow

Problem:

• Banks can choose different 

authentication flows such as 

embedded, decoupled, redirect, etc. 

Current solution:

• Store static TAN for testing purposes 

[10,11,12,13]



Encountered problems and potential solutions (4)
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Registration Onboarding Authentication Workflow

• API workflows are defined in specifications and operational rules

• Example: access account information

• Establish account information consent

• Get list of reachable accounts

Problem:

• In theory each bank can develop own proprietary XS2A communication standard

• No EU wide standard leads to high diversity of interfaces

• Banks make minor changes to interfaces flavors

Current solution:

• Focus on most common “standard”  Berlin Group

[10,11,12,13]



Next Steps

• Further expert interviews

• Additional literature research

• Creation of test specification and test plan

• Implementation of test tool
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Timeline
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2019 2020

Today

Dec 2020 Feb Mar Apr

Start of Thesis

Dec 15

Kickoff Presentation
Jan 27 Apr 15

Dec 15 - Mar 15
Literature Review &

Interviews

Dec 15 - Feb 15
Requirements 

Elicitation

Feb 1 - Mar 31
Design & 

Implementation

Mar 1 - Apr 10Evaluation

Dec 15 - Apr 15Writing
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Backup
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Establish consent
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Get Accounts

© sebisJosef Kamysek, 27. January 2020 18



Approach
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Environment IS Research Knowledge Base
RigorRelevance

Implementation of a 

data-driven, provider-

independent test tool for 

Banking APIs

• Expert interviews for 

elicitation of test tool 

requirements

• User evaluation of test 

tool

• Analysis of test tool 

extensibility

Refine

Assess

• Difficulties of current 

PSD2-compliant API 

testing process

• Need for easy and 

uniform testing 

process of multiple 

implementation

• Interviews with 

experts
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• Foundations on 

Open Banking, 

Payment Service 

Directive 2, Software 

Testing, Regression 

Testing

• Related Work on 

Testing Process of 

APIs

• API Documentation, 

Test Cases, 

Developer 

Experience



Why is a new test tool needed?
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Flexibility and freedom

Reusability of code

Few limitations while designing data-driven 

automation framework

Doman specific language allows behavior-

driven tests



API Calls Swagger
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