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Introduction
Motivation

Current Situation for Changes

Corporate security department

Goals:

« Easy access to several external
data sources

» Flexibility with existing data sources

To implement goals:
contact

IT department
Impediments:
« High complexity
« High costs
* Low process speed
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Goal

Self-service

Corporate security department

Direct access to data sources
Work with data independently

Taimplement anale
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Research Questions TUTI

Which open online sources can be used to gather information regarding corporate security?

Which short-lived information can be gathered by a media monitoring tool for corporate security?

How can the available data be enriched to allow for self-service?
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Approach
Goals

Access to internal as well as external Data

Enable fast queries through data virtualization

Make data usable to enable Self-Service
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Dremel
‘... is a scalable,
Interactive ad-hoc query
system for analysis of
read-only nested data.” [1]
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Approach
Midas at BMW

S

GDELT UCDP

Additions to Apache Drill by Midas

@ \/ « Command & Control

 Network Request Manager
— Midas

« Adaptive Cache
« Midas Data Hub

 Metadata Repository
BMW
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i tableauw
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Approach
Source Selection

Category

Name

Political Stability
Political Stability
Political Stability
Political Stability
Political Stability
Unrest

Unrest

Armed Conflict
Armed Conflict
Armed Conflict
Armed Conflict
Armed Conflict
Terror

Terror

Terror

Crime

Crime

Crime

Crime

Crime

Natural Hazard
Natural Hazard
Natural Hazard
Transport
Transport
Corruption
Corruption
Other

Fragile States Index
Weltbank

Bertelsmann Stiftung

EIU — Democracy Index
GClI

HIIK

Fragile States Index

HIIK

UCDP

SIPRI

Global Peace Index
Council of Foreign Relations (US Brille)
Global Terrorism Index
Global Terrorism Database
RAND

UNODC

UNODC Intentional Homicide
OECD Lénder Personal Safety
Interpol

Europol

IFHV - World Risk Report
GEM

EM-DAT

WHO

ETSC- nur Europa
Transparency International-Corruption Perception index
UNODC

GDELT
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Uppsala Conflict Data Program (UCDP)

Global Data on Events, Location

and Tone (GDELT)
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Approach
Global Data on Events, Location and Tone (GDELT)

» Created by Kalev H. Leetaru
» Global geolocated events since 1979
« Updates every 15 Minutes [3]

“The GDELT Project is a realtime
network diagram and database of global
human society for open research” [4]

GDELT 2.0 Event Database [5] GDELT 2.0 Global Knowledge Graph (GKG) [5]

Dataset containing event data including data Dataset containing extracted numbers and
about the actors entities from news reports
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Approach
Uppsala Conflict Data Program (UCDP)

« Created in the mid 1980
» At the Department of Peace and Conflict Research at the Uppsala University

« Updates once a year for the previous year [6]

“...Is the world’s main provider of data on
organized violence and the oldest ongoing
data collection project for civil war...” [7]

« UCDP Georeferenced Event Dataset (GED) [8] « UCDP One-sided Violence Dataset
« UCDP/PRIO Armed Conflict Dataset « UCDP Non-State Conflict Dataset
« UCDP Conflict Termination Dataset « UCDP Battle-Related Deaths Dataset
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Approach

Media Monitoring TI.ITI

/ u - . .
f Ubermetncs Initial Situation

~ 120 Hits per Week
Close to non-relevant hits

Searched everything
* Founded 2011

« 400 million sources - Issues:
. ngr_les are build with Boolean logic with some Received hits are focused on the past
additions [9]. Many false positives
_ Goals:
* In use at BMW since 2018 for Corporate Lower the number of hits
Security Increased number of relevant hits

« Separated into different sectors

Outcome: Goals could be achieved but the future for crime monitoring via ubermetrics is unclear
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Approach
Challenges in enabling Self-Service

Challenges for big data by Kanehisa et al. [10]:
« Data Access and sharing of information

« Analytical challenges

* Required Skill

Enrichment through metadata:

EventCode “This is the raw
CAMEO action code
0874 e describing the action
036 that Actorl performed

upon Actor2. NOTE: it
is strongly ...”
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Enrichment through a data model:

ActionGeo_CountryCode
Us
GM

country

United Stats of
America

Germany
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Approach
Ontology for Corporate Security Events TI.ITI

[11]
schema:Event ]—schema:location‘)[ schema:Place ]
A
schema:start/endDate
/ schema:geo schema:adress
schema:GeoCoordinates ] [ schema:PostalAdress ]
[ schema:Integer ](—cs:min max affected Pe0ple cs: ThreatEvent 1dfs:subC lassOf—[ cs:ManMadeThreatEvent ]
schema: | DitRs://schema.org schema:contentRating schema:identifier schema:codeValue  schema:participant
https://www.w3.0rg/2001/sw/ / \
rdfs: RDFECore/Schema/200203
[ schema:Rating ] [ schema:URL ] schema:Text schema:Person /
cs: Corporate Security Specific schema:Organization
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Conclusion TUN

The idea of virtualization of internal and external data can be extended for self-
service through features like metadata or the data hub

The proposed ontology does provide the foundation for future development
regarding corporate security.

Long term goal:
« Building a data driven Ontology
« Automated join recommendation
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Backup
Ontology

[ schema:Date ]\

schema:startDate

schema:Event ]_sdlema:locatiou‘—)[ schema:Place ]

schema:endDate

[ schema:Date ]/

[ schema:Integer ]«_\_\cs:ma_ximunmffected_lfs?f_le

A
‘/slc_hema:geo schema:adress
| schema:GeoCoordinates l [ schema:PostalAdress ]
rdfs:subClassOf schema:longitude schema:latitude schmea:adressCountry | schema:adressLocality
[ schema:Number l [ schema:Number ] | schema:Country ] I schema:Text ]
Y
[ schema:... ]

csiminimumAffectedPeople

[ schema:Integer k——cs:maxﬂunﬂ.ﬂjuredl“eople

cs:minimumInjuredPeopl
—_

[ schema:Integer cs:maxj.mumKil{e/d;People

ts:minimumKilledPeople

cs:ThreatEvent ]@f s :subCIassOf‘[ cs:NaturalThreatEvent ]
/ rdfs:subClassOf
\[cs: ManMadeThr eatEvent]

schema:contentRatingschema:identifier

schema:codeValue schema:participant
[ schema:Integer
schema:Rating l schema:URL ] I schema:Text ] schema:Person /
[ schema:Integer schema:Organization
rdfs:subClassOf rdfs:subClassOf rdfs:subClassOf
| schmezinCodeSet schema:memberOf schema:memberOf cs:conflictParty
I cs:GoldsteinRating ] [ cs:Intensity ] | cs:Sentiment l -
[schema:Categor_vCodeSet] [ cs:Religion I cs:EthnicGroup ] l schemainteger
rdfs:subClassOf rdfs:subClassOf rdfs:subClassOf
[ cs:CameoCodeSet ] [schema:Orgam’zationJ [schema:Orga_nization]

schema: https://schema.org
rdfs: hitps:/fwww.w3.0rg/2001/sw/RDFCore/5chema/200203

cs: Corporate Security Specific

190617 Brockmann Master Thesis Final Presentation

© sebis

21



Backup
Midas Architecture TI.ITI

@..@..@

Web Ul
REST
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Command & Control

Metadata Repository

%\

Worker| Worken [Worker [Worker Worker

NEM
1 1 | 1 |

Adaptive Cache

MNon-Relational
MongoDB,
Elasticsearch, ...

Relational

MySOL, Postgres,
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