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Abstract

The GDPR is the replacement for the Data Protection Directive which is outdated and
does not cover state-of-the-art data collection, usage and transfer techniques. Latest
data breaches and processing activities raise privacy concerns over the personal data of
individuals and make data protection significantly important. To address the increas-
ing privacy-related concerns, the General Data Protection Regulation came into effect
to create consistent rules that enforce privacy and protection over personal data within
the EU and allow EU citizens to control their personal data. The GDPR consists of seven
key principles that the organizations have to adopt within their data-related operations
in order to be compliant with the GDPR. One of these principles is the accountability
principle. It enforces organizations to have suitable processes and documents to be
compliant with the GDPR and demonstrate the compliance to supervisory authorities
on request. The record of processing activities is one of these privacy-related documents
and providing this document is stated as an obligation in the regulation. The main con-
tact person on the request for the record of processing activities is the data protection
officer. Creating such documentation can be a challenging task for large organizations
which may have hundreds of data processing applications. The situation complicates
the retrieval of the data which is necessary for creating a record of processing activities.
A promising approach for creating and maintaining the record of processing activi-
ties in an automated process is to use Enterprise Architecture. EA helps organizations
to maintain and control IT-related processes by providing an overall view about their
businesses, organizations, applications, information, infrastructures, and data. Only
few researches has been conducted in the area of using EA for GDPR-related issues.
This thesis fills this gap by using Enterprise Architecture models as the primary source
of information. We present a way to model the requirements of the record of process-
ing activities in Enterprise Architecture models. The machine-readable format of the
models are used in two different ways to automate the creation of a record of process-
ing activities. First way describes how the XML format of the models can be parsed to
extract required information. The second way uses the capabilities of graph databases.
By importing the EA models into a graph database, one can analyze the EA models and
retrieve necessary data for a record of processing activities.
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1. Introduction

This chapter describes briefly what the General Data Protection Regulation is, the rea-
son behind the regulation, and the goal of this research. In Section 1.1, the motivation
behind the GDPR is summarized. Following this, the objectives and the respective re-
search questions are presented in Section 1.2.

1.1. Introduction

Information technology shapes the historical period that we live in the 21st century.
When we look at the list of public corporations by market capitalization, top 3 compa-
nies are Apple, Alphabet Inc. and Microsoft [59]. This situation is not a coincidence
as the Information Age created a world where high-tech companies deliver services
and products that have transformed our personal lives. We live in a highly connected
world where we have access to any information, and as a result of this, the amount of
the generated data is vast. The current situation enforces companies to engage with
Big Data. New ways of doing business emerge and competition in the market increases
dramatically. Companies try to become more and more data-driven organizations to
gain a competitive advantage in the economy. All these data-driven companies invest
in processing and analyzing data to have a better understanding of the individuals
so that new services and products can be offered, and existing ones can be improved.
The collected data from different information sources can contain personal data about
individuals. Businesses use these personal data in various forms such as targeted ad-
vertisements and personalized services. On the other hand, the usage of personal data
can cause great harm to individuals. All these valuable information that hold the per-
sonal data are directly linked to the fundamental rights and freedoms of individuals.
Consequently, data protection ensures that individuals’ rights and liberties are not be-
ing violated. For this purpose, the new European data protection legislation came into
effect starting from May 25th, 2018. The General Data Protection Regulation (GDPR)
became the central data-governance regulation in the EU [1].

1.2. Objectives

The GDPR consists of seven essential principles which define the mindset that the or-
ganizations have to have when it comes to the protection of the personal data. These
principles are broader in scope, so there are no strictly defined requirements. Under-
standing and following these principles lie at the heart of being compliant with the
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GDPR. The details about these principles are given in Section 2.1.2. The principles of
the GDPR are mainly similar to the principles of the Data Protection ACT 1998 [39]. One
of the main differences is that the GDPR enforces organizations to have suitable pro-
cesses and documents to be compliant with the GDPR and demonstrate the compliance.
This is known as the accountability principle [24]. In the ENISA report, accountability is
divided into three accountability layers: accountability of policy, accountability of pro-
cedures, and accountability of practice [24]. The first two layers are more about having
appropriate privacy documentation such as documents that define privacy policies or
privacy and security requirements [24]. One of these documents is the record of pro-
cessing activities which has to be provided on the request from supervisory authorities.
As explained in Section 2.1.4, organizations have to document which processing activi-
ties they perform. An organization has to know what information needs to be provided
in the record of processing activities and how to retrieve all the required information
to create records of processing activities. Providing a record of processing activities is
mostly handled by the data protection officer because a data protection officer is the
main contact person for the data processing related issues. The responsibilities of the
data protection officer are explained in Section 2.1.1. When a supervisory authority
demands this document, a data protection officer needs to gather all the necessary in-
formation to provide such documentation. This process can be a challenging task for
large organizations which may have hundreds of data processing applications. Data
protection officer needs to know about how the data is collected, what the data pro-
cessing activities are, who the responsible person is, and other data-related informa-
tion. Additionally, all this information has to be accessible and be used to generate a
record of processing activities at any time. Enterprise Architecture (EA) models can
be used as a source of information to address these challenging tasks as seen in Figure
1.1. EA helps organizations to maintain and control IT-related processes by providing
an overall view about their businesses, organizations, applications, information, infras-
tructures, and data.




1.2. Objectives

Enterprise Architecture Models Record of Processing Activities

Enterprise Architecture Models Record of Processing Activities

Figure 1.1.: EA Models as Primary Source of Information

This research aims to explore how the creation of a record of processing activities can
be automated. The intention behind this thesis is to contribute current research on the
relationship between GDPR compliance and the enterprise architecture by answering
the following questions:

1. Which information shall be provided in a record of processing activities to ad-
dress the accountability principle of the GDPR?

2. How can the required information for the record of processing activities be pre-
sented in EA models?

3. How can EA models be used for the automated creation of a record of processing
activities?
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2. Theory

This chapter provides detailed information about some of the aspects of the GDPR (see
Section 2.1) and the relationship between Enterprise Architecture and the GDPR (see
Section 2.2). Firstly, we will introduce the GDPR actors in Section 2.1.1. In Section 2.1.2,
we will go over the GDPR principles that lie at the center of data processing. Section
2.1.3 shows how well the organizations are prepared for the GDPR and what needs to
be done to demonstrate compliance with the GDPR. In Section 2.1.4, we will introduce
a must-have document, the record of processing activities, for the GDPR compliance.
The state-of-the-art approach for creating a record of processing activities is explained
in Section 2.1.5. Section 2.2 provides brief descriptions of Enterprise Architecture (see
Section 2.2.1), Enterprise Architecture Management (see Section 2.2.2), and Enterprise
Architecture Modeling (see Section 2.2.3). Section 2.2.4 describes some of the concepts
of the ArchiMate modeling language.

2.1. The GDPR

Concerns about personal information grow day to day, and people become more sen-
sitive about how their data are used, which security measures are provided by the or-
ganizations, with whom their data are shared. The data breaches in the last few years
created an untrusted environment. Data leaks became a severe problem for individuals.
Figure 2.1 shows the most concerned types of personal information for U.S. adults.

Which of the following types of personal information would you be
most concerned with online hackers gaining access to?

My personal banking information

My credit card number(s)

My social security number

My home address/ phone number

My private emails

My child(ren)’s name/information

My personal internet browsing history

Explicit photos or videos of myself

% 90%

Figure 2.1.: The types of personal information which U.S. adults would be most con-
cerned [64]
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Figure 2.2 displays the significant online data breaches worldwide. The growing
amount of personal information creates severe risks in terms of the rights and freedoms
of individuals.

Number of compromised data records in selected data breaches as of
November 2018 (in millions)

Yahoo (Aug '13, revealed Dec '16, updated

Oct '17) 3000

Facebook (Apr '18)F***
River City Media (Feb '17)

Aadhaar (Jan "18)

Aadhaar system of the Unique Identification
Authority of India (UIDAI) (jan *18

Yahoo (2014, revealved Aug '16)*

Marriott's Starwood guest reservation
database (Nov "18)

MySpace (May '16)#*
Friend Finder Network Inc (Oct '16)
US Voter database (Dec "15)

Adobe (Sep '13)

eBay (Mar '14)

Equifax (May-Jul '17, reported Sep '17)
Heartland (Jan '09)

Linkedin (Jun 12, revealed May '16)
VK (Jun '16)

T.J. Maxx (Mar *07)

AOL (Dec '14)

MyHeritage (2017, revealed Jun 18)
Facebook (Mar '18)***

Dailymotion (Oct '16)

Anthem (Feb'15)

Sony PSN (Apr '11)

US Military (Jan '09)

JP Morgan Chase (Jul *14)

0 500 1000 1500 2 000 2 500 3000 3500
Amount of records stolen in millions
Sources Additional Information:

Information is Beautiful; Various sources
); Thomson Reuters

weet); Identity Theft Fesource Centel
ess reports); Thomson Reuters; Nov

Figure 2.2.: Data Leaks [63]

The proposal of the GDPR was released for the first time in 2012 by the European
Commission. The idea was to create a common legislation which has to be incorpo-
rated by the Member States into their national law. Instead of having various laws
within Europe, a Member State could use a unified regulation to improve data protec-
tion. Another advantage of this unified regulation is to have a simpler environment for
international organizations in the EU market. This modernized law to protect personal
data was adopted in 2016. However it came into force on May 25, 2018 [23].
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The GDPR creates consistent rules to enforce privacy and protection over personal
data for all citizens living in the European Union. It allows individuals to have control
over their data. The GDPR affects all businesses that process and use data of EU citi-
zens regardless of their physical locations. In the legislation, personal data is defined as
any information that relates to an identified or identifiable individual directly or indi-
rectly. Data processing is described as activities (e.g. storing, collecting, dissemination)
performed on personal data [22].

2.1.1. Definitions and Roles of GDPR Actors

The GDPR puts mandatory legal obligations both on data controllers and data proces-
sors in order to ensure compliance with this new legislation. In order to understand
which obligations apply to which role, the GDPR defines five key actors and gives in-
formation about their responsibilities and rights. The definitions are given in Article 4
of the GDPR [22].

Data Controller

Data Controller is defined as the natural or legal person that determines the purposes
and means of the processing of personal data. Responsibilities of the controller can be
found in Article 24 of the GDPR [22].

¢ Data controller defines the scope, context, and purposes of data processing.

¢ Data controller has to take into account the likelihood and severity of the risks
that involve the rights and freedoms of natural persons.

¢ Data controller has to implement necessary technical and organizational mea-
sures to ensure and to demonstrate the compliance with the GDPR.

¢ All implemented measures have to be reviewed and updated when necessary.

¢ A data controller is also responsible for the compliance of its processors.

Data Processor

Data processor carries out processing personal data. Responsibilities of the processor
can be found in Article 28 of the GDPR [22].

¢ Data processor has to implement necessary technical and organizational mea-
sures in a way that data processing activities meet the requirements of the GDPR.

* Data processor has to get written authorization of the corresponding data con-
troller for the intended changes concerning data processing.

¢ Processing activities by data processor have to be governed by a contract under
Union or Member State law.
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Data Subject

Data Subject is defined as an identified or identifiable natural person. Rights of the
data subject are stated in Articles 12-23 [22].

The right to be informed

The right of access

The right to rectification

The right to erasure

The right to restrict processing
The right to data portability

The right to object

Data Protection Officer (DPO)

If a company performs certain types of data processing activities, a data protection
officer (DPO) has to be appointed. The DPO has to be appropriately involved in all
issues related to the protection of personal data. Both the controller and the processor
have to support the tasks of the DPO by providing all the necessary resources [22].
Article 39 states the following tasks:

To give information and advise the data controller or the processor and the em-
ployees who carry out processing of their compliance obligations.

To monitor compliance with the GDPR.
To advice on the data protection impact assessment and monitor its performance.
To work closely with the supervisory authority.

To act as the first point of contact for the supervisory authority and individuals
on data processing related issues.

Supervisory Authority

Article 51 introduces a supervisory authority. To protect the fundamental rights and
freedoms of data subjects, each Member State should assign one or more public au-
thorities. These public authorities are responsible for monitoring the application of the
GDPR. The supervisory authorities should cooperate to create a consistent approach to
the application of the GDPR [22]. Article 57 of the GDPR sets out the following tasks:

Enforce and monitor the GDPR compliance.
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Increase awareness about privacy.
Advice on data processing activities for the controllers and processors.

Deal with data subjects” requests by giving information about their rights in the
GDPR.

Deal with the complaints of data subjects.
Cooperate with other supervisory authorities.
Investigate the application of the GDPR.

Monitor the impact of the development of information and communication tech-
nologies and commercial practices on data protection of personal data.

2.1.2. GDPR Principles

Article 5 of this new regulation sets out seven fundamental principles that define how
the approach to processing personal data has to be. To be compliant with the GDPR is
achieved by following these principles. Infringements of the GDPR can burden fines
up to 20 000 000 EUR or 4 % of an organization’s total worldwide annual turnover [22].
In this section, these seven principles are analyzed in detail.

Lawfulness, fairness, and transparency

Every single processing activity has to have a valid lawful basis. There exist six legal
bases and companies can choose any of them depending on the purpose of processing
and the relationship with the data subject. These six legal bases are stated in Article 6,
but for the scope of this thesis, details will not be covered.

Consent

Contract

Legal Obligation

Vital Interests

Public Interest / Exercise of Official Authority
Legitimate Interests

Special Categories

Criminal Offence
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Identifying a lawful basis for processing activity ensures that personal data are not
used unlawfully. Fairness means that a reasonable person should expect the processing
in a way that is explained in the consent form. Having a clear justification for process-
ing activity is essential. Transparency means that companies have to be direct, open
and honest about what, how and why they use the collected data. Giving the necessary
information about the company, using clear and understandable language and com-
municating data subject’s rights to the individuals before they enter into a relationship
with the company is a good start to gain their trusts [39].

Purpose Limitation

All the data that are intended to be used for processing have to be collected for spec-
ified purposes. In the case of new processing activity of personal data, if the new pur-
pose is not compatible with the purpose specified in the privacy information, then per-
sonal cannot be used for the new purpose. All the identified purposes for processing
have to be documented in privacy information, and these purposes should be reviewed
periodically. It does not forbid further processing for archiving purposes in the public
interest, scientific or historical research purposes or statistical purposes [39].

Data Minimization

The amount of data is restricted to what is necessary for the specified purpose of pro-
cessing [39].

Accuracy

Discovering misleading or incorrect data can cause negative consequences for both
the data subject and the data controller. Data accuracy should be reviewed regularly,
and the necessary steps have to be taken in order to keep the data up to date. Verifying
the data source is an effective way to ensure the accuracy of personal data [39].

Storage Limitation

Besides the personal data which is relevant and adequate for the specified purposes,
all other personal data must be anonymized or removed from the system. The data
controller must inform data subject how long the collected data will be stored. In the
case of another legislation, public interest archiving, scientific or historical research, or
statistical purposes, data can be stored for more extended periods. However, data con-
trollers must be able to justify their reasons for such cases [39].

Integrity and Confidentiality

Applying the appropriate technical and organizational measures can ensure data

10



2.1. The GDPR

protection for preventing privacy related breaches in a system. In addition to security
measures, confidentiality, integrity, and availability of a system requires maintaining
the accuracy of the personal data and restoring the availability to the personal data
promptly [39].

Accountability

All companies that collect and use personal data are responsible for what they do
with the data. The mindset of accountability has to be adopted across the organiza-
tion that processes personal data. Organizational and technical measures have to be
implemented to capture how personal data have been processed, stored and shared in
a compliant way [39]. This principle enforces organizations to comply with the GDPR
and provide documentation for demonstrating compliance.

2.1.3. GDPR Compliance

There have been some researches that show awareness and preparation of large en-
terprises, small and medium businesses for the GDPR. In 2016, Dell announced the
findings of a global survey about this subject. About 70% of respondents say that their
organizations either not ready or do not know if their organizations are ready for the
GDPR. Only three percent of the respondents have a plan for being ready. More than
80% of respondents know just a few details or nothing about the GDPR. Another cru-
cial finding is that more than 90% of the respondents say their existing technical or
organizational measures do not satisfy the requirements of the GDPR [25]. A survey
conducted by Symantec through interviews with 900 business and IT decision makers
across the UK, France, and Germany in 2016, 91% of respondents worry about their
ability to become compliant [65]. Another recent survey shows that only 29% of EU-
based organizations have fully implemented the technical and organizational measure
to be compliant with the GDPR [27]. This survey was conducted six months after the
deadline in 2018.

Analyzing the legal document and mapping the extracted legal requirements into
technical and organizational measures can be a slow and challenging process [8]. It
requires both technical and legal expertise to fully understand what it is necessary to
be compliant with the regulation. Implementing the appropriate measures becomes an
error-prone effort and time-consuming. The studies and surveys verify this situation
by the well-marked numbers.

As a starting point to become GDPR compliant begins with understanding data life-
cycles and data related activities throughout the organization [20]. Managing massive
volumes of data is a challenging and complex task. Especially, unorganized ways of
processing data can cause impediments in realizing business objectives. Consequently,
companies need to have a clear, unambiguous view of the ways of doing business.

Documentation plays an essential role to be able to demonstrate compliance [40].

11
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Several documents are needed to be shared with different parties like data subjects
and supervisory authorities. Therefore clear documentation becomes a must-have to
maintain correctness, consistency, and up-to-dateness between the shared information
to different stakeholders.

2.1.4. Record of Processing Activities

The record of processing activities is a part of privacy documentation to prove data
processing activities in the context of the accountability principle of the GDPR [26]. As
stated in Article 30, when the supervisory authority requests the record of processing
activities, it has to be made available to the supervisory authority by the controller or
the processor [22]. The obligation of providing a record of processing activities is not
applied to enterprises employing 250 employees or more unless;

¢ The rights and freedoms of data subjects are in risk because of the processing.

* Processed personal data includes special categories of data (details are given in
Article 9(1)).

¢ Personal data is related to criminal offences and convictions (details are given in
Article 10).

¢ Processing is carried out periodically
Record of processing activities must contain the following information;

¢ The name and contact details of the controller, where applicable, the joint con-
troller, the controller’s representative, and the data protection officer

¢ The name of the data processing activity
¢ The purposes of the processing

¢ The lawful basis of the processing

¢ The categories of data subjects

¢ The categories of personal data

¢ The categories, names and contact details of recipients to whom the personal data
have been or will be shared (both internal and external)

¢ The identification of third countries or international organization in the case of
transfers of personal data

¢ Retention period of different categories of data

* A description of the technical and organizational security measures

12
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All this information must be provided by the controller and processor where applica-
ble. The records of processing activities shall be generated in writing or electronic form
[22].

Detailed information about the context of the record of processing activities is pro-
vided in Section 4.2.

2.1.5. State-of-the-Art Approach to Create the Record of Processing
Activities

In most cases, creating and maintaining the record of processing activities are con-
ducted by a person who is designated by the organization. The designated person get
in touch with other stakeholders in the organization to collect all the necessary infor-
mation for the record of processing activities, and this person has to trust this manual
process because no tools are provided to verify the accuracy of the information. All
the collected data are entered into spreadsheets. These spreadsheets are maintained
manually by the data protection officer. Most of the time, the record is updated before
special events such as compliance audits. Generally, it is updated once a year. To mini-
mize the risks, organizations prefer adding every single processing activity even these
activities do not consume and produce personal data. This type of documentation is
the state-of-the-art approach to provide a record of processing activities to the supervi-
sory authority on request. Some of the supervisory authorities try to be as transparent
as possible in terms of fulfilling the obligations by publishing guidance that indicates
what information has to be provided in a record of processing activities.

2.2. Enterprise Architecture

The obligations in the GDPR enforce organizations to be aware of how they process,
store, collect and share personal data. EA modeling plays a significant role to display
the use of personal data and understand the relationships along the EA by visualizing
the interactions between business and IT elements [43]. EA can show the adequacy of
the organization explicitly in terms of GDPR compliance. It enables us to see where and
how personal data are stored and provides insights about the applications that produce
and consume personal data.

In Section 2.1.1, the responsibilities of the data protection officer are listed. Con-
cerning these responsibilities, enterprise architects can be very helpful for data protec-
tion officers by sharing their knowledge about the inner workings of the organization.
Enterprise architects can act as a contact point for the identification of risks, compli-
ance infringements, and appropriate security measures. Their abilities to answer GDPR
compliance-related questions and close cooperation with other stakeholders within the
organization create significant value for GDPR implementation [45].

13
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2.2.1. Enterprise Architecture

Although many kinds of research were conducted in the past years, a universally ac-
cepted definition of Enterprise Architecture (EA) does not exist [47, 62, 37, 15]. One
definition based on the published book of Scott Bernard for EA is “the analysis and
documentation of an enterprise in its current and future state from an integrated strat-
egy, business and technology perspective.” [10]. Another definition of EA is to address
to the alignment between the changes in business strategy and processes in sophisti-
cated information technology (IT) environments [61]. EA can be considered as a model
to introduce a common language for IT and business. It covers different aspects of the
enterprise; the technical, social, economic, security and legal [48]. It defines how the
elements of IT interacts with the economic activity of the enterprise.

[ Business Capabilities ]
(2]
B C | 2 Organization & Processes
22| 8 ¢ @
o |X = S - - ©
O || £ o Business Services )| g 2
o 7]
1 T =, o =<3l
219 o > Applications & Databases =/ | ®
Sl ° B o |0
2|8 & 8 g
=18 2 g Infrastructure Services ]
—
c | @
Infrastructure Elements

[
[
[

Figure 2.3.: Enterprise Architecture Layers [48]

As stated in Figure 2.3, there exist several layers and crosscutting concerns [48, 13].
Business processes, technical resources, organizational units, applications, products re-
flect the entities related to business [54]. The combination of these entities creates a layer
in the business architecture that supports the business model and business strategy. A
business capability is used to perform a unique business activity [48]. Business services
are supported by the applications, databases and other related elements concerning the
business service layer. The applications and the databases rely on the provided tech-
nical infrastructure and data in the forms of infrastructure services. The infrastructure
service layer is realized by computer and communication hardware and system soft-
ware. The crosscutting functions are applied to all entities of all layers. For instance,
the security layer supports the enterprise against the threats, and the legal layer realizes
legal obligations throughout the organization [48].

In summary, EA is a well-defined practice that focuses on analysis, design, plan-
ning, and implementation of an enterprise by following a holistic approach in order
to achieve the success in both development and execution of strategy [29]. All the

14
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principles and practices of EA guide enterprises in a changing environment by pro-
viding artifacts and their relationships with each other. Various aspects of an enterprise
are considered to identify, motivate and achieve changes in information, business, and
technology [17].

2.2.2. Enterprise Architecture Management

The distinguish between enterprise architecture, and enterprise architecture manage-
ment (EAM) is not so clear [15]. All the EA elements that form the layers have to be
documented and managed. EAM function combines all the processes, applications,
tools to make things work [54]. EAM is a continuous and iterative process to main-
tain and improve the alignment of business and IT [13, 33]. According to Hevner et al.
[36], business organizations are derived by goals, and this is why business problems
and opportunities are often associated with the goals of business organizations. For the
management of EA-related processes, three different models with regards to time are
used: the current state (as-is), the planned state and the target state (to-be). To reach
out to the target state, one has to identify the problems in a given context [12]. Hevner
et al. describe a problem as the differences between the current state and the target
state [36, 28]. This gap between the present and the target state can be used to define
an explicit problem [41]. Improving and controlling the alignment between business
and IT depend on solving the identified problems. Besides the EAM, there exist several
other management functions and these management functions have to be integrated
with EAM for ensuring a successful development and execution of strategy. It directly
addresses the challenge of holistic and integrated management of EA concepts [14].

As an example, the management of application landscapes is one of the above man-
agement functions. Application landscape is the management of a set of all applica-
tions, business and data objects, services, interfaces, databases, and many other related
entities in an organization in order to support the business [18]. It offers complete vis-
ibility to manage IT applications and align applications with business needs. Having
clear insights about the applications in-use, their business value, and involved tech-
nologies can be achieved by creating an application landscape [49].

According to Khosroshahi et al., compliance with security regulations is one of the ar-
chitecture principles that drive an organization’s EA on the strategic level [42]. As one
of the critical drivers of the management of application landscapes related to this thesis
topic is to find out the level of compliance of regulations (e.g. the GDPR) in the exist-
ing and future application landscapes.Not only is possible to analyze the application
portfolio but also it improves transparency. Hence it allows organizations to identify
non-compliant elements [51]. For instance, under the GDPR, organizations have to in-
form data subjects and supervisory authority about how they collect, process, transfer,
share and store personal data of the individuals. If organizations cannot understand
how personal data is accessed or modified across the applications, infringements may
occur. Consequently there will be severe penalties for organizations because of being
non-compliant under the GPDR [51].
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2.2.3. Enterprise Architecture Modeling

There exist several frameworks for handling Enterprise Architecture such as Zachman
[3] and TOGAF [34]. These frameworks aim to provide consistent and formal stan-
dards, methods and communication among Enterprise Architecture professionals to
define and view enterprise. This thesis work with Archimate, an open and independent
modeling language, what was created by The Open Group and supported by different
firms [58]. The Archimate Modelling Language is based on TOGAF which is used to
describe the process of managing and developing an enterprise architecture, but it does
not provide a modeling language. It uses the TOGAF as a reference point for Enterprise
Architecture related terms. With the help of the Archimate Modeling Language, enter-
prise architects can describe, analyze and visualize various architecture domains and
their underlying relations. The Archimate language, a uniform representation for dia-
grams that defines a set of generic elements and their relationships, is designed specif-
ically for Enterprise Architecture modeling tasks [35].

2.2.4. The ArchiMate Language

In this section, some core concepts and elements of ArchiMate that are relevant to the
context of this thesis will be explained based on the ArchiMate 3.0.1 Specification. More
information about the following definitions can be found in the ArchiMate 3.0.1 Speci-
fication [35]. See Appendix A.1 for the summary of language notation.

Stakeholders within an enterprise may have different concerns that are necessary to
be addressed from different viewpoints. These elements can be created on different lay-
ers and aspects of enterprise architectures within the core language of the ArchiMate.
The enterprise architecture is divided into three layers that are represented by three
different colors as follows:

¢ The Business Layer (represented by yellow)
¢ The Application Layer (represented by blue)
¢ The Technology Layer (represented by green)

Although the meta-models of layers look similar to each other, all the elements are
specific to a particular layer. The elements in high layers may be realized by the ele-
ments in the lower layers. The relationships achieve the connections between modeling
elements. The details of the relationships and information about all the possible rela-
tionships between elements of the ArchiMate language can be found in the specification
[35].

16



2.2. Enterprise Architecture

The Business Layer
This layer is used to model the business architecture, defined by the TOGAF frame-
work, of an enterprise. It contains business-related elements of the modeling language
such as business services and business actors and their relationships. All the products

and services offered to customers by the organization can be described in this layer.

Business
Interface

composed of]

serves

Business Internal
Active Structure
Element

triggers /
flows to
triggers / flows to SIS assigned to
P _ Service
triggers / flows to L
Business )
Passive Structure|  accesses realizes serves
Element
aggregates /
I composed of
accesses
accesses Business Internal serves
. Behavior Element |
triggers /
flows to assigned to
triggers / .
flows to t;;g\?virfo/
- Business assigned to
- Event
(.
triggers /
flows to

Figure 2.4.: Business Layer Metamodel [35]

Figure 2.4 describes the Business Layer elements and their interactions. The details

about the elements and all permitted relationships can be found in specification [35].
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The Application Layer
The Application Layer supports the Business Layer with the help of application ser-
vices which are realized by application components

triggers /
. flows to
triggers / flows to .
p 99 Application assigned to Application
Service Interface

triggers / flows to

Data realizes
Object accesses

serves
composed of serves

aggregates /

accesses composed of
accesses Application Application
. Function / Process / assigned to Component
t /
Hg\?vzrtso ( ; Interaction
realizes
triggers / triggers / 2.*
flows to flows to aggregates
\ Application Application
\ Event ) Collaboration
\ assigned to
l l triggers /
flows to

Figure 2.5.: Application Layer Metamodel [35]

Figure 2.5 describes the Application Layer elements and their interactions. The de-
tails about the elements and all permitted relationships can be found in specification
[35].
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The Technology Layer

All the necessary technology services (e.g. processing, storage and communication
services) needed to run applications, realized by computer and communication hard-
ware and system software.

triggers /
flows to
triggers / flows to Technology assigned to Technology
Service Interface
triggers / flows to
Techn_ology accesses realizes serves composed serves
Object of
aggregates /
composed of realizes
[ Technology serves Node associated with P
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assigned to
accesses ] ]
Artifact Technology System Device Technology | |realizes
C Event Software assigned to Collaboration
triggers /
I flows to { I assigned to aggregates associated
[l with
K Communication
realizes J ’ aggregates Network

associated with
Figure 2.6.: Technology Layer Metamodel [35]

Figure 2.6 describes the Application Layer elements and their interactions. The de-
tails about the elements and all permitted relationships can be found in specification
[35].
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Aspects represent a classification for the different types of elements of the core Archi-
Mate framework. When aspects are combined with the layers, the concerns of stake-
holders of the organization can be modeled.

Passive Behavior Active
structure structure

Business Layer

Application Layer — Layers

Technology Layer

|
Aspects

Figure 2.7.: ArchiMate Core Framework [35]

In each layer, three aspects are considered: active elements that exhibit behavior (e.g.
Process and Function), an internal structure and elements that define use or communi-
cate information. As shown in the figure above 2.6, there exist three aspects:

¢ The Active Structure Aspect
¢ The Passive Structure Aspect

* The Behavior Aspect
The Active Structure Aspect

It represents the conceptual elements that display some behavior. Some examples of
these elements are business roles and business actors. Depending on the exposure of
the behavior to their environments, these elements can be divided into two categories;
internal and external. While internal active elements such as business actors or business
components perform some behavior, external active elements are the interfaces that
expose the expected behavior to the environment [35].
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2.2. Enterprise Architecture

The Passive Structure Aspect

These passive structure elements stand for all the objects (e.g. data objects from the
Application Layer, business objects from the Business Layer, artifacts from the Technol-
ogy Layer) for which behavior is carried out [35].

The Behavior Aspect

All the processes, functions, services, and events represent the behavior conducted
by the actors. The described structural elements are assigned to the behavior elements
so that they can exhibit the behavior [35].

Example

In this example, layers, aspects, and their interactions will be covered based on the
previous explanations. Order Placement is a business process that is composed of some
business processes. There are triggering relationships between these business processes
(e.g. Enter Delivery Information triggers the Create Order process, which in turn triggers
Take Payment). The Order Placement business process realizes the Give Order business
service. Customer, modeled as a business actor, is assigned to a business role called Ap-
plication User. Give Order serves to Application User. Customer is associated with some
personal information. Customer Information, Order Information, and Credit Card Informa-
tion are realized by the data objects from the application layer. Customer Data, Order
Data and Credit Card Data are accessed by the application components. Order Applica-
tion, Financial Application, and Notification Application are associated with the application
functions, namely Order Creation Function, Payment Function, Notification Function. Each
of the application functions is realized by some application services which serve differ-
ent business processes in the Order Placement process.
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Figure 2.8.: Order Placement Example

Figure 2.8 points out that the personal data of the customer are used in the process
of placing an order. Visualizing business processes and data objects related to these
business processes enables organization to have a clear vision about how data moves
throughout the organization.

Besides the core framework, motivation-extension introduces new layer, and it is
supported by the full ArchiMate language.

Motivation Extension

Motivation intentions are covered within this extension. It provides an enriched ar-
chitecture model to describe the reasons behind the architecture of an enterprise [35].
The motivational elements can be used to explain what effects the design and operation
of the enterprise. In this section, the motivational elements and their interactions are
analyzed.

Stakeholder

A stakeholder is either the role of an individual, group or organization that have an
interest in the outcome of the architecture and the organization. Their concerns and
interests may vary in the organization, on the other hand, they can still influence on
each other [35].

Stakeholder

Figure 2.9.: Stakeholder Notation [35]
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Driver

This motivational element represents internal or external factors such as regulations
that prompt an organization to identify its goals and what needs to be done to achieve
these goals. Two types of driver element exist; internal and external. Internal drivers
(e.g. Costs and Revenue) refer to concerns, and they are associated with a stakeholder.
On the other side, external drivers are outside factors such as regulations [35].

|

‘ Driver

Figure 2.10.: Driver Notation [35]

Assessment

The assessment element represents the evaluation of the situation of the enterprise
regarding some driver. By analyzing the state of the enterprise, one can identify what
needs to be addressed in the enterprise. Exiting goals or new ones can be associated
with the assessment elements. In order to derive these elements, a SWOT analysis, a
method for understanding strengths, weaknesses, opportunities, and threats, can be
conducted [35].

0

Assessment

Figure 2.11.: Assessment Notation [35]

Goal

A goal can be an improvement that helps an organization to reach out to an aimed
state. Some examples of goals in the GDPR context can be: to inform data subjects
about their rights, to notify supervisory authority about data breaches. Defining a goal
can be helpful to realize further requirements and principles [35, 68].

\
Goal

Figure 2.12.: Goal Notation [35]
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Outcome

In order to describe what is produced to realize the defined goals, outcome elements
are used, and therefore concrete results can be defined in the model. They may hold
different values for each stakeholder in an organization [35].

|

‘ Outcome

Figure 2.13.: Outcome Notation [35]
Principle
These abstract elements do not hold specific requirements, but they represent more
generalized requirements of solutions. These general properties may differ concern-

ing the context that involves them. As an example, visibility and transparency can be
defined as a principle for a system to achieve privacy goals [35].

( Principle @]

Figure 2.14.: Principle Notation [35]

Requirement

While a principle defines a general property, a requirement defines a more specific
property of a system described by architecture in a given context. Requirements have
relationships with the structure and behavior elements to achieve the desired goals.
Hence they can be considered as instruments to realize the desired goals. As an ex-
ample, encrypting the messages between client and server is a specific property of a
system that realizes the principle of end-to-end security [35].

Requirement d] D

Figure 2.15.: Requirement Notation [35]
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The low number of scientific researches about the relation between the GDPR and EA
was a limitation for this thesis [16]. On the other hand, existing EA tools already started
to address privacy-related concepts for the GDPR. Organizations can take advantage of
EA models as the primary source of information for demonstrating compliance with
the GDPR [43] since these models constitute a picture of the holistic structure of an or-
ganization. In this holistic structure, one can define interactions between applications,
businesses, stakeholders, infrastructure and personal data [12]. In Section 3.1, we share
approaches from different EA tool vendors and in Section 3.2, academic researches that
are conducted in this area are shared.

3.1. Industry

Getting insights about how data moves through the applications and business pro-
cesses can help organizations to adhere to the GDPR requirements. TrustArc provides
solutions to manage privacy compliance for global privacy regulations including the
GDPR, defines this approach as “Follow the Data” [67]. The best practice tip of TrustArc
to address privacy concern is “Look at what data is going in, who is accessing it, and
how long it is stored.” [67]. According to TrustArc, thinking in terms of just the per-
sonal data makes the understanding of the processing activities complicated, in con-
trast, thinking about business processes, applications, infrastructure is more efficient
and reliable approach [67]. To see how business processes interact with the personal
data and to meet the Article 30 requirements, data flow maps are used. The TrustArc
Platform provides a tool, namely Data Flow Manager, to enter and maintain the pro-
cessing activities of the organizations. Tool vendor-specific solutions can be useful for
customers. However the solution is limited to the platform’s features. The information
structure is very well-defined and rigid. As it does not provide an independent mod-
eling language for enterprise architecture, this situation prevents flexibility in defining
data processing activities and how these processing activities interact with the rest of
the organization’s system [67].

Another popular EA tool provider LeanIX uses the architectural models, fact sheets
and surveys to present GDPR compliance [45]. According to LeanIX, the Zachman
Framework is too static, and the TOGAF is complex. In order to offer an improved EA
framework with the ability to adopt to rapid changes in an enterprise, they promote
their own lean enterprise architecture tool [46]. The enterprise architecture framework
that their tool is based on creates a clear overview of the enterprise architecture. The
framework is structured by the following elements: technology stack, IT component,
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application, user group, business capability, provider, interface, data object, project
and process [46]. Each organization can implement its solution based on this Lean EA
Framework, on the other hand, it is only supported by one company and this situation
leads to a tool vendor-specific solution.

For both tools, an essential feature is missing. They do not provide the necessary tools
to model and realize legal requirements within an organization. There are no standards
to model the reasons behind the architecture of an enterprise. They can address the
current legal requirements with hard-coded features. However they cannot adapt to the
changes. Modelling the existing and possible future legal requirements of the GDPR is
significant to ensure compliance.

BiZZdesign is also an enterprise architecture tool vendor and provides similar so-
lutions [11]. BiZZdesign supports the ArchiMate modeling language which is known
as an open and independent enterprise architecture modelling language. The details
about this language are given in Section 2.2.4.

3.2. Academic

From the academic perspective, researches emphasize on the benefits of EA to address
privacy-related concerns that are covered in the GDPR. The research conducted by C.
Palmér proposes the modeling of GDPR articles to ensure GDPR compliance by evalu-
ating the enterprise architecture of an organization [56]. Each proposed model is used
to represent an article from the legal text. The models are based on the ArchiMate
modeling language and use the motivation extension. The system requirements are not
derived from the articles of the GDPR, and it does not focus on the realization of the
record of processing activities.

Burmeister et al. discuss to use enterprise architecture models to ensure compliance
with the GDPR [16]. By analyzing the obligations of the GDPR, the results are trans-
formed into EA concerns and necessary EA elements. In order to derive EA concerns
and elements, the obligations are categorized into four groups. By introducing vari-
ous EA elements and their corresponding attributes with EA layers, a privacy-driven
EA meta-model is proposed. The research gives essential insights about what kind of
information is needed to be included in EA modeling elements to achieve privacy com-
pliance as well as transparency about data-driven applications. EA concerns are not
reflected in the meta-model. Hence the reasons behind the existing layers, elements,
and their corresponding attributes cannot be identified in the meta-model level.

Waltl et al. conducts an approach to model compliance requirements [68]. The con-
crete obligations which can be derived by following analytical and empirical methods
are mapped to EA elements of ArchiMate modeling language. The motivation exten-
sion of ArchiMate is used to represent principles and requirements from the legal doc-
uments. This work is more focused on addressing risk management specified through
the legal documents within the financial system. It does not cover the obligations of the
GDPR.
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This chapter, we explain the research approach that is applied to identify the legal re-
quirements of the GDPR for the record of processing activities (see Section 4.2) and
to represent these requirements in enterprise architecture (see Section 4.3). In Section
4.4, we explain how to automatize the creation of a record of processing activities by
parsing the machine-readable format of the EA models. Section 4.5 explains how EA
models can be analyzed by using a graph database.

4.1. Delimitations

In the ArchiMate modeling language, it is not possible to define rules which can be
used to evaluate some conditions and apply an effect, once the condition is met. As
an example, if an organization acts both as a controller and as a processor, there is no
need to include the categories of processing performed on behalf of the controller. This
requirement needs to be shown when the data processor and the data controller are dif-
ferent organizations. Consequently, all the requirements are considered as mandatory
requirements.

Another point is that the requirements for the record of processing activities have to
be reviewed by the legal department. These requirements are derived from multiple
sources, and the author’s knowledge is limited within the legal area. Both the legal
department and the enterprise architects have to cooperate to refine the requirements
from Section 4.2.

4.2. Identification of Requirements

To demonstrate if a controller or a processor adhere to a legal requirement, different
types of documents can be provided such as database or application logs [21]. How-
ever, this thesis focuses on one of the obligations of the GDPR which is the record of
processing activities. As explained in Section 2.1.4, organizations have to document
which processing activities they perform. According to Waltl et al. [68], two types
of methods can be applied to identify the legal requirements: analytical and empiri-
cal. As it is shown in Figure 4.1, the empirical approach is to derive the requirements
based on the previous experiences of an organization during the audits and the expert
knowledge that comes from the experienced practitioners. The second method is the
analytical approach which uses information retrieved from existing literature, reports
and legal documents. Figure 4.1 represents an iterative process for the development of
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the EA models. At the end of each cycle, developed artifacts are represented that can
be analyzed and integrated into the EA models. Walt et al. argue that IT audits give
insights about how well principles are followed within an organization. The analysis
of IT audits reflects the mindset of the organization. The responsibility of maintaining
records of the processing activities within the organization is an obligation. Therefore
it requires a proactive approach.

Artifacts (e.g., reports, official recommendations,...)
Laws, reports, ‘
literature, ...

analytical EA models
(including legal
requirements)

— ——

e ,7; IT-, business-,
emplncal ; e legal experts,
EA and IT architects, |

software engineers, <
legal experts, ... Experiences (e.g., examination questions, method,...)

IT audit
p

A 4

Figure 4.1.: Enhancing EA models with legal requirements as an iterative process. [68]

This research follows an analytical approach. After conducting literature reviews and
analyzing existing tools, the required information by the record of processing activities
is separated into four groups:

Information About Data Controller

e Name of data controller

Name of contact person

Role of contact person

Address of data controller

Phone of data controller

Email of data controller

Website of data controller
Information About Data Processor

* Name of data processor
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Name of contact person

Role of contact person

Address of data processor

Phone of data processor

Email of data processor

Website of data processor

Categories of data processing activities performed on behalf of controller

Transfers of personal data to a third country or international organization
- Name
— Location
- Nature of transfer

— Documents for appropriate safeguards: There is no particular format. Some
examples of the safeguards are: description of risk mitigation measures, how
processing is performed, enterprise-level privacy policy, information secu-
rity policy, the results of data protection impact assessments [31, 30].

Information About Data Protection Officer

Name of data protection officer
Address of data protection officer
Phone of data protection officer
Email of data protection officer

Part of staff: Data Protection Officer (DPO) can be part of controller’s staff, pro-
cessor’s staff or DPO works with service contract.

Information About Data Processing Activities

Name of data processing activity

Owner of data processing activity
- Responsible person
— Department of responsible person
— Role of responsible person

- Email of responsible person

Description of data processing activity
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¢ Lawful basis of data processing activity

* Purpose of data processing activity

¢ Categories of data subject affected by data processing activity
¢ Categories of personal data used by data processing activity
* Categories of collected data for data processing activity

* Retention period for each category of collected data

¢ Categories of recipients to whom personal data have been or will be disclosed
— Categories of internal recipients
- Categories of external recipients

— Third Countries or international organizations

¢ Transfers of personal data to a third country or international organization
- Name
— Location
— Nature of transfer

— Documents for appropriate safeguards

The above list is derived by analyzing the regulation and different templates of record
of processing activities. Article 30 and Recital 82 of the GDPR [22] are the parts relevant
to the record of processing activities. In addition to legal text, the templates that were
published by the Belgian Data Protection Authority [55] and Germany’s Conference of
Independent Federal and State Data Protection Authorities (DSK), Germany’s Federal
DPA and 17 state-run DPAs responsible for private-sector and public-sector controllers
form the DSK, are used. These templates guide organizations to meet the obligation of
Article 30 [31].

Along with this information list, it is a good practice to include the creator of the
document, the date created, and the last updated date into the records in order to keep
track of changes of processing activities. Also, the DSK allows organizations to use
references to their internal documents internal links for cross-reference in their records
[31].

The GDPR gave rise to compliance tools, and one of these tools is Ecomply which is
a management platform that helps organizations ensure compliance by guiding in the
creation of the policies [2]. One of the features of this platform is that users can generate
their record of processing activities based on the information that they provide on the
platform. We take the sample record of processing activities of Ecomply into account to
describe the required information in a record of processing activities.

Due to the fact that there are differences between the templates, the above list contain
information that is necessary for a record based on the author’s research. Details about
the templates can be found in Appendix A.
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4.3. Modeling of Requirements

All the models in this thesis were drawn in Archi which is an open source tool to create
ArchiMate models and sketches. It supports the ArchiMate modeling language 3.0 [6].

4.3.1. Motivational Elements of The GDPR

After the elicitation of the required information for the record of processing activities,
the next step is formulating concrete requirements associated with EA models. As ex-
plained in Section 2.2.4, ArchiMate modeling language, a standard modeling language
in the IT area [68], will be used for this thesis.

Data @ Data @ Data @ Supervisory O Data Subject @
Controller Protection Processor ‘ ‘ Authority ‘

Officer

T | S

General Data &
Protection
Regulation
[©) Documentation @ ‘ @

for GDPR
compliance

show GDPR

Documents to
‘ compliance ‘

—n

Accountability (1)

Nawm,

Of Processing

~ Create Record /7
‘ ‘ Activities

Figure 4.2.: Motivation Elements

Figure 2 4.2 shows the elements from the motivation extension of ArchiMate mod-
eling language. Five key actors of the GDPR and their responsibilities are explained
in Section 2.1.1. The stakeholder elements represent these actors. The small symbol
in the upper right corner of each element describes the type of the element. Data Con-
troller, Data Protection Officer, Data Processor, Supervisory Authority and Data Subject have
different responsibilities, rights, and concerns in the GDPR context.

All of these stakeholders are associated with an external driver which is the General
Data Protection Regulation. Therefore they are included in the architecture of an en-
terprise by creating association relationships between the stakeholder elements and the
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drivers. One may want to create specialized drivers inside this generic GDPR driver. In
ArchiMate, a specialization relationship is available for this purpose. In this thesis, us-
ing a generic driver meets the requirements of explaining the concept. Figure 2 4.2 does
not include any assessment element. Depending on the circumstances, an enterprise
may include various assessment elements concerning the GDPR driver such as missing
evidence for the GDPR compliance or missing information in privacy documents.

Documentation for GDPR compliance is the overall goal as this research focuses on pri-
vacy documentation to demonstrate compliance with the GDPR. This goal is just one
of the priorities of Data Controller, Data Protection Officer, and Data Processor. The GDPR
consists of seven fundamental principles and enforces different obligations. One can
define more goals (e.g. ensuring the security of personal data) to be achieved, but they
are not presented in this model.

The outcomes realize the goals. The tangible results for the Documentation for GDPR
compliance goal are represented by the Documents to show GDPR compliance outcome.
Having the appropriate documents realizes the desired goal of the stakeholders.

Section 2.1.2 states seven key principles and one of them is accountability. Account-
ability principle points out that enterprises are fully responsible for what they do with
the personal data of the individuals. It defines a generic requirement: having appropri-
ate privacy documentation and measures in place to be able to display the GDPR com-
pliance. When the description of this general requirement is analyzed, we can identify
the main goal of the accountability principle and the intended property that has to be
integrated into the EA model of an organization. A more specific requirement can be
described as Create Record of Processing Activities to realize the accountability principle.

ArchiMate defines the requirements as the “mean” to achieve goals. In the next sec-
tion, the details of the Create Record of Processing Activities requirement will be explained.

4.3.2. Modeling Record of Processing Activities as a Requirement

As shown in Figure 4.3, the primary requirement for creating a record of processing
activities is composed of four other requirements: Information of Data Controller Shall Be
Provided, Information of Data Protection Officer Shall Be Provided, Information of Data Pro-
cessing Activities Shall Be Provided, Information of Data Processor Shall Be Provided. The
composition relationship between Create Record of Processing Activities and the listed re-
quirements helps enterprise categorize the requirements so that each of these require-
ment groups can be realized separately while maintaining the requirements within their
corresponding groups.

Of Processing
Activities

b

Information of /= Information of /7 Information of /= Information of /=
Data Controller Data Protection Data Processing Data Processor
Shall Be Provided Officer Shall Be Acrivities Shall Shall Be Provided
Provided Be Provided

Figure 4.3.: Requirement Groups
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Information Contained In Record of Processing Activities As Requirements

The identified requirements from Section 4.2 are included in the corresponding require-
ment groups. In Figures 4.5 and 4.7 composition relationships are used to decompose
some of the sub-requirements of a requirement group (e.g. Information of Transfers of
Personal Data to a Third Country or International Organization is composed of other three
requirements)

Data Controller

Information of /7
Shall Be Provided ‘

GetNameof /7 [ Get Address of /7 GetEmailof /7 [ Get Website of /7 Get Name of Contact /7 " GetRole of Contact /7
‘ Controller ‘ ‘ Controller Controller ‘ ‘ Controller Person Person

Figure 4.4.: Detailed Requirements of Data Controller

Get Documents for /7
appropriate
safeguards

Information of 7 Information of Transfers of /7 Get Nature of Transfer/7

Data Processor Personal Data to a Third
Shall Be Provided Country or International
Organization

Get Name and Location /7
of Third Country or
International
Organization

Get Categories of /7
Processing performed
‘on behalf of
Controller

Get Email of Processor 7

Processor Processor Person Person

GetNameof 7
‘ Processor

‘ Get Address of /7 ‘ Get Website of /7 ‘ Get Name of Contact /7 ‘ Get Role of Contact /7'

Figure 4.5.: Detailed Requirements of Data Processor
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Figure 4.6.: Detailed Requirements of Data Protection Officer
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Figure 4.7.: Detailed Requirements of Data Processing Activities
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4.3.3. Realization of Requirements

In Example 2.8, some of the modeling concepts of ArchiMate are reflected. In this sec-
tion, we extend Example 2.8 by adding the requirements that are introduced in Section
4.3.2 into the model and we will describe how these requirements can be realized.

Adding actors and their roles into the sample example is used to generate the neces-
sary information to meet the requirements. Figure 4.8 introduces new actors and roles
in the model.
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Organization %

Person X % Departments %
—
T‘ J Order =
I W Placement
Data @ Legal % Operations %
Protection Department ™y
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Contact Person D ?
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Departments Organization Person X Person Y Legal Department Person Z Operations
Information Information Information Information Information — Information Information
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Departments Data Organization Data Person X Data Person Y Data Legal Department Person Z Data L Operations Data

Data

Figure 4.8.: Modeling GDPR Actors and Their Roles

The necessary data for each requirement can be retrieved from multiple EA elements.
For these cases, each property is associated with the corresponding EA elements in
Tables 4.1,4.2, 4.3, 4.4.

Controller’s Requirements

Organization is the main business actor and represents an enterprise. It is composed of
other business actors, namely Person X and Departments. In ArchiMate, enterprise ar-
chitects are allowed to define an organization unit (e.g. Departments or Organization) as
a business actor. For the sake of simplicity, Organization acts as both the data controller
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and data processor in our example. Person X is designated as Data Protection Officer.
Information about data protection officer is stored in the Person X Information business
object which is realized by Person X Data. For the rest of the business actors, their in-
formation is represented in the same way. Person Y who is a part of Legal Department
is the contact person for the GDPR related issues in the enterprise. Both Legal Depart-
ment and Operations are the specialized departments in the enterprise. A specialization
relationship occurs between the generic element (e.g. Departments) and the specialized
elements (e.g. Legal Department, Operations). Person Z who manages orders is a part
of the Operations department and Person Z is involved in the Order Placement business
process.

Figure 4.9, describes the realization of the controller’s requirements. Starting from the
name of the controller, it will be explained how the requirements can be realized. The
realization of a requirement means that the necessary data needs to be retrieved from
the model elements. The first way to realize the requirement is by using the name of the
model element. As an example, a business actor can be set as a noun (e.g. Company A)
so that the name of the business actor can be directly used as the name of the controller
which is our first requirement. However, this method is valid for specific circumstances.
Another approach is to define the name of the controller as a property.

The second way to represent the necessary information in models is to add properties
to the model elements. In order to attach supplementary information to elements and
relationships, a particular data structure, namely profile, can be defined independently
from the ArchiMate modeling language. These profiles contain a set of typed attributes
to enrich the models. The tool that the author used to draw the presented models in this
thesis similarly provides this functionality. In Archi modeling toolkit, it is possible to
define key-value pairs to elements and relationships [6]. These properties can be used
to create more specific elements to enrich the model.

The property Name can be defined either to the Organization business actor or to the
Organization Information business object. According to the author, defining the intended
property is valid for both cases. Both of the model elements represent some object
types and adding properties to these model elements are achieved in the same way. To
realize the requirement, the decision can be taken depending on the use case (e.g if any
business processes do not consume Organization Information, one can remove it from
the model). Another point is that technically the property Name can be defined to the
Controller business role too. On the other hand, from a logical perspective, the main
idea behind the business role element is to represent the responsibility for performing
specific behavior [35], not to contain information about the data controller.

The address of the controller can be defined as a property. However, an alternative
way to provide this type of information, a location element (shown in red borders) can
be used. In this model, Munich Office aggregates Organization.

For retrieving the website and the name of the contact person, usage of both business
actor and business object is valid. The name of the business role element can be used as
a source to fetch the role of the contact person.
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Figure 4.9.: Realization of Controller’s Requirements

EA Element Property

Business Actor Name of Controller, Address, Email, Website,
Name of Contact Person

Business Object Name of Controller, Address, Email, Website,
Name of Contact Person

Location Address

Business Role Role of Contact Person

Table 4.1.: Overview of EA elements and properties for the realization of the require-
ments of the controller
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Processor’s Requirements

Figure 4.10 shows how the requirements of the data processor are realized. In our exam-
ple, the organization performs processing activities. Hence it acts both as a controller
and as a processor. For these circumstances, there is no need for extra information about
the data processor in the record of processing activities. If the data processor and the
data controller are not the same, all these required information shown in Figure 4.10
have to be included in the record of processing activities.
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Figure 4.10.: Realization of Processor’s Requirements
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Stated requirements in Figure 4.10 are similar to previous requirements, but we need
to add more requirements that have to be realized. The categories of processing per-
formed on behalf of the controller have to be present in the record of processing activ-
ities. According to the author, the name of the business process or business function
can be used for the realization of this requirement if the name indicates a category (e.g.
Customer Management). The business processes specify the purposes, not just to show
which data is collected and how it is processed. They are used to associate data with a
purpose [9]. In the given example, Order Placement can be used to represent the purpose
but not the category of the processing. Adding a property called Category of Processing
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EA Element Property

Business Actor Name of Processor, Address, Email, Website,
Name of Contact Person, Name of Third Coun-
try or International Organization, Location of
Third Country or International Organization
Business Object Name of Processor, Address, Email, Website,
Name of Contact Person, Name of Third Coun-
try or International Organization, Location of
Third Country or International Organization

Location Location of Third Country or International Or-
ganization

Business Role Role of Contact Person, Category of Processing

Business Process | Category of Processing

Contract Documents for appropriate safeguards

Representation Nature of Transfer

Table 4.2.: Overview of EA elements and properties for the realization of the require-
ments of the processor

to the business process can be a solution to realize the requirement.

If the processor transfers the personal data to a third country or international orga-
nization, more information has to be included in the record of processing activities.
Figure 4.11 gives details about this information. Get Documents for appropriate safequards
and Get Nature of Transfer are realized by the model elements, namely Contract and
Nature of Transfer. The regulation does not give details about the documents for appro-
priate safeguards. However, some authorities provides guides for the organizations.
The guidance published by the DSK advises to include references to the organization’s
policy-level documents that explains measures relating to data protection and security
[31]. Some examples are given for such documents in the guidance. However, the au-
thor believes that GDPR compliance audits can provide more information about the
details of these documents. Therefore, a contract can be used to model legal docu-
ments. The same approach can be used to identify the nature of the data transfer by
using an additional model element. Nature of Transfer represents the information about
the details of the data transfers and one can use this information to realize a contract
between the controller and the processor which can be used as a document for appro-
priate safeguards. Further research is needed to model the requirements Get Documents
for appropriate safeguards and Get Nature of Transfer.
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The realization of these requirements is achieved in a way that is described above. In
Figure 4.12, the data protection officer is a part of the organization. Depending on the
structure of the organization, a data protection officer can be designated outside the

organization.
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Figure 4.12.: Realization of Data Protection Officer’s Requirements
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EA Element Property

Business Actor Name of Data Protection Officer, Address,
Email, Phone, Is Part of Organization

Business Object Name of Data Protection Officer, Address,
Email, Phone, Is Part of Organization

Location Address

Table 4.3.: Overview of EA elements and properties for the realization of the require-
ments of the data protection officer

Data Processing Activities’ Requirements

Since there exist various EA models depending on the structures of the organizations,
the notion of purpose plays a vital role in the context of the GDPR. Business processes
or functions can include the purpose of processing either explicitly or implicitly. Basin
et al. propose using the business processes for the purpose identification and the clas-
sification of the collected typed data [9]. The research conducted by Basin et al. defines
a business process as the necessary information about the collected data and where it is
used.

In this thesis, the author follows a similar approach. A business function or a process
can be associated with a purpose. This association does not have to be modeled by us-
ing a model element for the purpose. Name of a business process or a business function
can be used to understand the purposes of the data processing activities. Again, one
may want to add a property to a business process or function to indicate the purpose of
it. The name, the description, the legal basis, the purpose of the processing activities can
be retrieved from the business process or function. Adding more model elements in the
model to represent this information can increase the complexity. All these information
can be defined as properties.

A business process or function can be composed of other processes and functions. At
this granular level, the information gain does not provide too much value for the aim
of this research. Overall processing activity (Order Placement) is adequate to describe
such requirements.

To determine the owner of the processing activity and other information regarding
to the owner, one can use the business role element to which the processing activity is
assigned. In addition to the categories of internal recipients or external recipients, the
department, the role, the name and other information of the responsible person can be
extracted from the model elements that have direct or indirect relationships with the
business role element. For instance, Person Z is assigned to a business role, namely
Order Management. Person Z is an employee in Operations Department. The responsible
person of the processing activity and the category of the internal recipients are found by
following the relationships represented in Figure 4.13. Even though there are no other
recipients to whom personal data is disclosed, the categories of the external recipients,
third countries and international organizations can be realized in the same way when
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it is applicable.

Order Placement uses three types of data: Customer Information, Credit Card, Order
Information. These business objects are consumed and produced by Order Placement.
Information about the categories of personal data, the collected data and the retention
periods can be defined in these business objects. The business role Application User
realizes the categories of the data subjects. A business service, namely Give Order, which
is realized by Order Placement serves application users.

Getting the required information on transfers of personal data to a third country or
international organization are described in Section 4.3.3.

For the realization of the requirements Describe risks to fundamental rights and free-
doms of data subjects and A general explanation of the technical and organizational security
measures, the author does not propose an approach as these two requirements are also
related to Security and Confidentiality principle and individual rights. The scope of
this thesis does not cover these areas.

In the case of having various business processes in the same model view, we need
to mark which EA elements are used for which processing activity. Multiple business
processes can realize different business services and this situation is prevalent. For each
unique business process, one can define a property on the EA elements (we exclude
the elements from the motivational layer). This property is used to give information
about which EA element is used by which processing activity. As an example, Customer
Information is used by another business process Invoice Creation. By adding a property,
namely Processing Activity, we can describe which processing activities use this business
object. In this case, Processing Activity is the key and the value is Order Placement, Invoice
Creation. In Section 4.4, this property will be used to find the necessary data for each
processing activity.
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EA Element Property

Business Actor Department of Owner of Processing Activity,
Name of Responsible Person, Email of Respon-
sible Person, Category of Data Subject, Cate-
gory of Internal Recipient, Category of Exter-
nal Recipient, Category of Third Country or In-
ternational Organization, Name of Third Coun-
try or International Organization, Location of
Third Country or International Organization
Business Object Name of Data Protection Officer, Name of Re-
sponsible Person, Email of Responsible Person,
Category of Data Subject, Category of Personal
Data, Collected Data, Retention Period, Cate-
gory of Internal Recipient, Category of Exter-
nal Recipient, Category of Third Country or In-
ternational Organization, Name of Third Coun-
try or International Organization, Location of
Third Country or International Organization
Business Role Role of Responsible Person, Category of Data
Subject, Category of Internal Recipient, Cate-
gory of External Recipient, Category of Third
Country or International Organization
Location Location of Third Country or International Or-
ganization

Business Process | Name of Data Processing Activity, Description
of Processing Activity, Lawful Basis of Process-
ing Activity, Purpose of Processing Activity
Contract Documents for appropriate safeguards
Representation Nature of Transfer

Table 4.4.: Overview of EA elements and properties for the realization of the require-
ments of the data processing activities

4.4. Automated Creation of Record of Processing Activities

Visualizations are useful for modeling and analyzing complex processes within the or-
ganization. They contribute to the transparency of the EA and facilitate communication
between different stakeholders [60]. A common vocabulary between the EA team and
stakeholders is used with the help of visualizations. [32]. The GDPR enforces organi-
zations to make records of processing activities available to the supervisory authority
on request [22]. Models that are shown in this thesis contain the necessary information
to generate such textual documents. The models drawn in the Archi tool are stored
in a well-structured textual format (XML) that enables machine-readability to support
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usability and generality across the different applications. Having a common structured
representation of the models eases generating textual documents relating to process-
ing activities [57]. By processing the machine-readable format of the models, one can
automatize the creation of the record of processing activities.

Various methods can be applied to parse the XML and extract the required informa-
tion to generate the record of processing activities. In this thesis, we will not share a
concrete implementation, but some pseudocodes will be proposed for this purpose.

<?xml version="1.8" encoding="UTF-8"7>
<grchimate:model xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance”
xmlns:archimate="http://www.archimatetool.com/archimate"”
name="processing_activities" id="7@560a57-8f1lc-4c8d-854c-f3b797960363" version="4.0.1">
<folder name="Strategy" id="97d6a715-00c4-4ffc-85d1-f5a54ebbbaz4” type="strategy" >
<folder name="Business" id="d3@52002-70fc-4259-97ed-e7adeb546a58" type="business">Eg</folder>
<folder name="Application™ id="6fbl8e89-b@bd-4%aa-al3a-a4lbcla3fZcd" type="application">E=</folder>
<folder name="Technology &amp; Physical” 1d="3186f677-d211-4280-97c8-257f1f45e201" type="technology"/>
<folder name="Motivation" 1d="a0282fc89-9a94-4919-a3d5-7e4c868b219d" type="motivation">E=l</folder>
<folder name="Implementation &amp; Migration” id="af781585-258Z-4a7f-a8ef-76b19%cbbdbz"” type="implementation_migration"/>
<falder name="Other" 1d="bb@b578a-769b-46C8-0220-6b3f4f925b4c” type="other"/>
<folder name="Relations" id="5e8c7a89-58eZ-42cb-8f8d-el336bf7eac5” type="relations">E=</folder>
<folder name="Views" id="b658b3Zb-4fd6-45c9-99e3-c54350577215" type="diagrams">E</folder>
</archimate:model>

Figure 4.14.: Model in XML format

Figure 4.14 shows the XML format of the model that is presented in Section 4.3.3.
Archi creates a set of predefined folders for a new model. These folders contain infor-
mation about different layers, relationships between EA elements and the view of the
model. Each folder is represented with the following attributes: name, id, and type.

<element xsi:type="archimate:BusinessActor” name="Person Z" id="64d6af6a-3f34-42bc
-0494-078341T616252">
<property key="Name" value="Person Z"/>
<property key="Email" value="personz@organization.com"/>
<property key="Processing Activity" value="Order Placement'/»
</element>

Figure 4.15.: Element of a Folder

A folder consists of elements and their corresponding properties as it is shown in
Figure 4.15. These elements represent the actual EA elements in the model. An element
tag contains the following attributes: type, id, name. Depending on the type value,
additional attributes can exist on an element.

<element xsi:type="archimate:Requirement” name="Get Name and Email of Responsible
Person " 1d="177edced-4d16-4676-adbd-car78fe@938af ">
<property key="isReguiredByRPA" value="true"/>
</elements

Figure 4.16.: Requirement Element

Besides the requirements relating to the GDPR and the relationships to realize these
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requirements, the model can contain other requirements and relationships between EA
elements. Several approaches can be applied to retrieve necessary data from the XML
file and generate a record of processing activities. In this thesis, we will propose one of
these possible solutions.

We introduce new customization which is used to differentiate the requirements of
the record of processing activities from other requirements. By defining a property,
namely isRequiredByRPA, we can indicate the reason behind the requirement as it is
shown in Figure 4.16. After marking the requirements of the record of processing ac-
tivities, we can read all the Requirement elements within the Motivation folder from the
XML file and filter those that have isRequiredByRPA: true key-value pair. We can focus
on these filtered requirements to find the necessary data for the record of processing
activities.

requirementsOfRPA = []

for each element in XMLData.Motivation

if element.type === "Requirement" && element.properties not empty // find requirements
for each property in properties
if propert.key === "isRequiredByRPA" && property.value === true // check the "isRequiredByRPA" property and its value

requirementsOfRPA.push(element) // store the requirement

end
end

Figure 4.17.: Pseudocode for Reading Requirements

Next step is to find by which EA elements these requirements are realized. For this
purpose, the unique id of the requirement is used. By using this unique id, we can
search the realization relationships within the Relations folder.

var realizationRelationships = {} // create a hash map to store all realization relationships

for each element in XMLData.Relations
if element.type === "RealizationRelationship" // check the type
if element.target not exist in realizationRelationships
realizationRelationships[element.target] = [] // if "element.target" does not exist, create the key
realizationRelationships[element.target].push(element) // store the element in an array
else
realizationRelationships[element.target].pushi{element) // push the element into array

end

Figure 4.18.: Pseudocode for Reading Relationships

The reason why we search for the relationships is that we try to identify the EA el-
ements that realize the requirement. As ArchiMate language uses different types of
relationships [35], we need to look solely for the RealizationRelationship elements. In
order to decrease the number of comparisons, one can filter the RealizationRelationship
elements and run the searching function on the filtered set. As shown in Figure 4.19,
each RealizationRelationship element contain source and target attributes. As the incom-
ing relationships represent the realization of the requirements, we have to match the id
attribute of the Requirement element with the target attribute of the RealizationRelation-
ship element.
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<element xsi:type="archimate:RealizationRelationship” id="1b342e7a-ledb-428f-beds
-6327453c5de4” source="g4doafoa-37t34-42bc-0404-07834F616252" target="177edced
-4dl6-4676-adbd-ca78f80988af ">

</element>

Figure 4.19.: Realization Relationship

The source attribute of the RealizationRelationship element defines from where the re-
lationships come. It contains the value of the id attribute of the EA element that realizes
the requirement. The example that is presented in this thesis uses EA elements solely
from the business layer. Therefore, searching within the Business folder is adequate to
get the required data for creating a record of processing activities. We can add all the
elements from the Business folder into a hash map to speed up the searching.

var businessElements = {} // create a hash map to store all elements from business folder

for each element in XMLData.Business
businessElements [element.id] = element

end

Figure 4.20.: Pseudocode for Creating a Hash Map for Business Elements

In Section 4.3.3, we point out that there may exist more than one processing activity
in the model. We will use the value of the Processing Activity key of the EA elements
to group the processing activities. In the case of having multiple RealizationRelationship
elements with the same target value, we have to repeat the searching process within the
Business folder for each RealizationRelationship element. The combination of the source
and farget attributes makes each RealizationRelationship element unique. Consequently,
we can be sure that each requirement is realized solely one time for each processing
activity. After finding the EA element that realizes the requirement, we can create a
JSON object to store the information we have. If the value of the Processing Activity
key of the EA element does not exist in the JSON object as a key, we need to create it.
Otherwise, we can use the existing one. The rest of the properties of the EA element
can be added as an inner object inside the corresponding processing activity.

var processingActivities = {}

for each requirement in requirementsOfRPA
realizationRelationships = realizationRelationships[requirement.id] // for each requirement find the realization relationships

for each realizationRelationship in realizationRelationships
buinessElement = businessElements[realizationRelationship.source] // for each realization relationship find business element
processingActivity = findProcessingActivity(buinessElement.properties) // find property that has "ProcessingActivity" as key
if processingActivity not exist in processingActivities
processingActivities.processingActivity = {} // if there is no defined key for the processing activity, create one

for each property in buinessElement.properties
processingActivities.processingActivity[property.keyl = property.value // create a key-value pair for each property
end

end

Figure 4.21.: Pseudocode for Reading Business Elements
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As it is explained in Section 4.2, the creator of the document, the date created, and
the last updated date are needed to be included in the document. Versioning the record
is a good practice to keep track of changes. Also, organizations can always access to
previous versions in case of a request from supervisory authorities. The styling of the
textual document is not described in the regulation. Aslong as the required information
is well-documented, the obligation is met by the organization.

48



4.5. Analyzing EA Models

4.5. Analyzing EA Models

In the thesis, we introduced EA models and how the requirements of the record of pro-
cessing activities are realized in these models in Section 4.3.3. We proposed an approach
for the automated creation of this privacy document by parsing the XML format of the
models in Section 4.4. Despite the fact that the models contain valuable information
about how the personal data of the individuals is used by the organization, interpret-
ing and understanding these models can be quite difficult for the stakeholders [38]. E.g.
a data protection officer can use the EA models as the major source of information to
carry out processing of the compliance obligations and it can be quite complicated to
analyze all these models. As it can be seen in Figure 4.13, even this simple example
contains a lot of relationships and it is really hard to follow all the links. Adding more
elements to the model increases the complexity and it requires to have an expert knowl-
edge in the concepts of ArchiMate modeling language in order to understand how the
organization collects and uses the personal data.

EA models can be converted into simplified visualizations which can be easier to un-
derstand. We should be able to run queries over the data represented in the models
similar to what we do in relational or document-based databases. This type of trans-
formation can be very useful to analyze the models (e.g. access to available data in the
models for different use cases, enrich data, or use the available raw data for improved
data visualizations [38]). On the other hand, this transformation should not require
too much effort and all the elements, relationships and properties have to be preserved
during the transformation.

In the recent years, some works are carried out in the area of transferring EA models
to databases [44, 38, 50]. Graph databases are quite promising for wide range of analysis
[44]. The graph visualizations are simple and easier to understand compared to Archi
models [44, 38]. The way to present the concepts that are included in EA models is
very similar to how data is stored in a graph database [66]. In the following sections,
more information is given about graph databases and how they can be used to query
EA models.

4.5.1. Graph Database

A graph database is a NoSQL database that is specifically designed to show how data
is connected to each other by storing relationships. Data entities and the edges between
these entities form a graph data model where it is easier to manage highly connected
data and run complex queries over the data [53]. The main value comes from the high-
lighted relationships between data entities [7]. No pre-defined model is required to
hold the data in a database. Since the data entities are connected to each other, this
situation eliminates information isolation which allows us to make extensive and cost-
efficient analyses. The reason why storing graph-like data in a graph database is an
appropriate method is that traversing along the relationships and accessing nodes is
really fast because the relationships are stored alongside the data so the relationships
are not calculated at query time [53, 7, 66, 4]. The choice of usage of graph databases
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depends on the use cases. Some of the use cases where using a graph database has
advantages are: recommendation systems, social networking, and fraud detection [7].
4.5.2. Graph Data Model
The data is represented by the following components in a graph data model:

* Node

¢ Relationship

Node

Nodes are used to represent data entities such as an object or a person in a business
domain. By adding key-value pairs to nodes, we can define properties that can give
more information about the corresponding nodes. Labels can be used to tag nodes to
improve the exploration processes [53].

Relationship

Edges create connections and form relationships between nodes. We can create di-
rected and semantically-relevant relationships between nodes. Each relationship con-
sists of a start node, an end node, a type and a direction. One can define any number of
relationships between nodes without compromising on the performance [53].

The following Figure 4.22 shows an example of a graph. Each business process from

the model 4.13 are represented as nodes. The composition and the triggering relation-
ships can be seen between the nodes.
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Figure 4.22.: Graph Model
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Properties and labels can be defined for both node and relationship. The defined
meta-data can be used to add additional information to the graph model. Angles
divides graph data structures into 4 groups [4]: simple graphs, hypergraphs, nested
graphs and attributed graphs. The structure that is used in this thesis is attributed
graph. An attributed graph uses attributes to describe the properties of nodes and re-
lationships. Figure 4.23 and 4.24 displays how the properties are look like in the nodes
and the relationships.

<id=: 85 class: TriggeringRelationship documentation: id: b3748252-ae75-4572-92d4-f955ebB00cEf name:

Figure 4.23.: Properties of a Relationship

BusinessProcess <id>: 13 Description: Customers can give order Lawful Basis: Confract Processing Activity: Order Placement

Figure 4.24.: Properties of an Element

4.5.3. EA Model As Graph Data Model

In Section 4.5, some of the challenges about using EA models based on ArchiMate
modeling language are explained. By storing the structure of EA models in a graph
database, we can address some of these challenges. Transferring EA models to a graph
database enables extensive analysis and advanced data visualization. Exploring how
each element is connected can be helpful to identify redundancies, retrieve informa-
tion from the models, and understand dependencies [44, 50]. A graph data model can
adapt to changes since there is no predefined data structure. On the other hand, we can
benefit from a structured way to analyze the graph data.

In order to transfer EA models to a graph database and to export the graph data back
to EA models, we will use Neo4j. Neo4j is a NoSQL, main memory graph database. The
query language, namely Cypher, that is used in Neo4j is similar to SQL and optimized
specifically for graphs. Graph operations are very efficient on Neo4j [4], and it is effort-
less to move data from Archi to Neo4j. It is also possible to move data back to Archi,
but since the validations of Archi do not exist in Neo4j, it should be done carefully [44].

Importing ArchiMate Model into Neo4;j
In the thesis, no information is provided about setting up a database on Neo4;j. Learn-

ing about how to use the Neo4j platform, the step-by-step guide from the company’s
website can be followed [52].
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There are two ways to export data from Archi:

¢ Using a database plugin for Archi

¢ Exporting data in CSV format

For the first method, the plugin is available on the GitHub page of the vendor [5]. In
this thesis, the second approach will be followed.

In Archi, models can be exported to CSV files. As a result of this process, three
files are generated: elements, relationships, and properties. Each file includes all the
necessary information to redraw the EA models. In Figure 4.25, the columns in the
CSV file show the meta-data that define elements in ArchiMate.

1D Type Name
70560a57-8f1c-4c8d-854c-f3b797960363  ArchimateModel processing_activities
cae7daad-903c-437a-9421-b2bel2dechcS  BusinessActor Customer
3adc676a-d991-4fc9-83cd-d2d191324cBb  BusinessActor Departments
B662c84a-39c2-4376-2af5-a52f36ab2773 BusinessActor Operations

Figure 4.25.: CSV File of Elements

After generating these three files, the next step is to import them into Neo4j platform.
Before moving the files, we need a running database, because the files have to be copied
into the import folder of the database. The information in the files has to be translated
into a graph data model. By executing some queries to read the CSV file, we can create
nodes, relationships, and properties in the graph database.

Cypher query language provides the functionality of loading data from CSV files.

Loading elements[44]

The following query reads elements.csv file and creates the elements including class,
name, and id properties.

LOAD CSV WITH HEADERS FROM ’file:///elements.csv’ AS line
CREATE (:elements {class:line.Type,name:line.Name,id:1ine.ID})

Loading relationships[44]

This query reads relationships.csv file and creates the relationships between the ele-
ments. WITH clause allows us to modify the result of the each MATCH clause before
moving to the following parts of the query. A relationship is defined between the source
and target nodes for each line from the CSV file.

LOAD CSV WITH HEADERS FROM ’file:///relations.csv’ AS line
MATCH (n {id:1line.Source})

WITH n, line

MATCH (m {id:line.Target})
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WITH n, m, line

CREATE (n)-[:relationships {id:1line.ID,
class:1line.Type,
name:line.Name}]—-> (m)

Loading properties

Adding key-value pairs requires a particular plugin called APOC which is available
in Neo4j. The APOC library includes some helpers that allow us to use certain user-
defined procedures and functions that are hard to express in Cypher itself. To load
properties, setProperty function is called from the APOC library. We already loaded all
the elements, so by matching the ids of the nodes and the ids from the properties.csv we
can set properties dynamically for each node. In the CSV file, Key and Value headers
represent the key-value pairs. For the name of the property, the Key column is used,
and the Value column is used for the value of the property.

LOAD CSV WITH HEADERS FROM 'file:///properties.csv’ AS line
MATCH (n {id:line.ID})

CALL apoc.create.setProperty(n, line.Key, line.Value)

YIELD node

RETURN n

The result of the above queries is a graph where the elements of the EA model are
mapped into Neo4j graph structures. For better analyses, labels can be added to nodes.
In our example, all the requirements are realized by the elements from the business
layer. However, during the transformation information about the layers that elements
belong to are lost. Adding labels to nodes can help us write targeted queries. We define
as many labels as we want. First, we can add labels to identify different types of nodes
in the graph. For this purpose, the value of the class attribute of each node can be used.

Adding class label[44]

MATCH (n:elements)
CALL apoc.create.addLabels(n, [ n.class ]) YIELD node
RETURN node

Depending on the type of the node, we can add labels to the nodes and specify the
layer of each node.

Adding layer label

MATCH (n:elements)

WHERE n:BusinessObject OR n:BusinessActor OR n:BusinessProcess
OR n:BusinessRole OR n:BusinessService

CALL apoc.create.addLabels(n, [ "BusinessLayer" ]) YIELD node

RETURN node
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Figure 4.26 shows how the graph looks after running the above queries. The graph
is ready to be analyzed. One can define more label to nodes depending on the type of
analysis.
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Figure 4.26.: EA Graph Model

Several queries can be written to explore the graph: adjacency, reachability, pattern
matching and summarization queries [4]. In order to retrieve data to generate a record
of processing activities, adjacency queries are useful. Having an edge between two
nodes means that these two nodes are adjacent. In our example, we want to find
which nodes have RealizationRelationship between them so that we can fetch the nec-
essary data. Adjacency queries are quite beneficial in information retrieval [19].

Getting requirements and EA elements that realize these requirements

MATCH (r:Requirement)<-[:relationships *1..1
{ class: "RealizationRelationship" }]
—(n:BusinessLayer)
RETURN n, r

The result of the above query can be seen in Figure 4.27. Instead of displaying all
the graph elements and relationships, we can create a visualization solely for under-
standing how the necessary data can be retrieved to generate a record of processing
activities.
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Figure 4.27.: The Graph Representation of the EA Elements and Requirements

In addition to the visualization, the data can be retrieved in text format. By using
APOC Functions to omit the properties that we do not want, we can specify only the
properties that are necessary for the creation of the record of the processing activities.

By improving the query that we wrote previously, we can remove some of the prop-
erties that we do not want. The following query creates a map of the properties and
removes the keys that are given as the second parameter for the removeKeys function.

MATCH (r:Requirement)<-[:relationships *1..1
{ class: "RealizationRelationship"}]
WITH n,r
WITH apoc
.map
.removeKeys (n,
["name", "id", "documentation", "class"])
as info,r
RETURN info, r.name

The result of the query is shown in Figure 4.28. This result can be used to create a
record of processing activities.
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info r.name"
owner of Preocessing Activity":"Operation Categ|"Get Categeories of Internal Recipients"
of Precessing Activity":"Operations Categ|"Get Department of Owner of Processing Activity"

{"Email"™:"personzfiorganization.com", "Name":"Person Z"} "Get Name and Email of Responsible Person"

{"Retention Period":"3&5", "Cate "Credit Card","Collected Data":"C|"Get Collected Data"

ard Holder, Credit Card Number, CVV, Expire Date"}

|{"Retention Peri ", "Collected Data":"C|"Get Retention Period"

|1rd iolder, Credit C:

|| 'Retention Peried":"365","Ca Card","Collected Data":"C|"Get Categories of Personal Data"

|1rd iolder, Credit Ca e Date"}

| {"Retenti Period": "Category":"PII", "Collected Data":"N. Ema|"Get Categories of Personal Data"

o
5
o

"Retention Period":"3& "Get Retention Period"

"Category":"PII", "Collected D: "Name, Ema

{
il, Home Address, Phone"

{
il, Heome Address, Phone"

{"Retention Period":"365", "Category":"Order","Collected Data":"Items"}|"Get Collected Data"

{"Retention Period":"365", "Category":"Ord "Collected Data":"Items"}|"Get Retention Period"

{"Retention Period":"365", "Category":"Order","Collected Data":"Items"}|"Get Categories of Personal Data"

{"Processing Activity":"Order Flacement","P "Get Lawful Basis of Processing Activity"

"Description":"Customers can give order"," f Ba tract"}

{"Processing Actiwvity":"Order Placement", Service" "Get Name of Processing Activity"

"Description":"Customers can give order",™ ntract"}
{"Processing Actiwity":"Order Placement" r Service", |"Get Description of Processing Actiwvity"
"Description":"Customers can giwve order", ontract"}

{"Processing Actiwvity":"Order Placement", Service" "Get Purpose of Processing Activity"

"Description”:"Customers can give order",™ tract"}

{"Category":"Customer"} "Get Categories of Data Subjects"

{"InternalRecipients":"Organization"} "Get Categories of Internal Recipients"

{"InternalRecipients anization"} "Get Role of Responsible Person"

T
I
I
T
I
I
]
1
I
I
]
1
I
]
1
I
I
|
I
I
I
|
I
I
I
]
1
I
I
]
1
I
I
I

"Retention Period":"3&5","Category":"PII", "Collected Data":"Name, Er'al "Get Collected Data"
I
|
I
I
|
I
I
]
1
I
]
1
I
I
]
1
I
I
]
1
I
I
|
I
I
I
]
1
I
]
1
I
]
1
I
1

Figure 4.28.: The Result of the Request for the Record of Processing Activities

In this section, we explained how Archi models could be imported into a graph
database and analyzed for further purposes. The similarity between the structure of
EA models and graph data structures makes the transformation easier. We can import
and export EA models back and forth without too much effort. One has to be careful
in enriching the graph data because once we import graph data back into Archi, we
have to make sure that data structures do not violate Archi validations. Visualizing
and analyzing the EA models by using a graph database provide valuable information
and improve decision making in an organization [44]. One of the use cases of being
able to query the EA models is retrieving necessary data for the creation of the record
of processing activities. To explore the EA elements and their relationships and use this

56



4.5. Analyzing EA Models

information for the record of processing activities, we use Cypher query language pro-
vided by Neo4j. With the help of the APIs and language-specific drivers, we can create
applications that use the capabilities provided by a graph database.
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In this chapter, we will share the results of the assessments from the conducted expert
interviews. To gain insights about the state-of-the-art approach and evaluate the ap-
proach that is presented in this research, we created a questionnaire which consists of
two parts.

Questions about the state-of-the-art approach and problems

¢ How is a record of processing activities created?
* How often is it updated?
* What kind of impediments are faced in the process of creating this document?

* How do you define a valid record of processing activities?
Questions about the concept

¢ [s the proposed approach feasible for organizations?

* Are there any other information that has to be included into a record of processing
activities?

* What should be the functionalities of a tool that automatically creates a record of
processing activities?

¢ What are the challenges and disadvantages in this approach?

¢ What else can be done from your perspectives?

We conducted one on one interviews with three data privacy experts and organized
a local meetup at the main campus of the Technischen Universitdt Miinchen for data
privacy experts. Four experts attended to the meetup from different organizations and
all these organizations are headquartered in Munich. We made a 25 minutes presenta-
tion to the audience, and at the end of the presentation we had a QA session where we
asked the above questions. We used the same questionnaire for one on one interviews
too. One of the interviews is conducted in Munich in a face to face conversation. For
the second interview, we presented the approach on a video conference because the
company was located in Berlin. For both the meetup and interviews, complementary
questions regarding the approach have been asked to stimulate discussions when it was
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necessary. The responses of the experts about the approach were remarkably consistent
across organizations.

Both in the interviews and the meetup, we first verified the reason behind the ap-
proach that automatizes the creation and maintenance of the record of processing ac-
tivities. A the-state-of-the-art method that is explained in Section 2.1.5 is cumbersome
and involved manual processes. Interviews show that retrieving required information
is a burdensome activity for the data protection officers. Also, being dependent on
other people for information retrieval makes the activities that are performed by the
data protection officer slower and creates a barrier for detailed analyses. For these de-
tailed analyses, designated persons can be quite expensive in terms of time and money.
This situation validates the importance of using advanced technological solutions as
well as the need for trusted information sources. Importing the EA models into a graph
database enables extensive and more in-depth analyses of data usage (e.g. supervi-
sory authorities may want to investigate the data usage in details if the personal data
is categorized as sensitive data). Using existing EA documentation is evaluated as an
essential way to automatically create and maintain the record of processing activities.

One of the problems that organizations face is that they want to know which data
can be used for what purpose. Legal departments try to avoid data usage as much as
possible to stay on the safe side. On the other hand, these types of measures limit the
capabilities of the organizations. As a solution to address this problem, we can identify
the purposes of data usage by adding meta-data to personal data in EA models. In our
approach, we can meet this requirement by customizing the EA elements through the
properties. This concern can be described in EA to identify a way to address it. One of
the main advantages of using EA is that EA allows us to identify and manage different
stakeholders and their needs.

Another crucial feedback that is given during the interviews, most of the organi-
zations want to use just one system for data protection to handle complexity cost-
effectively. Integrating existing data sources into one platform is valuable for organiza-
tions. Our approach processes the machine-readable formats of the EA models as the
primary source of information. The organizations that have established EA documen-
tation can benefit from integrating their EA models into their data protection system by
following our approach.

Some of the data protection officers we interviewed are not aware of EA documenta-
tion. They do not know if their organizations have the EA department and this is why
most of them are not familiar with the EA models. Our approach encouraged them to
actively investigate EA usage in their organizations. Using EA documentation to auto-
matically create the record of processing activities makes sense for them, but they also
think that having all the required information in models is not so feasible. Addition-
ally, the interviewees pointed out that creating a record of processing activity is not only
about data. A data protection officer has to decide whether a data processing activity
is legitimate or not. In our approach, we do not validate the legitimacy of the data of
the models. As a result of this concern, one of the interview requests was cancelled.
This situation shows how significant specifying the legitimacy of the data processing
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activities is and creates a disadvantage to make our approach acceptable by the data
protection officer.

The approach we introduce in this thesis is based on the available information in the
EA models. Some of the interviewees emphasized the lack of the EA documentation.
Even though the data protection officers we interviewed found the approach valuable,
they pointed out that most of the time the organizations do not document all the pro-
cessing activities. This situation is mainly caused by the required effort to create the
models. Modeling information which is necessary for the record, creating relationships
between the requirements and the other EA elements, and defining properties can take
a lot of time. The interviewees expressed their concerns about this situation. Neverthe-
less, the interviewees believes that using available EA models as an information source
is valuable for further analyses.

Another critical feedback from the interviews is that the concept we introduce sounds
too technical. Our approach is found hard to make data protection officers understand
the usage of the EA models and querying the available data. The main reason for this
situation is that we did not implement any concrete application that uses the concept
that we proposed in this research. As a solution, a simple user interface can be imple-
mented to overcome this problem. Initiating conversation over a concrete implementa-
tion of the concept can facilitate communication with the data protection officers.

One of the interviewees suggested to link record of processing activities to the EA
model so that when someone updates one document, the other one can be updated
automatically too. By creating a link, consistency between documents can be achieved,
and the effort to keep them updated can be reduced.
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6. Discussion

In this chapter, the main findings of this research are presented (see Section 6.1), and
future work is explained (see Section 6.3). They key findings are based on the insights
from the interviews and literature review.

6.1. Key Findings

Companies have not embraced using advanced technological solutions for creating and
maintaining the record of processing activities. From the organizations” perspective, it
can be cheaper to hire a person to collect the necessary information and use it for the
record of processing activities instead of using a tool. The state-of-the-art way to create
a record of processing activities is using spreadsheets. Using spreadsheets to carry out
documenting the processing activities can be useful if the organizations do not update
the spreadsheets very often. If the data often becomes outdated, it is very a challenging
task to maintain these spreadsheets. Additionally, the process to collect all the required
information from different departments within the organization is very tedious and
cumbersome.

The size of the company does not say much about the number of processing activities.
The total number of entries in a record depends on the organization. Most of the time,
organizations try to add every single process into the record to minimize risk. The
record can be outdated as soon as one is created. Consequently, the data protection
officers we interviewed believe that the 100% completeness of the record will probably
not be achieved. The primary goal for them is to show that their organizations take
enough responsibility to create the record to supervisory authorities.

Level of understanding is essential. Once people get familiar with the GPDR, they
can look for technical solutions to fulfill their obligations. Creating the record of pro-
cessing activity in an automated process can be useful for people, but at this point,
human interaction for creating the document is easier. The market has not reached to
maturity level yet; this is why organizations keep on using manual methods. However,
once organizations get familiar with the reliable data protection systems and under-
stand what needs to be provided to supervisory authorities, then technical solutions
will be more popular. New companies can adapt existing technical solutions by skip-
ping manual methods. However, we still need some time for this level of understand-
ing.

In the GDPR, Article 30 describes which information has to be contained in the record
of processing activities. There is no standard for the record of processing activities be-
cause the Member States are not aligned. Each Member State has a different interpreta-
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tion of the GDPR. Since the regulation came into effect in 2018, the number of compli-
ance audits is still low. However, published guidance by different authorities and the
sample records of activities from various organizations show which information needs
to be included in the record and how the structure should look. Most of the companies
have been struggling in preparing such documentation to be compliant with the regula-
tion. We believe the inconsistencies between different templates of record of processing
activities will be mitigated in time.

Despite the limited number of scientific researches in the area of the usage of Enter-
prise Architecture to meet GDPR requirements, the industry has already adopted using
EA tools to address privacy-related concerns. EA tool vendors provide functionalities
to manage complexity in applications. Frameworks and techniques vary from vendor
to vendor, but mainly they focus on how the data is used and for what purpose in-
stead of strictly focusing on the data elements. Especially, understanding how the data
moves throughout the organization is critical to collect necessary information for the
creation of the record of processing activities. As each EA tool vendor provides dif-
ferent platforms, it is hard to have a standard way to access information and use this
information for the creation of the record of processing activities. One of the promis-
ing approaches is to use the ArchiMate modeling language as a standard way to create
EA models. It offers a set of generic elements to define EA models. Using a standard
modeling language can promote more researches to be conducted in this subject.

Having machine-readable format of the EA models contribute to the ease of use for
retrieving to available information within these models. Visualizing concerns of the
stakeholders can be useful for communication, but a structured textual format is re-
quired for the processes of automated creations of privacy documentation. Various
types of applications can be implemented to support the processes that are used to ful-
fill the obligations of the GDPR. Additionally, the latest works show that the structure
of EA models that are drawn by using ArchiMate modeling language can be mapped
to the structure of a graph data model. The main advantage of this model transforma-
tion is that it allows analyzing EA models extensively. Another advantage of having
a machine-readable format is that most of the organizations want to use just one sys-
tem for data protection. So connecting existing data sources into one platform can save
time and money. Established EA models can be integrated directly into a data protec-
tion system by processing the machine-readable format of the EA models.

Most of the existing GDPR tools do not meet the requirements of the organizations.
During the evaluation phase, these organizations pointed out that the tool vendors have
to work closely with the data protection officers. These organizations look for a one-
fits-all solution, and the only way to achieve it is to understand what a data protection
officer needs. Also, the tools have to provide simple interfaces, because most of the
data protection officers do not have a technical background. Information from different
sources have to be made available, this is why the platform has to be able to import
different data formats.

One of the problems is that organizations want to know which data can be used for
what purpose. Legal departments try to avoid data usage as much as possible to stay on
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the safe side. Organizations need solutions to address this problem. Using a technical
approach can be useful to tackle this problem. By adding meta-data to personal data in
EA models, we can describe the purposes of the data usage.

Data processing activities are not documented well enough. The organizations that
visualize their business processes do not model every business process within the orga-
nization though. Some of these organizations do not even use EA models which creates
a barrier for our proposed approach. It is essential to raise awareness that creating EA
models are not waste of time and can create great value for organizations. The data
protection officers pointed out that they are not aware of EA documentation in their or-
ganizations. They believe it is not feasible to have all the information in the EA models
and data itself is not sufficient to only create a record of processing activities. Deciding
whether processing activity is legitimate is very crucial too.

6.2. Limitations

This research has a few limitations which have impacts on the validity of this master’s
thesis.

Interviews are conducted with solely data protection experts. There exist two dif-
ferent perspectives between EA and data protection. In this research, we investigated
how EA models can be used to fulfill a specific obligation of the regulation. During
the interviews, we mainly focused on the practices of the data protection experts. EA
experts and modeling data protection requirements constitute the other side of the re-
search. We initiated conversations with several EA experts, but these conversations did
not end up with interviews.

In total, we conducted five interviews with data protection experts. We tried to reach
out to experts by sending direct e-mails and organizing an event. Only a few experts
were willing to have an interview. The results from the interviews reflect the opinions
that belong to a limited number of experts.

Interviews show that some of the experts are not familiar with EA. To overcome this
problem, we described what EA is, how EA models look like, and what information is
included in EA models during the interviews. This introduction helped experts have a
better understanding of EA and why EA can support data-related concerns. However,
we could not get feedback about the validity of the usage of architectural concepts.

6.3. Future Work

In this research, we enhanced EA models with the legal requirements from the GDPR
to ensure the obligation of providing a record of processing activities. By importing EA
models into a graph database, we enabled extensive analyses and information retrieval
for record of processing activities. The next step is to use EA models as a source of in-
formation for data protection applications. A tool that data protection officers can use
to access to necessary data is valuable. For this purpose, EA models can be imported
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periodically and automatically into a graph database. Using a graph query language
requires expert knowledge; this is why predefined queries or natural language process-
ing can be used to help data protection officers query the database without knowing a
specific query language. We shared some pseudocodes to show how to parse the XML
format of the EA models to get the necessary data for the record of processing activities,
but we did not provide a concrete implementation. As a future work, we plan to write
a program that automatically parses the XML data and generates a record of process-
ing activities. Additionally, we will investigate how the models can be imported and
exported into a graph database back and forth.

The limited number of scientific researches shows that using EA documentation for
the GDPR-related goals should be investigated more. Additionally, an empirical study
needs to be conducted to address the usability and the acceptance of the proposed EA
models and the feasibility of our approach. As a future work, conducting interviews
with EA experts can be quite valuable to understand how data protection can be sup-
ported via EA documentation.

EA documentation does not only consist of models, so other types of information
sources need to be used to promote the usability and the capabilities of a data privacy
tool. We need further researches to have a clear understanding of what other informa-
tion sources are, which information is included in these sources, and how they can be
integrated.

In addition to using EA documentation, we need to investigate methods to reduce ef-
fort to create EA documentation. Each interviewee expressed their concerns about the
required effort to create the EA models. The aim of this research is not about automated
documentation of EA. However, integrating information sources that are generated by
these types of automated processes can be used to address the concerns of the intervie-
wees.

The maturity level of using advanced technological solutions for GDPR-related con-
cerns is still low. One of the main reasons for this situation is that organizations are
in a phase where they still investigate how to fulfill obligations and what products ex-
ist in the market. Each tool vendor provides a platform with a set of functionalities,
and how these tools work varies from vendor to vendor. From the interviews, we re-
alized that it is essential to understand the problems that organizations face. In order
to create a data protection tool, firstly one has to focus on the people aspect. Without
knowing what organization needs and how they want to interact with the system, an
implemented system can not meet the requirements of the organizations. During the
evaluation phase, we learned more about the the-state-of-the-art approach to creating
a record of processing activities, problems with the current approach, and the defini-
tion of a valid record. The next research question would be how organizations want to
interact with a potential tool and what they want to achieve by using this tool.

During the evaluation phase, some interviewees suggested creating a bidirectional
link between the record and the EA models to reduce maintenance effort. Our proposed
approach does not satisfy this functionality. We need to investigate how EA and a
privacy-related document can be linked to each other. A process that supports both
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sides can change the way to describe models and use these models for privacy-related
documents. This investigation also contributes to understanding what an organization
needs.

We propose to use EA to meet the data protection principles by involving different
stakeholders with their needs and concerns. In addition to understanding what data
protection experts needs, the process itself needs to be investigated too. The combined
effect that comes from the interaction between EA and data protection can produce sig-
nificant effects to overcome the existing problems. During the interviews, we realized
that most of the data protection experts are not aware of EA and what can be achieved
by using EA. Some of them found EA models too detailed and technical. This situ-
ation makes it harder to understand the usage of data on the models for them. The
communication between data protection experts and Enterprise Architects needs to be
investigated. We need further research about how EA and data protection can be com-
bined.
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In 2018, the General Data Protection Regulation came into effect and statistics show
that most of the organizations are not be able to fulfill the obligations that the GDPR
sets upon them. The accountability principle of the regulation enforces organizations
to perform out the technical and the organizational measures in order to be able to
demonstrate compliance with the GPDR. The record of processing activities is one of
the primary documents which has to be provided to supervisory authorities on request.
Current approaches to create and maintain this document is a tedious and cumbersome
process. Manual information retrieval prevents further analyses, and for the organiza-
tions that have hundreds of applications, this task gets harder and harder. As a solution
to this problem, we introduce an approach to create a record of processing activities au-
tomatically by using Enterprise Architecture models.

In order to address rapid changes in the modern world, organizations try to under-
stand how business and IT flow together by modeling different aspects of an enterprise.
Enterprise Architecture plays an essential role to align business and IT by optimiz-
ing the existing processes, adapting changing market conditions and improve decision
making.

In this research, we proposed an approach to integrate necessary information for
a record of processing activities as requirements into EA models. For this purpose,
we used an open-source modeling framework, namely ArchiMate. We customized the
existing elements of the EA models in order to realize these requirements.

We showed a way to use the machine-readable format of the models to automatize
the process of creation of a record of processing activities. We imported the EA models
into a graph database for further analyses. We shared sample queries to load data from
the CSV files of the EA models and retrieve information from the loaded data.

The inconsistencies between the different record of processing activities templates
can be quite confusing for the organizations. Currently, some of the supervisory author-
ities try to be more transparent about what needs to be done precisely to be compliant
with the regulation. Another reason for these inconsistencies is that the interpretation
of the regulation varies for each Member States. In time, necessary documents will be
more standardized.

The number of academic researches in this area is still low. The maturity level of us-
ing tech solutions to address GDPR-related concerns is not at a high level. The lack of
EA documentation is another barrier to use the models as the primary source of infor-
mation. During the interviews, the participants emphasize that organizations do not
prefer using multiple tools for data protection. This situation lays out the importance
of integrability. One has to work closely with the data protection officers in order to
understand their concerns and needs.

69



7. Conclusion

The needs and concerns of data protection officers can be described in EA. Being able
to cover legal aspects of an organization in EA can be useful to further investigate how
EA can be used to realize the requirements of the obligations of the GDPR. Modeling
the data usage and interactions with other elements of the enterprise reveals viable
insights about the application of data protection within the organization. We can benefit
from the architectural concepts of EA to define consistent privacy-related elements and
processes to support data protection in an organization.

This research aims to show how EA can support privacy compliance. We need fur-
ther investigation to understand the usability and the acceptance of the proposed EA
models, and how data privacy experts should communicate with Enterprise Architects.
However, the approach can be applied to organizations to fulfill the GDPR obligations.
Using EA models is a feasible solution to maintain a record of processing activities. On
the other hand, during the interviews, people we interviewed expressed their concerns
about the required effort to create the EA models. Automated documentation of EA is
a promising solution to address their concerns. Our primary concern is not to eliminate
or reduce the required effort to create such models, but we believe that it has an impact
on the usability of this approach.

Using EA models is a promising solution, but our approach is just the beginning.
This thesis covers only some parts of the GDPR, and there is much more to be done. EA
documentation is an effortful process. However, it can give viable insights into how an
organization collects and process personal data. These two questions lie at the heart of
the GDPR.
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A. Appendix

A. Appendix

A.1. ArchiMate

Figure A.1.: Core Elements of ArchiMate [35]
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A.2. Templates of Record of Processing Activities

A.2. Templates of Record of Processing Activities

A.2.1. The DSK’s Model Processing Record for Controllers

Overview of Processing Activities Cover Fage
under Article 30(1) GDPR

Controller

Controller Details

Mame and contact information of the individual / legal person / agency / body etc.
Mame

Street

ZIP code

City

Telephone

E-Mail address

Internet URL

If applicable, Details of Joint Controllers
Mame

Street

ZIP code

City
Telephone
E-Mail address

Details of Controller’'s Representative

Mame and contact information of the individual / legal person / agency / body etc.
Name

Street

ZIP code

City

Telephone

E-Mail address

Details of the Data Protection Officer- (if external, provide street address)
* to the extent a DPO has been appointed under Article 37 GDPR

Form of address Title (e.g. Dr.}
Surname, First Name

Street

ZIP code

City

Telephone

E-Mail Address

Figure A.4.: Model Processing Record for Controllers [31]
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Title:

Processing Activity: Index No.:

Commencement date:

Date of most recent modification:

Responsible
Depariment

Paint of Contact
Telephone

E-Mail Address
(Art. 30(1){2){a) GDPR)

Purposes of the
Processing (Art.
30(1)}2)b) GDPR)

Optional:
Mame of the process(gs)
employed

Description of the 0 Employees
Categories of affected O aApplicants
Data Subjects O Supoliers
(Art. 30{1){2}{c}) GDPR) PR
OO0 customers
[0 Patients
(|
(|
O
Description of the O
Categories of Personal O
Data
{Art. 30{1){2}(c}) GDPR) |

Special Categories of Personal Data (Art. 9 GDFPR):
O

Figure A.

5.: Model Processing Record for Controllers [31]
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Categories of Recipients O Internal Recipients (authorized users / users with access rights)
to whom Personal Data Department f Function

have been — or will be -
disclosed

(Art. 30(1){2)d) GDPR)

0 External Recipients
Categories of Recipients

O Third Countries or International Organizations (identify by category)

If applicable, Transfers [ Transfers do not ocecur and are not planned to occur
of Personal Data to a
Third Country ar
Internaticnal
Crganization

(Aart. 30(1){2)e) GDPR)

[ Transfers are made as follows:

ldentification of Specific
Transfer Recipients 0 Third Country or International Organization (identify by name)

To the extent that Documentation of Sufficient Safeguards for Transfers
Transfers fall under Art.
49(1) para. 2 GDPR
[Note: These are one-
time transfers affectfing a
Timited number” of
individuals made on the
basis of “compelling
legitimate interests"):

Retention/Deletion
Periods for the Various
Categories of Personal
Data

(Art. 30(1){2)f) GDPR)

Technical and Organizational Measures (TOMs)} implemented to ensure Information Security under
Art. 32(1) GDPR
(art. 30(1)2Mg) GDPR)

For guidance on describing Information Security TOMSs, see points 6.7 and 6.8 of the Data Protection
Conferences "Tips for the Index of Processing Activities” (available [in German] here)

Controller Date Signature

Figure A.6.: Model Processing Record for Controllers [31]

83



A.

Appendix

A.2.2. The DSK’s Model Processing Record for Processors

Overview of Processing Activities Cover Pags
under Article 30(2) GDPR

Processor

Processor Details

Mame and contact information of the individual / legal person / agency ! body etc.
Corporate Group Oy O N

Name

Street

ZIF code

City

Telephone

E-Mail Address

Internet URL

If applicable, Details of Additional Joint Processors
Name

Street

ZIF code

City

Telephone
E-Mail Address

Details of Processor’'s Representative

Mame and contact information of the individual / legal person / agency ! body etc.
Mame

Street

ZIF code

City

Telephone

E-Mail Address

Details of the Data Protection Officer- (if external, provide street address)
* to the extent a DPO has been appointed under Article 37 GDPR

Form of address Title (e.g. Dr.}
Surname, First Name

Street

ZIP code

City

Telephone

E-Mail Address

Figure A.7.: Model Processing Record for Processors [31]
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Overview of Processing Activities Cover Page
under Article 30(2) GDPR

Processor

Processor Details

Mame and contact information of the individual / legal person / agency / body etc.
Corporate Group Oy O M

Name

Street

ZIF code

City

Telephone

E-Mail Address

Internet URL

If applicable, Details of Additional Joint Processors
Mame

Street

ZIP code

City

Telephone

E-Mail Address

Details of Processor's Representative

Mame and contact information of the individual / legal person / agency / body etc.
Name

Street

ZIP code

City

Telephone

E-Mail Address

Details of the Data Protection Officer- (if external, provide street address)
* to the extent a DPO has been appointed under Article 37 GDPR

Form of address Title (e.g. Dr.}
Surmame, First Name

Street

ZIP code

City

Telephone

E-Mail Address

Figure A.8.: Model Processing Record for Processors [31]
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. Appendix

If applicable, Transfers
of Perzonal Data to a
Third Country or Interna-
tional Organization

[Art. 30({2)(c) GDPR)

Identification of Specific
Data Recipients

To the extent that Trans-
fers fall under Art. 49(1)
para. 2 GDPR [Nofe:
These are one-time
transfers affecting a
“limited number” of indi-
viduals made on the
basiz of "compelling
legifimate inferests™:

Subcontractors

[ Transfers do not occur and are not planned to oceur

O Transfers are made as follows:

[0 Third Countries or International Organizations (identify by name)

Documentation of Sufficient Safeguards for Transfers

O] Name:

Art. 32(1) GDPR
{Art. 30{2)(d) GDPR)

Technical and Organizational Measures (TOMs) implemented to ensure Information Security under

For guidance on describing Information Security TOMs, see points 6.7 and 6.8 of the Data Protection
Canferences "Tips for the Index of Processing Activities” (available [in German] here)

Processar

Date Signature

Figure A.9.: Model Processing Record for Processors [31]
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A.2. Templates of Record of Processing Activities

A.2.3. The Belgian DPA’s Registry of Processing Activities Template

o

essing acthity.

tianal description of the pro

Enter the name/func

[ Number [] Processing
Enter the ncernsl D of the processing sctiiy.

number, functianal description, finality legal basis, type of

[] Functional Description of Processing
processing and functional description

B
g-3
-
e £
Ec
it
[
2
;
2
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2
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» EH
@ £E
P i i
¢ g oI
LA 7oy it
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E E g 88 & {2
& £ af & £8

Figure A.10.: Registry of Processing Activities Template [55]
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A. Appendix
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Figure A.11.: Registry of Processing Activities Template [55]
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A.2. Templates of Record of Processing Activities
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Figure A.12.: Registry of Processing Activities Template [55]
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Figure A.13.: Registry of Processing Activities Template [55]
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A.2. Templates of Record of Processing Activities

[~] Documentation

[] Deseription of Mitigating Measures

freedoms of data subjects.

[ Risk

protective measures, DPIA

[] Risk & Mitigating Measures

ity will be performed.

[~] Deseription
. applications, and software: e

Technology
o
ployed

Figure A.14.: Registry of Processing Activities Template [55]
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Figure A.15.: Registry of Processing Activities Template [55]
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A.2. Templates of Record of Processing Activities

A.2.4. Ecomply’s Sample Record of Processing Activities

Example GmbH

Example Street 101 , 88888 Munich, Germany

DPO John Doe

Records of Processing Activities

acc. to Art. 30 GDFR

Report created on 2018-5-14

Details of Controller

Example GmbH
Aazar

Head of Operations
Example Street 101
88888

Munich

Germany
0200-78601
info@example.io

Example.io

Details of Data Protection Officer

Records of Processing Activities
created by wll

John Doe
Sample Street 13
91927

Munich

Germany
0900-78601

info@ecomply.io

page 1 of 37

Figure A.16.: Sample Record of Processing Activities [2]
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A. Appendix

Example GmbH
Example Street 101 , 88888 Munich, Germany
DPO John Doe

Processing Activity: Home Office

Last Changed On

Responsible Department

Purpose of the Processing Activity

Legal Basis of the Processing Activity
Data Subject Categories in the
Processing Activity

Data Categories of the Processing

Activity

Records of Processing Activities
created by ECOMP LYo wll

2018-5-14

Human Resources

Aazar Shad, Hr@ecomply.io

We are sometimes working from home to
give flexibility to our employees to work.
We do not process any specific data and
we have trained them to use only company

encrypted passwords.
Contractual Mecessity

Employees

Name

Phone Mumber
Shipping address
Residence address
IP address

Emazil address

page 2 of 37

Figure A.17.: Sample Record of Processing Activities [2]
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A.2. Templates of Record of Processing Activities

Example GmbH
Example Street 101 , BB888 Munich, Germany
DPO John Doe

Processing Activity: Social Media Marketing & Advertising

Last Changed On

Responsible Department

Purpose of the Processing Activity
Legal Basis of the Processing Activity
Data Subject Categories in the
Processing Activity

Data Categories of the Processing

Activity

Internal Processors

External Processors

Records of Processing Activities
created by ECOMPLY iowl. 1

2018-5-11

Marketing

Aazar Shad. marketing@ecomply.io

We create social media ads on Facebook
and Linkedln to capture leads

Consent

Customers

Other

Mame

IP address

Other

Customer Services

Aazar Shad, support@ecomply.io

Product Development

Hauke Holtkamp, info@ecomply.io

Sales

Aazar Shad, sales@ecomply.io

Facebook Inc.

4 Grand Canal Square, Grand Canal
Harbour, Dublin 2, Ireland
privacy@facebook.com

page 5 of 37

Figure A.18.: Sample Record of Processing Activities [2]
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