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Motivation

On the 25.05.18the
General Data
Protection Regulation
(GDPR) came into
effect

Challenges: the regulation is formulated as an open norm and doesn't

It reqgulates the data
protection and privacy
for all companies
operating in the
European Union

Non-compliance could

resultin high fines

consist of concrete suggestions how to implement the legal requirements
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Motivation
Example: Art. 5 GDPR 1a TUTI

"Personal data shall be processed in a manner that ensures appropriate security of the
personal data, including protection against unauthorised or unlawful processing and
against accidental loss, destruction or damage, using appropriate technical or
organisational measures "
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Generalized Process TUT

legal system

requirements ‘ requirements

technical improved
implementation privacy system
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Research Questions

RQ1: What is the state of the Art in linking privacy requirements to

the frameworks?

RQ2: Which research methods were used and how were they applied?

|DH| technical solutions and which categories make it possible to classify

[ 4
.‘. RQ3: How far are these methods applied in practice?

171103 Matthes English Master Slide Deck (w ide)

© sebis

7



RQ1: Literaturereview TUTI

« Based on Kitchenham [1]

Literaturereview

« |IEEE Xplore What sources does Who cite the
e Scopus the literature have? literature?
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RQ1: Categorization of the frameworks TUT

Industry or research

Underlying techniques to
Underlying requirements connect the requirements
with the solutions

Possible categories

Covered parts of the
generalized process
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Research Questions TUT

RQ1: What is the state of the Art in linking privacy requirements to

EE technical solutions and which categories make it possible to classify
the frameworks?

RQ2: Whichresearch methods were used and how were they applied?

®_©O L .
.&. RQ3: How far are these methods applied in practice?
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RQ2: Design Science Process TUT

Problem Objectives of a Design and

o _ Demonstration Evaluation
|dentification Solution Development

2]

171103 Matthes English Master Slide Deck (w ide) © sebis 11



Research Questions TUT

RQ1: What is the state of the Art in linking privacy requirements to

|DH| technical solutions and which categories make it possible to classify
the frameworks?

q RQ2: Which research methods were used and how were they applied?

_©O . :
»L\ Z Yl RQ3: How far are these methods applied in practice?
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RQ3: Workshop

« Conduction of a workshop with industrial partners
« Expected date: end of January

Workshop process:
o Presentation of the results of RQ1
dh

Discussion about their experiences with the frameworks in the
Industry
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Data Collection UM

Used databases: Scopus, IEEE Xplore

Step Search with | Filter Delete Relevant Relevant Forward &
search term duplicate titles abstracts Backward
articels search
Amount of
papers 313 220 215 35 11 8

19 relevant paper
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Data protection by design in systems development: From legal requirements to technical solutions

Relevant Paper Legal Requirements, Compliance and Practice: An Industry Case Study in Accessibility
PRIPARE: Integrating Privacy Best Practices into a Privacy Engineering Methodology
Experiences in the Development and Usage of a Privacy Requirements Framework
A Critical Analysis of Privacy Design Strategies
Methods and Tools for GDPR Compliance Through Privacy and Data Protection Engineering
Impact of Legal Interpretation in Business Process Compliance
A process for data protection impact assessment under the European GDPR
Privacy by design: From research and policy to practice — the challenge of multi-disciplinarity

Supporting privacy by design using privacy process patterns

Addressing privacy requirements in system design: The PriS method

Checking existing requirements for compliance with law using a production rule model
Privacy and Data Protection by Design-from policy to engineering

Comparing Privacy Requirements Engineering Approaches

Towards a principled approach for engineering privacy by design

A privacy threat analysis framework: supporting the elicitation and fulfillment of privacy req.
Pris methodology: incorporating privacy requirements into the system design process

How to integrate legal requirements into a requirements engineering methodology for the development
of security and privacy patterns

Engineering Privacy



Paper 1: Data Protection by Design in Systems Development: From legal

requirements to technical solutions
by F. Blix; S. A. Elshekell; S. Laoyookhong

Requirements for the framework:

Lawfulness,
fairness and
transparency

Data
Minimization

Purpose
Limitation
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Storage
Limitation

Integrity and
Confidentiality

TUTI

Accountability
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DPP1: Lawfulness, Fairness and transparency

GDFPR Provision
“processed howfully, fairly and in a transparen? manner in refation o the data subject”
GDPR ArS 1ia)

Objective
Processing of porsonal data no matier how minor the processing is has to stand on a
firm Jegal basis. The data controlkers have to provide clear views on how the
processang works and the conseguences on the data subgect before collecting and
processing the &,

Organizational Measures Eg_a,
Strategy: embed privacy mio the organization strategy 10 demonsrate sTong

- ——— - ———— - ————— -

Policies, processes, and procedures: w assess, munage the law fulness and the

adherence 1o the kogal requirements a all stages of the data processing. This mcludes
the roles and responsibilitics of different mdividuals mvolved m the processing

‘ Legal Measures: cow pdeines ad mesnms of slctng, caloromg md
documenting the nght legal hases of the processing
£

. o
Embedded Transparency Measures: cmbedding necessary forms, dalogues,

Technical Measures

- -

Embedded Legal Measures: Forcxample, an embedded database that capiure
coasents from users of the information system, and map it 20 (e user daes This can
belp the users o exercise thew nzhts and the organizaton 10 manage their obligaons
Non-Repudiation Services: Implementing the non-repadiation service from the
m«m the dignal signatures shall be implemented whien the

1§ SEASTIVE.
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Timeline Tum

I O T e

Data Collection
Data Analysis
Categorization

Prepare the

Workshop

Rework the
Workshop

Write Thesis

Review Thesis

¢

4 4 4

Start date Kick-Off Workshop End date
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