sebis TUT

to technical solutions
/ Nora Miftah El Kheir, 11.03.19, Garching

Chair of Software Engineering for Business Information Systems (sebis)
Faculty of Informatics

Technische Universitat Miinchen

wwwmatthes.in.tum.de




Outline Tum

1. Motivation

2. Research Questions and Approach

3. Privacy Frameworks

4. Comparison of the frameworks

5. Conclusion

190311 Nora Miftah Final Presentation © sebis



Privacy definition TUT

"the right to be left alone"[1]

"the right to determine when, how and to what extend information about them is
communicated to others"[2]
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Motivation

It regulates the data

rotection and privac .
P privacy Non-compliance could
for all companies

On the 25.05.18 the operating in the result in high fines [3]

General Data European Union
Protection Regulation
(GDPR) came into

effect

Challenges: the regulation is formulated as an open norm and doesn't
consist of concrete suggestions how to implement the legal requirements

Goal: identification of frameworks which close the gap between privacy requirements and
concrete technical solutions
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Research Questions
DH RQ1: What is the state of the art in linking privacy requirements to
technical solutions?

RQ2: What similarities and differences exist between the privacy
frameworks?

RQ3: Which stages of the software development lifecyle are
supported by the frameworks?

190311 Nora Miftah Final Presentation



Approach: Literature review

« Based on Kitchenham [4]

. Planning the review
e

1. Identification of the need for a review
2. Development of a review protocol.

g Conducting the review

1. Identification of research

2. Selection of primary studies
3. Study gquality assessment

4. Data extraction & monitoring
5. Data synthesis.

\g : :
/ Reporting the review
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Data Collection TUTI

Used databases: Scopus, IEEE Xplore

Search term:

( ( ( privacy AND requirement ) AND ( technical AND solutions OR technical AND implementation ) ) OR linking
AND privacy AND requirements AND to AND implementations OR ( ( gdpr ) AND ( implementation OR methods
) ) OR (data AND protection AND implementation AND laws ) )

Results:

Step Search with | Filter Delete Titles Abstracts | Access |Back-& Keypaper
searchterm duplicates Forward
search

Papers 330 215 14 12 14 13
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Privacy Frameworks TUT

F. by Wueyts
ezt(.)gé. ProPan F. by Bieker
(2009) (2014) et. Al. (2016)
F. by Bellotti
&Sellen STRAP LINDDUN | F. by I.Oliver APSIDAL
(1993) (2005) (\2011) (2016) (2018)
1990 2000 2010 2020
F. by Hong
et. al. (2004) legggD F. by Colesky
) et. al. (2016)
PrisS (2008) PRIPARE

(2015)
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Motivation of the frameworks

time
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iIncreasingly privacy concerns of individuals

privacy requirements should be integrated in the early phases of the SDLC

the selection of privacy solutions should be done in connection with the engineering process

lack of methods to find threats, elect suitable requirements and finally fulfil them

the difficulties to translate the legal requirements into system requirements

support systems in implementing and following to reach compliance with laws

© sebis
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Software Development Lifecycle Tum

Concept
Development

Evaluation Analysis

Testing Design

Implementation

[6]
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Software Development Lifecycle Tum

A D | T E

Framework by Bellotti and Sellen X X

Framework by Hong et. al. X X

STRAP X X

PRIS X X X X

Framework by Wuyts et. al. X X X

PFSD X X X X

LINDDUN X X X X

ProPan X X

PRIPARE X X X X X X
Framework by Nokia X X

Bieker et. al. X X X X X X
Colesky et. al. X X X

APSIDAL X X X X
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Origin of the privacy principles TUT

FIPS Laws Security Research | No
(GDPR) properties information

Framework by Bellotti and Sellen

STRAP X

PRIS X X

PFSD X

LINDDUN X X
Framework by Bieker et. al. X X X

APSIDAL X
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Privacy principles TUT
Framework STRAP | PRIS |PFSD |LINDDUN |Framework |APSIDAL

by Bellotti by Bieker et.

and Sellen al.
Anonymity X X
Pseudonymity X X
Unlinkability X X X
Undectability & X X
Unobservability
Transparency X X
User Content X X X X
awareness
Policy and Consent X X X X X
Compliance
Purpose Limitation X X
Data Minimization X X

Security Properties X X X X X X
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Risk-based or Goal-oriented

REQ. ANALYSIS RISK MNGMT. Tu'"
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Risk-based or Goal-oriented

__________Riskbased
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Framework by Bellotti and Sellen
Framework by Hong et. al.
STRAP

PRIS

Framework by Wuyts et. al.
PFSD

LINDDUN

ProPan

PRIPARE

Framework by Nokia
Bieker et. al.

Colesky et. al.

APSIDAL

X
X

X X X X

X X X X
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The distribution of the solutions

Six frameworks provide concrete technical solutions
(Privacy Enhancing Technologies)

Similarities: Differences:

* Provide concrete PETs  In the development approach:

« Partly the same categories to based on the privacy principles
classify the solutions or based on the PETs

 The fineness of the distinction
* Number of the provided PETs
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Conclusion & Future Research TUTI

Different conceptual possibilities exist to build a privacy framework:
\g « covered stages of the SDLC
« underlying privacy principles
« approach to identify the operational privacy requirement
« distribution of the provided solutions

1) To what extent are the frameworks applied in practices?
2) How must the frameworks be changed that they can be used in
agile software development processes?
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