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Motivation
References between Company Policies and Regulatory Documents

= Deriving company policies from regulatory documents is a legal requirement for companies
- Implicit reference

Finish Compan
COBIT 5 Personal Polil?; Iy
Data Act y
e A s = i s =~ ]
P R 7
ISO/IEC e e T Company
27001:2005 BDSG | e e T T e Policy Il
PCI DSS P Compan
MAS TRMG e ety
v3l1 [ eI T Policy Il

= Explicit references are required for future audits or updates
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Example Regulatory Document
Payment Card Industry Data Security Standard (PCI DSS)

Page 1/139

» Security ®
Standards Council

Payment Card Industry (PCI)
Data Security Standard

Requirements and Security Assessment Procedures

Version 3.2
April 2016




Example Regulatory Document: PCI DSS

Payment Card Industry Data Security Standard

Page 69/139

» Security .
Standards Council

Requirement 8: Identify and authenticate access to system components

erson with access ensures that each individual is uniquely accountable for their actions. When such

Assigning a unique identification (ID) to each p
al data and systems are performed by, and can be traced to, known and authorized users and

accountability is in place, actions taken on critic
processes.

The effectiveness of a password is largely determined by the design and implementation of the authentication system—particularly, how
frequently password attempts can be made by an attacker, and the security methods to protect user passwords at the point of entry, during

transmission, and while in storage.
Note: These requirements are applicable for all accounts, including point-of-sale accounts, with administrative capabilities and all accounts used
to view or access cardholder data or to access systems with cardholder data. This includes accounts used by vendors and other third parties (for
example, for support or maintenance). These requirements do not apply to accounts used by consumers (e.g., cardholders).

rough 8.1.8 are not intended to apply to user accounts within a point-of-

However, Requirements 8.1.1, 8.2, 8.5, 8.2.3 through 8.2.5, and 8.1.6 th
sale payment application that only have access to one card number at a time in order to facilitate a single transaction (such as cashier accounts).

PCI DSS Requirements } Testing Procedures Guidance

8.1.a Review procedures and confirm they define processes for
each of the items below at 8.1.1 through 8.1.8

By ensuring each user is uniquely identified—
instead of using one ID for several employees—an
organization can maintain individual responsibility
for actions and an effective audit trail per employee.
This will help speed issue resolution and
containment when misuse or malicious intent

occurs.

8.1 Define and implement policies and
procedures to ensure proper user
identification management for non-
consumer users and administrators on all
system components as follows:

8.1.b Verify that procedures are implemented for user
identification management, by performing the following:

8.1.1 Interview administrative personnel to confirm that all
users are assigned a unique ID for access to system
components or cardholder data.

8.1.1 Assign all users a unique ID
before allowing them to access system
components or cardholder data.

To ensure that user accounts granted access to
systems are all valid and recognized users, strong
processes must manage all changes to user I1Ds and
other authentication credentials, including adding
new ones and modifying or deleting existing ones.

8.1.2 For a sample of privileged user IDs and general user IDs,
examine associated authorizations and observe system
settings to verify each user ID and privileged user ID has been
implemented with only the privileges specified on the
documented approval.

8.1.2 Control addition, deletion, and
modification of user IDs, credentials,
and other identifier objects.

| o
b FArtAr aitithanticatinm ~a i,




Example Regulatory Document: PCI DSS
Payment Card Industry Data Security Standard

PCI DSS Requirements
8.2.5 Do not allow an individual to
submit a new password/passphrase

that is the same as any of the last four
passwords/passphrases he or she has

used.

8.2.6 Set passwords/passphrases for
first-time use and upon reset to a
unique value for each user, and
change immediately after the first use.

8.3 Secure all individual non-console
administrative access and all remote
access to the CDE using multi-factor

authentication.

Note: Multi-factor authentication requires
that a minimum of two of the three
authentication methods (see
Requirement 8.2 for descriptions of
authentication methods) be used for
authentication. Using one factor twice
(for example, using two separate
passwords) is not considered multi-factor

authentication.

» Security
Standards Counc

Testing Procedures
8.2.5.a For a sample of system components, obtain and
inspect system configuration settings to verify that password
parameters are set to require that new passwords/passphrases
cannot be the same as the four previously used
passwords/passphrases.

8.2.5.b Additional testing procedure for service provider
assessments only: Review internal processes and
customer/user documentation to verify that new non-consumer
customer user passwords/passphrase cannot be the same as

the previous four passwords.

8.2.6 Examine password procedures and observe security
personnel to verify that first-time passwords/passphrases for
new users, and reset passwords/passphrases for existing
users, are set to a unique value for each user and changed
after first use.

Guidance

If password history isn’t maintained, the
effectiveness of changing passwords is reduced, as
previous passwords can be reused over and over.
Requiring that passwords cannot be reused for a
period of time reduces the likelihood that passwords
that have been guessed or brute-forced will be used
in the future.

Note: Testing Procedure 8.2.5.b is an additional
procedure that only applies if the entity being
assessed is a service provider.

If the same password is used for every new user, an
internal user, former employee, or malicious
individual may know or easily discover this
password, and use it to gain access to accounts.

Multi-factor authentication requires an individual to
| present a minimum of two separate forms of
| authentication (as described in Requirement 8.2),
| before access is granted.

Multi-factor authentication provides additional
assurance that the individual attempting to gain
access is who they claim to be. With multi-factor

| authentication, an attacker would need to
compromise at least two different authentication

i mechanisms, increasing the difficulty of compromise
and thus reducing the risk.

Multi-factor authentication is not required at both the
system-level and application-level for a particular

_svstem comnonent Miilti-factar aimthantimatinm e
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Example Regulatory Document: PCI DSS
Payment Card Industry Data Security Standard

Security N
Standards Council

Testing Procedures

8.2.5.a For a sample of system components, obtain and
inspect system configuration settings to verify that password
parameters are set to require that new passwords/passphrases
cannot be the same as the four previously used
passwords/passphrases.

8.2.5 Do not allow an individual to
submit a new password/passphrase
that is the same as any of the last four
passwords/passphrases he or she has
used.

8.2.5.b Additional testing procedure for service provider

assessments only: Review internal processes and

customer/user documentation to verify that new non-consumer
omer user passwords/passphrase cannot be the same as

8.2.6 Examine passw
personnel to verify

8.2.6 Set passwords/passphrases for
first-time use and upon reset to a
unique value for each user, and
change immedia

If password history isn’t maintained, the

Page 70/139

Guidance

effectiveness of changing passwords is reduced, as
previous passwords can be reused over and over.
Requiring that passwords cannot be reused for a
period of time reduces the likelihood that passwords
that have been guessed or brute-forced will be used
in the future.

Note: Testing Procedure 8.2.5.b is an additional
procedure that only applies if the entity being
assessed is a service provider.

If the same password is used for every new user, an

internal user, former employee, or malicious
o er this
to accounts.

Example Paragraph: PCI DSS § 8.2.5

8.3 Secure all indi
administrative acc
access to the CDH
authentication.

Note: Multi-factor z
that a minimum of {
authentication met|
Requirement 8.2 fo
authentication met|
authentication. Usi ;
(for example, using two separate \ ‘!
passwords) is not considered multi-factor |
authentication. [

Do not allow an individual to submit a new
password that is the same as any of the last
four passwords he or she has used.

irement 8.2),

additional
ting to gain
multi-factor
ed to
thentication
of compromise
and thus reducing the risk.

Multi-factor authentication is not required at both the

- system-level and application-level for a particular




Motivation
References between Company Policies and Regulatory Documents

= Deriving company policies from regulatory documents is a legal requirement for companies
- Implicit reference

Finish Compan
COBIT 5 Personal Polil?; Iy
Data Act y
e A s = i s =~ ]
P R 7
ISO/IEC e e T Company
27001:2005 BDSG | e e T T e Policy Il
PCI DSS P Compan
MAS TRMG e ety
v3l1 [ eI T Policy Il

= Explicit references are required for future audits or updates
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Example Company Policy
Page 1/12

X

€'Y
Example Company

1. Purpose

The purpose of this Policy is to safeguard information belonging to the Company and
its stakeholder (third parties, clients or customers and the general public), within a
secure environment.

This Policy informs the Company’s staff, students, and other individuals entitled to
use Company facilities, of the principles governing the holding, use and disposal of
information.




Example Company Policy
Page 3/12

2. The Policy

The Company requires all users to exercise a duty of care in relation to the operation
and use of its information systems.

2.1 Authorised users of information systems

With the exception of information published for public consumption, all users
of Company information systems must be formally authorised by appointment
as a member of staff, by enrolment as a student, or by other process
specifically authorised by the Vice Chancellor. Authorised users will be in
possession of a unique user identity. Any password associated with a user
identity must not be disclosed to any other person. The “Network password
policy” describes these principles in greater detail.

Authorised users will pay due care and attention to protect Company
information in their personal possession. Confidential, personal or private
information must not be copied or transported without consideration of:

* permission of the information owner




Example Company Policy

Page 4/12

2.5

Password Management

1. Do not consider vendor-supplied defaults for system passwords or other
security parameters.

2. The user password must be at least 8 characters long with at least one
special and must not same with any of his/her previous 4 passwords.

3. |f a session has been idle for more than 15 minutes, require the user to re-

authenticate to re-activate the session.

Personal Information

Authorised users of information systems are not given rights of privacy in
relation to their use of Company information systems. Duly authorised officers
of the Company may access or monitor personal data contained in any
Company information system (mailboxes, web access logs, file-store etc).

Individuals in breach of this policy are subject to disciplinary procedures (staff
or student) at the instigation of the Dean/Director with responsibility for the
relevant information system, including referral to the Police where appropriate.

T~ CAarmarnanyv will $ake lea inn ta enalre that its information svstems are




Example Company Policy

Page 4/12

2.3  Password Management

1. Do not consider vendor-supplied defaults for system passwords or other
) i [V paramele
2. The user password must be at least 8 characters long with at least one
special and must not same with any of his/her previous 4 passwords.
. |f a session has e for more than 15 minutes, require the user to re-
authenticate to re-activate the session.

2.4 Personal Information

Example Paragraph: § 2.3.2

The user password must be at least 8 characters long
with at least one special character and must not be same
with any of his/her previous 4 passwords.




Motivation
References between Company Policies and Regulatory Documents

= Deriving company policies from regulatory documents is a legal requirement for companies
- Implicit reference

Finish Compan
COBIT 5 Personal Polil?; Iy
Data Act y
e A s = i s =~ ]
P R 7
ISO/IEC e e T Company
27001:2005 BDSG | e e T T e Policy Il
PCI DSS P Compan
MAS TRMG e ety
v3l1 [ eI T Policy Il

= Explicit references are required for future audits or updates
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- Potential Derivation

Company Policy § 2.3.2

PCI DSS § 8.2.5
Loss of

Donotaliow aninaivictal™ B === 0
to submit a new password
that is the same as any of
the last four passwords he
or she has used.

The user password must be at
least 8 characters long with at
least one special character
and must not be same with
any of his/her previous 4

“Is this control still up-to-date?”




Motivation

Industry Partner Alyne GmbH

RegTech Company

Launch in 2015
Software-as-a-Service (SAAS)

B2B

Business Idea

= Alyne delivers a software that supports organisations to
manage their cyber security, risk management and

compliance.

Generalized control statements serve as a glue between
company policies and regulatory documents

171103 Matthes English Master Slide Deck (wide)

% alyne TUTI

@ @ > ALYNE | Cyber Security, R x \\ |
& C' ] https://app.alyne.com/controlsets
2 qune Control S

Control Sets

3 control sets available

Title

Templates

59 control sets available

Title

465
= ®

{ 23

o

&0 o
a@g
Q 0

Australian Privacy Principles
(APP) aligned Data Privacy

(498

40 09"
af s
Q 0

Australian Privacy Principles
(APP) aligned Data Privacy

Base Data Privacy

This control set provides
guidance on building and
maintaining a mature
fundamental data privacy
organisation based on globally
common data privacy
principles.

513

C2M2 Department of Energy
Cyber Security

+ 465

-
A — A

COBIT 4.1

COBIT 5

- j .
1 /
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Motivation

Industry Partner Alyne GmbH — Control Statements

» Paragraphs from regulatory documents and company policies are linked by generalized, well defined

control statements
- Explicit References

Finish
COBIT 5 Personal
Data Act

S

7 (e

ISO/IEC \
27001:2005 BDSG .

PCI DSS
v3.1

Bl ey s e

PCI DSS §8.2.5
Do not allow an individual to submit
a new password that is the same as
any of the last four passwords [...].

MAS TRMG

180226 Christoph Erl Master‘s Thesis Final Presentation
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Company
Control Policy |
Statements B R T _7

Company
Policy I

s

Company
Policy Il
Control Statement Company Policy § 2.3.2
User passwords shall be The user password [...] must
prevented from being changedto not be same with any of
any of the previous x passwords. his/her previous 4 passwords.

© sebis
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Motivation

Industry Partner Alyne GmbH — Data Model

control statements
- Explicit References

RegulatoryDocument

RegulatoryDocumentParagraph

Publicly Available

180226 Christoph Erl Master‘s Thesis Final Presentation

ControlStatement

Property of Alyne

% alyne TUTI

» Paragraphs from regulatory documents and company policies are linked by generalized, well defined

CompanyPolicy

CompanyPolicyParagraph

Property of Alyne’s Customer

© sebis



Motivation
Problem Statement qune TUT

» Linking Controls to Control Statements by hand is a very labour intensive process for regulatory experts!

Work Routine of Regulatory Experts

@Regulatory Document (RD) ConD
_______ «mclude»
@D Control and Control StateD
«include»

% T~ AddControl Statement >
«Include»

Regulatory Expert T™~_ T e

@I Comany Policy (CP) Control>

* Problem Statement:
How can we support regulatory experts in their work routine, in particular, to link company policy controls and
regulatory documents to control statements?

180226 Christoph Erl Master‘s Thesis Final Presentation © sebis 18



Motivation
Proposed Solution >alyne TUTI

= Proposed Solution:

= A recommender system suggests related control statements for a given input control using text
similarity approaches.

= Whenever an expert intends to link a control, the system sorts the collection of 879 control statements

according to their semantic similarities to the control whereby the more similar control statements appear
at the top.

= The intended effect is that experts

= do not need to check all control statements but only the top results (time savings) and
= find control statements which they might have forgotten (improved data quality).

180226 Christoph Erl Master‘s Thesis Final Presentation © sebis 19



Motivation
Proposed Solution

23

24

25

Password Management

1. Do not consider vendor-supplied defaults for system passwords or other
security parameters.

2. The user password must be at least 8 characters long with at least one
special and must not same with any of his/her previous 4 passwords.

3. If a session has been idle for more than 15 minutes, require the user to re-
authenticate to re-activate the session.

Personal Information

Authorised users of information systems are not given rights of privacy in
relation to their use of Company information systems. Duly authorised officers

N

of the Company may access or monitor personal data contained in any N

Company information system (mailboxes, web access logs, file-store etc).
Individuals in breach of this policy are subject to disciplinary procedures (staff
or student) at the instigation of the Dean/Director with responsibility for the
relevant information system, including referral to the Police where appropriate.

The Company will take legal action to ensure that its information systems are
not used by unauthorised persons.

Ownership

The Director of ICT Systems has direct responsibility for maintaining this policy
and providing guidance and advice on its implementation.

Information system owners are responsible for the implementation of this
Policy within their area, and to ensure adherence.

Input

Matching of N

Control Statements “a

Company Policy Paragraphs

(or Regulatory Document)

180226 Christoph Erl Master‘s Thesis Final Presentation

Recommender System(s)

Control Statement 329

Control Statement 122

Control Statement 9

Control Statement 14

Show more

Control Statement 23

C.nntrnl Statamant 1NK

Screen of Regulatory Expert
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Motivation
Proposed Solution

2.3 Password Management

1. Do not consider vendor-supplied defaults for system passwords or other
security parameters.

2. The user password must be at least 8 characters long with at least one
special and must not same with any of his/her previous 4 passwords.

3. If a session has been idle for more than 15 minutes, require the user to re-
authenticate to re-activate the session.

24  Personal Information

Authorised users of information systems are not given rights of privacy in
relation to their use of Company information systems. Duly authorised officers
of the Company may access or monitor personal data contained in any
Company information system (mailboxes, web access logs, file-store etc).

2.5 Individuals in breach of this policy are subject to disciplinary procedures (staff
or student) at the instigation of the Dean/Director with responsibility for the
relevant information system, including referral to the Police where appropriate.

The Company will take legal action to ensure that its information systems are
not used by unauthorised persons.

3. Ownership

3.1 The Director of ICT Systems has direct responsibility for maintaining this policy
and providing guidance and advice on its implementation.

Information system owners are responsible for the implementation of this
Policy within their area, and to ensure adherence.

Company Policy Paragraphs

(or Regulatory Document)

180226 Christoph Erl Master‘s Thesis Final Presentation

Input
/>

B .,

Control Statement 329

Control Statement 122

Control Statement 9

Control Statement 14

Show more

Control Statement 23

\\ -

B

Matching of AN
Control Statements N <

C.nntrnl Statamant 1NK

Recommender System(s)

Screen of Regulatory Expert
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Motivation
Proposed Solution

2.3 Password Management

1. Do not consider vendor-supplied defaults for system passwords or other />

security parameters.
2. The user password must be at least 8 characters long with at least one

special and must not same with any of his/her previous 4 passwords.
3. If a session has been idle for more than 15 minutes, require the user to re-
authenticate to re-activate the session.

24  Personal Information

Authorised users of information systems are not given rights of privacy in
relation to their use of Company information systems. Duly authorised officers

of the Company may access or monitor personal data contained in any
Company information system (mailboxes, web access logs, file-store etc).
2.5 Individuals in breach of this policy are subject to disciplinary procedures (staff
or student) at the instigation of the Dean/Director with responsibility for the
relevant information system, including referral to the Police where appropriate.
The Company will take legal action to ensure that its information systems are
not used by unauthorised persons. I:_)%

3. Ownership

3.1 The Director of ICT Systems has direct responsibility for maintaining this policy
and providing guidance and advice on its implementation.

Information system owners are responsible for the implementation of this
Policy within their area, and to ensure adherence.

3B
B
h

Company Policy Paragraphs

(or Regulatory Document)

180226 Christoph Erl Master‘s Thesis Final Presentation

Matching of N
Control Statements \:
®

Recommender System(s)

Screen of Regulatory Expert
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Motivation
Proposed Solution

23

24

25

31

Password Management

1. Do not consider vendor-supplied defaults for system passwords or other
security parameters.

2. The user password must be at least 8 characters long with at least one
special and must not same with any of his/her previous 4 passwords.

3. If a session has been idle for more than 15 minutes, require the user to re-
authenticate to re-activate the session.

Personal Information

Authorised users of information systems are not given rights of privacy in
relation to their use of Company information systems. Duly authorised officers
of the Company may access or monitor personal data contained in any
Company information system (mailboxes, web access logs, file-store etc).

Individuals in breach of this policy are subject to disciplinary procedures (staff
or student) at the instigation of the Dean/Director with responsibility for the
relevant information system, including referral to the Police where appropriate.

The Company will take legal action to ensure that its information systems are
not used by unauthorised persons.

Ownership

The Director of ICT Systems has direct responsibility for maintaining this policy
and providing guidance and advice on its implementation.

Information system owners are responsible for the implementation of this
Policy within their area, and to ensure adherence.

Company Policy Paragraphs

(or Regulatory Document)

180226 Christoph Erl Master‘s Thesis Final Presentation
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Output

Matching of
Control Statements

Recommender System(s)

Screen of Regulatory Expert
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Motivation
Proposed Solution

Do not allow an individual to submit
a new password that is the same
as any of the last four passwords
he/she has used.

Recommender

System

1 Input Control

B

879 Control Statements

Text Similarity
Approach

% alyne TUTI

—® 1. User passwords shall be prevented from being
changed to any of the previous 10 passwords.

- @& 2. Privileged account passwords shall be prevented
from being changed to any of the previous 15

Input

180226 Christoph Erl Master‘s Thesis Final Presentation

passwords.

l— 879.Recovery from backup media shall be tested at
least every year.

Output
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Motivation
Proposed Solution

Recommender
System
Do not allow an individual to submit 1 Input Control
a new password that is the same E,E
as any of the last four passwords
879 Control Statements
he/she has used.
[0.1,0.5, 0.2, ..., 0.9] Text Similarity
Approach
Vector Similarity
Representation Measure
(accurately matching terms only) « TF-IDF or « Cosine
(synonyms to some degree) 'I: « Word2Vec or Similarity
« Doc2Vec
[ o

Input

180226 Christoph Erl Master‘s Thesis Final Presentation

(:;Z;) a I y ne TI-ITI

—® 1. User passwords shall be prevented from being
changed to any of the previous 10 passwords.

[0.2,0.6, 0.3, ..., 0.7]
—> Similarity: 95%

- @ 2. Privileged account passwords shall be prevented
from being changed to any of the previous 15

passwords.
[04,0.7, 0.2, ..., 0.8]
- Similarity: 92%

I—O 879.Recovery from backup media shall be tested at
least every year.

[0.8,0.1,04, .., 0.2]
- Similarity: 40%

Output

© sebis 25
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* Problem Statement
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= Research Questions
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Implementation
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= Management & Analysis GUI
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Research Approach
Research Questions TUTI

1. To which degree does the text similarity approach solve
the semantic text matching problem?

Overall Evaluation

2. What text similarity approach performs best - TF-IDF,
Word2Vec or Doc2Vec?

3. Which preprocessing technologies have a positive impact
on the matching results? &

4. Does the addition of meta information to control
statements improve the results?

Individual Evaluation

5. What are good corpora to train Word2Vec and Doc2Vec? =

6. Can chapter or paragraph context help to improve the o
results?

180226 Christoph Erl Master's Thesis Final Presentation © sebis 27



Research Approach
Iterative Approach

Individual Evaluations

Text
Literature Implemen- Pre- Meta Corpora Context Similarity
Research tation processing Information Analysis Information Approach
Analysis
Evaluation Evaluation Evaluation Evaluation Evaluation
Quantitative
RQ 3 RQ4 | RQ5 | RA6 | RQ2
Quantitative Evaluation: Rank-Position-Score (RPS, average rank) P Gontrol Staterment Id

= 1000 ground truth items from 10 regulatory documents

Qualitative Evaluation: Feedback sheet

180226 Christoph Erl Master‘s Thesis Final Presentation

1 @ Control_Statement_1d_00033
2 Control_Statement_ld_00544
3 @ Control_Statement_Id_00056
4 Control_Statement_ld_00612

(and 875 more)

TUTI

Overall Evaluations

STM
md Problem
Analysis

Evaluation

‘ Qualitative

. RQ1

RPS =
(1+3)2 = 2
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Implementation
Recommender System UM

= Core functionality: Match a text passage against a collection of other text passages using text similarity
approaches (TF-IDF, Word2Vec, Doc2Vec)

= Framework Deeplearning4Java (DL4J)

Configuration Matcher Ground Truth

[{
“identifier*: “ISO 31000:2009 4.3.5*,

{ “input“: “The organization should

:type“: “word2vec*, ) match allocate appropriate resources for
minWordFrequency“: 3, risk management: ...,
“stopWords*”: [“can®, “shall®, “and®, ...], . «
« : conflgure evaluate output®: [
“Z:ngrrg::ggsi?]zblzlﬂb.letcrdl‘J‘?’true R J I[ I S “The Chief Risk Officer shall be
: ; responsible for the appropriate
“allowedPoSTags“: [“NN*, “NNS], v ] maﬁagement of risksp?,“ i
“epochs®: 20 “ ’
} ]
Matching f
Results {
}]

180226 Christoph Erl Master‘s Thesis Final Presentation © sebis 30



Implementation

Management & Analysis GUI

cza Cit a d el Dashboard Demo e christoph
Runs /
. Delete Edit Restart Continue “
Doc2Vec - Preprocessing
Identifier  DataSets  Docs MWF Stemming  Preprocess Stopwords  PoSTags  Corpus RPS Actions
doc2vec DEFAULTDOC 1 false false false WIKI 148
Delete
doc2vec DEFAULTDOC 1 false false true WIKI 120
Rerun
doc2vec DEFAULTDOC 1 false true false WIKI 130 e
doc2vec [ DEFAULTDOC 1 false true true WIKI 108 ee
doc2vec M DEFAULTDOC 1 true false false WIKI 137 e
doc2vec M DEFAULTDOC 1 true false true WIKI 13 e
doc2vec M DEFAULTDOC 1 true true false WIKI 129 ee

g citadel

Dashboard Demo @ christoph

eZo citadel pashboara  pemo © christoph

Demo

Select Matcher
E46def514c649bb798f57d25440203776a25ee5ce  ~ (i) m

Insert Paragraph Document here
How to change my password?

chang password
Rank Accuracy
1 93%
2 9%
3 91%
4 90%

Label

Passwords shall not be transmitted unencrypted.

mit unencrypt

¥ prevented from being changed to any of the previous 15 passwords.

System acc

Deployment of new functionality as well as running of regular processing jobs shall be planned to minimize
disruption of IT services.

Access to i i must be from access to test and development environments.

Ground Truth Item Ranks

Tells "X% of the predictions of standard Y are located between rank 0 and 50."

[ 150 31000_2009.csv [ MAS.csv 1SO 27001_2013.csv BDSG.csv [ COBIT 5.csv [ PCI DSS.csv

Finnish Personal Data Act.csv [ COSO.csv [III NIST.csv 1SO 22301.csv
1.0

0.9
0.8
07
06
05
0.4
03
02
0.1

o [T AT AT ) L

0+ 50+ 100+ 150+ 200+ 250+ 300+ 350+ 400+ 450+ 500+ 550+ 600+ 650+ 700+ 750+ 800+ 850+

New Evaluations

Technology & Ground Truth Parameters for Word2Vec & Doc2Vec
Algorithm Corpus

word2vec CTRLS
Epochs
10
lterations
1
Window Size
5
Batch Size
512
Layer Size

100

Data Sets

DEFAULT

Parameters

Meta Information
No
Stemming
true
Processing

true

Default Stopwords
true

Cancel m

g citadel

Demo

Insert Paragraph Document here
How to change my password?

Dashboard Demo @ christoph

E32jk434h 73nddad3242ghj 3bjk ® m

E11fsdfs78624Ibvnv5332cxvvgh24sdfsd4234234

E46def514c649bb798f57d25440203776a25ee5ce

Rank Accuracy

Label

Evaluation Management
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Evaluation Analysis —
Demo

ISO/IEC 27001:2013 A.18.2.1

The izati to ing il ion security and its implementation. control objectives, controls, policies,
and fori ion security shall be reviewed independently at planned intervals or when significant
changes occur.

Expected Output (1 Truths) Feedback Add

Rank Control Statement

No matching key words

The third line of defence shall be provided by audit and assurance
services assessing design and effectiveness of controls and risk
management in place. The third line shall additionally provide an
independent view of risk management performed in the first and
second lines of defence.

Actual Output - Top 10

Rank Control Statement

All control statements shall be reviewed at least every year and after
significant changes to the organisation. Operations and Organisation

Evaluation Analysis —
Evaluation Details & Feedback
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Outline ".lTl

Motivation
= References between Regulatory Documents and Company Policies
» |ndustry Partner Alyne GmbH
* Problem Statement
= Proposed Solution

Research Approach

= Research Questions

= [terative Approach
Implementation

» Recommender System

= Management & Analysis GUI

Evaluations & Results
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Evaluations & Results
Initial Evaluation TUT

» Quantitative Evaluation without any optimizations

= QOptimal Average Rank (RPS) is 2.75 - Allows fully automation, but unrealistic

879

221

198
201

148

151

The lower the better 101

51

Optimal RPS

v 275 ? -
Without optimization

B TF-IDF ®mWord2Vec mDoc2Vec
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Evaluations & Results

RQ 3: Impact of Preprocessing Technologies on Matching Results TUT

» Examine of a selection of state-of-the-art preprocessing technologies

Preprocessing N
N
Text from Stopwords Stemming PO.S Matching
Documents Removal Tagging Algorithm
N~
Example
User passwords shall be prevented from being changed to any of the previous 10
passwords.
Cleaning user passwords shall be prevented from being changed to any of the previous passwords

Stopwords R. user passwords prevented changed previous passwords
Stemming user password prevent chang previous password
PoS Tagging user password password (only nouns)
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Evaluations & Results
RQ 3: Impact of Preprocessing Technologies on Matching Results TUTI

» Examine of a selection of state-of-the-art preprocessing technologies

Preprocessing N
N
Text from Stopwords Stemming PO.S Matching
Documents Removal Tagging Algorithm
N~
Example
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Evaluations & Results
RQ 3: Impact of Preprocessing Technologies on Matching Results TUTI

» Examine of a selection of state-of-the-art preprocessing technologies

Preprocessing N
N
Text from Stopwords Stemming PO.S Matching
Documents Removal Tagging Algorithm
N~
Example
User passwords shall be prevented from being changed to any of the previous 10
passwords.
Cleaning user passwords shall be prevented from being changed to any of the previous passwords

Stopwords R. user passwords prevented changed previous passwords
Stemming user password prevent chang previous password
PoS Tagging user password password (only nouns)
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Evaluations & Results
RQ 3: Impact of Preprocessing Technologies on Matching Results TUTI

» Examine of a selection of state-of-the-art preprocessing technologies

Preprocessing N
N
Text from Stopwords Stemming PO.S Matching
Documents Removal Tagging Algorithm
N~
Example
User passwords shall be prevented from being changed to any of the previous 10
passwords.
Cleaning user passwords shall be prevented from being changed to any of the previous passwords

Stopwords R. user passwords prevented changed previous passwords
Stemming user password prevent chang previous password
PoS Tagging user password password (only nouns)
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Evaluations & Results
RQ 3: Impact of Preprocessing Technologies on Matching Results TUTI

» Examine of a selection of state-of-the-art preprocessing technologies

Preprocessing N
N
Text from Stopwords Stemming PO.S Matching
Documents Removal Tagging Algorithm
N~
Example
User passwords shall be prevented from being changed to any of the previous 10
passwords.
Cleaning user passwords shall be prevented from being changed to any of the previous passwords

Stopwords R. user passwords prevented changed previous passwords
Stemming user password prevent chang previous password
PoS Tagging user password password (only nouns)
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Evaluations & Results
RQ 3: Impact of Preprocessing Technologies on Matching Results

Results
= Best Combination

= TF-IDF: Cleaning, stopwords removal, stemming
= Word2Vec, Doc2Vec: Cleaning, stopwords removal, ho stemming

221
= PoS Tagging had negative impact on results 01 198
+35%

148 °
151 5 +47%
117

101

51

27%
108

Best Combination

BTF-IDF ®mWord2Vec ®mDoc2Vec
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Evaluations & Results
RQ 4: Addition of Meta Information to Control Statements TUT

= Control statements are linked with meta information such as topic, subtopic, title and tags.
- Add information to control statements and examine the impact on matching results

Example

— 1. User passwords shall be prevented from being
changed to any of the previous 10 passwords.

Password History, Access Management, ...

— 2. Privileged account passwords shall be prevented

Do not allow an individual to submit \ _
a new password that is the same Recommender | from being changed to any of the previous 15

as any of the last four passwords System EESVl(eE Password History, Access
he/she has used. Management, ...

ackup media shall be tested at
Data Lifecycle

—  879.Recovery from b
least every year.
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Evaluations & Results
RQ 4: Addition of Meta Information to Control Statements TUT

= Control statements are linked with meta information such as topic, subtopic, title and tags.
- Add information to control statements and examine the impact on matching results

Example

{

"i1d": "Control Statement Id_00033",

"topic": "Password Management",

"subTopic": "Password History",

"title": "User Password History Length",

"statement": "User passwords shall be prevented from beiling

changed to any of the previous 10 passwords."
"tags": [ "Password History", "Access Management", ... |
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Evaluations & Results
RQ 4: Addition of Meta Information to Control Statements 'I1.ITI

Results
= “The more meta information, the better the results”

= A deterioration could not be stated with available meta information
= General information that are not sufficiently disjunct to other control statements might worsen the RPS

201
151 .

100 +25%
101 84 3o

—

+Title +Topic +Subtopic +Tags

mTF-IDF ®mWord2Vec mDoc2Vec
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Evaluations & Results

RQ 5: Corpora Analysis TUTI

» We investigate several corpora that differ in characteristics regarding content type (off-topic/on-topic) and
size (small/big) to conclude the influence on matching results.

Regulatory
Control Statements Regulatory
O ‘ Sources fources
aQ
2 Wiki-Topic
c
@ ‘ Wiki-Topic
+
Wiki-Other
O Wiki-Other
Q.
o
e
@)

v

1 MB 200 MB 400 MB
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Evaluations & Results
RQ 5: Corpora Analysis

size (small/big) to conclude the influence on matching results. [ 4 good - 6 bad

TUTI

» We investigate several corpora that differ in characteristics regarding content type (off-topic/on-topic) and

“ Regulatory
4 | Control Statements 1 Regulatory
O ‘ Sources 3 fources
§- Wiki-Topic
-
O 2 ‘ Wiki-Topic
Wiki-Topic
+
Wiki-Other
S 6 Wiki-Other
o
S
e
@)
1 MB 200 MB 400 MB
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Evaluations & Results
RQ 5: Corpora Analysis TUTI

Results

. Ondtooi  tomi S cliaht |

On-topic corpus + off-topic corpus - substantial deterioration

= Combination of on-topic corpus does not necessarily lead to better results

201
151 144 437
125 119
101 106 +2% +1%

101 84,1 80 82 79 839 85

) I I I I I I

1

Control Statements Wiki-Other Wiki-Topic Wiki-Topic + Wiki-Other Reg. Sources Reg. Sources + Wiki-Topic

mWord2Vec mDoc2Vec
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Evaluations & Results
RQ 5: Corpora Analysis TUTI

Results

. On-topi Etoni S sliahti |

On-topic corpus + off-topic corpus - substantial deterioration

= Combination of on-topic corpus does not necessarily lead to better results

201

151
1

144 oo
25 119
101 841 g 82 79 839 85
5 II

Control Statements Wiki-Other Wiki-Topic Wiki-Topic + Wiki-Other Reg. Sources Reg. Sources + Wiki-Topic

-_

—

mWord2Vec mDoc2Vec
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Evaluations & Results
RQ 5: Corpora Analysis TUTI

Results

. . e toni S cliaht |

On-topic corpus + off-topic corpus - substantial deterioration

= Combination of on-topic corpus does not necessarily lead to better results

201
151 144 437
125 119
101 841 80 82 79 83,9 85
) I I I l
1
Control Statements Wiki-Other Wiki-Topic Wiki-Topic + Wiki-Other Reg. Sources Reg. Sources + Wiki-Topic

mWord2Vec mDoc2Vec
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Evaluations & Results
RQ 6: Addition of Context Information to Input Controls TUT

» Paragraph context of input controls, like section titles, often contains key words that might support the
matching process.
- Extract context information and examine its impact

— 1. User passwords shall be prevented from being
Evaluation changed to any of the previous 10 passwords.

[ Password History, Access Management, ... ]

Do not allow an individual to submit

a new password that is the same — 2. Privileged account passwords shall be prevented
as any of the last four passwords Recommender | from being changed to any of the previous 15
he/she has used. System passwords. ( Password History, Access

control measures !

—  879.Recovery from backup media shall be tested at
least every year.  Data Lifecycle |
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Evaluations & Results
RQ 6: Addition of Context Information to Input Controls

Results

= Improvements for all approaches

201

151
+14% +6%
+10%

100
82 86

I I i I : :
no yes

B TF-IDF mWord2Vec mDoc2Vec

101

5

—

N
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Evaluations & Results
RQ 2: What text similarity approach performs best? TUT

Results
= Doc2Vec performed best with an average rank of 71

= Allin all, good and balanced performance of all approaches

221
198

201
151
101

51

275 - - Optimal RPS

Initial Final

B TF-IDF ®mWord2Vec mDoc2Vec
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Evaluations & Results
RQ 1: To which degree does the text similarity approach solve the semantic TUTI
text matching problem?

= Expert interview with 4 experts using feedback sheet
= Inspection of matching results of best recommender system (Doc2Vec, average rank 71)

= Focus on the 209 worst matchings (outliers) to see future improvement potential

* Questions
= For each of the 209 items: Are there reoccurring patterns?

= Allin all, is the recommender system ready for productive use?
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Evaluations & Results

RQ 1: To which degree does the text similarity approach solve the semantic TUTI
text matching problem?

For each of the 209 matchings results: Are there reoccurring patterns?

= Abbreviations
- Use the document’s list of abbreviation, if available, or any online service

= Short input

- Extract more context information of input controls
= Special Case: Enumeration

= Missing synonyms
- Enrich meta information of control statements

» |Imbalance in depth of content between input control and control statement (general > specific)
= Match Input with Controls that are already linked with control statements
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Evaluations & Results
RQ 1: To which degree does the text similarity approach solve the semantic TUTI

text matching problem?

Levels of maturity:

1. Expert works (almost) exclusively with recommender system
Effect: Significant time savings

2. Expert works with recommender system (50%) but also traditional method (50%)
Effect: Medium time savings

3. Expert uses recommender system only as cross-check and reassurance
Effect: Improved data quality

4. No productive applicability yet
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Evaluations & Results
RQ 1: To which degree does the text similarity approach solve the semantic TUTI

text matching problem?

Levels of maturity:

1. Expert works (almost) exclusively with recommender system
Effect: Significant time savings

2. Expert works with recommender system (50%) but also traditional method (50%)
Effect: Medium time savings

3. Expert uses recommender system only as cross-check and reassurance
Effect: Improved data quality

4. No productive applicability yet
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Evaluations & Results

Summary TUTI

= Preprocessing
= Balanced the performance of the text similarity approaches
= PoS Tagging has a negative impact on results
= Stemming great effect on TF-IDF, but can have negative effect on Word2Vec and Doc2Vec

= A larger corpus does not necessarily lead to better results
- Corpus quality has a decisive influence on the matching quality

» Extending control statements or input controls by additional information (meta or context information) leads to
great improvements, especially for shorter controls or statements

» Doc2Vec performs best, Word2Vec and TF-IDF also with good results

= Already ready for productive use:

= cross-check and reassurance - improve data quality
(already identified a number of cases where the manual initial mapping had errors)

= But high number of outliers
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GUI: Deployment Diagram Tum

«device»
Amazon EC2-Linux-Instance

«application server»
Apache Tomcat 8 «web server»
Node.js
s-p-2 «artifact» «execution environment»
recommender.jar citadel-server.war Angular
«REST»
\ CitadelClient
«MongoDB driver» / g Dashboard
«database server» Evaluation Management
CitadelDB 9
«database»
MongoDB Evaluation Analysis
«collection» «collection»
Evaluation GroundTruthitem
Demo
«collection» «collection»
User Feedback
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GUI: Screenshot — Evaluations

OZO Citad el Dashboard

Runs /

Identifier

doc2vec

doc2vec

doc2vec

doc2vec

doc2vec

doc2vec

doc2vec

Data Sets Docs

@ DEFAULTDOC

@ perauULTDOC

@ DEFAULTDOC

@ DEFAULTDOC

@ perauULTDOC

@ DEFAULTDOC

@ DEFAULTDOC

MWF

Doc2Vec - Preprocessing

Stemming

false

false

false

false

true

true

true

Preprocess

false

false

true

true

false

false

true

Stopwords

false

true

false

true

false

true

false

Restart

Corpus

WIK

WIKI

WIKI

WIK

WIKI

WIKI

WIKI

RPS

148

120

130

108

137

113

129

e christoph

Actions

Delete

Rerun
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GUI: Screenshot — Create Evaluation

New Evaluations

Technology & Ground Truth
Algorithm

word2vec

Data Sets
DEFAULT

Parameters for Word2Vec & Doc2Vec
Corpus

CTRLS

Parameters
Meta Information

No

Epochs
10

Iterations

1

Stemming

true

Window Size

5

Processing

true

Batch Size
512

Default Stopwords
true

Layer Size

100
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GUI: Screenshot — Demo UM

OZO Cita d e I Dashboard Demo

Select Matcher

D e m 0 E46def514c649bb798f57d25440203776a25ee5¢ce  ~ (i)

Insert Paragraph Document here ...

How to change my password?

chang password
Rank Accuracy Label
1 93% Passwords shall not be transmitted unencrypted.
password transmit unencrypt
2 91% System accot prevented from being changed to any of the previous 15 passwords.
3 91% Deployment of new functionality as well as running of regular processing jobs shall be planned to minimize
0 disruption of IT services.
4 90% Access to production environments must be segregated from access to test and development environments.
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GUI: Screenshot — Demo — Select Matcher

OZO Citad el Dashboard

Demo

Insert Paragraph Document here ...

How to change my password?

Rank Accuracy

Label

OCAlant NA~AdAl

E32jk434hgt550ens5673nddad3242ghj89ds63bjk
E11fsdfs78624lbvnv5332cxvvgh24sdfsd4234234

E46def514c649bb798f57d25440203776a25ee5ce

®

e christoph
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GUI: Screenshot — Evaluation Detalil

OZO C i t a d e I Dashboard Demo

Runs / Run/

Evaluation 'FRP 35

E1a1b1b502f6bf756cc490a857a7a658e3bfb7c98

Configuration

Key Value Key

Type doc2vec Epochs

Data Set DEFAULT_TITLE_CLEAN Iterations
Control Statements DOC_META Layer Size
Min Word Frequency 1 Window Size
Stemming false Batch Size

Value

10

100

512

e christoph
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GUI: Screenshot — Evaluation Detail — Charts

OZO Citad el Dashboard

e christoph

Ground Truth Item Ranks

Tells "X% of the predictions of standard Y are located between rank 0 and 50."

71 10 31000_2009.csv [l MAS.csv ISO 27001_2013.csv

Finnish Personal Data Act.csv [ COSO.csv [ NIST.csv
1.0

0.9
0.8
0.7
0.6
0.5
0.4
0.3
0.2

BDSG.csv [ COBIT5.csv [ ] PCIDSS.csv

ISO 22301.csv

0.1 | l |
I I I I I 1 | I a X ™ 1 I | n 1 n
0
0+ 50

+ 100+ 150+ 200+ 250+ 300+ 350+ 400+ 450+ 500+ 550+ 600+

650+ 700+ 750+ 800+ 850+
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GUI: Screenshot — Evaluation Detail — Matching Results

OZO C i t a d e I Dashboard Demo

Ground Truth Items

Item

Rules for the acceptable use of information and of assets associated with information and information
processing facilities shall be identified, documented and implemented . . Asset management . Responsibility for
assets . Acceptable use of assets

ISO/IEC 27001:2013 A.8.1.3 « 7 Truths * manuel commented.

Implement incident response procedures in the event unauthorized wireless access points are detected .
Examine the organization incident response plan (Requirement . to verify it defines and requires a response in the
event that an unauthorized wireless access point is detected . Interview responsible personnel and / or inspect
recent wireless scans and related responses to verify action is taken when unauthorized wireless access points
are found . For example: In the case of a single standalone retail kiosk in a shopping mall, where all
communication components are contained within tamper-resistant and tamper-evident casings, performing a
detailed physical inspection of the kiosk itself may be sufficient to provide assurance that a rogue wireless
access point has not been attached or installed . However, in an environment with multiple nodes (such asin a
large retail store, call center, server room or data center), detailed physical inspection is difficult . In this case,
multiple methods may be combined to meet the requirement, such as performing physical system inspections in
conjunction with the results of a wireless analyzer . . Regularly monitor and test networks . Regularly test security
systems and processes .

PCIDSS v3.1 11.1.2 * 2 Truths * manuel commented.

Event detection information is communicated to appropriate parties. Detectet . Detection Processes
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749
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GUI: Screenshot — Evaluation Detail — Matching Result

ISO/IEC 27001:2013 A.18.2.1

The organization approach to managing information security and its implementation. control objectives, controls, policies,
processes and procedures for information security shall be reviewed independently at planned intervals or when significant
changes occur.

Expected Output (1 Truths) Feedback Add

Rank Control Statement

The third line of defence shall be provided by audit and assurance No matching key words

services assessing design and effectiveness of controls and risk
management in place. The third line shall additionally provide an
independent view of risk management performed in the first and
second lines of defence.

Actual Output - Top 10

Rank Control Statement

All control statements shall be reviewed at least every year and after
significant changes to the organisation. Operations and Organisation

180226 Christoph Erl Master‘s Thesis Final Presentation
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GUI: Screenshot — Evaluation Detail — Matching Result Feedback TUT

Add Feedback

Quality of Expected Output

@ Best: Algorithm does not match because vocabulary is totally different.

O Good: Algorithm does not not match although vocabulary from same topic appear.
O Poor: Algorithm does not match although synonyms of key word appear.

O Bad: Algorithm does not match although same key words appear.

Quality of Top 10: Similarity in sense of same vocabulary, synonyms or topic

(O Best: All of them are similar to input.

(® Good: Max. 1-2 are not similar to input.

(O Poor: Max. 3-4 are not similar to input.

(O Bad: Min. 5 are not similar to input.

Comment

Comment...

No matching key word

Cancel Send
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GUI: Screenshot — Evaluation Detail — Matching Result

ISO/IEC 27001:2013 A.18.2.1

The organization approach to managing information security and its implementation. control objectives, controls, policies,
processes and procedures for information security shall be reviewed independently at planned intervals or when significant
changes occur.

Expected Output (1 Truths) Feedback Add

Rank Control Statement

The third line of defence shall be provided by audit and assurance No matching key words

services assessing design and effectiveness of controls and risk
management in place. The third line shall additionally provide an
independent view of risk management performed in the first and
second lines of defence.

Actual Output - Top 10

Rank Control Statement

All control statements shall be reviewed at least every year and after
significant changes to the organisation. Operations and Organisation
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Recommender System: Configuration

«enumeration»
ConfigType

«interface»

Config

ConfigBuilder

+type

Tfidf
Word2Vec
Doc2Vec

+getCollection(): List<String>
+isPreprocessingEnabled(): Boolean
+isStemmingEnabled(): Boolean
+getStopWords(): List<String>
+getAllowedPoSTags(): List<String>

< ______________
«build»

+read(configFile: File): Config

+write(config: Config, file: File)

+stopWords(words: List<String>): ConfigBuilder
+#parameterName#(#parameterValue#): ConfigBuilder

+#moreParameters#(): #Any#

A

+build(): Config
X R

ConfigTFIDFBuilder ConfigWord2VecBuilder

Configimpl

Pl AN

ConfigDoc2VecBuilder

ConfigTFIDF

ConfigWord2Vec ConfigDoc2Vec
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Recommender System: Matcher TUT

«interface»

Matcher MatcherFactory
+similarity(text1: String, text2: String): double ¢ +create(configFile: File): Matcher
+rankedCollection(text: String): List<String> «create» +create(config: Config): Matcher

Tokenizer Matcherimpl
+cleaning: Bool +tokenizer
+stemming: Bool . _ 1—<> #createVector(text: String): Vector
+allowedPosTags: List<String> 1 | +similarity(textl: String, text2: String): double
+tokenize(input: String): List<String> +rankedCollection(text: String): List<String>

MatcherTFIDF MatcherWord2Vec MatcherDoc2Vec

#createVector(text: String): Vector #createVector(text: String): Vector #createVector(text: String): Vector
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Recommender System: Evaluation

GroundTruthltem

+identifier: String
+input: String
+outputs: List<String>

*
DataSets ~ 1 1.x DataSet ~ L
+identifier: String
N\
«uses» ,
Evaluation
+evaluate(dataSets: DataSets, matcher: Matcher): EvaluationDataSets
«creates»
Y EvaluationDataSet
EvaluationDataSets 1 1 valuafionbatase 1.%
+averageRPS - raverageRPS
< N ) :
+averageOptimalRPS averageOptimalRPS

180226 Christoph Erl Master‘s Thesis Final Presentation

EvaluationGroundTruthltem

+RPS
+optimalRPS
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Evaluation & Results
Initial Evaluation

171103 Matthes English Master Slide Deck (wide)

221
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Evaluation & Results

Preprocessing — Separate Application TUT
- 207
201 198 194 195
165
148 143 136,9 136,7

101

51

1

Cleaning Stopwords Stemming

B TF-IDF ®mWord2Vec mDoc2Vec
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Evaluation & Results

Preprocessing — Combined Application TUT
221
201 198
148
151 129 134 129
1084 117 108
101
1
. All Best

B TF-IDF ®mWord2Vec mDoc2Vec
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Evaluation & Results

Addition of Meta Information — Separate Addition TUT
201
151 129
121

"7 108 105 101 "% 02 99 10 103 100 104

101 87 84
1
- Title Topic Subtopic Tags

mTF-IDF ®mWord2Vec mDoc2Vec
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Evaluation & Results

Addition of Meta Information — Combined Addition TUT
201
151 9 o
108 105 101 11 104 105 100
101 93 94 g7 84 o
1
. Title Topic Subtopic Tags

mTF-IDF ®mWord2Vec mDoc2Vec
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Evaluation & Results
Corpora Analysis TUTI

201
151 144 437
125 119
101 106
101 841 g 82 79 839 85

-_

Control Statements Wiki-Other Wiki-Topic Wiki-Topic + Wiki-Other Reg. Sources Reg. Sources + Wiki-Topic
mWord2Vec mDoc2Vec
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Evaluation & Results

Addition of Context Information

171103 Matthes English Master Slide Deck (wide)

201

151

101

51

N

100
82 86
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B TF-IDF mWord2Vec mDoc2Vec
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Evaluation & Results
Final Evaluation

171103 Matthes English Master Slide Deck (wide)
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Evaluation & Results

Final Evaluation

91
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Evaluation & Results
Outlier Analysis

8%

= Different Vocabulary
= VVocabulary of Same

Topic

18%
= Synonyms
= Key Words
= NA
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Code
Text To Vector

input : Text text, TFIDFVocabCache cache
output: Vector[] vector

1 words < Tokenize (text)
vector <+ InitialiseVector (Count (cache))

N

for word in words do
get cache index for word, calculate TF-IDF value and put value to vector
index <— IndexOf (word,cache)
vector[index] <— CalculateTFIDF(word)

end

N o o &~

input : Text text, WordEmbeddingsVocabCache cache
output: Vector[] vector

-

words < Tokenize (text)
matrix <— InitialiseMatrix (Count (words), GetWordVectorSize (cache))

N

i< 0

for word in words do
get word vector from cache and put to matrix
matrix[i] - GetWordvector(word,cache)
i ++

end

0 N o a &~ W

9 average rows of matrix
10 vector < Average (matrix)
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Word2Vec, Doc2Vec

Word2Vec

Doc2Vec
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Ground Truth ".lTl

Regulatoy Document #Paragraphs @ Words/Paragraphs
BDSG? 24 362.88
COBIT3 52012 191 32.02
COS0O* 2013 16 18.94
Finish Personal Data Act 523/1999 29 164.24
ISO 22301:2012 37 122.46
ISO 27001:2005 133 24.86
ISO 31000:2009 46 95.17
MAS-TRMG?® 21 268 52.00
NIST® C2M2 Cyber Security Framework v1.1 95 9.02
PCI DSS’ v3.1 161 170.16
All Ground Truths 1000 74.30

All Control Statements 21.55
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