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Abstract

Privacy-Enhancing Technologies (PETs) have been receiving rising attention in the academic sphere. In practice, however,
the adoption of such technologies remains low. Beyond the implementation of a PET, it is not clear where along the process
of software engineering PETs should be considered, and which activities must take place to facilitate their implementation.
We investigate PETs in the software engineering process from the perspective of privacy requirements engineering. We
conduct a systematic literature review and interview 10 privacy experts, exploring the integration of PETs into software
engineering, as well as identifying associated challenges and their potential solutions. We also conduct a survey study with
five experts and 100 developers to evaluate our created artifact. We propose a unified process diagram that illustrates the roles
and activities involved in the implementation of PETs in software systems. We map the identified solution concepts to the
diagram, highlighting vital stages of the software engineering process in tackling challenges in adopting PETs. The results
of our survey study indicate general overall agreement with the presentation and content of the process diagram. Integrating
PETs into software engineering involves a diverse cohort of roles and several challenges, but also concrete solution concepts
that can be pinpointed in our process diagram. An analysis of available solutions juxtaposed with perceived challenges from
privacy experts reveals there is much work to be done in increasing practitioner education on PETs.

Keywords Privacy-enhancing technologies - Requirements engineering - Software engineering - Privacy requirements -
Privacy engineering

Introduction

The proliferation of data processing in the modern techno-
logical landscape has led to an increased focus on data pri-
vacy and data protection. This emphasis is further enforced
by modern privacy regulations such as the General Data Pro-
tection Regulation (GDPR), as well as the mounting pres-
sure companies face from the threat of data breaches. The
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consequences of both non-compliance and privacy incidents
can be significant, highlighting the utmost importance of
proper technical and organizational measures to safeguard
privacy [35].

At the same time, Privacy-Enhancing Technologies
(PETs) such as Differential Privacy, Secure Multi-Party
Computation, and Homomorphic Encryption, among oth-
ers, have gained increased research attention [34]. However,
although the promise of these PETSs has been demonstrated
in the academic literature, the question remains of how to
implement them in practice, i.e., to ensure their transition
from research to industry.

Kostova et al. [37] find that the transfer of academic
privacy into software engineering in practice is viewed as
an integral component of Privacy Engineering [37]. This,
however, brings about many challenges. A main category
of challenges relates directly to PETs, as their adoption can
be hindered by changing requirements, particularly in agile
software environments. Another identified issue is the devel-
opment of PETs in the context of engineering practices, such
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as in the evaluation of privacy guarantees or the considera-
tion of the effect of PETs on the deployment environment,
both of which do not yet have established best practices.

There are likewise numerous challenges in fostering PET
adoption as measures to ensure data privacy and compliance
that go beyond the requirements aspect [36]. Many of these
challenges can be traced back to the inherent complexity of
these technologies, requiring specific expertise and poten-
tially considerable resources to be implemented correctly.
In addition, the relation of PETs to regulatory compliance
is unclear, which is further complicated by the continuously
evolving nature of regulations. Other challenges also exacer-
bate the issue, such as the lack of defined structures and roles
to facilitate PET adoption, as well as the question of the
role of Privacy Engineering in this process. As a result, as
pointed out by Martin and Kung [43], “Privacy-Enhancing
Technologies remain unknown for most engineers, due to the
uncoupling between the PETs and the practice of system-
atic engineering and development; which makes engineers
unaware or not knowledgeable of the proper applicability
of such solutions".

In this work, we investigate the role of Privacy-Enhancing
Technologies in the software engineering process. We are
motivated by the field of privacy requirements engineer-
ing, which can be coupled with the stages of software engi-
neering. Guided by these theoretical foundations, we seek
practical perspectives on the integration of PETS into the
Software Development Life Cycle (SDLC) by conducting 10
interviews with privacy experts in the software development
field. From this, we gain insights into the role of PETs in the
SDLC, the challenges therein, and potential solutions to help
facilitate greater adoption of PETSs in software development.
To guide our work, we define two research questions:

RQI1: How and to what extent are PETs included in the
process of requirements engineering in the context of
software engineering?

RQ2: From insights in the industry, how can the inte-
gration of PETSs in the software engineering process be
supported?

Our findings include valuable insights into the diverse roles
and activities involved in the process of privacy require-
ments engineering, particularly with the implementation
of PETs. These findings are captured in a process diagram,
which we create to give structure to the process of integrat-
ing and implementing PETs in the SDLC. This diagram
is evaluated in a survey study with 105 total participants,
where we validate the usefulness and comprehensiveness of
our proposed artifact. Along with these insights, we identify
nine unique challenges in the adoption of PETSs in software
engineering, which are mapped to nine solution concepts.
Finally, we conduct an initial investigation of the feasibility
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and current maturity of such solutions, grounded in a study
of already existing tools.

‘We make the following contributions to the field of PETs
in software engineering:

1. We investigate PETs from the perspective of Privacy
Engineering, with a focus on roles and activities.

2. We present an artifact in the form of a process diagram
that integrates PETs into the software development life
cycle.

3. We uncover nine challenges to the adoption of PETs in
software engineering.

4. We propose solution concepts for increasing PET adop-
tion and map them to the related activities in the pro-
cess diagram, as well as conduct an overview of existing
solution implementations.

5. We evaluate our artifact, supported by expert interview
insights and quantitative survey results.

Foundations

Requirements Engineering, Privacy by Design,
and Privacy Engineering

Requirements Engineering (RE) is a subfield of software
engineering that concentrates on defining and operational-
izing the objectives, functionalities, and constraints of soft-
ware systems [53]. More specifically, it encompasses the
processes of eliciting, analyzing, modeling, validating, and
managing system requirements [38]. RE is a critical compo-
nent of both software and system development that ensures
that the development process stays aligned with real-world
challenges [38].

Beyond functional requirements, it is essential to account
for non-functional requirements such as privacy and security
[13], and to incorporate privacy measures directly into a
system’s design, as emphasized by Privacy by Design (PbD)
[10]. PbD treats privacy as a fundamental requirement to be
addressed throughout the entire software development life
cycle, advocating for its proactive consideration from the
earliest stages of the SDLC, ensuring that privacy features
are built into the system’s design before implementation
begins [47].

Privacy Engineering (PE) is a developing area of
research and practice [21] that puts the principles of Pri-
vacy by Design (PbD) into action by offering “approaches
for the inception and application of privacy-oriented solu-
tions throughout systems and software development pro-
cesses" [44]. PE encompasses the implementation, deploy-
ment, and ongoing management of privacy features within
a system, aiming to fulfill privacy requirements, protect
Personally Identifiable Information (PII), and reduce the
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risk of personal data breaches [47]. Although Privacy
Engineering is a specific concept that, in its strict defi-
nition, derives from Privacy by Design, the term is fre-
quently applied in a broader context to encompass various
privacy-related activities [47]. In this work, we likewise
use the term in its broader sense.

Privacy-Enhancing Technologies

The introduction of modern privacy regulations, such as
the GDPR, has made the implementation of Privacy by
Design principles a legal obligation for organizations.
Specifically, Article 25 of the GDPR, titled “Data protec-
tion by design and by default" requires organizations to
adopt “appropriate technical and organisational measures"
to safeguard the personal data of individuals. As a result,
there has been a notable rise in the research and devel-
opment of technological solutions focused on protecting
individual privacy, leading to the emergence of what is
known as Privacy-Enhancing Technologies.

Formally, PETs are defined as “a collection of techni-
cal measures to protect the rights and freedom of data
subjects by eliminating, altering, or minimizing the pro-
cessing of their personal data. These technologies, when
properly implemented, can prevent direct or indirect link-
age between data subjects and their data, while allowing
processing entities to derive value from data in a way that
is compliant with applicable data protection regulations."
[34]. PETs can aid in implementing PbD by ensuring data
minimization, integrating effective anonymization or pseu-
donymization techniques, and reducing risks associated
with personal data breaches by making data inaccessible
to unauthorized users [26].

Although modern PETSs such as Differential Privacy and
Secure Multi-party Computation demonstrate significant
potential for safeguarding data privacy while still allow-
ing meaningful data processing, they remain largely aca-
demic and have not gained widespread practical adoption
[35, 36]. Key factors contributing to this include a lack
of awareness about PETs, the complexity of these tech-
nologies, as well as lack of motivation for organizations
to exceed the “bare minimum" necessary for compliance
and to invest in more advanced PETs [36]. Furthermore,
the lack of established structures, roles, and processes can
cause uncertainty within organizations on how they can
achieve privacy, likewise hindering the adoption of PETs
[36]. In this study, we address this practical challenge by
providing a structured overview of the roles and processes
involved in the integration of PETs into software engineer-
ing, along with a set of distinct strategies to enhance their
real-world adoption.

Related Work
Guiding the Adoption of PETs

In recent years, multiple guides on Privacy-Enhancing
Technologies were released by various government and
research institutions, reflecting the increasing need to raise
awareness and understanding of these technologies.

The Information Commissioner’s Office (ICO) issued
guidance on PETs [26] consisting of three parts. The first
part is aimed at data protection professionals in larger
organizations, explaining how PETs can support compli-
ance with data protection regulations. The second part tar-
gets a technical audience, introducing various PETs along
with their risks and benefits. The final section provides
use-case examples, standards, and limitations, focusing on
how companies can use PETs for responsible data sharing.

The United Nations published guidance encouraging
national statistical offices to utilize PETs for handling sen-
sitive data [49]. The report emphasizes the need for public
events, training, and support for practical PET applica-
tions. It examines current data protection approaches and
their limitations, showcasing active pilot projects that
evaluate PETs in real-world scenarios. Unlike the previ-
ous guide, this document is more practice-oriented, aiming
to demonstrate concrete applications of PETs in everyday
situations. The authors highlight the importance of shar-
ing insights through training and educational materials to
accelerate PET adoption. The guidance includes detailed
case studies and diverse use cases, some involving multi-
ple parties and combinations of PETs.

The Royal Society, the oldest national scientific soci-
ety in the world and a leading organization for promot-
ing scientific research in the UK, published a report titled
From Privacy to Partnership [48]. This work examines the
current landscape of PETs and their potential to address
data governance issues beyond data security. The report is
structured into three sections: the emerging marketplace
for PETs, existing and developing standards, and various
use cases for PETs. While it places a greater emphasis on
standardization, this work has many similarities with the
one by ICO. The main limitation of these works is that,
although they present PETs in an accessible manner to
engage a broader audience, they do not address the techni-
cal details of how these technologies should be integrated
into software engineering.

Privacy Perceptions of Software Engineers

Many recent works in the field of usable privacy have
investigated developer perceptions on privacy work,
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particularly through the lens of challenges and obstacles
faced. As developers are generally in charge of the design
and implementation of the software itself, their under-
standings and perceptions of privacy are important to
study [22]. However, some works find that privacy works
can be perceived as challenging and even as a hindrance
to software development [9, 41]. Furthermore, other works
have found that privacy matters are sometimes disassoci-
ated from more technical work [25], leading to a general
communication gap. Thus, follow-up works have found
that software teams are not as familiar with privacy solu-
tions as they should be [46], and this can be especially
exacerbated in situations involving Al applications [39].

Despite the relative wealth in research on perceptions of
privacy from software engineers, previous works generally
do not consider the process of software development, or the
SDLC, but rather focus on individual perspectives from vari-
ous roles in the SDLC (but mainly implementation). Fur-
thermore, these works primarily focus on general privacy
work, and they do not place a particular emphasis on PETs,
as we do in this work.

Integrating PETs into Software Engineering

Although the amount of related research is fairly limited,
several previous studies have tackled the challenge of han-
dling privacy requirements and integrating PETs into the
software engineering process.

The approach by Deng et al. [15] focuses on translat-
ing general privacy goals and data protection standards into
specific, detailed requirements, which are then mapped to
suitable PETs according to their privacy objectives. The
LINDDUN methodology proposed by the authors involves
creating a Data Flow Diagram based on the high-level
description of the system and linking privacy threats to this
diagram. These identified threats are recorded as misuse
cases, essentially outlining possible threat scenarios. From
these cases, privacy requirements are defined, and the rel-
evant PETs are chosen accordingly.

The PriS method treats privacy requirements as organiza-
tional objectives, using privacy-process patterns to demon-
strate how these requirements affect business operations and
suggesting specific PETs to fulfill them [30]. While both of
the abovementioned methods are technically comprehensive,
their narrow focus might make it challenging to seamlessly
integrate them into the broader field of software engineering.

A study by Hoffmann et al. [24] adopts a comprehensive
approach to privacy requirements, offering guidance on how
PETs can be integrated into the software engineering pro-
cess by design. Their proposed framework follows a four-
step approach to privacy requirements engineering, aimed
at identifying the right measures, technologies, and mecha-
nisms to balance stakeholder needs with user constraints: (1)
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defining ambient environments, (2) identifying stakeholders
and assets, (3) analyzing threats and risks, and (4) selecting
Privacy-Enhancing Technologies. The main limitation of
this framework is that it stops at the selection of PETs, leav-
ing out later stages such as implementation, integration, and
maintenance. Our work builds on this study by addressing
the entire software development life cycle. We incorporate
our results into a comprehensive process diagram presented
in Fig. 2, which outlines the key actors and related activities
involved in the implementation of PETs, highlighting the
collaboration between technical, legal, and business-oriented
teams.

Methods

Answering our research questions was accomplished by the
combination of a Systematic Literature Review (SLR), semi-
structured interviews, and a survey study.

Systematic Literature Review

In the SLR, we surveyed existent literature on the topic of
Privacy (Requirements) Engineering, with a focus on PETs.
To conduct this study, the methodology of Kitchenham et al.
[31] was followed. The literature databases used were ACM
Digital Library, IEEE Xplore, ScienceDirect, Scopus, and
SpringerLink.

For the SLR, the first task was to define search queries
for the above-mentioned search engines. As the initial goal
was to focus on the role of requirements in the implementa-
tion of PETSs, we centered the literature search around these
aspects. We developed a two-part query, which necessitated
privacy enhancing technologies or privacy engineering in
the keywords of the paper, as well as requirements engineer-
ing software engineering anywhere in the metadata. Note
that the search string had to be adapted to the constraints of
the search capabilities of each of the literature databases.
Specifically, SpringerLink does not allow for search in all
metadata, so we used our search string on keywords only.
The complete search parameters used for each database are
provided in Appendix 10. As will be discussed in Sect. PETs
in Software Engineering, the findings from the literature
will be extended to the other stages of the SDLC, on the
basis of the insights from privacy requirements engineering
literature.

This search yielded 344 total results. The uncovered
sources were de-duplicated and then screened by abstract
and introduction. Guided by our inclusion criteria, which
primarily necessitated a focus on the process of require-
ments or privacy engineering, and furthermore an inves-
tigation into PETs within these processes. With these cri-
teria, the number of relevant papers was filtered to 15.



SN Computer Science (2025) 6:592

Page50f22 592

Our primary exclusion criteria included papers introduc-
ing specific frameworks or technical methods, focusing on
privacy patterns or privacy policies, and those covering
security only, as well as position papers and papers not
in English. After filtering and de-duplication, a forward/
backward search was performed to include other relevant
literature from the SDLC, yielding 3 additional sources,
for a total of 18. The complete SLR process is illustrated
in Fig. 1 and summarized in Table 1, which also includes
the references to the final selection of papers.

Analysis

Following the collection of all relevant literature sources, a
thematic content analysis was performed on the papers [8].
In particular, the sources were read and analyzed for recur-
ring themes, which were then aggregated to form a suc-
cinct overview of the key topics covered in the 18 lature
sources. These findings served as the basis for the design
of our semi-structured interviews.

Table 1 SLR results and references. Within the final sample, three
duplicates were found, leading to a final collection of 18 papers after
a forward and backward search. Adapted from [32]

Search Engine Initial Final References
Sample Sample
IEEE Xplore 28 4 [7, 23, 28, 43]
ACM Digital 12 1 [3]
Library
Science Direct 17 - -
Scopus 38 7 [17,23, 24, 28, 30,
50, 52]
SpringerLink 249 [6, 15, 16, 27, 30, 45]
Other - [4, 18, 40]

Fig.1 The SLR process.
Adapted from [32]
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With the insights from the SLR, we then proceeded to con-
duct a round of semi-structured interviews with technical
experts working at the intersection of privacy requirements
and PETs. In this, we gained a practical perspective on PETs
in software engineering, investigating their actual use in
practice with a particular focus on privacy requirements. A
secondary objective was to answer RQ2 by exploring chal-
lenges and possible solutions to increase the adoption of
PETs.

Design

We opted for the use of semi-structured interviews (SSIs)
due to their flexibility and allowance for deviations if neces-
sary [5, 14, 51]. To prepare for the interview conduction, we
designed an interview guide following the steps outlined by
Kallio et al. [29].

In particular, we grounded our interview guide in the
insights gained from the previously described SLR. This
allowed us to create an initial set of questions, which was
done collaboratively within our research team. In several
iterations, we eliminated irrelevant questions that did not
pertain directly to our research questions, and we high-
lighted important questions that should ideally be asked in
all interviews.

The interview guide was developed to inquire about the
nature of privacy requirements, including their creation as
well as the roles involved in this process. In particular, an
emphasis was placed on PETSs, namely how privacy require-
ments can be translated into the implementation of a PET.
The interview guide consisted of three main sections: Back-
ground, Privacy-Enhancing Technologies and Requirements,
and Looking Forward. Privacy-Enhancing Technologies and
Requirements inquired into the derivation of privacy require-
ments, the roles involved, the consideration of PETs, and the
translation and verification of privacy requirements. Looking
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Table 2 Interview study participants. Interviewees marked with an asterisk also participated in the expert evaluation survey study. Source: [32]

ID Role Industry Org. Size Country Exp. Dur.
I1 Senior Privacy and Security Architect IT Services and Consulting Medium Finland 10-20 61’
12 Senior Privacy Engineer Software Development Medium Germany 5-10 59’
13 Privacy Engineer - Consultant IT Consulting - Germany 5-10 64’
14% Senior Requirements Engineer IT Services Small UK 5-10 47
I5* Staft Site Reliability Engineer Software Development Large Netherlands 5-10 54°
16 Senior Privacy Researcher and Developer IT Services Medium Spain 3-5 59’
17* Principal Privacy Engineer Online Retailing Medium Germany 20+ 83’
18* Senior Privacy Engineer Telecommunications Large Germany 3-5 61’
19 Privacy Director IT Services and Consulting Large Germany 10-20 40’
110* Product Manager - PETs Software Development Small UK 1-3 53’

Forward focused on investigating challenges for the inclu-
sion of PETs in the software engineering process, as well
as observed success factors and potential solutions going
forward.

Following the creation of the guide, we ran a pilot test
with our first interview candidate. Our team met directly
after the interview to discuss any necessary changes due to
perceived ambiguities or unclear questions. Following the
pilot interview, no major changes were made. The final inter-
view guide is found in Appendix 11.

The main target audience of our interview study com-
prised of technical experts with a privacy focus. To find
candidates, we used LinkedIn, initially employing search
strings such as “privacy engineer”, “privacy champion”,
“requirements engineer”, and “privacy architect”. The pro-
files of potential candidates were screened for mention of
PETs, and these candidates were assigned a higher priority
for contacting. In total, 10 interviews were conducted, and
the main demographics of these interviewees can be found
in Table 2. In summary, the 10 interview participants reside
in five different European countries, and work in a variety of
industries, primarily from medium- and large-sized organi-
zations and mostly those with a focus in IT. On average,
our interviewees held considerable experience in the privacy
field. All interviews were held via Zoom and in English.

Analysis

After each interview, a full transcription was created using
Otter.ai,' and key points were extracted to answer all ques-
tions in the interview guide. Additional insights and themes
were extracted by a team of three annotators, in order to mit-
igate personal or researcher bias. Constant comparison [20]
was employed, in the way that transcripts were annotated

! https://otter.ai/
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after each interview, in order to extract new findings and
adapt the conduction of further interviews.

The extraction of themes was performed using the cod-
ing techniques proposed by Kitchenham et al. [31]. First,
open coding was done on the raw transcripts to highlight
excerpts of importance, which were then combined into
themes (or axes) in axial coding. These themes were finally
grouped into categories, which are presented in the ensuing
Sects. PETs in Software Engineering and Increasing PET
Adoption.

Solution Mapping and Survey

Of the major themes identified from the interviews, a par-
ticular focus was placed on the perceived challenges to the
adoption of PETs in the SDLC. At the same time, interview-
ees also contributed ideas from strategies to alleviate some
of these challenges, which we formulated into nine distinct
solution concepts.

Given these concepts, we first mapped each concept
to one or more of the nine identified challenges that they
address. This process was done by the lead researcher and
validated by the larger research team. The final mapping is
presented in Sect. Solutions.

Diving deeper into the solution concepts, we also sur-
veyed current implementations of the solution concepts, for
example, open-source libraries for a given PET. To perform
this survey, we consulted grey literature [19], specifically
taking the form of Google searches. This process yielded an
overview of the currently available resources that “imple-
ment” our identified solution concepts, and more impor-
tantly, create a notion of the current maturity level of each
concept. A brief report of the finding for each solution con-
cept is likewise presented in Sect. Solutions.
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Artifact Evaluation

The final phase of our research consisted of an evaluation
study in the form of an interview and survey. The goal of
these two parts was to evaluate the artifact created after the
conclusion of our semi-structured interviews, which will be
introduced in Sect. PETs in Software Engineering.

Evaluation Interviews

The main goal of the second round of interviews was to
refine and improve the artifact produced in the context of
RQ1, introduced above. To ensure a fair review, the candi-
dates from the first interview study were contacted, and five
agreed to have a second interview to evaluate the artifact.
As with the first interviews, an interview guide was prepared
beforehand, which is found in Appendix 12. The candidates
participating in the evaluation are marked with an asterisk
in Table 2.

The structure of the questions for the evaluation inter-
views proceeded in the following format:

Evaluation of included stakeholders

Evaluation of mapping between the SDLC and PE
Evaluation of interactions between roles
Evaluation of activities

Evaluation of solution placement

Open-ended suggestions for improvement

A

Evaluation Survey

Following these interviews, the process diagram was
updated according to the provided feedback. Then, the same
participants were invited to partake in a follow-up survey
that featured the newly revised diagram. In the survey, the
respondents were prompted to evaluate the diagram on a
series of criteria, namely whether the diagram: (P1) deliv-
ers value, (P2) is detailed enough, (P3) is comprehensible,
(P4) covers all important stages, (P5) presents all needed
activities, (P6) includes all relevant actors, (P7) integrates
PETs correctly, (P8) presents solutions at the correct point.
This first round of surveys we name the expert surveys, as
the participants were previously confirmed in the interviews
to possess considerable privacy knowledge in the context of
software engineering.

P1-8 were evaluated on the Likert scale: strongly disa-
gree, disagree, neutral, agree, strongly agree. The expert
evaluation results are presented in Sect. Evaluation.

Following the expert surveys, we conducted a broader
evaluation round with software developers in general,

2 https://www.prolific.com/.

primarily those working in the US, UK, or EU. We recruited
these survey participants using the Prolific? platform, where
we applied the following screening criteria: (1) fluent in
English, (2) living in the US, UK, or EU, (3) employed full-
or part-time, (4) has programming skills, and (5) job involves
coding, system administration, or other similar technical
tasks. We recruited 100 participants, each of whom was
compensated with £1.50 for an estimated 10-minute survey.
The final median completion time was 8:01, thus leading to
an average hourly compensation of £11.23, rated great by
Prolific. The full demographics of our survey participants, as
well as the survey results, are provided in Sect. Evaluation.

PETs in Software Engineering

In this section, we address RQ1 by exploring how and to
what extent PETs are integrated into the privacy require-
ments engineering process within software engineering.
Using the findings from the SLR and insights gained from
expert interviews, we develop a process diagram that incor-
porates expert perspectives on integrating PETs into SDLC.
By developing a comprehensive process diagram, we hope
to support practitioners in effectively incorporating privacy
requirements, the PbD approach, and PETs.

We base our process diagram on a simplified SDLC
model, which comprises five key stages: planning, analysis,
design, implementation, testing and integration, and main-
tenance [2]. Alongside these SDLC stages, we integrate the
relevant privacy engineering stages [24], further enhanced
by additional stages depicted in the diagram, such as the
implementation and integration of PETs in software systems.

The complete process diagram is presented in Fig. 2.

Roles

From the SLR and the first round of interviews, we identified
three primary types of actors involved in the privacy require-
ments engineering process.

1. Business actors: primarily external stakeholders who
contract a company to develop software or a product,
as well as the product manager within the develop-
ment company who is responsible for defining business
requirements and managing the overall product develop-
ment process.

2. Technical actors: includes software engineers, privacy
engineers, and architects, responsible for translating
requirements into technical solutions and carrying out
their implementation.

3. Legal actors: responsible for extracting legal require-
ments from relevant regulations and evaluating the com-
pliance of a solution prior to its deployment. In Europe,

SN Computer Science
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Fig.2 Process Diagram for the Implementation of PETs. In the top
lane are the six stages of the Software Life Cycle. Underneath, the
corresponding Privacy Requirements Engineering Stages are listed.
The next three lanes feature the parallel work streams of (1) Strate-
gic Activities, mainly concerned with business functions, (2) Techni-
cal Activities, which include technical design, implementation, and
deployment, and (3) Legal Activities, in which legal teams and Pri-

this typically involves a Data Protection Officer (DPO)
as required by the GDPR, along with a team of privacy
specialists.

Additionally, other external parties may become involved if
the organization chooses to pursue certification or undergo
an audit.

In Fig. 2, Roles represent the actions and responsibilities
of the actors involved in the process. While the descriptions
for business and legal actors are intentionally kept broad as
they are outside the scope of this work, we provide more
detailed role descriptions for the technical actors below:

e A Product Manager (PM) oversees the development and
management of the product. The PM works closely with
external stakeholders to define objectives and scenarios,
translating ideas into a tangible project. The PM also
defines the overall strategic direction for the product’s
privacy features, ensuring that they are aligned with the
organization’s objectives.

o FExternal Stakeholders (ES) are customers who contract
an external company for product development. Their
input is important for understanding privacy expecta-
tions and market needs, which guides the formulation of
privacy requirements.

e Privacy Engineers (PE) play a key role in converting pri-
vacy requirements into technical specifications, identify-
ing suitable mitigation strategies, and collaborating with
Software Engineers to ensure the effective integration of
PETs.
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vacy Engineers work to ensure compliance and verify requirements.
The different role categories are illustrated in the Roles lane, and the
Legend explains the different shapes used in the diagram. The final
lane, named Solutions to Increase PET Adoption, includes 8 identi-
fied solutions (discussed in Sect. Increasing PET Adoption), mapped
to the most appropriate location in the process diagram. Source: [32]

e Software Engineers (SE) are responsible for creating the
software components and features of a product. They
work together with Privacy Engineers to incorporate
PETs and other privacy-related functionalities into soft-
ware systems.

e Requirements Engineers (RE) are responsible for gather-
ing, analyzing, and documenting privacy requirements.
They act as a bridge between technical and non-technical
stakeholders to ensure that privacy concerns are effec-
tively translated into clear requirements.

e Legal Teams (LT) ensure that the product complies with
legal obligations by reviewing relevant regulations,
deriving requirements, and verifying compliance after
implementation. Their expertise plays a crucial role in
connecting technical implementation with legal compli-
ance.

Activities

In Fig. 2, Activities are depicted as boxes either with solid
lines if they are mandatory or dashed lines if they are
optional. Each activity belongs to one of the three categories:
strategic, technical, and legal. As a clear separation between
the categories is not always possible, some activities are
placed between categories. If activities are strictly related
or must sequentially follow one another, they are grouped
within an additional box, highlighting the importance of
viewing them as a joint activity. Lastly, for each activity,
the involved actors are specified. Below, we describe the
activities based on the SDLC stages.
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Planning and Analysis

The process starts with the decision to create a new prod-
uct, initiated either by an external stakeholder or internally
by the product manager. In the early phases, the project’s
scope and business goals are defined. A thorough analysis
is then conducted to evaluate the project’s feasibility and
its potential financial returns for the organization. Require-
ments engineers are engaged at this stage to convert abstract
concepts into well-defined and actionable requirements.
On the business side, various usage scenarios and relevant
stakeholders are identified, followed by a preliminary risk
assessment from a technical perspective. Privacy engineers
play a key role during this phase, as certain ideas may be
discarded if they pose considerable privacy risks. Based on
the defined scenarios and the intended use of the system,
privacy risks are identified and mapped to protection goals
through the creation of adversary models. On the legal side,
requirements are derived from applicable regulations and
merged with the identified protection goals to complete the
Privacy Impact Assessment, resulting in a well-structured
set of comprehensive requirements.

Design and Implementation

The next step in the process involves identifying suitable
technical measures to address the defined privacy require-
ments. At this stage, PETs should be considered to provide
the necessary level of privacy and fulfill the established
requirements. Collaboration between software engineers and
privacy engineers is crucial in selecting the most appropriate
solution based on the team’s expertise. Once the technical
measures are agreed upon, the system is designed to incor-
porate and operationalize these solutions. The legal team
then reviews the design to ensure compliance with relevant
standards, followed by validation from both the product
manager and external stakeholders. Multiple rounds of dis-
cussion may be needed between the identification of techni-
cal measures and project validation, as reaching consensus
among all parties is critical before proceeding to the imple-
mentation phase.

Once the project is approved, a decision must be made
between developing PETs internally or buying an available
solution. This decision is influenced by both technical and
business factors: limited technical expertise might favor
purchasing a solution, while budget constraints could drive
the decision toward in-house development. The following
stages involve setting up the necessary infrastructure and
implementing the system, tasks led by privacy and software
engineers. Producing comprehensive technical documenta-
tion is vital, both to meet regulatory requirements and to
document any deviations from the initial design. During
the implementation phase, the system undergoes regular

testing to verify its accuracy, quality, and compliance with
the specified requirements.

Testing & Integration and Maintenance

After the system is implemented, testing is carried out to
verify its functionality and evaluate the effectiveness of the
PETs, potentially revealing new issues or requirements that
have not been considered. Test results and performance met-
rics are communicated to the legal team and the customer.
The solution is then reviewed by requirements and privacy
engineers to ensure it meets the established requirements
and is further assessed by the legal team for compliance.
The findings from these evaluations, along with the support-
ing documentation, are submitted to the customer for final
approval. Upon approval and readiness for deployment, the
customer may choose to pursue privacy compliance certi-
fication to enhance the system’s credibility, either before
or after deployment. Lastly, during the maintenance phase,
periodic checks must be conducted to account for any new
(1) business requirements, (2) attack vectors, and (3) legal
requirements.

Current State of PET Adoption

Through the interviews outlined in Sect. Interviews, we
explored the current state of adoption and consideration
of PETs in addressing privacy requirements. Our findings
reveal that the practical use of advanced state-of-the-art
PETs remains quite limited. Interviewee 11 pointed out that
many of such PETs are often overlooked, with the indus-
try largely relying on encryption and data access controls.
Interviewee 14 further explained that the primary barriers to
broader adoption are a lack of knowledge and the “skills to
actually implement [PETs]”. Interviewee IS noted that unless
PETs are a company priority, they are generally not consid-
ered. Both IS and 12 suggested that simpler, well-established
solutions are typically preferred, while more advanced PETs
are only pursued when there is a clear necessity or distinct
added value. Another interviewee, I8, attributed the limited
industry use of PETs to a disconnect between academic
expectations and the practical needs of industry, comment-
ing that “some requirements between academics and busi-
ness are clashing” when it comes to balancing privacy pres-
ervation with data utility in real-world applications.

The decision to implement a PET is heavily influenced
by the applicable legislation. Several experts (I1, 14, 17)
indicated that their privacy strategies typically favor sim-
ple straightforward solutions that are sufficient for achiev-
ing legal compliance. A common perception is that PETs
are primarily oriented at organizations dealing with large
amounts of sensitive data, leading many to believe these
technologies are not necessary for their business operations.

SN Computer Science
A SPRINGER NATURE journal



592 Page 10 of 22

SN Computer Science (2025) 6:592

Even when PETs are considered during the design phase,
many organizations often opt out later due to challenges in
the practical integration of these technologies. Exceptions
include certain highly regulated industry domains, such
as finance and healthcare, where advanced PETSs are more
likely to be adopted.

Although advanced PETs are generally underused, some
interviewees shared relevant practical experience with them.
One category of PETs that seems to be the most widely rec-
ognized and applied is data anonymization and modifica-
tion. For example, 12 and IS referred to their past use of
Differential Privacy and k-anonymity, while interviewees
16 and I8, who work as researchers and developers of PETs,
noted substantial utilization of these technologies in their
specific domains.

Increasing PET Adoption

Below we present our findings in response to RQ2, which
aims to investigate the ways to increase the adoption of PETSs
in the software engineering process. First, we summarize
the underlying challenges that build upon the insights dis-
cussed in Sect. Current State of PET Adoption. Next, we
present corresponding solution concepts, derived from the
interviewees’ suggestions. Finally, we map the proposed
solutions to the specific activities they can support in Fig. 3.

Challenges

Identifying and understanding the limiting factors is the
foundational step in devising viable and effective solutions
for improving the practical use of PETs. Through the con-
ducted interviews, we have identified the following nine fac-
tors as the primary challenges in the adoption of advanced
PETs.

C1: Limited Time and Resources Among the main hin-
drances to the practical implementation of a PET from a

C1: Limited Time and Resources S1: Privacy Tools

C2: Legacy Systems S2: Mappings

C3: Complexity S3: Educational Material

C4: Choice of Technology S4: Certifications

S5: Standardization

C6: Measuring the Benefit S6: Authorities Contribution

C7: Optionality S7: Privacy Awareness

C8: Cost-Effectiveness $8: Financial Incentives
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Fig.3 The mapping of challenges and solutions. Source: [32]
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business perspective is the fact that “not many companies
would have resources to implement and maintain it.” (I11).

You can comply with the bare minimum or you can go
above and beyond and put it properly. That always
depend on how much time and resources the compa-
nies are willing to commit. (15)

Especially in modern agile software development, privacy
may be perceived as a burden when a deadline must be met
to deploy new features and functionality. When prioritiz-
ing functionality, companies may be incentivized to forego
stronger privacy measures when the time and resources,
including personnel, do not allow for them. Thus, this chal-
lenge poses a threat in scenarios when the resources avail-
able are not flexible enough to allow for exploration of more
advanced PETs.

C2: Legacy Systems Legacy systems represent a chal-
lenge for adopting new PETs due to outdated architectures,
incompatibilities with modern solutions, high adaptation
costs, and employee resistance to change.

We don’t create new things because we know how the
existing things work and we don’t know how a new
thing would work and that’s like extra risk. For old
legacy systems we know all those answers, but for new
things we don’t. (12)

While the application of PETs may often focus on
modern, big data software systems, the compatibility of
advanced PETs with older software systems must also be
considered. When transitioning to newer systems is not an
option, PETs must be adaptable enough to operate correctly
in legacy environments; otherwise, practical applicability in
such systems will remain low.

C3: Complexity The inherent complexity of these tech-
nologies creates a barrier to adoption and implementation,
or in the words of I1: “they are not used because [they] are
too complex”.

I’'m not sure any of these technologies are going to be
hand implementable by average developers. They're
usually complex enough that you need domain knowl-
edge to doit. (I12)

When the presence of specific expertise in PETs is
required, companies willing to consider their adoption but
not possessing the required expertise may be left without a
viable option for incorporating PETS into their systems. As
such, the inherent complexity of PETs and the “mystery”
surrounding them must be addressed in order to lower the
barrier to entry for companies without large resource alloca-
tions for PET implementation.

C4: Choice of Technology Identifying the privacy risks
and deciding on the right PETs for a given use case and
requirements is far from straightforward. As I3 puts it, it can
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be very unclear “which PET is effective for this particular
use case, for this particular processing framework, for this
particular ICT system”.

There’s no very easy way to know what are the privacy
risks and which defense mechanisms or PETs to be
used in each of the cases. It’s very difficult to choose.
(18)

Lacking awareness, educational materials, and available
documentation all may lead to uncertainty when it come to
selecting a fitting PET for a given situation. This only exac-
erbates the challenge of complexity, serving as an obstacle
to face even before implementing the actual technological
solution.

C5: Limited Knowledge and Understanding The preva-
lent challenge revolves around the idea that “all existing
technologies are more academic” (16), and furthermore,
that knowledge of the technologies outside of the academic
sphere is lacking.

For the typical traditional businesses, probably it’s
not well understood. I don’t think they understand or
fully comprehend the capacities of Privacy-Enhancing
Technologies. (14)

According to the interviewed experts, the most prevalent
challenge is the limited knowledge and understanding of
PETs, including their capabilities, possible application con-
texts, benefits, and limitations. The challenges of aware-
ness and understanding of PETs are also echoed in recent
work [36], the latter of which focuses on the perspective of
software developers. The interviewees expressed concerns
regarding the feasibility of non-expert developers imple-
menting PETs, maintenance difficulties, and the need for
specialized domain knowledge. A more widespread knowl-
edge of the core information (application, benefits, limita-
tions) of PETs must be disseminated before practitioners
may become more comfortable with the technologies.

C6: Measuring the Benefit Having a tangible notion of
the expected benefit of PETSs is crucial to understanding the
importance of PET adoption, yet such measurement is nei-
ther well-understood nor well-studied.

Sometimes the difficulty from a business perspective is
in how to measure this trust gain [of adopting PETSs].
Because it’s something that can’t be directly measured.
(18)

On the technical level, concrete measurement of the pri-
vacy protections afforded by PETs is important to testing
and evaluating deployed PET solutions. On the managerial
level, such measurement would be crucial to providing the
initial approval to pursue such protections, as it must be clear
whether the to-be-implemented PETs make economic sense.
Thus, more understanding and transparency is required to

communicate and measure how exactly PETs can benefit
existing software systems.

C7: Optionality As regulations do not enforce the adop-
tion of specific technologies, the notion of optionality threat-
ens to disincentivize PET adoption, as well as potentially
create an uneven playing field when it comes to privacy
protection.

PETs will not go to production at a scale unless a
regulation pushes them. (15)

Insights from the interviews reveal the sentiment felt by
some that there is “no need for them to be used” (I1) or
“there’s always a blurry line” (I5). Even if a company may
wish to implement PETs, the thought that competitors may
get by without doing so and possibly be even better off
(product-wise) by foregoing PETs, may quickly decrease
the initial motivation. Thus, optionality poses a threat to
advancing PET adoption when doing so is not perceived to
be a pressing matter.

C8: Cost-Effectiveness Research and implementation of
PETs requires time, expertise, and financial investment; as
long as the business value of PETSs is unclear, it is unlikely
that their adoption will be on a company’s roadmap.

Going beyond what is necessary [basic legal require-
ments] is always a budget question. (19)

Relating to the challenge of Cl1, allocation of budget and
personnel to PETs will not be done if the cost-effectiveness
of the technology is not clear. While research may focus on
the technical promise of PETs, more clarity should be pro-
vided on their business value, such that the promised privacy
protections can be realized.

C9: Reluctance The reluctance to be an early adopter of
a technology is a clear challenge, especially considering the
complexity and barrier to entry, as well as the threat of fines
in the case of improper implementation.

There has always historically been a reluctance to be
the first to test a new technology. (110)

Although the reluctance to adopt a new technology may not
be unique to PETs, many of the abovementioned challenges
may increase reluctance with PETSs, especially when the con-
cept of privacy still remains fuzzy, i.e., in understanding how
to protect user privacy. Uncertainty regarding the risks of
PET adoption may in some cases outweigh promised ben-
efits, thus hindering adoption in software systems.

Solutions

To uncover potential solutions for the presented challenges,
the interviewees were asked to offer their perspectives on the
possible ways to address these challenges and to share any
success factors they have observed in this context.
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As a result of the interview analysis, we identified nine
distinct solution concepts, which are presented in the follow-
ing. For each identified solution, we subsequently assessed
their maturity and practical use by reviewing grey literature,
following the guidelines by Garousi et al. [19].

S1: Privacy Tools Privacy Tools can help make PETs and
privacy compliance more accessible by encapsulating their
complex implementation within user-friendly libraries and
interfaces. Such tools can provide ready-to-use implemen-
tations of various PETs, allowing developers and organiza-
tions to integrate strong privacy measures into their systems
and leverage the benefits of PETs without the need for a deep
understanding of their technical details.

Abstracting away the complexity of the PETs behind
a nice software interface like in a library that people
could then pick up and develop. (14)

Multiple privacy tools, libraries and APIs for advanced
PETs have been released in recent years to facilitate the
implementation and integration of PETs, including in the
compliance process. These include Google DP,’ OpenDP
SmartNoise,* IBM diffprivlib,5 diffpriv,6 and Chorus’ for
Differential Privacy; Microsoft FLUTE.,® SubstraFL.° Ten-
sorFlow Federated,'” Fate,'' IBM Federated Learning,'?
OpenFL,13 and PaddleFL'* for Federated Learning; Micro-
soft SEAL,'> IBM HElayers,'® OpenFHE,!” TFHE,'® and
HEIlib!® for Homomorphic Encryption; EasySMPC? and
JIFF?! for Secure Multi-party Computation; Emmy?? and
DIZK?? for Zero-knowledge Proofs.

3 https://github.com/google/differential-privacy/.

4 https://github.com/opendp/smartnoise-sdk.
https://github.com/IBM/differential-privacy-library.

https://github.com/brubinstein/diffpriv.

5
6
7 https://github.com/uvm-plaid/chorus.
8 https://github.com/microsoft/msrflute.

9 https://github.com/Substra/substrafl.
https://www.tensorflow.org/federated.

! https://github.com/Federated A/FATE.
https://github.com/IBM/federated-learning-lib
https://openfl.io/.

14 https://github.com/PaddlePaddle/PaddleFL

15 https://github.com/microsoft/SEAL.
https://ibm.github.io/helayers.
https://www.openfhe.org/
https://www.tthe.com/.

19 https://github.com/homenc/HElib.
https://github.com/easy-smpc/easy-smpc.
https://github.com/multiparty/jiff.
https://github.com/xlab-si/emmy.

23 nttps://github.com/scipr-lab/dizk.
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S2: Mappings Mappings can serve as a guide for choos-
ing appropriate PETs for particular use cases or require-
ments by creating a link between the technical properties of
PETs and the real-world requirements of specific scenarios.
By translating complex technical features into tangible func-
tionalities, mappings help decision-makers, developers, and
other stakeholders identify fitting PETs to meet their data
privacy objectives.

Somebody has to build business cases out of those
technologies to be able to sell those to businesses. (11)

Several approaches exist to provide mappings to Privacy-
Enhancing Technologies, most notably LINDUUN. The
LINDDUN methodology is a systematic approach to elicit
privacy requirements of software-intensive systems and
select Privacy-Enhancing Technologies accordingly [15].
The framework encapsulates the following seven principles:
linkability, identifiability, non-repudiation, detectability,
disclosure of information, content unawareness, and policy
non-compliance.

In a similar way, efforts have been made to document the
use cases of PETs, or rather, how PETs may been used to
overcome challenges or address needs in certain domains.
Often, these use cases can be presented in the form of case
studies, or retrospective accounts of PETs being imple-
mented or put into production. A prime example of such a
repository created by The Centre for Data Ethics and Inno-
vation®** can be found at: https://cdeiuk.github.io/pets-adopt
ion-guide/repository.

A final modality of mappings comes in the form of deci-
sion graphs, which primarily serve to help technical prac-
titioners choose an appropriate PET for a given scenario.
The aforementioned Centre for Data Ethics and Innovation
developed a PETs Adoption Guide,”® which presents user
with a question-based flowchart. Opting for a decision tree
structure, the University of Maastricht, in collaboration with
several local companies, developed a tool for PETSs based on
high-level constraints (technical, legal, organizational) that
also takes into account organizational context.”® In a simi-
larly way, Private AI*’ also has released a tree-like graph,
while also allowing for a final recommendations of a com-
bination of PETs.

S83: Educational Material Educational materials can
improve stakeholders’ understanding of PETs, reducing the
perceived complexity of implementing and incorporating

24 https://www.gov.uk/government/organisations/centre-for-data-eth-
ics-and-innovation.

%5 https://cdeiuk.github.io/pets-adoption-guide/adoption-guide.
26 https://decisiontree.mpc.tno.nl/tree/.

27 https://www.private-ai.com/wp-content/uploads/2021/10/PETs-
Decision-Tree.pdf.
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them into software systems. Such educational content can
help to bridge the gap between theory and practice, equip-
ping technical stakeholders with the necessary expertise
to effectively integrate PETs into their systems, ultimately
improving data privacy.

And this is something that academia can help with.
By developing Privacy-Enhancing Technology, they
should show it, apply it, make people aware, and talk
about it. (I7)

Searching for available educational courses on PETs
yields relatively scarce results. One relevant course on PETs
is offered by The CPD Certification Service, and it is tar-
geted at researchers and healthcare professionals to provide
an overview on the use of PETs.?® A similar course, offered
as a lecture series in 2022 by IAB Tech Lab, comprised of
case studies from companies like Apple, Google, and Meta.
Unfortunately, this lecture series is not offered anymore but
can still be rewatched on YouTube.?

In recent years, approximately from 2020, some techni-
cal universities in Europe, like Ulm, Karlsruhe, Graz, Karl-
stadt, and others, started offering introductory courses on
Privacy-Enhancing Technologies. So far, the only university
delivering an advanced course on PETSs is the Swiss Federal
Institute of Technology Lausanne (EPFL).

A prominent example of educational materials on PETSs
targeted specifically at practitioners includes a custom
e-learning platform developed by researchers at the Techni-
cal University of Munich, featuring continuing education
content on privacy, PETs and compliance, aiming to sup-
port organizations in adopting PETs. The platform, avail-
able under https://privacyeducation.tech, includes concise
yet informative courses tailored to the specific needs of dif-
ferent practitioner groups, covering the basics of PETs for
non-technical practitioners, incentives for the adoption of
PETs for managers, as well as legal basics of data protection
regulations and PbD.

S4: Certifications Certifications play a crucial role in
the field of data privacy. Obtaining compliance certification
(e.g., GDPR) for a product, system, or data processing activ-
ity signals a commitment to the responsible and accountable
management of personal data, enhances business credibil-
ity, and builds trust with customers and partners. Certifying
technical professionals under standards such as ISO/IEC
17024 ensures they possess the necessary knowledge, skills,
and expertise to implement privacy and risk mitigation prac-
tices throughout the development process.

28 https://cpduk.co.uk/courses/health-data-research-privacy-enhan
cing-technologies-pets.

2 https://iabtechlab.com/event/09-22-privacy-enhancing-technologi
es-evolution-series-pets/.

If you do good privacy by design, if you do care a lot
about data protection, you can then take all the docu-
mentation that you have, go to a certification body and
get the official stamp. (13)

There exist multiple privacy certifications both for indi-
vidual professionals and organizations. The International
Association of Privacy Professionals (IAPP) offers inter-
nationally recognized and respected information privacy
certification programs designed for privacy professionals
in various roles.*’ Organizations likewise have several cer-
tification options to demonstrate compliance in their data
protection practices, such as PrivacyTrust,31 TRUSTe,32
EuroPriSe® and Europrivacy.>* In the European context,
Europrivacy stands out as the only GDPR certification cur-
rently recognized across all EU member states and approved
as the European Data Protection Seal.

S5: Standardization Standardization can support the
adoption of PETs within software engineering by offer-
ing clear, universally recognized guidelines. Standardized
processes can streamline the integration of PETs, making it
less complex and uncertain for developers, allowing them to
follow established best practices and predefined protocols.

More participation from the public sector in terms of
helping to develop standards. That could be a bit more
prescriptive or provide guidance to the industry that
would make them feel confident. (110)

Current standards can directly pertain to PETs, for exam-
ple, covering encryption or privacy and security techniques,
or indirectly affect the environment in which PETs may be
deployed. In the following, we introduce some prominent
standards related to PETs. While the list is not comprehen-
sive, it provides a general overview of the efforts to stand-
ardize the use of PETs in practice. Note that the presented
subtitles refer to the titles or categorizations of the corre-
sponding standard.

e ISO/IEC 18033-6:2019 IT Security techniques - Encryp-
tion algorithms - Part 6: Homomorphic encryption

e ISO/IEC 20889:2018 Privacy enhancing data de-identi-
fication terminology and classification of techniques

e [SO/IEC 27000:2018 Information technology - Security
techniques - Information security management systems
- Overview and vocabulary

[

O https://iapp.org/certify/programs/.
31 https://privacytrust.com/certification/.

32 https://trustarc.com/consumer-information/privacy-certification-
standards/.
33 https://www.euprivacyseal.com/.

3% nhttps://www.europrivacy.org/.

SN Computer Science
A SPRINGER NATURE journal


https://privacyeducation.tech
https://cpduk.co.uk/courses/health-data-research-privacy-enhancing-technologies-pets
https://cpduk.co.uk/courses/health-data-research-privacy-enhancing-technologies-pets
https://iabtechlab.com/event/09-22-privacy-enhancing-technologies-evolution-series-pets/
https://iabtechlab.com/event/09-22-privacy-enhancing-technologies-evolution-series-pets/
https://iapp.org/certify/programs/
https://privacytrust.com/certification/
https://trustarc.com/consumer-information/privacy-certification-standards/
https://trustarc.com/consumer-information/privacy-certification-standards/
https://www.euprivacyseal.com/
https://www.europrivacy.org/

592 Page 14 of 22

SN Computer Science (2025) 6:592

e [SO/IEC 29100:2011 Information technology - Security
techniques - Privacy framework

e [SO 31700:2023 Consumer protection - Privacy by
Design for consumer goods and services

e ISO/IEC 27556:2022 Information security, cybersecurity
and privacy protection - User-centric privacy preferences
management framework

e ISO/IEC 27559:2022 Information security, cybersecu-
rity and privacy protection - Privacy enhancing data de-
identification framework

e [EEE 7002-2022 Data Privacy Process

e [EEE 2842-2021 Recommended Practice for Secure
Multi-Party Computation

e [SO/IEC 4922-1:2023 Information security - Secure mul-
tiparty computation - Part 1: General

e ISO/IEC 4922-2 Information security - Secure multiparty
computation - Part 2: Mechanisms based on secret shar-
ing

As presented above, many privacy and security standards
are already available. Of those, only a few directly address a
specific PET, namely, the first and last two of the presented
list. However, additional standards are under development
to overcome this limitation, with the most important ones
being reported below.

e [SO/IEC CD 27565.2 Guidelines on privacy preservation
based on zero knowledge proofs

e ISO/IEC AWI 4922-3 Information security — Secure mul-
tiparty computation — Part 3: Part 3: Mechanisms based
on garbled circuits

e ISO/IEC AWI 28033-2 Information security — Fully
homomorphic encryption

S6: Contribution from Authorities Authorities can contrib-
ute in multiple ways to promote the adoption of PETs. They
may issue guidelines to support the effective implementation
and integration of PETs or impose stricter data privacy regu-
lations that specifically require their use in certain situations.
Furthermore, authorities could strengthen existing regula-
tions, such as the GDPR, through rigorous enforcement and
penalties, forcing companies to prioritize privacy practices
and incorporate PETs to minimize risks.

Companies are, in general, very bound by regulations.
The real driver to use these technologies is the regula-
tory framework. PETs will not go to production at a
scale unless a regulation pushes them. (15)

To date, three major works have been published, namely
the ICO Guidelines [26], the United Nations Guide [49], and
The Royal Society report From Privacy To Partnership [48].
These publications provide recommendations to ensure the
safe development and adoption of PETs.
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S7: Privacy Awareness Raising privacy awareness is cru-
cial for business stakeholders to understand the potential
of PETs. They need to recognize the significance of data
privacy and the advantages PETs can offer a company, such
as financial gains, improved reputation, and increased trust
[33]. Therefore, it is important to make PETSs appealing from
a business perspective by demonstrating how investing in
them can lead to substantial returns.

PETs are worthless without the proper mindset of deci-
sion makers and how to build the mindset? Not threat-
eningly, but so that people understand it and see it as
a value. (17)

The Council of Europe established an initiative called
Data Protection Day in 2006. An international awareness day
is observed on January 28th each year to promote privacy
and data protection practices among individuals, businesses,
and governments. It often involves educational campaigns,
seminars, workshops, and initiatives to inform people about
best practices for protecting their personal information in
the digital age.

Raising awareness also has been a key point on the busi-
ness side, largely in relation to considering the economic
and reputational effects of getting fined for non-compliance.
Beyond this, a 2023 data privacy study by Cisco [12] showed
how the average organization is benefiting from an estimated
1.8x ROI by implementing strong privacy practices, mean-
ing privacy remains an attractive financial investment for
most organizations.

A more PETs-oriented study [11] concludes that firms are
incentivized to invest in PETs if consumers feel there is a
psychological privacy cost, but not when the privacy breach
probability is low. Relatedly, a study by London Econom-
ics [42] summarizes the economic benefits of PETs to be
technology-specific on the one hand and application-specific
on the other. Providing a broader view on the benefits of
PET adoption, Klymenko et al. [33] provide a taxonomy of
47 incentives for adopting PETSs, falling under moral, rela-
tional, and instrumental categories, presenting the adoption
of PETs as a Corporate Social Responsibility initiative [1].
We advocate for a wider dissemination of such works to pri-
vacy decision-makers in the industry to motivate the invest-
ment in these technologies.

S8: Financial Incentives Financial Incentives present a
strategic approach to addressing the high costs related to
researching and implementing PETs. By offering financial
assistance (such as government funding programs), organi-
zations can offset these expenses, making the adoption of
PETs more financially feasible.

We already have negative incentives with the laws that
fine you if you do not do it. And I can also see that the
positive incentive is something. (13)



SN Computer Science (2025) 6:592

Page150f22 592

A prime example of positive examples can be set by
industry leaders, in order to incentivize the research and
development of PETs. Such funding is exemplified by Meta’s
research award opportunities to support privacy-focused pro-
jects in academia, which were first introduced in 2021.%

A similar example was initiated in July 2022, where the
United States and United Kingdom governments jointly
launched a set of prize challenges to unleash the potential
of PETs to combat global societal challenges. The main goal
of these challenges was to develop innovative solutions that
address practical data privacy concerns in real-world sce-
narios.*® Beyond the economic incentive to develop PET-
based solutions, these challenges served as an awareness
raiser, as the winning solutions were featured at the Summit
for Democracy in the following year.

S89: Tech Leader Adoption The adoption of PETs by
major tech companies can act as a catalyst for their wider
adoption, as small and medium-sized enterprises (SMEs)
often look to larger corporations for technological innova-
tion. Moreover, unlike SMEs with limited budgets, large
organizations possess the financial resources to invest in and
experiment with new technologies, as well as to manage
fines in case a technology fails to meet compliance require-
ments or leads to a privacy breach.

There has always historically been a reluctance to be
the first to test new technology. I know that if Apple
gets fined, they can afford to pay the fine, so they can
actually be more experimental. (110)

Many modern big tech companies, especially those han-
dling large amounts of user data, claim to prioritize privacy
and accordingly employ PETs to enhance their data protec-
tion measures. However, the specific technologies and their
applications are typically considered proprietary information
or part of their competitive advantage, so companies might
not openly disclose them. Instead, they might emphasize
their dedication to privacy and data protection by supporting
research or open-sourcing PET libraries. It is still possible
to infer the usage of some technologies through published
materials, and from cursory research, the following mapping
of tech companies to implemented PET can be inferred:

e Meta: Differential Privacy, Secure Multi-party Computa-
tion

¢ Google: Differential Privacy, Federated Learning, Homo-
morphic Encryption, Secure Multi-party Computation

e Apple: Differential Privacy

35 https://research.facebook.com/research-awards/2022-privacy-
enhancing-technologies-request-for-proposals/.

3 https://petsprizechallenges.com/.

e Microsoft: Differential Privacy, Federated Learning,
Homomorphic Encryption, Secure Multi-party Compu-
tation

Another important aspect that was mentioned by inter-
viewees, although not explicitly as a means to enhance the
adoption of PETs, is the incorporation of cross-functional
teams. While not a distinct solution concept, it is addressed
in Sect. Roles, and illustrated in the corresponding interac-
tions in Fig. 2.

In Fig. 3, we map the identified challenges to potential
solution concepts. The mapping is many-to-many: one chal-
lenge may potentially be mitigated by several solutions, and
one solution may be helpful in mitigating several challenges.

Solution Integration

To contextualize the proposed solution concepts, we used
feedback from the interviewees to align each solution with
the activities discussed in Sect. Activities. The final process
diagram, presented in Fig. 2, includes the mapped solutions
which are represented by red circles labeled with the cor-
responding solution code. The final placement of these solu-
tions was iteratively refined based on the evaluation inter-
views presented in Sect. Evaluation Interviews. The only
solution not shown in the diagram is S9, as the adoption of
PETs by tech leaders influences the broader data privacy
landscape and cannot be tied to specific activities. Below, we
briefly explain the placement of solutions S1-S8 and their
influence on the process.

Raising privacy awareness is crucial during the initial
stages of project planning when business stakeholders deter-
mine the level of investment in privacy; understanding the
financial benefits of investing in privacy measures and PETs
can significantly influence these decisions. Mapping busi-
ness cases to suitable PETs is useful both from business and
technical perspectives, as it demonstrates the relevance of
these technologies to real-world use cases. As such, map-
pings are likewise helpful at the beginning of the project,
as well as during the identification of technical measures.

Financial incentives for PETs impact all activities related
to the project’s budget, including the initial scoping phase
and the final review before validation. If the designed solu-
tion exceeds the planned budget, the project may not get
approved, requiring privacy and software engineers to rede-
sign the solution with alternative technical measures.

The technical knowledge of PETs gained through edu-
cational materials is beneficial during the initial privacy
assessment, as well as in identifying and correctly imple-
menting the appropriate technical measures. Meanwhile,
stricter privacy regulations imposed by authorities could
influence general legal requirements and make data pro-
tection impact assessments mandatory for all systems.
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Standards can positively influence system design by foster-
ing a common understanding of PETs, offering guidance on
their application, and building confidence in the effective-
ness of advanced PETS. Privacy tools and open-source PET
libraries can influence the “implement or buy" decision, as
well as the implementation phase by providing accessible
and cost-efficient solutions. Lastly, enforcing certifications
for new systems would affect the two development stages
where certification is currently optional, making it obliga-
tory and thus facilitating compliance.

Evaluation

As outlined in Sect. Methods, the final stage in developing
our process diagram involved validating the artifact through
a two-step evaluation study. The qualitative feedback and
survey results gathered during this process are detailed
below. Note that Fig. 2 presents the final version of the pro-
cess diagram, incorporating the feedback received.
Interview Feedback The expert feedback from the evalu-
ation interviews can be categorized into five distinct types.
For each category, we provide representative examples
below, though these are not meant to be an exhaustive list.

1. Naming: Scoping replaced Problem Description, Con-
figuring PETs rather than Tuning.

2. Removing Ambiguities: Establishment of PETs changed
to PETs Selection and Design, add clarity to Perfor-
mance Testing.

3. Missing Stages: Operation in the “Maintenance” stage,
add the step PETs Implementation, add Periodic Checks
and Compliance Checks.

4. Missing Activities: Data Protection Impact Assessment
(DPIA), External Certification, Identification of Techni-
cal Measures.

5. Update Actors: external stakeholders involved in Real-
world Testing, continuous interaction between Testing
and System Implementation.

Expert Survey Results The final version of the process
diagram, which included the incorporated feedback, was
presented to five previously interviewed participants in our
expert evaluation survey, as introduced in Sect. Methods.
The results of this survey are shown in Fig. 4.

The results in Fig. 4 indicate unanimous agreement
among respondents that the process diagram provides value
and contains sufficient detail, suggesting it can effectively
demonstrate how to manage privacy requirements and inte-
grate PETSs throughout the entire software development life
cycle. In terms of comprehensibility, participants agreed that
the diagram is clear and easy to follow. Most importantly,
the correct integration of PETs into the process received
overall positive feedback. Additionally, there was broad con-
sensus on the inclusion of all necessary actors, activities, and
stages, as well as the accurate placement of the proposed
solutions.

General Survey Results As introduced in Sect. Methods,
we followed the expert survey with a general survey involv-
ing 100 participant currently working in software engineer-
ing roles in the United States, United Kingdom, or European
Union. These 100 participants were recruited using the Pro-
lific platform.

Our participant pool contained 100 working professionals
living in 20 countries: the US (n = 4), UK (n = 23), and 18
EU countries (n = 73), with the top-3 EU countries being
Portugal (n = 27), Poland (n = 7), and Germany (n = 7).

P1 Delivers value 5

P2 Is detailed enough

IS

P3 Is comprehensible

Covers all important
stages

P4

w

N}

-

Presents solutions at the

P8
correct point

Bl Strongly Disagree

PS5 Presents all needed

activities
PG Includes all relevant

actors
Py PETs are integrated

correctly

0
P1 P2 P3

P4 PS5 P6 P7 P8
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Fig.4 Expert artifact validation results (n=5). All eight criteria were met with either strongly agree or agree responses. Source: [32]
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From the self-reported roles, the participants are serving
in 86 uniquely titled roles; when asked which is the clos-
est description, participants selected Software Developer
(n = 44), Software Engineer (n = 33), Software Architect
(n = 6), Privacy Engineer (n = 4), or Other (n = 13). The
participants primarily work in the Information Technology
domain (n = 67), with other top choices being Healthcare
(n = 6) and Finance (n = 5). We observed a relatively uni-
form distribution of self-reported years of experience: 1-3
(n =26), 3-5 (n = 18), 5-10 (n = 29), 10-20 (n = 20), and
204 (n = 7). Finally, our participants are generally well-
educated based on their highest education level completed:
undergraduate degree (n = 45), graduate degree (n = 50),
and doctorate degree (n = 5).

The aggregated results of the general survey are illus-
trated in Fig. 5. The results align well with those from the
expert survey, with a large majority of agree or strongly
agree responses (77.6%). When converting the five-point
Likert scale to numerical values (i.e., {-2, 1, 0, 1, 2}), we
achieve an overall average of 0.913 out of 2, with the fol-
lowing breakdown for the individually assessed criteria:
P1 =1.03, P2 = 1.26, P3 = 0.57, P4 = 1.09, P5 = 0.81,
P6 =0.85, P7 = 0.85, P8 = 0.84. Therefore, the results sug-
gests that our artifact is strong in being detailed and com-
municating all relevant software engineering stages, while
scoring slightly lower in being comprehensible.

Discussion

PETs in Software Engineering — A Dynamic Process
Guided by our proposed process diagram, we find that the
integration of PETs into software engineering is far from
a pure implementation challenge. Rather, we illustrate that

PETs span the entire SDLC, from planning to design and
implementation to maintenance. In this dynamic process, a
great deal of differing roles must contribute to the success-
ful adoption of PETs, including managerial roles, techni-
cal engineers, and legal experts. This mixture of strate-
gic, technical, and legal activities introduces the potential
for several challenges, as we point out, but also serves
as a foundation for fruitful collaborations and research
touchpoints.

As illustrated in Fig. 2, the integration of our proposed
solution concepts primarily comes in the planning, design,
and implementation stages of the SDLC. In this, we see that
the roles of Software Engineers and Privacy Engineers are
vital, supported by program managers and legal profession-
als. The dynamism of the process diagram also connects the
results of activities occurring earlier in the cycle to those
that follow, suggesting the interplay between seemingly
separate processes towards the implementation of PETs.

As such, we see that it is crucial to continue the conduc-
tion of investigations on the intersection of PETs and soft-
ware engineering. This could include “horizontal” explora-
tions into specific activity levels, or alternatively “vertical”
slices of life cycle stages and the numerous activities occur-
ring therein. Of particular importance comes future work
studying the implementation of proposed solution concepts;
in these works, collaboration between academia and industry
is crucial.

Education is Key An analysis of the surveyed solutions
following the nine identified solution concepts points to
many interesting and useful resources for practitioners to
increase their knowledge and awareness of PETs. Among
these, we highlight specific guidance from authorities, cer-
tification programs, and concrete mappings or other support
tools. The integration of these tools in our process diagram
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demonstrates that such solutions could indeed be beneficial
at multiple stages in the software development life cycle.

Looking at these available solutions in light of the inter-
view findings, we point to a potential gap resulting from a
lack of education on PETs. Specifically, while many of the
available solutions we identify can serve to address many
of the challenges directly, awareness of these solutions was
seemingly low in the interviews. This suggests that while
resources on PETS exist, their reach remains lower than they
should be, even to privacy experts. In this, we pose that
a specific focus needs to be placed on S3 and S7, namely
to bolster efforts to incorporate PETs into education and
awareness programs. As noted in the introduction of S3,
a key to this discussion is to continue the trend of bring-
ing PETs into standard technical curricula, beyond those at
select universities.

The importance of proper education on privacy aware-
ness and PETs is likewise crucial in connection to other
proposed solution concepts,. In order to foster the creation
of suitable privacy tools (S1) and to continue to drive PET
adoption beyond tech leaders (S9), it becomes crucial to
instill privacy knowledge both in formal education (S3), as
previously discusssed, and in more practical guidelines (S5).
We find guiding examples of initiatives to disseminate such
knowledge, such as in open course materials, white papers,
and public prize challenges. Thus, we highlight the educa-
tional aspect of PETs, for without this, their adoption into
the SDLC will lack a proper foundation.

Looking Forward In reflecting on our research findings,
we observe that there are clear paths for future research
to continue our work. The survey results generally depict
that practitioners agree with the usefulness of the diagram,
however weaker points are also revealed. We learn that the
comprehensibility of the diagram should be improved; relat-
edly, further validation needs to be performed to verify that
all relevant actors are included in the diagram. These points
for improvement were also echoed in the free-form feedback
provided by our general survey respondents, where a num-
ber of responses pointed to the complexity of the diagram,
potentially calling for higher readability. Some comments
addressed or suggested missing actors, implying that the
process diagram is not yet comprehensive. These areas for
improvement provide a basis for further work, which would
be well-served by using our process diagram as a foundation.

In the analysis of the barriers to integrating PETSs into
the SDLC, we uncover a number of challenges expressed
in the literature and by our interview participants. We have
mapped these to potential solution concepts, many of which
have received growing attention and maturity (Sect. 6.2). In
this, however, we observe a gap, as the challenges expressed
in the interviews imply that many solutions have not yet
reached full maturity or practical adoption. Thus, we learn
that beyond mapping solution concepts to the SDLC, future
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work should also investigate how such solutions can be best
incentivized and integrated into their respective life cycle
stages. As presented above, such efforts must primarily focus
on addressing reluctance and improving technical know-
how, as well as clarifying the tangible benefits of adopting
PETs. In addition, the effect of PET solution integration on
other quality criteria in the SDLC, such as performance,
usability, or security, should also be explored.

Conclusion

In this work, we investigate how to support the integration of
Privacy-Enhancing Technologies into the software engineer-
ing process. Building on related literature, we conducted 10
interviews with practitioners in the field of privacy engineer-
ing and PETs. Insights from these interviews served as the
basis for the creation of the Process Diagram for the Imple-
mentation of PETS, as well as helped to uncover nine main
challenges mapped to nine solution concepts. Conducted
surveys with five privacy experts as well as 100 people
working in software engineering roles reveal general agree-
ment with our proposed artifact while also revealing weaker
points that can be improved on in future work.

We find that supporting the adoption and implementation
of PETs in the SDLC involves many roles and activities,
beginning prior to the actual implementation and continuing
through the maintenance and continuous verification stages.
We also conclude that while privacy experts perceive several
challenges to exist in the integration of PETs, they are less
aware of existing solutions, pointing to the need for further
education on PETs in practical settings. To make concrete
where these solutions concepts can start to materialize, they
are incorporated into our proposed process diagram.

While our findings generalize the insights of a diverse
group of experts and lay the important groundwork for
future refinements, there is a potential bias towards medium-
and large-sized organizations with established privacy prac-
tices. Naturally, companies without the resources to support
such a dynamic process may not be best captured by our
artifact. In addition, our findings are threatened by self-
selection and social desirability bias, as is naturally the case
with studies following an opportunistic participant selec-
tion process. This is joined by the possibility for researcher
bias, as the interviews were conducted and analyzed solely
by our research team, without external validation. Finally,
our participant pool is Europe-centric, posing a potential
geographic bias. This calls on future research to validate the
generalizability of our findings to other regions and contexts.

An additional consideration comes with the question of
to what extent our proposed process diagram, and the solu-
tion concepts therein, can be generalized to various software
systems or organizations. While we believe the interview
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participants represent a diverse collection of industry
domains, supplemented by the diversity of the general sur-
vey participants, we acknowledge that the presented artifacts
may not be fully representative of all software organizations.
We ground our findings in the general SDLC, through which
the development of many modern software systems can be
modeled. This, however, may not accurately represent alter-
native models, such as less structured approaches in startups
or small- and medium-sized enterprises.

To extend the findings of our work, we propose four paths
for future research: (1) further validation of our proposed
process diagram, with a focus on diversifying perspectives
from different organization sizes and geographic regions,
(2) case studies in companies where PETs have been suc-
cessfully implemented, (3) in-depth feasibility studies on
the proposed solutions, and (4) a focus on best practices for
the design and creation of educational curricula on PETs.

SLR Search Strings

In Table 3, we provide the exact search strings used on each
of our chosen databases.

Interview Guide

Disclaimer Before we start the interview, I would like to
mention that this interview will be recorded for subsequent
transcription. The transcription itself and any findings within
will be utilized for research purposes and for publication in a
scientific work. Any personally identifiable information will
be anonymized, and the final results will be shared in the
end. Could you please confirm your consent to these terms?
Background

1. What is your position and role?

2. How many years of experience in this field and in this
company do you have?

3. In which domain are you currently working?

4. What is the size of your company?

PETs and Requirements

5. How are privacy requirements derived? In what way are
legal requirements influential here?

6. Who is involved in this process?

7. How are PETs brought into consideration for privacy
requirements, and who makes the decision to implement
them?

8. How are these requirements translated into the choice of
a particular technology?

9. Who is responsible for validating that privacy require-
ments have been satisfied by the implementation of such
technologies?

Looking Forward

10.  What do you see as the biggest challenges for the inclu-
sion of PETs in the software engineering process?

11. In what ways can we begin to address these challenges?

12.  What success factors have you observed / been a part
of?

13. Do you think that awareness of PETs is lacking?

e [f so, what can we do to increase it?

e What aspects of PETs would be most helpful for you
to learn in order to increase your knowledge on the
topic?

14. How have you seen your role / work change in recent
years, and how will it continue to change?

Other

Table 3 SLR search strings. In the case where a database did not allow for boolean based strings (i.e., Science Direct), we provide the URL to

the executed searches

Database Search String

ACM Digital Library Keyword:(“Privacy enhancing technologies” OR “privacy engineering”’) AND AllField:(“requirements engineering” OR

“software engineering”)

IEEE Xplore
engineering” OR “software engineering”)

Science Direct

(“Author Keywords”:“privacy-enhancing technologies” OR “privacy engineering”) AND (“All Metadata”: “requirements

https://www.sciencedirect.com/search?qs=%22requirements%20engineering %22 %200R %20%22software %20engineer

ing%22&tak=%22privacy-enhancing%20technologies %22 %200R %20%22privacy %20engineering %22

Scopus
engineering” OR “software engineering” ) ) )
SpringerLink
neering”)

(KEY ( ( “privacy-enhancing technologies” OR “privacy engineering” ) ) AND TITLE-ABS-KEY ( ( “requirements

(“privacy-enhancing technologies” OR “privacy engineering””) AND (“requirements engineering” OR “software engi-
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15. TIs there any aspect of this topic we may have missed?
16. Can you refer anyone who would also be able to con-
tribute to this discussion?

Evaluation Interview Guide

Disclaimer Before we start the interview, I would like to
mention that this interview will be recorded for subsequent
transcription. The transcription itself and any findings within
will be utilized for research purposes and for publication in a
scientific work. Any personally identifiable information will
be anonymized, and the final results will be shared in the
end. Could you please confirm your consent to these terms?

Questionnaire

We focus on Privacy Requirements Engineering, a subset
of the entire Requirements Engineering process. Please take
a look at the process diagram.

1. Do you think any relevant stakeholder is missing?
How do you find the mapping between the software life
cycle stages and the Privacy Requirements Engineering
stages?

e Is there anything missing, wrong or unclear?

e Are PETs integrated correctly in the process?

e While the first stages come from literature, the three
stages marked with * were introduced by this study.
Do you find them appropriate?

3. Considering all relevant activities in this process, do you
find the distinction between strategic, technical and legal
suitable or would you group them in another way?

4. Examine all activities one by one and according to your
experience:

e Is any important activity missing?

e [s the order of the existing activities correct?

e Are information flows from an activity to activity
correct?

5. Are there any of the reported activities that you consider
optional, or are there any voluntary ones that have not
been included in the diagram?

6. Regarding the extended diagram which includes some
of the solutions that emerged from the interviews:

e Do you think they are placed at the right point in the
process?
e  Would you move any of them to other activities?

Please do not share the process diagram provided together
with this questionnaire.
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