Exemplifying a Framework for Interrelating
Enterprise Architecture Concerns

Sabine Buckl, Florian Matthes, Christopher Schulz and Christian M. Schweda

Chair for Software Engineering of Business Information Systems (sebis),
Technische Universitdat Miinchen,
Boltzmannstr. 3, 85748 Garching, Germany
{sabine.buckl,matthes, christopher.schulz, schweda}@in.tum.de
http://wwwmatthes.in.tum.de

Abstract. In recent years, enterprise architecture (EA) management
has gained increasing attention as means to support enterprises in adapt-
ing to changing markets and in seizing new business opportunities. A
multitude of approaches and frameworks making prescriptions on how
to document the different states of the EA have been developed. These
approaches target different purposes and correspondingly different con-
cerns (areas of interest) in the architecture. Hence, an enterprise seeking
to develop or evolve an organization-specific EA documentation tech-
nique most likely runs into difficulties to understand the interdependen-
cies between different frameworks and approaches.

The paper addresses the aforementioned challenge by presenting a frame-
work for EA concern interrelations, which can be used to systematically
analyze the concern relationships of different approaches. The applicabil-
ity of the framework is demonstrated by means of a case study from the
automotive industry, in which the framework is used for the development
and enhancement of an EA description for risk management.

1 Introduction and motivation

The increasing frequency of change, modern enterprises face in today’s globalized
and competitive environments, leads to a rising internal complexity of the socio-
technical system enterprise. A promising and commonly accepted instrument
to deal with this complexity and to foster business-IT-alignment is enterprise
architecture (EA) management [1, 2, 3]. Originating from the field of informa-
tion systems architecture (cf. [4]), EA management takes a holistic perspective
targeting all areas of an enterprise from business and organizational via appli-
cation and information to infrastructure and data aspects. EA is thereby in the
sense of the ISO Standard 42010 understood as the ”fundamental organization
of a system [enterprise] embodied in its components, their relationships to each
other, and to the environment, and the principles guiding its design and evolu-
tion” [5]. A multitude of methods to EA management has been developed by
researchers (cf. [6, 7, 2, 8, 3]), practitioners (cf. [9, 10, 11]), and standardiza-
tion bodies (cf. [12]). Although differing in respect to the selected scope, reach,
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and focus, the proposed methods usually distinguish the following activities of
the EA management function: a) document and maintain the current state of
the EA, b) develop and describe planned and target states of the EA, ¢) enact
and communicate planned EAs and architectural principles, and d) analyze and
evaluate architectures.

A central challenge arising during the aforementioned typical activities of EA
management is stakeholder involvement [12, 13]. To address this challenge the
architectural documentations referring to the current, planned, or future states
of the EA, need to represent the corresponding concerns of the stakeholders.
Thereby, concerns are defined in accordance with the ISO Standard 42010 as
"those [areas of] interests which pertain to the system’s [enterprise’s] develop-
ment, its operation or any other aspect that are critical or otherwise important
to one or more stakeholders” [5]. Put in other words, a concern can be under-
stood as the area of the enterprise that the respective stakeholder is interested
in. Whereas, a product manager for instance is interested in the performance
of the business process and the services responsible for creating the product, an
application manager is concerned with the standard conformity of the business
applications.

In the holistic perspective of EA management the two aforementioned con-
cerns are clearly interrelated. Crosspoints are the terms service and business
application. The thereby denoted concepts are most likely related — a service is
provided by business applications — or may even be identical — two terms refer-
ring to the same concept. The differences in terminology can be explained by
the different language communities the two stakeholders belong to. To develop a
comprehensive EA description, covering the different concerns of the stakehold-
ers, the relations between concerns should be made explicit. Furthermore, these
relations between concerns could be utilized to decide on a maturity roadmap
for the evolution of the EA management function. In an initial step an enterprise
might decide to stick to a more simple concern, while after first results have been
achieved the concern is expanded to support a more detailed investigation. This
directly yields the research questions that our paper addresses:

— How does a framework for interrelating FA concerns look alike?
— What types of relationships between EA concerns exist?
— How can the framework be utilized in developing and evolving EA models?

In the remainder of the article above research questions are answered by
developing a conceptual framework for EA concern relationships. The framework
is derived and presented in a step-wise manner (see Section 2). A real world case
study form the automotive industry is utilized to illustrate the applicability of
the framework in answering the aforementioned research questions in Section 3.
Complementingly, prominent approaches from literature to EA management in
general and EA modeling in special are revisited to ensure comprehensiveness of
the approach (see Section 4). In Section 5, we conclude with a critical reflection
of the achieved results and an outlook on future research directions.
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2 A framework for EA concern relationships

In line with the ISO 42010 [5], descriptions of architectures are comprised of
viewpoints that conversely reflect areas of interest in the corresponding archi-
tecture. These areas of interest, called architectural concerns in the terms of the
ISO 42010, not only define the part of the architecture that should be consid-
ered, but also bring along a conceptualization of the EA. Put in other words, a
concern builds and centrally employs an underlying domain ontology targeting
a specific part of the overall EA. Considering two or more different architectural
concerns, it may be beneficial to understand, in which ways the corresponding
areas of interest relate. In order to facilitate in-depth discussions on concern
relationships, we subsequently present are more precise definition of what an
architectural concern means. A concern can be described by two fundamental
properties, namely

— a selection of relevant architectural elements, i.e. of things and their proper-
ties in an ontological sense, that are in the area of interest, and

— a conceptualization describing the architectural types and property types
abstracted from the selected (relevant) architectural elements.

Illustrating above definition of an architectural concern in the EA context, we
formulate a CONCERN A that describes the

business applications in relationship to their responsible organizational
units (conceptualization) of an enterprise, restricted to organizational
units located in Germany (selection).

In the light of the above definition, we can derive different types of relationships
between concerns. A basic relationship expresses the fact that two concerns have
at least one type in common, i.e. that their conceptualizations share at least one
type. This entails a more sophisticated discussion on the question of how to
understand ’share’ in this context. In more detail, two ways to understand the
term exist: syntactic and semantic. While sharing in the latter sense means that
two concerns have a type with similar meaning in common, syntactic sharing
describes that two concerns are related via a concept with a common name. To
qualify these two different understandings of the term ’share’, we use the term
intersection to denote syntactic sharing.

Based on the intersection-relationship, we establish the notion compatibility
as a relationship between two concerns, indicating that all intersecting types
and property types of two concerns are also semantically shared. If in contrast
at least one intersecting type or property type is assigned distinct meanings in
both concerns, the concerns are called incompatible. Introducing a CONCERN B
describing

business applications and their standardization level (conceptualization)
of an enterprise,

we can exemplify the aforementioned concern relationships in the following. Both
concerns are clearly intersecting, as they both employ the type ’business appli-
cation’. At this point nothing can be said on the compatibility of these concerns.
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To answer this question, one would have to delve into the contexts, in which
these concerns were raised. With concerns being described as sentences in real
language, such investigation would employ analyses of the linguistic communities
(cf. Kamlah and Lorenzen [14]) from which the concern descriptions originate.
We abstain here from going into the details of interpersonal testing techniques,
but call for an intuitive understanding of equivalent meanings, based on the
assumption that each type described in the concerns was backed by a defini-
tory sentence in a glossary or an ontologically richer structure. Based on the
glossary, equivalence of meaning can be understood as stakeholder consensus in
accordance to Kamlah and Lorenzen [14]. Two types thereby share a common
meaning, if "any informed member of [both] linguistic communities would [...]
say so”. Given the fact that both concerns referred to a single definitory glossary,
explaining what a business application is, we can state that the two concerns
are compatible.

Grounded on the basic relationship of compatibility, we establish a super-
relationship between architectural concerns. One concern is superconcern of an-
other, if the concerns are compatible and all types and property types of the
second are intersecting ones. Put more colloquially, the conceptualization of the
first concern completely covers the conceptualization of the second one. Intro-
ducing another CONCERN C that describes the

business applications in relationship to their responsible organizational
units and their supported business processes (conceptualization) of an
enterprise.

We further assume that CONCERN A and CONCERN C are mazimally compati-
ble, i.e. that all shared concepts each have an equivalent meaning. Under these
premises, CONCERN C completely covers CONCERN A, exemplifying supercon-
cern relationship with CONCERN C being super to CONCERN A.

Above, we introduced three types of concern relationships based on an intu-
itive understanding of the concern’s underlying conceptualization. In the context
of EA management such conceptualizations are frequently described as object-
oriented meta-models, see e.g. Buckl et al. in [15], Johnson and Ekstedt in [16],
and Osterle et al. in [17]. Subsequently, we shall call these meta-models in ac-
cordance with Buckl et al. information models. Based on such more formally
described conceptualizations the aforementioned types of concern relationships
can be defined more concisely and described in more detail. We nevertheless
abstain from discussing the subtleties of such definitions, an application of the
concern relationships along exemplary information models is given in Section 3.
Some additional remarks on concern relationships based on their corresponding
conceptualizations are described by Buckl et al. in [18].

Concluding the exposition of the concern relationship framework in this sec-
tion, we discuss on relationship types that ground in the selection that con-
stitutes a concern. The first relationship type to devise, is the one of instance
level intersection. Two concerns are related in this way, if they — applied to the
same EA — cover at least one common element, i.e. thing, from the architecture.
Refraining the examples from above, we display CONCERN D that describes the
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organizational units (conceptualization) of an enterprise.

Assuming that both CONCERN A and CONCERN D have a common understand-
ing what the term ”organizational unit” means, the concerns are intersecting on
instance level. Complementing, we can define a non-intersection relationship. In
addition, we can derive an instance level superconcern relationship, expressing
that one concern — applied to the same EA — covers all elements that another
concern — applied to this EA — covers.

We complement the above framework with a discussion on the utilization
of the relationships in the context of EA management. Refraining an argument
put forward by Aier et al. in [19], an enterprise-specific EA description tech-
nique must match the requirements of the using enterprise in two directions,
namely in "width” and ”depth”. Width in this context means, that the tech-
nique must cover the relevant parts of the EA embracingly, i.e. must be able
to answer questions of all relevant EA stakeholders. Complementing, the cri-
terion of depth accounts for the fact that for answering certain EA questions
more detailed information about the EA may be needed. While in the context
of initially devising an EA description technique, multiple different approaches,
also ones not using concern relationships, might be helpful, we expect that the
relationships especially simplify the evolution of the EA description technique
in response to changing demands of the EA stakeholders. To illustrate how this
can be achieved, we build on the EA management pattern catalog of Technische
Universitdt Miinchen [20, 21]. This catalog expatiates a set of practice-proven
EA relevant concerns that are complemented with information models reify-
ing the underlying information demands. If the concerns were related using the
aforementioned relationship types, an enterprise willing to evolve its own EA
description technique based on the information models would have the following
advantages:

— Feeling the need to "widen” the scope of the EA description technique, the
enterprise could search the set of concerns that are compatible with the cur-
rently employed ones. These concerns and their complementing information
models should easily integrate into the current description technique.

— Feeling the need to ”deepen” the scope of the EA description technique, the
enterprise could traverse the superconcern-relationships, in order to determine
concerns that employ the currently described concepts, but cover additional
information.

Summarizing the above, concern relationships provide decision support for de-
veloping an enterprise-specific EA description technique. Illustrating this fact,
we subsequently provide an application example from a practice case, where we
applied concern relationships to prepare decision making on the appropriate EA
description technique for addressing an EA challenge in both ’right width and
depth’.
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3 Application Example

An international manufacturer from the automotive industry intends to con-
struct a new overseas production plant. Thereby, the local market should be
served in a customer friendlier manner, while currency fluctuations have to be
mitigated in order to remain competitive. Part of this large-scale project is the
deployment and roll-out of approximately 170 partly interconnected applications
supporting a modern and up to date assembling of vehicles. For the sake of prof-
itability, existing applications are duplicated and slightly adjusted to the local
conditions before being deployed and tested. These applications are typically
referred to as group applications, meaning they are used in a slightly adapted
manner at different production plants. Thereby, those new applications are also
connected with their counterparts on the other side of the globe, enabling a
company-wide business intelligence, monitoring, and controlling capability.

The local production and sales of vehicles is constrained by country-specific
laws and regulations. In the case of our international car manufacturer, the
disclosure of company-internal information is regulated by the antitrust law.
Once a piece of information is revealed to one supplier or customer, it must be
automatically made accessible to other third parties. Contrastingly, if a class
action suits succeeds, hence an objection raised by several plaintiffs is sustained,
lawyers will have the possibility to access different company-internal information
as well.

As a matter of fact, information is mostly stored within applications nowa-
days allowing an effective and efficient data organization and retrieval. These
applications directly and indirectly support the execution of different business
processes (e.g. car construction process, car sales process, etc.). Due to above
alluded rules and regulations, external lawyers and auditors would have unim-
peded access to those applications as well as their contained data. As second
consequence, the attorneys were also allowed to retrieve information not only
stored locally on those applications, but also on other applications which are
connected via network technology. Hence, the real set of information being also
transitively accessible through the 170 applications would be much broader than
anticipated before, representing a danger for corporate secrets.

To respond to this challenge, the international manufacturer launched a
project targeting at modifying those applications also granting access to data,
which is not explicitly needed for the production plant. Initially, 35 applications
as well as their exported and imported interfaces providing access on data not re-
lating to the overseas factory where identified and marked as inherently critical.
The classification thereby was mostly based on the experience application owners
and users had with those applications. Subsequently, the 35 applications clas-
sified as critical will undergo time-consuming analysis and complex functional
modifications aiming at restricting their data scope to the information relevant
for the local context. The remaining 135 applications not classified yet, will be
analyzed in a two step approach. To reduce workload, a quick but comprehen-
sive interface analysis of the 135 applications will be performed in a first step
to identify those applications, which need to be considered in more detail. In a
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second step, the applications classified as critical will be analyzed as described
before.

When being confronted with the application interface analysis, the car man-
ufacturer asked us for help. The problem description of our cooperation reads
as follows:

How can criticality of application systems interfaces be determined?
Which concepts and relationships are decisive for criticality of interfaces
exported by applications.

After thoroughly studying a list of factors all determining if an interface is crit-
ical, we suggested three different concerns, which are detailed in the following.

As a first step, we generally defined an interface as being critical whenever
it has no authorization mechanism available. Hence, once an interface possesses
such a mechanism, its criticality is set to low and it needs no further investiga-
tion. Figure 1 illustrates the underlying information model I-1 consisting only
of one single entity named interface and the attributes hasAuthorization,
hasAuthentication, and criticality. Thereby, the attribute criticality is
a derived attribute, whose value is influenced by the two other attributes. This
fact is illustrated utilizing the notation of feature dependency relationship as
defined by Buckl et al. in [22].

Interface

hasAuthentification:boolean—

hasAuthorization:boolean—
feriticality:-Criticality 4:i|

wenums»
Criticality
low, medium, high

Fig. 1. Interface criticality defined by an available authentication mechanism

An alternative way to assign a specific criticality to an application interface
is to closely examine the security type of the data the interface exchanges. This
can be expressed through a second concern, which is described in the information
model I-2 depicted in Figure 2 by showing two entities, interface and data.
Thereby, an interface is regarded as being low critical whenever it is used for
exchanging public data only. If the data is either internal, confidential, or secret,
the interface’s criticality shifts to medium or high. Again the notation of the
feature dependency relationship (cf. [22]) is used.

Compared to our aforementioned framework for interrelating EA concerns,
both models are compatible. The entity interface is semantically and syntacti-
cally equal within the two concerns, both models could complement each other.

After further consideration, we proposed a third concern whose information
model I-3 also addresses the goal of determining critical and non-critical inter-
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transfers
Data 1 " Interface
confidentiality:Confidentiality : criticality:Criticality
«enums» «enumy»
Confidentiality Criticality
public, internal, low, medium, high
confidential, secret

Fig. 2. Interface criticality contingent on the security type of exchanged data

faces. Thereby, an interface may only be deemed as being critical when it is
from the type ’exporting’ with regards to the interface’s underlying application.
In addition, the interface has to transfer non-public data, thus data which is
either internal, confidential, or secret.

IT System
1 n
exports imports
transfers
Data 1 N Interface
confidentiality: Confidentiality criticality:Criticality
«enumy» «enums»
Confidentiality Criticality
public, internal, low, medium, high
confidential, secret

Fig. 3. Interface criticality depending on interface and exchanged data security type

As expatiated on in Section 2, Figure 3 represents a super concern with
regards to the concern specified in Figure 2. Additional relationships between
information model I-1 and I-2, respectively I-3 exist. Each of the above pair
describes two compatible concerns. The interrelations between the different con-
cerns worked out so far, are depicted in the map presented in Figure 4. In the
map, we further added an ”artificial” concern I-3’; as the integration of I-1 and
I-3.

When discussing the results with the international car manufacturer, two
further fields of work arose. Firstly, we identified additional attributes, which
may be regarded as being relevant for the criticality of an application and its
interfaces, i.a. multi-client capability on different application layers, concrete
data content (i.e. business objects and their criticality), configurability of the
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- 2§ - Legend:
«supers wsuper

@ Concern A
«compatible»
- «super» superconcern

relationship

«Super»
._«compatiblen - compatibility
< > relationship

Fig. 4. Concern map for the exemplary concerns

interface, etc. Those aspects could be either directly incorporated in existing
information models or new concerns had to be created. Secondly, we had to find
out which of the required information addressing the concerns of application
interface criticality presented above is already stored in existing EA management
tools. If the specific date is not available it has to be gathered, e.g. through
interviews with the according application owners or an online survey. In all, the
goal of determining the criticality of application interfaces was addressed through
several interrelating EA concerns, summarized by a concern relationship map,
which follows the presented framework.

4 Concern relationship in the state-of-the-art in EA
descriptions

In addition to the first successful application of the framework for EA concern
relationship in practice as discussed in the preceding section, we analyzed ex-
isting literature on EA management. EA management is a research topic with
an increasing number of publications [23], in which especially the fields of EA
modeling and EA analysis are heavily researched. Central to both activities is
the notion of the architectural description reflecting the corresponding archi-
tectural concerns. Subsequently, we explore the state-of-the-art in EA modeling
and analysis with a special emphasis on the EA descriptions used thereby as well
as their underlying concerns in order to validate the framework for interrelating
EA concerns as presented in Section 2.

The approach of multi-perspective enterprise modeling (MEMQO) was initially
presented by Frank in 2002 [6]. Therein, Frank outlines a modeling framework,
which is based on an extendable set of special purpose modeling languages.
The special purpose modeling languages correspond to the different language
communities, which typically exist in an enterprise, e.g. salespersons or project
managers. By further providing a common meta-language, the MEMO meta
modelling language (MML) [24], which the special purpose languages rely on,
the integration of the different languages can be facilitated. Examples for special
purpose languages are e.g. the strategy modelling language (MEMO-SML) [25]
and the organization modelling language (MEMO-OrgML) [26]. Concepts of two
different languages can be associated, i.e. are common to both languages. There-
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fore, the different concerns addressed by the MEMO special purpose languages
can be regarded as being intersected and compatible.

The communication challenge already mentioned in the approach presented
by Frank, is further discussed by Buckl et al. in [27], Schelp and Winter in [28],
and Schonherr in [13]. While the first publication refers to the communication
challenge within an enterprise, the latter two publications discuss the different
language communities mirroring the academic groups conducting research in the
area of EA management. Due to the absence of a standardized terminology and
a commonly-accepted description language for EA management, the different
approaches and communities have developed their own terms, leading to incom-
patibility issues, when different approaches are combined.

A systemic perspective on EA modeling is presented by Wegmann et al.
in [29]. They provide a method and a tool to formalize the alignment of the
multiple levels that constitute an EA. In particular, they propose to organize
the different concepts that constitute the EA in organizational and functional
levels. Thereby, the functional levels represent behavioral and the organizational
levels the constructional hierarchy. Within each organizational level, two differ-
ent viewpoints are available, the information viewpoint — a black box view on
the respective concern — and the computational viewpoint — a white box spec-
ification of the concern. These viewpoints can be refined, which results in a
hierarchy of viewpoints and the underlying information, respectively. Based on
this understanding, a super- and sub-relationship between different viewpoints
and concerns can be identified. Furthermore, Wegman et al. point out that a
”vocabulary mapping” [29] between related concepts on different organizational
levels has to be performed, which can be ascribed to the already mentioned
compatibility question.

In [7] Kurpjuweit and Winter present a systemic approach to meta model
engineering, which consists of five steps: 1) Identification of relevant concerns,
2) requirements elicitation, 3) viewpoint relationship overview, 4) meta model*
fragment selection or design, and 5) meta model fragment integration. For the
identification of relationships between concerns, especially the last step is of
importance. Kurpjuweit and Winter allude to two different types of relation-
ships between concerns as mirrored in the corresponding meta model fragments.
Firstly, concerns can be intersected, which rises the challenge that the termi-
nology must be adjusted. Secondly, a generalization or specialization may be
necessary, which is caused by a superconcern or subconcern relationship between
different concerns.

In [16] Johnson and Ekstedt discuss an approach to EA decision making
based on EA models and analyses. Based on the current documentation of the
EA, future EA scenarios are derived and assessed in respect to selected quality
attributes, as e.g. performance, interoperability, availability, security, or usability.
For each of these quality attributes, an influence diagram is presented by the
authors, which details on causal dependencies between architectural properties.

! The term meta model thereby corresponds to the term information model as used
in this paper.
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If for instance availability is considered, the reliability or recoverability of the
system under consideration influences the overall availability. Thus, the concerns
included in an influence diagram have a subconcern/superconcern relationship
to each other, while concerns of different influence diagrams may be intersected.

Central ideas for a language for describing EAs are outlined by Jonkers et al.
in [30] and further elaborated in [31]. They discuss two requirements that relate
to the notion of the concern, namely meta model flexibility and integration of
heterogeneous models. Meta model flexibility is thereby meant to demand that
general EA description concepts can be refined to organization-specific concepts
and standards. Conversely, a language for describing EAs must facilitate the in-
tegration of heterogeneous models, as special purpose languages for specific parts
of the EA exist, whose concepts can be 'translated’ into or ’associated’ with con-
cepts for EA description. Jonkers et al. further discuss in [30] the distinct levels
of detail, on which the corresponding descriptions may act. In this sense, one or
more concerns from special purpose modeling languages might be ’aggregated’
into a single concern at the EA description level. In [31] Jonkers et al. provide
a core meta-model for architectural descriptions, more precisely behavioral as-
pects thereof, based on a dichotomy of service- and implementation-aspects. The
corresponding basic concepts service and behavior element are refined to specific
business, application and infrastructure-layer concepts, respectively. Neverthe-
less, the basic modeling language allows to omit concepts on some of these layers,
if they are not of interest for the specific modeling purpose. Put in the terminol-
ogy of our concern-discussion, the language implicitly allows for the derivation
of subconcerns.

Summarizing the state-of-the-art in EA concern relationship modeling it can
be stated, that the framework presented in Section 2 can be used to classify
the different relationships as explicitly or only implicitly proposed in current
publications. Furthermore, it provides a framework for conceptual interrelation
as well as proposes the concern map for making the relations explicit.

5 Conclusion and Outlook

In this paper, we discussed the concept concern in the context of EA modeling
and EA management, respectively. Concerns thereby represent distinct informa-
tion demands in respect to the described architecture and can hence be reflected
by information models that provide a ’schema’ for the information to be modeled
and collected during the corresponding EA management process. Based on this
model-centric understanding of concern, we developed a framework for interre-
lating EA concerns and showed its applicability in a real world case study from
the automotive industry. Thereby, especially the utility for evolving modeling
techniques was discussed. Complementingly, we revisited the state-of-the-art in
EA modeling and analysis.

This paper presents itself as a research-in-progress paper, that outlines the
idea of concern relationships. From this point different directions for further
development and research are open. At first, the informal presentation of the
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relationship types in this paper should be complemented with a more formal un-
derstanding thereof. In this respect, the semantics of the different relationship
types could be formally defined based on a formal understanding of architectural
descriptions. This would then allow for more intricate considerations on the re-
lationships between information models that reflect the corresponding concerns.
Secondly, concern relationships might not only be an issue of theoretical interest,
but may prove to be interesting for supporting maturity considerations for EA
management functions. In this respect, the relationships could also be beneficial
for evolving an already existing EA management function towards a ’broader’
and ’deeper’ coverage of the overall EA. This subject has yet not been inves-
tigated in practice, although the notion of the "related” concerns as outlined
by Ernst in [32] and in [21] have shown to be beneficial during the process of
establishing and evolving an EA management function.
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